JUHHP$6 8 8VHU *XLGH




IRWHEWDUWLQJ ZLWK YHUVLIR®DQG 7TUXH1$6 DKWWGEWNVI\LRZZ L[VI\VWHPV FRP EORJ |

WUXHQDV XQL4FDWLRQ LOQOWR 7UXH1%$6 'RFXPHQWDWLRQIRU 7UXH1%$6
PRYHG WRWKHL$6 'RFXPHQWDKWWGVXEZZZ WUXHQDV FRP GRFV

) UHH P$I6V k L;VIVWHPYV

JUHHPP$BQG WKH )PHOHRR¥® DUH UHJLVWHUHG WUDGHPDUNV RI L;VI\VWHPV
JUHH®&V D UHJLVWHUHG WUDGHPDUN RI WKH)UHH%6' )RXQGDWLRQ
:ULWWHQ E\ XVHUV R PWKHMW)2ZRHHLPNVWDFKHG VWRUDJH RSHUDWLQJ V\VWHP
9HUVLRQ

&RS\ULJKW k L;V\VWHPWWSY ZZZ L[V\VWHPV FRP

DQG O
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‘HOFRPH
7\SRJUDSKLF &RQYHQWLRQV

~QWURGXFWLRQ
1HZ )HDWXUHV LQ
8

o 00 0 00

3DWK DQG 1DPH /HQJWKYV
8VLQJ WKH :HE —~-QWHUIDFH
7DEOHV DQG &ROXPQV
$GYDQFHG 6FKHGXOHU
6FKHGXOH &DOHQGDU
&KDQJLQJ)BHBHWWLQJIV
"HE —~-QWHUIDFH 7URXEOHVKRRWLQJ
+HOS 7TH[W
+XPDQL]JHG )LHOGV
JLOH %URZVHU
+DUGZDUH5HFRPPHQGDWLRQV
5%$0
7KH 2SHUDWLQJ 6\WWHP '"HYLFH
6WRUDJH 'LVNVDQG &RQWUROOHUYV
1HWZRUN —QWHUIDFHV
*HWWLQJ6WDUWHG ZLWK =)6

-QVWDOOLQJDQG 8SJUDGLQJ
*HWWLQJ )UHH1$6
&KHFNLQJ-QVWDOOHU —QWHJULW\
3*39HUL4FDWLRQ
6+$ OHUL4FDWLRQ
3UHSDULQJ WKH OHGLD
2Q)UHH%6' RU/LQX]
2Q :LQGRZV
2Q PDF26
3HUIRUPLQJWKH -QVWDOODWLRQ
~QVWDOODWLRQ 7TURXEOHVKRRWLQJ
8SJUDGLQJ
&DYHDWYV
-QLWLDO 3UHSDUDWLRQ
8SJUDGLQJ8VLQJWKH -62
8SJUDGLQJ)URP WKH :HE —~QWHUIDFH
—-16RPHWKLQJ *RHV :URQJ

*PLhlLha




8SJUDGLQJD =)6 3RRO
9LUWXDOL]DWLRQ

9LUWXDO%R]

90ZDUH (6;L

%RRWLQJ
2EWDLQLQJDQ -3$GGUHVV

$FFHVVLQJ WKH:HE -QWHUIDFH
"HE —-QWHUIDFH 7URXEOHVKRRWLQJ
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&KDQJH 3DVVZRUG
SUHIHUHQFHYV
‘HE -QWHUIDFH 3UHIHUHQFHYV
TKHPHYV
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5HSRUWLQJ
$OHUW 6HUYLFHYV
$OHUW BHWWLQJV
&ORXG &UHGHQWLDOV
66+ &RQQHFWLRQV
ODQXDO 6HWXS
6HPL $XWRPDWLF 6HWXS
66+ .H\SDLUV
7XQDEOHV
8SGDWH
3UHSDULQJIRU 8SGDWHYV
8SGDWHV DQG 7UDLQV
&KHFNLQJIRU8SGDWHYV
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$SSO\LQJ 8SGDWHYV
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8SGDWH LQ 3URJUHVV
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6XSSRUW
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5VIQF 7DVNYV
5VIQF ORGXOH ORGH
5VIQF RYHU 66+ ORGH
6 0$57 7THVWV
BHULRGLF 6QDSVKRW 7DVNV
6QDSVKRW $XWRUHPRYDO
BHSOLFDWLRQ
5HSOLFDWLRQ &UHDWLRQ :L]DUG
$GYDQFHG 5HSOLFDWLRQ &UHDWLRQ
5HSOLFDWLRQ 7DVNV
/ILPLWLQJ5HSOLFDWLRQ 7LPHYV
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6KHOO

IRJ2XW 5HVWDUW RUG6KXW'RZQ
/IRJ 2XW
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8VHU *XLGH
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JRUXPV
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9LGHRYV
3URIHVVLRQDO 6XSSRUW

&RQWULEXWLQJWR )UHH1$6
7UDQVODWLRQ
7UDQVODWH ZLWK *LW+XE
'RZQORDG DQG 7UDQVODWH 2ALQH
7UDQVODWLRQ 3XOO 5HTXHVWV

&RPPDQG /LQH 8WLOLWLHV
—SHUI
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IUHHQDV GHEXJ
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'"PLGHFRGH
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=)6 3ULPHU
=)6 )HDWXUH )ODJV
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g2H+QK2

7KLV *XLGH FRYHUV WKH LQVWDOOBWLRQDQG XVHRI)UHH1$6

7KH)UHHI8W6WHU *XLGH LV D ZRUN LQ SURJUHVV DQG UHOLHV RQ WKH FRQWULEXWLRQ
DOV —-1\RXDUHLQWHUHVWHGLQ KHOSLQJ XV WRLPSURYHSWKB(*XLGH UHDG WKH L
KWWSV JLWKXE FRP IUHHQDV IUHHQDV GRFV EORE PDVWHU 5($'0( PG —-5& JUHF
IUHHGBEBQQHO ZKHUH \RX ZLOO 4® GRMUKHU JUHH1$6

7KH)UHH18MWHU *XLGH LVIUHHO\DYDLODEOH IRU VKDULQJ DQG URGIENDWULLEXSARRQ X
PRQV $WWULEXWIKRMWBENVHQRMHHDWLYHFRPPRQV RUJ OLFHQVHV E\ 7KLV PHDQV
WR FRS\ GLVWULEXWH WUDQVODWH DQG DGDSW WKHZRUNDV ORQJDV\RXDWWUL
*XLGH

JUHH1P$BQG WKH )VHOHRB® DUH UHJLVWHUHG WUDGHPDUNV RIL;VA\VWHPYV

$FWLYH 'LOHVNWRIWMHILVWHUHG WUDGHPDUN RUWUDGHPDUN RIOLFURVRIW &RUSRUD
RWKHU FRXQWULHV

$SSOH ODFDQGODF26 DUHWUDGHPDUNV RI $SSOH -QF UHJLVWHUHG LQ WKH 8 6 I

$VLIUD -QF $VLIJUD WKH $VLIJUD ORJR $VLJIUD &0RXG %DFNXS 5HFRYHU\LV (YHU\
DUHWUDGHPDUNV RI $VLJUD -QF

%YURDGFRPLVDWUDGHPDUN RI % URDGFRP &RUSRUDWLRQ
&KHOWMWMD UHJLVWHUHG WUDGHPDUN RI &KHOVLR &RPPXQLFDWLRQV

&LVFRV D UHJLVWHUHG WUDGHPDUN RUWUDGHPDUN RI &LVFR 6\VWHPV —-QF DQG R
FHUWDLQ RWKHU FRXQWULHYV

'"MDQURV D UHJLVWHUHG WUDGHPDUN RI ' MDQJR6RIWZDUH )RXQGDWLRQ
J)DFHERRW D UHJLVWHUHG WUDGHPDUN RI)DFHERRN -QF
JUHH®®QG WKH )VHHRA®R DUH UHJLVWHUHG WUDGHPDUNV RI WKH)UHH%6' )RXQGDW

- QWHO WKH-QWHO ORJR 3HQWLXP -QVLGH DQG 3HQWLXP DUHWUDGHPDUNYV RI -C
FRXQWULHV

/ILQNHE&VQD UHJLVWHUHG WUDGHPDUN RI/LQNHG-Q &RUSRUDWLRQ

/ILQXLVD UHJLVWHUHG WUDGHPDUN RI/LQXV 7TRUYDOGYV

2UDFOHLVD UHJLVWHUHG WUDGHPDUN RI 2UDFOH &RUSRUDWLRQ DQG RULWV D]OL
7TZLWWHU LV D WUDGHPDUNRI7ZLWWHU -QF LQ WKH8QLWHG 6WDWHV DQG RWKHU
81-LVDUHJIJLVWHUHG WUDGHPDUN RI 7KH 2SHQ *URXS

SLUWXDOWRUHILVWHUHG WUDGHPDUN RI 2UDFOH

90ZDUWHWV D UHJLVWHUHG WUDGHPDUN RI 90ZDUH -QF

:LNLSHG&MVMD UHJLVWHUHG WUDGHPDUN RIWKH :LNLPHGLD )RXQGDWLRQ -QF D QRC
:LQGRZVV D UHJLVWHUHG WUDGHPDUN RIOLFURVRIW &RUSRUDWLRQ LQ WKH 8QLWH
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*> Shil_
PL1

ALh_P.I*hAPL

JUHH1P$I6V DQ HPEHGGHG RSHQ VRXUFH QHWZRUN DWWDFKHG VWRUDJH 1$6 RSHUD'
UHOHDVHG XQGHK\DH %6' OKWWG@WYH RSHQVRXUFH RUJ OLFHQVHV %6' &ODXVH $1
VI\VWHP RSWLPL]HG IRU 40H VWRUDJHDQG VKDULQJ

JUHHPP$SURYLGHV D EURZVHU EDVHG JUDSKLFDO FRQ4JXUDWLRQLQWHUIDFH 7KH
VWRUDJH DFFHVV WR PXOWLSOH RSHUDWLQJ VI\VWHPV $SOXJLQ VIVWHP LV SURYLC
LQVWDOOLQJDGGLWLRQDO VRIWZDUH

RXR L2r 62 im 2b BM RRX]j

JUHH?$6 LVDIHDWXUHUHOHDVH ZKLFKLQFOXGHV QHZ VLJQL4FDQW IHDWXUHV P
HILVWLQJIHDWXUHY DQG YHUVLRQ XSGDWHV WR WKHRSHUDWLQJ V\VWHP EDVH D
DIHGABRED\SBJH WR WKLV UHOHDVHLQ RUGHU WR WDNHDGYDQWDJH RIWKHVH LF

ODMRU 1HZ )HDWXUHV DQG -PSURYHPHQWYV

7TKHUHSOLFDWLRQIUDPHZRUN KDV EHHQ UHGHVLJQHG DGGLQJQHZEDFN HQG V\V\
5HSOLFDWLRSDVRWWWHBQ®LRGLF 6QDSYORW 7DVRKH UHGHVLIJQ DGGVY WKHVH IHDW XL

1HZ SHHUV FUHGHQWLDOV $3- IRUFUHDWLQJ B66PDQPH EMLIMONGEQ@®/LDOV 7k
H\SDLSDJIH VFUHHQV KDYH EHHQ DGGHG DQG D ZL]DUG PDNHV LW HDV\ WR JH
6)73DQG 66+ UHSOLFDWLRQ NH\V FUHDWHG LQ RU HDUOLHU 260 OHE\IS DXWWR P T
SDJH GXULQJ XSJUDGH

1HZWUDQVSRUW $3-DGGV QHWFDW VXSSRUW |IRUJUHDWO\LPSURYHG VSHHG F

6QDSVKRW FUHDWLRQ KDVEHHQ GHFRXSOHG IURP UHSOLFDWLRQ WDVNV DOOR
VKRWYV

7KHDELOLW\WR XVHFXVWRP QDPHV IRUVQDSVKRWYV
&RQ4IJXUDEOH VQDSVKRW UHWHQWLRQ RQ WKHUHPRWH VLGH

$ QHZUHSOLFDWLRQ ZL]DUG PDNHV LW HDV\WR FRQ4JXUH UHSOLFDWLRQ VFHQ!
UHSOLFDWLRQ WR VAIVWHPV UXQQLQJOHJIJDF\UHSOLFDWLRQ SUH

5HSOLFDWLRQLVUHVXPDEOHDQGIDLOHG UHSOLFDWLRQ WDVNV ZLOO DXWRPD
SRLQW (DFKWDVNKDV LWV RZQ ORJ ZKLFKRAOIRMHXPEFHVVHG IURP WKH

5HSOLFDWLRQV UXQLQ SDUDOOHODV ORQJDV WKH\GR QRW FRQ5LFW ZLWK HDF
QXPEHUDQG VLIHRIVQDSVKRWV DQG WKHEDQGZLGWKDYDLODEOH EHWZHHQ W

ITHWZRUN LQWHUIDFISPDKHDJHECDMEHHQ UHGHVLIJQHG WR VWUHDPOLQH PDQDJHPHQ
YLUWXDO LQWHUIDFHV XVLQJ RQH VFUHHQ 9/$1VDQG /$**VDUH QRZFODVVL4HG DV
%ULGJH LQSDIHDFHV\SH KDV EHHQ DGGHG 7KHDGGUHVVLQJGHWDLOV IRUDOO SK\
DUH QRZ GLVSOD\HG EXW DUH UHDG RQO\LI WKHLQWHUIDFHLV DPHPEHU RID /$**

ZHE LQWHUIDFH SURYLGHV D ZLQGRZ WR FDQFHO WKH FKDQJH DQG UHYHUW WR WKH
078 4HOG PDNHV LW HDVLHU WR VHW WKH 078 DV LW QR ORQJHU KDV WR EH W\SHG LQ

RR
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6°22L a RRXj@I18 Ib2° :mB/2- _2H2 b2 RRX]

$XWRPDWLF &HUWLAFDWH ODQDJHPHQKWMSV URGMH@Y BBPH JLWKXE LR DFPH GUL
DFPH KWPO VXSSRUW KDV EHHQ DGGHG $&0(VLPSOL4HV WKH SURFHVV RILVVXLQJ
RI'16 FKDOOHQJHV WR YHULI\D XVHU LV WKH RZQHU RI WKH GRPDLQ :KLOH WKH QH?:
'16 DXWKHQWLFDWRUYP N XSERRNWMRAWWSY DZV DPDJRQ FRP URXWH KDV EHHQ D
WLDO LPSOHPHQWEDWLIRGDIKH VFUHHQLV XVHG IRUDXWKHQWLFDWRUWRERQ4JXUD!
&HUWL4ASDWMHY RSWLRQIRU&HUWLAFDWH 6LJQLQJ 5HTXH\VALY O2M¥F\WEFRDWILXDBG \ )\
$&0( FHUWL4FDWHV DV WKH\ H[SLUH

6XSSRUW IRUFROOHFWLQJGDLO\DQRQ\PRXV XVDJH VWDWLVWLFV KDVEHHQDGGH
KDUGZDUH LQIRUPDWLRQ VXFKDV &38 W\SH QXPEHUDQG VLIHRIGLVNV DQG FRQA4.
WLRQ RI ZKLFK VHUYLFHV W\SHV RI VKDUHY DQG 30XJLQVDUHFRQ4JXUHG 7KH FR!
ZKHUH WR EHVW IRFXVHQJLQHHULQJDQG WHVWLQJHRUWYV &ROOHRWWR® LY HQDE
*HQHUDBODJIJH FROOHFWLRQ

TKBOHBB/JIH VI\VWHP KDV EHHQ LPSURYHG
6XSSRUW IRURQH VKRW FULWLFDO DOHUWY KDVEHHQ DGGHG 7KHVHDOHUWYV |

$OHUW 6 F 8WMWH QJKDYV EHHQ UHRUJDQL]HG DOHUWYVY DUHJURXSHG IXQFWLRQDOC
SHU DOHUW VHYHULW\DQG DOHUW WKUHVKROGV DUH FRQ4JXUDEOH

BHULRGLF DOHUW VFULSWYV KD Y#HOEHBBDQH HSODPRABZAR WKHBHULRGLF DOHUW HPD|
DEOHG E\GHIDXOWDQG SUHYLRXV HPDLODOHUW FRQGLWRBRHYVW IYHEHMHQ PGG
RURWKHUDOHUW PHWKRGV FOOQHERVFRRBIMUHG LQ

$7DVN ODQBDHMH LQWKHWRSPHQXEDUGLVSOD\VWKHVWDWXV DQG SURJUHVVR

7KH'DVKERDUG KDV EHHQ UHZULWWHQ WR SURYLGHDQ RYHUYLHZ RIWKHFXUUHQW
WKH KLVWRULFDO GDORL VRDABE LQ —-W QRZ XVHV PLGGOHZDUH WR KDQGOH GDWD FR!
WKHZHELQWHUIDFH ZLWK UHDO WLPHHYHQWY /LQH FKDUWV KDYHEHHQ UHSODFH
EHHQ FRQVROLGDWHG LQWR D VLQJOH ZLGIJHW ZKLFK SURYLGHV DYHUDJH XVDJH DC
DWXUHDQG XVDJH -QWHUIDFHV DUHUHSUHVHQWHG DV D VHSDUDWH FDUG SHU SK\
FDUG 3RRODQG -QWHUIDFH ZLGJHWYV IHDWXUH PRELOH LQVSLUHG ODWHUDO QDYL
GDWD ZLWKRXW OHDYLQJ WKH SDJH

SHSRUVSDQ B KDVEHHQJUHDWO\LPSURYHG 'DWD LV QRZ SUHSDUHG RQ WKH EDF
HUDWLQJ V\VWHP $Q\UHPDLQLQJGDWD PDQLSXODWLRQLVY GRQHLQDZHE ZRUNHU
WKH PDLQ 8- WKUHDG FRQWH[W 7KH 69* EDVHG FKDUWLQJOLEUDU\ZDV UHSODFHG
EUDU\ 9LUWXDO VFUROO DQG OD]\ORDGLQJ SUHYHQW RYHUORDGLQJWKHEURZVHI
FDQ]RRP E\; RU<D[LVDQG UHVHW WKH]RRP OHYHO ZLWK D GRXEOH FOLFN *UDSKYV
GDWD 6XSSRUWIRU836DQG 1)6 VWDWLVWLFV KDVEHHQDGGHG

2SWLRQV IRU FRQ4JXULQJWKHUHSRUWLQJ GO\WDHBWHSERD WHKEH NG PRNEO 6 /&Y WKH
LW\ WR FROAQYUDSKHPMZHOO DV WKH QXPEHU RI SRLQWV IRUHDFK KRXUO\ GDLO\ ZHHI
*UDSK SRLDKMHVORFDWLRQ RI WKHUHSRUWLQJ GDWDEDVH GHIDXOWV WR WPSIV DQG
HI[FHHGV *L% KDV EHH{DDHGE G/HGSDR/H Q JV

7KHZHE LQWHUIDFH KDV UHFHLYHG PDQ\LPSURYHPHQWYVY DQG EXJ4[HV 8VDELOLW)\
PRYH SLQ DQG FRS\KHOS WH[W SHUVLVWHQW OD\RXW FXVWRPL]DWLRQV FXVWRF
FHSW KXPDQL]JHG LQSXW LPSURYHG FDFKLQJDQG EURZVHU VXSSRUW DQG LPSURY
KHOS WH[W $QL; 2]FLDO WKHPH KDV EHHQDGGHG ZKLFK LV WKH GHIDXOW IRUQHZ L

1$7 VXSSRUW KDV EHHQ DGGHG DV WRM BSDOKOW IRIMPKRYSY D SOXJLQ LV FRQWDLQH
QHWZRUNDQG GRHY QRW UHTXLUH DQ\NQRZOHGJH RI WKH SK\WLFDO QHWZRUN WR :
PDQXDOO\FRQ4JXUH -3 DGGUHVVHV RUKDYHD '+&3 VHUYHU UXQQLQJ :KHQ LQVWD
URQPHQW 1$7 UHPRYHV WKH UHTXLUHPHQW WR HQDEOH 3URPLVFXRXV ORGH IRU Wt

7TKBOXJLSDJH SDJH KDV EHHQ VWUHDPOLQHG VR WKDW PRVW RSHUDWLRQV FDQ E
WR WRHSDJH SDJH 6XSSRUWIRUFROOHFWLRQV KDVEHHQDGGHG WR GL*HUHQMW
ZKLFKUHFHLYH XSGDWHV HYHU\IHZ ZHHNV DQG &RPPXQLW\SOXJLQVY —-QDGGLWLR
LPSURYHPHQWV WR LRFDJH WKH30XJLQV EDFNHQG UHVXOWLQJLQDPXFKEHWWH

$Q$&/ 0DQDISDUH KDVEHHQ BBRHOGIRROY 2SWLRQV CBHWKWHWLRQV HGLWRU
SDJH KDVEHHQ UHGHVLJQHG

Rk


https://ietf-wg-acme.github.io/acme/draft-ietf-acme-acme.html
https://aws.amazon.com/route53/
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$ QHZ L6&6— ZLYDORTF NQ L5RIH- PDNHV LW HDV\WR FRQ4JXUH L6&6—- VKDUHYV

7KHUH KDYH EHHBRWRODYHUD®ODH H LPSURYHPHQWY 7KH ODEHOVDQG WRROWLSV IK
WLRQV DUH  FOHDUHU 'LVN W\SH URWDWLRQUDWH DQG PDQXIDFWXUHU LQIRUPDW
VHOHFWDEOH GLVNV ZKH Q F(3 HaX WO PBSRROHE LW HDVV\WR FUHDWH ODUJH SRROV )
OD\RXW VXFKDVDVHULHV RIVWULSHG PLUURUV

6LIQL4AFDQW LPSURYEPH@QWKWNSY MLUD L[V\VWHPV FRP EURZVH 1%$6 LQFO
VXSSRUW ZHE VHUYLFH GLVFRYHU\VXSSRUW DQGLPSURYHG GLUHFWRU\OLVWLQ.

7KHPLGGOHZDUHDQG ZHEVRFNHWYV $3-Y UHZULWHLV FRPSOHWH $3-Y UHPDLQV |
GHSUHFDWHG DQG QR ORQJHUDYDLODEOHLQ WKHQH[WPDMRUUHOHDVH

'"HSUHFDWHG DQG 5HPRYHG )HDWXUHYV
7KH OHJDF\ ZHE LQWHUIDFH KDV EHHQ UHPRYHG DQG QR ORRIHUVISIFHDU YV DV D(

:DUGHQ KDVEHHQ UHPRYHG DORQJZLWKDOO &/-DQG ZHELQWHUIDFH VXSSRUW
XVLQJ)UHH1I$®U HDUOLHU

+LSFKDW KDV EHHQ U KMPRYMGSIREBBIH- HVDV LW K®NMVEHRKQV L Q X H G
KWWSV ZZZ DWODVVLDQ FRP SDUWQHUVKLSY VODFN 7KH ZHE LQWHUIDFH F
LQJ+LSFKDW FRQ4JXUDWLRQ

'RPDLQ &RQWDREPBHQQ UHPR YoHH® MU B BIIH

IHWGEKDWDEHHQ UHP R YoHH® NMUEB BI/H GXHWRDORQJ VWDQGLQJ XSVWUHDP PHPF
7TUXH&RPPIKOWNSY ZZZ L[VI\VWHPV FRP WUXHFRPPDQG SURYLGHV VLPLODU U
DIJHPHQW FDSDELOLWLHV IRU VLQUOW WWH P X OW GSLO/H YWHHHIREKVH WR PDQDJH XS

7TKHEXLOW LQ'RFNHU WHPSODWH KDW EWHHD® WHSFERMHE 8 VURPYWUXFWLRQV IRU PD
LQVWDOOLQJ 'RFNHU FDY & OROXQEDLFRF N H U

1HZRU8SGDWHG 6RIWZDUH

7KH)UHH%6' RSHUDWLQJ VI\VWHP KDYIEHHQ SDWFKHG XS WR
KWWSV 7ZZZ IUHHEVG RUJ VHFXULW\ DGYLVRULHVEIHH»6"' (1 W]GDWD D
KWWSV VHFXULW\ I[IUHHEVG RUJ DGYLVRULHV )UHH%6' 6% PFEX DVF

26 VXSSRUW IRUUHSRUWLQJ WKH &38 WHPSHUDWXUH RI $0')DPLO\ K ORGHO!!

4/RJLF *LIJDELW (WKHUQHW GULYHU VXSSRUMKDVY EHHQDGGHG ZLWK
KWWSV 7Z7ZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ TO[JEH

7KHEDVH)UHH%6' SRUWV KDYHEHHQ XSGDWHG WR WKHLU ODWHVW YHUVLRQV I

B\WKRQ KDV EHHQ XSGDWHG KWRWSHHW YV IZF@ S\WKRQ RUJ GRZQORDGY UHOHDVH ¢
G UH&Y( KWWSV QYG QLVW JRY YXOQ GHWDLO &9(

$QIJXODU KDV EHHQ XSGDWHGRWRWIMVUROKXE FRP DQJXODU DQJXODU EORE F
6DPED KDVEHHQ XSGDWHG WRKYWUSYVR@ZZ VDPED RUJ VDPED KLVWRU\ VDPED
IHWDWDON KDV EHHQ XSGDWHG WRWIBUVQRYDWDON VRXUFHIRUJH QHW 5HC
5FORQH KDV EHHQ XSGDWHG WRWEHUVLRRDRQH RUJ FKDQJHORJ Y

FROOHFWG KDV EHHQ XSGDWHKWMRSMHUFRRQHFWG RUJ ZLNL LQGH[ SKS 9HUVL
VXGR KDV EHHQ XSGDWHG WR YHUWSRQ WEKDNOMBYHVYYG QLVW JRY YXOQ Gi

S JLSKWWS S ]JLS VRXUFHIRUJH QHW KDV EHHQDGGHG
TKHHWWDKWSNMSY JLWKXE FRP IUHHQDYV JHWWDUHSO UHSOLFDWLRQ WRRO KD
OLVF 8- &KDQJHV

TKHRVWODRERPDLMHWDREDO &RQ4ISIHNLRRDUH VKRZQ XQGHU WKH L;VA\VWHPV
WRS OHIW RI WKHZHELQWHUIDFH

7KH ZHE LQWHUIDFH QRZ LQYGLWDWMHE ZRHWQ RD\SDJBURIUHVV

Rj


https://jira.ixsystems.com/browse/NAS-102108
https://www.atlassian.com/partnerships/slack
https://www.ixsystems.com/truecommand/
https://www.freebsd.org/security/advisories/FreeBSD-EN-19:18.tzdata.asc
https://security.freebsd.org/advisories/FreeBSD-SA-19:26.mcu.asc
https://www.freebsd.org/cgi/man.cgi?query=qlxgbe
https://www.python.org/downloads/release/python-375/
https://nvd.nist.gov/vuln/detail/CVE-2019-15903
https://github.com/angular/angular/blob/master/CHANGELOG.md
https://www.samba.org/samba/history/samba-4.10.10.html
http://netatalk.sourceforge.net/3.1/ReleaseNotes3.1.12.html
https://rclone.org/changelog/#v1-49-4-2019-09-29
https://collectd.org/wiki/index.php/Version_5.8
https://nvd.nist.gov/vuln/detail/CVE-2019-14287
http://p7zip.sourceforge.net/
https://github.com/freenas/zettarepl
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'LUHFWRU\6HUYLEBBYHORQKWREHHQ DGGHG WR WKH WRS WRROEDU URZ

7TKAKHPH 6 HKIDWMVERIKHQ UHPRYHG IURP WKH WRS QDYLJDWLRQ EDBU AKHUAKOHFPHR L
SDJH

7KH UHG X @ EPBRAWQW U\ KDV EHHQ UHPRYHG IURP WKH JHDU LFRQ RI WKH WRS QDY

$GG WR )DYRDEWHWH @@ PEOH 6DYH &RQ4IJXUDWLRQ 'KD®REHHRUHBEYHG G
[URBUH | HU HSIFHV

5HVHW 7DEOH &ROXRQV BHRH g IDEMA MURAS CFIHV
5LJKW FOLFNKHOS GLDORJKBKXEBBQHDGGHG WR WKH

6\VWHP

7KH8-66/ &HUWHEBWH773 ! +7736 58 VOLUIHHRD OBWDRKQ UHIRIOWVEXIDYH EHHQ
DGGHG WR DBQURWRHEG KDV EHHQ UH PRIYHGIOR R

7TKHHE*8—- -3Y $GIUMHEY8- -3Y $ HAGHODHBWLHW KHBDI H VIVWHP RSWLRQV KDYH E
XSGDWHG WR DOORZVHOHFWLQJPXOWLSOH -3DGGUHVVHYV

7KHDQJXDBIHOG FDQ QRZ EH YBPWWISQENXDJH FRGH
$Q[SRUW 3RRO (QFIRSWLRQ KDV EHHQ DEBG H &AW R-W & ESDIRJ

6\WWHR6RRW (QY L URMWP HIQMQ UH Q XRHIREDVRI $XWRPDWLF VFUXE L @QWIBUYDORULQ G
PDWLRQ DERXW WKH RSHUDWLQJ V\VWHP GH.Y £ B!H6K N DMV K HHHWRRLYQUIG/ W R

BHULRGLF 1RW L KEDMAHRHQSYVHRIR Y H G GU/POR) VEHDE H VIVWHP RSWLRQV EHFDXVH S|
VFULSW QRWL4FDWLRQV KDYHEHHQ UHSODFHG E\DOHUWYV

6KRZWUDFHEDFNV LQ FEWDN EHIBDQ D I®ARNYHREGCL ROR) VAHIDE H VI\VWHP RSWLRQV

6 HW W HQYY DLU® WiKEHY D Q FSHD@ H VIVWHP RSWLRQV SURYLGHV D EXWWRQ WR VKRZ
EXVV\VSLQQHU GLDORJV

5HPRWH *UDSKLWH 6HDPBHSRWYW @ 9 KV D JH LIQLSYHHUEHIQQVPRMM &/ WIR5HSRUWLQJ
SDJH

YURP 1DREBYV EHHQ D G@®HG S\DR H

5HSRUWLQJ '"ODWDERYHIG 6 URPHP 'DVSDVHW BAMRWHBHSRUWLQJ

/JHYKDV EHHQ DGGHG PN G WRKHIFXWWRQ UHPRYH®GA U R WISHYIH HVRSWLRQV
$3- 8KDV EHHQ DGGHG WRIWKH DOHUW VIWDYH-H RSWLRQV

6103 7UDS KDV EH H Q $DIG-GH\G BWSRDYIIHE H V

~30-6(//RZ 6SDFBO-HEWWHPKHYHEMWLY &DXVLQJ 6 0RZ\Q R RINVARPIIENY MGF 7DV N
6XFFHH®YG EHHQ DGOHG W R FHWDWH QOH D U $ OKDYOBHHOVF K D QIVHPE WAR$O O $OHU W

2$XWK & O DH@WXWK &OLHERWYSHHEHHYW UHPRYH® RURRSERHEFURVRIW 28&ORLXYH
DQ&DQGSURYLGHUY QR NWKHUHCCGSDIJWLDRSEWLRQV

9(5-)< &5('(1RDM EHHQ DG G HGEWRWKHH CSDIWLD RSWLRQV
5HILRRQV EHHQ DG G H® VR &BIR X G & UH CSDIWLD RSWLRQV

3(0 HQFRGHG SULY DWHDNH\RHO@ SO HEGDMWRHL.HHWAKA3 FORXG FUHGHQWLDO RSWI
SDJH

&RPPHIDW EHHQ FKDHMWUWRWY XRQ E S B YH
)(7&+ $1'-167$// 83KIIVEHHQ UHQIPHG@WR3'$7 (6 @SGD\SBJIH

(OOLSWLF &XUYH &U\SWWWINSKHQ&ZLNLSHGLD RUJ ZLNL (OOLSWLF FXUYHBFU
EHHQDGGHG WR WKHRSWLRRNVWRUSONVKR U LDEQHE\W L 48D WH V

2UJDQL]DWLRQUDEIBAQWGG HG VB WMKH DEQG/WLASDWMHY RSWLRQV
~PSRUW &HUWLA4FDW HKBOLM DI B Q DHETGHIGAW R WISIDWH Y RSWLRQV

7TDVNV

R9


https://en.wikipedia.org/wiki/Elliptic-curve_cryptography
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7Kiee LFRDJH KDV EHHQ D G&6HEHGHRRHX R Q | RU FADH/DS\VCHIG
7TLPHRODW EHHQ DGGH®WWR WKXWGRZQ 6 FSDFWYV RSWLRQV

7KHORJHQWULHYV IRUWQQ GDYDIGHKDO FDQ EH GLVSOD\HG DQG GRZQ GGRADIBMXGVE\ F O
RI'WKH WDVN

7KH)UHHY®OWK DQG QDPSDHQIWRULWHULD KDYH EHBRQVWIS S GUW® W R BMAKNHV
SDJH

$00 'KDWEHHQ DG GHGMWIRWKHHVW\SRIMLRQV

([FOXG®DSVKRW / DIGHSOIOFRZ WDNLQJ HP NDIWWHODSH/E RWEHB W.R WIKH6 QDSVKRW WD
RSWLBQYH

OLOXWBY EH VSHFEXNBRBULRGLF 6QDSVKEBOMFKHGXOHYV

7KHUHSOLFDWLRQ ORJ KDW ES! W® AR ¥H G B\SE M HMERJ HQWULH YV IRHBIOQ G DYWLGXD
7DV NS\ JH FDQEH GLVSOD\HG DQG G R ZQ CR\DDB/MME KEN RVCDLWNN L Q J W K H

$/DVW 6 QDBRERMQ KDV EHH QSDIGOH 6 WR.L8RQJIHD VNV
1DPHURSHUMJIBRV G 3HQGLQJ &KQI SIVEK-RH/OVD G G HIB IR WIKMLR Q 78BDOIHFRSWLRQV

JLPLW KMAWEHHQ UH QDIFPHGVWR L% V LD WE#BOLFDWLRQ 7SDNHRSWDRGV
DFFHSWV YDULRXV VDJ®IXQLWYV OLNH

BWUHDP &RP SLWHVS/QARFDWLRQ 75D NHR S W LR@®\ D S S HEBMWZAKKRY H/Q) RQW SR U W
W\SH

6 WR U D JH8&®ID VD/V WDMIHVEND D § WKFEWH V FAR\SW VFUDQWIROORZ 6\ PODLQGIXL GW K
/ILPLB/ORDG &KXQN 6RHGFOQAMIHYH EHHQ DG G K G RVREWKEBIF 7TDVESMREHIVLRQV

7KHORJHQWULHV IRURDQEGEYLFSHIMNY FDQ EH GLVSOD\HG DQG GRZQORDGHG E!
6WDRIXWKH WDVN

IHWZRUN

TKHOQWHUIDHHQGRDYV EHHQ UH\DARHG®WBRWKRKBD QA VDEOH +DUGZDUHKHROBIVGLQJ
KDYHEHHQ DGOMGIWIRDPFH\ERIMWLRQV

6WRUDJH

'LVN WA\SH URWDWLRQUDWH DQG PDQXIDFWXUHU LLYINRSIPIHW L R § CRIHQDEHS YA KH @
FUHDWLQJSDIRRO

TKH[SRUW 'LVFRQG@PBW 3SREKEADORJ VKRZV VI\VWHP VHUYLFHV WKDW DUH D*HFWH

7KH GDWSDNVHW VV LR QS/DHIGLWRKIDYV EHHQ UH G HMWUJQ Bl STKHBYSHIO\ *U RS
$SSO\ $FFHVAHORBMHKDYH EHHQ UMBRYHK®WHEEHQ DGGHG

$&/ ORIV EHHQ DG G H&G W RDWMOH/ HW DG Y (B@MRIMHG PRGH

$ GDWDVHW GHOHWLRQ FRQ4UPDWLRQ GLDORJ ZLWK D IRUFKD 8 W6 HWMRSWLR QL
SDJH

7LPH5HPDGQYS®D\V ZKHQ WKH SRRO KDWBQ ®EWSIIWHKVFUXE LQ
1DPLQJ 6FKWMRDEHHQ DG GHG WROMKH) SBIYHKRW RSWLRQV
&ULWLFPOHQBHRUPDWLGREDHD U 6(' 3D¥YMDPBWV&EDYH EHH QLGRS G WRQN
'"HWDF®&6()5(6RSWLRQV KDYH EHBQ PG 6 WSDWRY

7TKHLOHV\VWREWILRA EHKBFFERWWL QDINH KDVEHHQ XSGDWHG WR VHOHFW WKH
WHP RI WKH FKRVHQ GLVN $IWHULPSRUWLQJD GLVN DGLDORJDOORZV YLHZLC

$GGLQID GBODNWHW VKRZWLRQV WR FRQ4JXUH ZDUQIMIHR U FZK M/Q DOGDMIDAHMWY
UHDFKHV D FHUWDLQ SHUFHQW RI WKH TXRWD

'LUHFWRU\B6HUYLFHV

R8
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&RPSXWHU $F FKFOXVQBEM 28 DG G H G @IMEOWMISHP R Q8 W-R HI[W H Q RPPQQ &RQWUROOHU
*OREDO &DWD @R D QHEFEWHLY IDIQERKRFN U\ $ WMMHES WYY H EHHQ UHPRYIHGH URP F
W R (S\DJH

/IHDYH 'RPRODIQ@PLFDOO\ DSSWDYUN LQSDRMWMR U\ ZKHQ WKHP)UHWINKE LV MRLQHG WR D
$FWLYH 'LUHFWRU\GRPDLQ

IUXDYY& GEDYH EHHQ UHPRYHGAPRB WIKHNHQ GSRIWLRQV
9DOLGDWH &DUWHHHIFQ WU BIGH\G.WIR 'L USTFRMWMRU\ DG SDJH FRQ4IJXUDWLRQ RSWL

7KHLVDEOH /'$3 8VHU *UFRXFRBRKKDV EHHQ D G&WHI BQEM RX$H 6 XIDVVZRUG 6X |
4[0ODFKLQH 6%]R 6 X][LHWELRY DIEHWELRWBOGY\KDYH EHHQ U HPIR3YHGQIURP
UDWLRQ RSDVLKRQV

TKHRVWQID®H3 SDJH VXSSRUWYV PXOWLSOH KRVWQDPHV DV DIDLORYHU SULF

6KDULQJ

(QDEOH 6 KDGRKDOREHHY DGGHGQUQGRWKHKDUHY 60&%D R WIHRDODXOW 3HUPLVVLRQV
KDVEHHQ UHPRYHGGBRF 60% &SOIWHY DV SHUPLVVLRQV DUH QREZERAIAQJXUHG )
DJHBDJH

7KIBFOBWE[DWRBURDMANKHS BDFHR PP IGM ID X O W B IXIROVEDB AIM®W/IGBORNHBWSHUPV
OLQX[B[I'QBIWW D &\ON B HUIH®ES D KUHHDGS RMKD\G RZBVFRBGERZBFRIKRBPDWBVQDS
VWUHDPVEGEHSRSNYP HB DOQEMNH G BRLHUIKIVIZR W PDWR[® W W 9 B GVFRGEEM S DWW N KDYH
EHHQ UHPRYHG\DKDEGWEKBBRSREMHFW KDV EHHQ DGGHG

&RPPHIDW EHHQ UHQDPHW WSRER @ F N LSBRIH- 3RUWDOV —-QLWLDWRUV DQG (]

6HUYLFHYV

(PDIK@WV EHHQ UHPRYHG IURPPWKHHUYLFSIDEINVLRQVO $ 5 7 DOHUWY DUH FRQ4JX
SDUW RO OKQUW VSFDIMH-FH 1RWH WKDW HPDLO DGGUHVVHY SUHYLRXVO\FRQ4JXUH
QRZ UHFHLYH DO® O PUHHSDLIHH

7LPHB6HUYHU IR RPOINQNH FWR U$S ODRN (P SW)\ 3 DABVZRGEDKEO ORZ ([HFXWH $0ZD)
KDYHEHHQ UHPRYHG0IW R P WKIH H RBJHLR Q V

SBQL[([WHQRPRPQY ORDR@H\ SDP UHV WDLYFHMEHRMY UHPRYHGOIW R P WKIHFHY RSWLR(
SDJH 7TKHVH RSWLRQV DUH QRZ G\QDPLFDOO\HQDEOHG

([SRVH]LOVWDWDWM.BHHQ3ID GG HG WRVYWKMLFH BBWM.RQV

+RVW Q¥ EHHQ DG G HG W\RHWKHFH 8B . RQVVHDUFK IXQFWLRQDOLW\ KDV EHHQ
'ULYHBDWG 86% SRUW GHWHFWLRQ KD¥RAHM R WD GRHMEQDRP W K H

836 HYHQWYV QRZ $8 € tSMIYW H

187 KWWS QHWZRUNXSVWRROV RUJ IHWZRUN 83§ 7TBRPVYORRY WLV B G IRQL
-3Y ORFDOKRVW

9LUWXDO ODFKLQHYV

*UXEERRWORDGHU VXSSRUW KDV EHHQDGGHG IRUYLUWXDO PDFKLQHYVY WKDW .

'HVFUL DWIGRVW HP &KDRFFHNEHHQ DGGHGUWWRKW®HKHDFKLEBYH LD UE®H :L]DUG QRZ GL\
SOD\V VA\VWHP PHPRROUDDEIGERRW 8QWLO KDY ERQQHWKR/GWHG WR WKH 4UVW VWHS RI

$Q RSWLRQDO FXVWRP QDPH FDRERHMSHPLIHG ZBEBODHD FKLQHV
/IRJ40HV IRUHDFK 90 D UMBOWNRRJHH &/ RQ 4O HY KDYH WKH VDPH QDPH DV WKH 90

30XJLQVDQG -DLOV

%URZVH D & RD(QHBWER'@ QIR67 —167%$// 1IRDYH EHHQ D GG M GLBIRI H
7HPSODWBDMH.OVFDQ QRZEH FUHDWHG IURP WKH ZHE LQWHUIDFH

DOORZBY®®RZBPRXQ\8BKRAMANNIVRH QB O BKIVMREROW IX UH -3 YDDINIREBWVRQG
KDYHEHHQ DGGMBQPBHG -DLGRUHDWLRQ



http://networkupstools.org/
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1$7 3SRUW )RUDDRIGGAIQH DV VERAR\W REHERD 3RUW DXPFERNW 3RUW ANMOBNWKDYH EHHQ
DGGHG WRHWKIRUN 3SURBHWIWRGWRIQFHG -DLGBRUHDWLRQ

LS BVDGBMHOVDGETBYPMQFHG -DLGRIHDWIKDYHEHHQ UHSDPBIGBAREH O
LS VDGGUHVHO

/IRIJ40HV IRUMDLO VWDWXV DQG FRPPDWBSRMW®IIS X\W DBHFVMWRHUHG LQ

RXRXR IR

8 LVWKH4UVW PDLQWHQDQFH UHOHDVH WR 5(/($6( LQFOXGLQJ QHDUO\RQH KX
LPSURYHPHQWY )RUD GHWDLOHG FKDQJH OLVW )VHH WsKH7FERRIS.E@ B W HIG WL R NIFHW W/ L
KWWSV MLUD L[V\VWHPV FRP LVVXHV "MTO SURMHFW ‘' 1$6 $1' UHVROXW
8

RXRXk Ik

7KLV UHOHDVH QHDUO\LQFOXGHV D FRPELQHG EXJ4[HV XSGDWHV DQG LPSURY}
VLRQ LQFOXGH

$Q XSGDWH WR 6DPED YHWBYLRQ KWWSV MLUD L[V\VWHPV FRP EURZVH 1$6
%XJ4[ZKHQ LPSRUWL®E D SRKGWWSV MLUD L[V\VWHPV FRP EURZVH 1$6
JLITRUD PLGGOHZDUH PEBRU\ OKBMWSY MLUD L[V\VWHPV FRP EURZVH 1%6
OLWLIJDWLRQ IRUVSHFLAF$/6- ; RONMWSY MLUD L[VI\VWHPV FRP EURZVH 1%$6

JRUD FRPSOHWH GHWDLOHG OLVW RIKXISGIBZWHV38VHK W KH ONLN W\R |
KWWSV MLUD L[V\VWHPV FRP LVVXHV "40WHU MTO 4[9HUVLRQ -1

7KH 8 UHOHDVH LV D KRW4[ WKDW RQO\DGGUHVVHV D FULWLFDO L¥8/XH ZKHQ H
KWWSV MLUD L[V\VWHPV FRP EURZVH 1%6

RXRXj I]

JUHH1$6 8 LVDPDLQWHQDQFHUHOHDVH WKDWLQFOXGHV RYHURQHKXQGUHG E
PHQWV IRUWKHVRIWZDUH 1RWDEOH4[HVLQFOXGH

IHWZRUN -QWHUIDFHV VIKBEWLRQ KW&BWHWLUD L[V\VWHPV FRP EURZVH 1$6

1$6 KWWSV MLUD L[V\VWHPV FRP E®RZVH 1%$6
KWwWSV MLUD L[V\VWHPV FRP E®RZVH KWWSV MLUD L[V\VWHPV FRP EURZYV
1$6 KWWSV MLUD L[V\VWHPV FRP E®RZVH 1$6

KWWSV MLUD L[V\VWHPV FRP EURZVH 1%$6

$OORZPRXQWLQJ1)6 VKDUHV ZLWK HLWKHU .HUBHUKY RR .GIHIEDEKWDRYW LRB X Y6E W\ Z
GLVDEQHE KWWSV MLUD L[V\VWHPV FRP EURZVH 1%$6

-PSRUWD 6DPED SDWFKIRUDQ $SSOHSBLPH ODFKLQH EXJ
KWWSV MLUD L[V\VWHPV FRP EURZVH 1$6

8- YLVXDO LPSUR¥HPHQWWWSYVY MLUD L[V\VWHPV FRP E®RZVH 1%$6
KWWSV MLUD L[V\VWHPV FRP E®RZVH IKWWSV MLUD L[VI\VWHPV FRP EURZV

1$6 KWWSV MLUD L[V\VWHPV FRP E®RZVH 1$6

KWWSV MLUD L[V\VWHPV FRP E®RZVH IKMWWSV MLUD L[VIVWHPV FRP EURZV
1$6 KWWSV MLUD L[V\VWHPV FRP E®RZVH 1$6

KWWSV MLUD L[V\VWHPV FRP E®RZVH IKMWWSV MLUD L[VIVWHPV FRP EURZ\
1$6 KWWSV MLUD L[V\VWHPV FRP EURZVH 1$6

~PSURYH $FWLYH 'LUHFWRE\ DXWRWWBRLMLUD L[V\VWHPV FRP EURZVH 1$6

OHUJH )UHH%6' SDWFKHV DQG XSGDWH )UHH1$6 .HIBQHO WR 5(/($6( S

KWWSV MLUD L[V\VWHPV FRP EURZVH 1%$6

Rd


https://jira.ixsystems.com/issues/?jql=project%20%3D%20NAS%20AND%20resolution%20in%20(Complete%2C%20Done)%20AND%20fixVersion%20%3D%2011.3-U1
https://jira.ixsystems.com/browse/NAS-105349
https://jira.ixsystems.com/browse/NAS-105297
https://jira.ixsystems.com/browse/NAS-104437
https://jira.ixsystems.com/browse/NAS-105568
https://jira.ixsystems.com/issues/?filter=-4&jql=fixVersion%20IN%20(11303)
https://jira.ixsystems.com/browse/NAS-105782
https://jira.ixsystems.com/browse/NAS-105782
https://jira.ixsystems.com/browse/NAS-105964
https://jira.ixsystems.com/browse/NAS-105963
https://jira.ixsystems.com/browse/NAS-105960
https://jira.ixsystems.com/browse/NAS-105959
https://jira.ixsystems.com/browse/NAS-105958
https://jira.ixsystems.com/browse/NAS-105965
https://jira.ixsystems.com/browse/NAS-105956
https://jira.ixsystems.com/browse/NAS-105911
https://jira.ixsystems.com/browse/NAS-105909
https://jira.ixsystems.com/browse/NAS-105916
https://jira.ixsystems.com/browse/NAS-105927
https://jira.ixsystems.com/browse/NAS-105907
https://jira.ixsystems.com/browse/NAS-105862
https://jira.ixsystems.com/browse/NAS-105800
https://jira.ixsystems.com/browse/NAS-105713
https://jira.ixsystems.com/browse/NAS-105661
https://jira.ixsystems.com/browse/NAS-105601
https://jira.ixsystems.com/browse/NAS-105513
https://jira.ixsystems.com/browse/NAS-105853
https://jira.ixsystems.com/browse/NAS-105837
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-PSURYHPHQWYV WR WKH$BOHUWKWWSHP MLUD L[VI\VWHPV FRP EURZVH 1%$6
1$6 KWWSV MLUD L[V\VWHPV FRP E®RZVH 1%$6

KWWSVY MLUD L[V\VWHPV FRP E®RZVH IKWWSV MLUD L[VIVWHPV FRP EURZV
1$6 KWWSV MLUD L[V\VWHPV FRP E®RZVH 1%$6

KWWSV MLUD L[VI\VWHPV FRP E®RZVH KWWSYV MLUD L[VIVWHPV FRP EURZYV
1$6 KWWSV MLUD L[V\VWHPV FRP EURZVH 1%$6

ODNHIVWDE KDQGOLQJIRU -DLO PRXQ¥W SRLQWW®BYVYH WREXVWV\VWHPV FRP EL

7THPSHUDWXUH UHSRUWLQJIDOOEDFNLE®BU GULYHV RQ D 6&6—-+%$
KWWSV MLUD L[V\VWHPV FRP EURZVH 1$6

60% VKDULQJLPSURY¥HPHQWWWSY MLUD L[V\VWHPV FRP E®JRZVH 1%$6

KWWSV MLUD L[VI\VWHPV FRP E®RZVH KWWSYV MLUD L[VIVWHPV FRP EURZYV
1$6 KWWSV MLUD L[V\VWHPV FRP E®RZVH 1$6

KWWSV MLUD L[V\VWHPV FRP E®RZVH KWWSV MLUD L[VI\VWHPV FRP EURZV
1$6 KWWSV MLUD L[V\VWHPV FRP E®RZVH 1%$6

KWWSVY MLUD L[V\VWHPV FRP E®RZVH IKWWSYV MLUD L[VI\VWHPV FRP EURZV
1$6 KWWSV MLUD L[V\VWHPV FRP E®RZVH 1%$6

KWWSV MLUD L[V\VWHPV FRP E®RZVH KWWSV MLUD L[VI\VWHPV FRP EURZV

7KHLUD )UHH1$6 KwW&SV MLUD L[V\VWHPV FRP LVVXHV "40WHU MTO 4[9HUVLR!
WUDFNHU KDV D IXOO OLVW RIFKDQJHV LQFOXGHG LQ WKLV UHOHDVH

IRWHKHUHLVD FXUUHQW LVVXHZKHUH WKH8-FDQ EHFRPH XQUHVSRQVLYHDIWHU
VLWH GDWD DQG UHIUHVK WKH SDJH

RXRX9 |9

JUHH1$6 8 LVDQRWKHU PDLQWHQDQFH UHOHDVH RI)UHH1%$6 WKDW KDV RYHL

WR WKH)UHH1$6 PLGGOHZDUHDQG XVHULQWHUIDFH LQFOXGLQJ
8SGDWLQJG6DPED WR6 KWWSV MLUD L[V\VWHPV FRP EURZVH 1%6

OHUJLQJ)UHH%6' 6HFXULW\ $G¥YBEVRU\ 6WWSVY MLUD L[V\VWHPV FRP EURZVH
8VLQJD *RRJOH 7HDP '"ULYH ZLWKRBIBRXG 6 \KQWRWBVNWLUD L[V\VWHPV FRP EURZ

8QORFNLQJB6HOI (QFU\SWU®68 'ULYHRWWH(SW MLUD L[V\VWHPV FRP EURZVH 1$6
&ORXG VIQF WR %DENEOD]HKBANWSY MLUD L[V\VWHPV FRP EURZVH 1$6
5SHFXUVLYH5HS®&FDWLR®WWSY MLUD L[V\VWHPV FRP EURZVH 1$6

2$XWK FOLHQW -'DQG 6HFUHW IRU *RRI®&H 'ULYHDQG 2QHGULYH
KWWSV MLUD L[V\VWHPV FRP EURZVH 1%$6

'"HOHWLQJH[SLUHGL¥®DSVKRWWSYVY MLUD L[V\VWHPV FRP EURZVH 1%$6
JRUIXOO UHOHDVH QRWHV IRU YUHMEI$6 Z2ZB WWKHHQDV FRP GRFV KXE LQWUR UHOF

RXRX8 I8

L;VIVWHPV LY SOHDVHG WRDQQRXQFH WKHJHQHUDODYDLODELOLW\RIWKH4IWK X
PDLOQWHQDQFH UHOHDVH WKDW KDV RYHU EXJ4[HV WR WKHOLGGOHZDUH DQG :HE

EOHDQG SHUIRUPDQW UHOHDVH RI)UHH1$6 DQG XVHUV DUH HQFRXUDJHG WR X¢
FKDQJHORJIRU)UHH1$6 8
% XJ)L[HV

R3


https://jira.ixsystems.com/browse/NAS-105785
https://jira.ixsystems.com/browse/NAS-105792
https://jira.ixsystems.com/browse/NAS-105833
https://jira.ixsystems.com/browse/NAS-105876
https://jira.ixsystems.com/browse/NAS-105715
https://jira.ixsystems.com/browse/NAS-105684
https://jira.ixsystems.com/browse/NAS-105664
https://jira.ixsystems.com/browse/NAS-105660
https://jira.ixsystems.com/browse/NAS-105735
https://jira.ixsystems.com/browse/NAS-105656
https://jira.ixsystems.com/browse/NAS-105395
https://jira.ixsystems.com/browse/NAS-105782
https://jira.ixsystems.com/browse/NAS-105443
https://jira.ixsystems.com/browse/NAS-105445
https://jira.ixsystems.com/browse/NAS-105951
https://jira.ixsystems.com/browse/NAS-105578
https://jira.ixsystems.com/browse/NAS-105703
https://jira.ixsystems.com/browse/NAS-105833
https://jira.ixsystems.com/browse/NAS-105835
https://jira.ixsystems.com/browse/NAS-105911
https://jira.ixsystems.com/browse/NAS-106049
https://jira.ixsystems.com/browse/NAS-106047
https://jira.ixsystems.com/issues/?filter=-4&jql=fixVersion%20IN%20(11901)
https://jira.ixsystems.com/browse/NAS-106500
https://jira.ixsystems.com/browse/NAS-106415
https://jira.ixsystems.com/browse/NAS-106195
https://jira.ixsystems.com/browse/NAS-106004
https://jira.ixsystems.com/browse/NAS-106541
https://jira.ixsystems.com/browse/NAS-106435
https://jira.ixsystems.com/browse/NAS-106407
https://jira.ixsystems.com/browse/NAS-105966
https://www.truenas.com/docs/hub/intro/release-notes/
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JHA  6XPPDU\

136 KWWSV MLUD L[V\VWHPV FRP EVHRIOHFD#MLRQ WKDW ZRUNHG LQ 8 D
13$6 KWWSV MLUD L[V\VWHPV FRP E&RBVH QE6VFUXE WDVNV DUH QRW UXQQ/|
136 KWWSV MLUD L[V\VWHPV FRP E®REZFEHIWR UHPRYH FHUWL4FDWH LQ V \
136 KWWSV MLUD L[V\VWHPV FRP [E&REZFHQW® QG UHVWULFW FKDQJH RI OD|
136 KWWSV MLUD L[V\VWHPV FRP ESRGEVWLIRGDO 'RPDLQV GRQ W VKRZ XS R
136 KWWSV MLUD L[V\VWHPV FRP [E&@RXB I$BF WR :DVDEL IDLOV ZLWK &DQ
136 KWWSV MLUD L[V\VWHPV FRP [EURZUMNLIGBQDJHU 3URJUHVV LV VKRZQ
136 KWWSV MLUD L[V\VWHPV FRP [E&RZEHWMEEQJV 6DYLQJ % XJ

1$6 KWWSV MLUD L[V\VWHPV FRP [EPRZCGBHBBUHG PHPRU\ OHDN

136 KWWSV MLUD L[V\VWHPV FRP [EUHRIOHFDI#HG GDWDVHW LV QRW VHW WR
136 KWWSV MLUD L[V\VWHPV FRP [E®@RZFEGHLYW&R 'HOHWH ([SLUHG $&0( &HUWL
136 KWWSV MLUD L[V\VWHPV FRP [EURFRMHZK#6Q XSGDWLQJID -DLO 5(/($6¢
1$6 KWWSV MLUD L[V\VWHPV FRP EYRIVHHIFW FUDVK RQ GHOHWH RI VKDUH
136 KWWSV MLUD L[V\VWHPV FRP [EXHRZNBDMSE D UDQGRP GHIDXOW VHULDO |
136 KWWSV MLUD L[V\VWHPV FRP EX@REBH®R GHOHWH LVFVL 40H HITWHQW
136 KWWSV MLUD L[V\VWHPV FRP EUKRAYHUHIBWLQJ SRRO DGGLQJYGHY WK
136 KWWSV MLUD L[V\VWHPV FRP [EIDROWH H$BOQ GLOVRWH U B Y L IDW X DEGHR MA IRD
136 KWWSV MLUD L[V\VWHPV FRP [EBRZQHHUPA ORY H U BAHOIEFWIR MDG SR W
136 KWWSV MLUD L[V\VWHPV FRP [EDBDPRH HEE&WLQJ HPSW\LQWHUIDFHYV
136 KWWSV MLUD L[V\VWHPV FRP EURZMIHIBEYH &ORXG 6\QF WDVNV IDLO Z
13$6 KWWSV MLUD L[V\VWHPV FRP [E&BGHADH DHE SRWHQWLDO VWDOH VWDWH I
136 KWWSV MLUD L[V\VWHPV FRP E®&¥VH6I$BQHZDOV GRQ W ZRUN

136 KWWSV MLUD L[V\VWHPV FRP EWRRGRW UX® FKHFNBDYDLODEOHLQ D WLJ
136 KWWSV MLUD L[V\VWHPV FRP [E'RRGRW GE§¥SOD\ SUHYLRXV UHSOLFDWLR
136 KWWSV MLUD L[V\VWHPV FRP EZRZWRRPYEQF VFKHGXOHIRUJRWWHQ ZKI
136 KWWSV MLUD L[V\VWHPV FRP [EUHRZYH) U$EH %6' 6$ (1

136 KWWSV MLUD L[V\VWHPV FRP EJRRQK U$6IUHVVLRQ WHVWYV IRU XVHU D¢
1$6 KWWSV MLUD L[V\VWHPV FRP [E®JHRURHVVE®RQV DUHLQFRUUHFW RQ KRPH
136 KWWSV MLUD L[V\VWHPV FRP EUREXRZG®RI VNHO GLUHFWRU\ FRQWHQW
136 KWWSV MLUD L[V\VWHPV FRP [EJRIDVAH XpHU UHSRUWHG ORJV 400HG ZL
136 KWWSV MLUD L[V\VWHPV FRP ERRRUHQAEOVKERDUG RPLWV VSHFLDO YC
136 KWWSV MLUD L[V\VWHPV FRP [EUYRYN HMISSBEHORDG PHWKRG UHORDG SUR
136 KWWSV MLUD L[V\VWHPV FRP EORZYMLIEVHWWLQJ QRW KRQRUHG RQ N
136 KWWSV MLUD L[V\VWHPV FRP [E®JRZFEHIY®R XSORDG 7% 40H WR EDFNEO
136 KWWSV MLUD L[V\VWHPV FRP E8QREZNEHIWR FRQ4IJXUH 836 RQ 7UXH1$6
136 KWWSV MLUD L[V\VWHPV FRP [EJBPQK O$6/W RI HUURU VWULQJV WKDW V
136 KWWSV MLUD L[V\VWHPV FRP [ERUHREIVWLI®EV\V "VWGRXW VWGHUU  DIWH
13$6 KWWSV MLUD L[V\VWHPV FRP EWRIZWHKRYWQDPH GRHV QRW UH5HFW PRC(
136 KWWSV MLUD L[V\VWHPV FRP ESYRGWHIBHEVVLRQ WHVWV IRU $' PDFKLQF
136 KWWSV MLUD L[V\VWHPV FRP EEREUHFWM6 EODQN ZDUQLQJHPDLOV
136 KWWSV MLUD L[V\VWHPV FRP EURZWWRSBHQW 30XJLQ 1IRW -QVWDOOL!
136 KWWSV MLUD L[V\VWHPV FRP [EDURZ\FEDHEE Q YHUVLRQLQJ QRW HQDEOH(
1$6 KWWSV MLUD L[V\VWHPV FRP [EUHRIOBFL$E) ERRW XVE GULYH SUREOHP
136 KWWSV MLUD L[V\VWHPV FRP E’JRRYHULEEHWWHU HUUQR IRU IDLOHG DX\
136 KWWSV MLUD L[V\VWHPV FRP [EGRBWRHHMUQEW ZRUN IRU QYPH

136 KWWSV MLUD L[V\VWHPV FRP ES@XVYIHQIEBRRW FKHFNER[UH HQDEOHV LW
1$6 KWWSV MLUD L[V\VWHPV FRP [EGRRWWH Q$630- WR '+&3 VKRXOG JUD\ RXV
136 KWWSV MLUD L[V\VWHPV FRP EVRWWH Q36 QYDOLG 9+-' YDOXHIDLOV VL
136 KWWSV MLUD L[V\VWHPV FRP [EURZDVHHIB®BQSZG PRQXVHU 4HOGV DUH S
136 KWWSV MLUD L[V\VWHPV FRP EDRZ¥RQW6 [W VHUYLFHV LVFVL WDUJH\
136 KWWSV MLUD L[V\VWHPV FRP [ERHRIVRIGLFE6QDSVKRW 7DVNV (QDEOHG
136 KWWSV MLUD L[V\VWHPV FRP [EURSOHZHEB—- FROXPQV &203/(7(/< EUHDN

RN


https://jira.ixsystems.com/browse/NAS-107603
https://jira.ixsystems.com/browse/NAS-107544
https://jira.ixsystems.com/browse/NAS-107533
https://jira.ixsystems.com/browse/NAS-107531
https://jira.ixsystems.com/browse/NAS-107506
https://jira.ixsystems.com/browse/NAS-107468
https://jira.ixsystems.com/browse/NAS-107411
https://jira.ixsystems.com/browse/NAS-107316
https://jira.ixsystems.com/browse/NAS-107315
https://jira.ixsystems.com/browse/NAS-107314
https://jira.ixsystems.com/browse/NAS-107292
https://jira.ixsystems.com/browse/NAS-107235
https://jira.ixsystems.com/browse/NAS-107160
https://jira.ixsystems.com/browse/NAS-107148
https://jira.ixsystems.com/browse/NAS-107133
https://jira.ixsystems.com/browse/NAS-107128
https://jira.ixsystems.com/browse/NAS-107121
https://jira.ixsystems.com/browse/NAS-107120
https://jira.ixsystems.com/browse/NAS-107116
https://jira.ixsystems.com/browse/NAS-107108
https://jira.ixsystems.com/browse/NAS-107107
https://jira.ixsystems.com/browse/NAS-107104
https://jira.ixsystems.com/browse/NAS-107100
https://jira.ixsystems.com/browse/NAS-107099
https://jira.ixsystems.com/browse/NAS-107096
https://jira.ixsystems.com/browse/NAS-107090
https://jira.ixsystems.com/browse/NAS-107076
https://jira.ixsystems.com/browse/NAS-107074
https://jira.ixsystems.com/browse/NAS-107067
https://jira.ixsystems.com/browse/NAS-107055
https://jira.ixsystems.com/browse/NAS-107053
https://jira.ixsystems.com/browse/NAS-107037
https://jira.ixsystems.com/browse/NAS-107035
https://jira.ixsystems.com/browse/NAS-107032
https://jira.ixsystems.com/browse/NAS-107029
https://jira.ixsystems.com/browse/NAS-107023
https://jira.ixsystems.com/browse/NAS-106993
https://jira.ixsystems.com/browse/NAS-106984
https://jira.ixsystems.com/browse/NAS-106978
https://jira.ixsystems.com/browse/NAS-106966
https://jira.ixsystems.com/browse/NAS-106965
https://jira.ixsystems.com/browse/NAS-106948
https://jira.ixsystems.com/browse/NAS-106918
https://jira.ixsystems.com/browse/NAS-106866
https://jira.ixsystems.com/browse/NAS-106864
https://jira.ixsystems.com/browse/NAS-106854
https://jira.ixsystems.com/browse/NAS-106842
https://jira.ixsystems.com/browse/NAS-106840
https://jira.ixsystems.com/browse/NAS-106808
https://jira.ixsystems.com/browse/NAS-106798
https://jira.ixsystems.com/browse/NAS-106797
https://jira.ixsystems.com/browse/NAS-106787
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.HA\
1$6

KWWSV MLUD L[V\VWHPV FRP

h #H2 RXR +QMiBMm2/ 7°QK T 2pBQ
~ 6XPPDU\
EJBRXB AWBF %DQGZLGWK /LPLW )LHOG 9L

1$6

KWWSV MLUD L[V\VWHPV FRP

EBEYHIREGVWLOO UXQV GHVSLWH EHLQJ

1$6

KWWSV MLUD L[V\VWHPV FRP

ER@WH FIGADU .HUEHURYV 3ULQFLSDO IUR

1$6

KWWSV MLUD L[V\VWHPV FRP

E9YRANVEGDMSERQ (UURU RQ FUHDWLRQ RIOD

1$6

KWWSV MLUD L[V\VWHPV FRP

EGBYKHRIIBG LV FRPSOHWHO\EODQN QR -

1$6

KWWSV MLUD L[V\VWHPV FRP

EYB2AVHHS D86 DWLRQ GRHVY QRW FUHDWH GI

1$6

KWWSV MLUD L[V\VWHPV FRP

EUMRZH/H A &8 VNV IRUJHW WKHLU DVVLJQH

1$6

KWWSV MLUD L[V\VWHPV FRP

EO\WIWHP F$6DVK DIWHU PLGGOHZDUHG VH

1$6

KWWSV MLUD L[V\VWHPV FRP

EBRWWH RIBIBHY IRUVXSSRUW SURJ\

1$6

KWWSV MLUD L[V\VWHPV FRP

EJFRZXNSVIN6RQ EDWWHU\ SRZHU DOHUWV !

1$6

KWWSV MLUD L[V\VWHPV FRP

EURZOHFDILRQ SURJUHVV UHSRUW HUUR

1%$6

KWWSV MLUD L[V\VWHPV FRP

EYHRUZNVRIGLFE6 QDSVKRW DUH PLVVLQJ WKH

1$6

KWWSV MLUD L[V\VWHPV FRP

ERVRDVHWIDBVGN Y YLHZ VKRZV LQFRUUHFW U|

1$6

KWWSV MLUD L[V\VWHPV FRP

EVRZUHQUSGORXG 6\QF WDVNV NHHS RQ UX

'XHWR QXPHURXV LPSURYHPHQWYVY LQ WKHUHSOLFDWLRQHQJLQHDQG =)6 )UHH1%$6

WR)UHH1$6 7TUXH1%$6
RUQHZHU

.QRZQ -VVXHYV

V\VWHPV RUHDUOLHU G6ROXWLRQ XSGDWH WKHGHVWLQ

6 XPPDU\ ‘ :RUNDURXQG ‘

CH\
1% 7KH ZHE LQWHUIDFH FD GQBHPRPMKH EURZVHU FDFKH DQG UH|UHVK W
XQUHVSRQVLYHDIWHU XSJUDGLQJ
1$6 6RPH SOXJLQV DUH QRWIVRK@RZ LQRPH SOXJLQV UHPDLQ XQYHUVLRQHC
KWWSV MLUWKRMUYWHPEVLRRP EURZ\DHQGEBLOO EH PRYHG WR WKH &RPPXQLW\ SC
JLQV OLVW IRU 7UX#B1$6
KWWSV MLUD L[V\VWHPV FRP EURZVH 1$¢€
1$6 SHSOLFDWLRQ IURP 8SGDWH WKH GHVWLQDWLRQ VIVWHP WR )UH
KWWSV MLUDUHMNUISW HEXHR® EURRQIB RIBQHZHU

QHZHU WR)UHH1$6 7UXH1$6
RUHDUOLHU LV QRW IXQFWLRQDO

RXk S i? M/ L K2 G2M;i?b

1DPHV RI40HVY GLUHFWRULHYVY DQG GHYLFHVDUH VXEMHFW WR VRPHOLPLWYV LPSR
OLPLWYV VKRZQ KHUHDUH IRU QDPHV XVLQJSODLQ WH[W FKDUDFWHUVY WKDW HDFK [
DFWHUV WDNH PRUH WKDQ DVLQJOH E\WHRIVSDFH DQG XVLQJWKRVH FKDUDFWHU
WHP RYHUKHDG FDQ DOVR UHGXFH WKH OHQJWK RI WKHVH OLPLWYVY E\RQH RU PRUHE

Ky


https://jira.ixsystems.com/browse/NAS-106745
https://jira.ixsystems.com/browse/NAS-106713
https://jira.ixsystems.com/browse/NAS-106690
https://jira.ixsystems.com/browse/NAS-106682
https://jira.ixsystems.com/browse/NAS-106675
https://jira.ixsystems.com/browse/NAS-106658
https://jira.ixsystems.com/browse/NAS-106583
https://jira.ixsystems.com/browse/NAS-106496
https://jira.ixsystems.com/browse/NAS-106133
https://jira.ixsystems.com/browse/NAS-106110
https://jira.ixsystems.com/browse/NAS-106038
https://jira.ixsystems.com/browse/NAS-105099
https://jira.ixsystems.com/browse/NAS-104906
https://jira.ixsystems.com/browse/NAS-102808
https://jira.ixsystems.com/browse/NAS-106882
https://jira.ixsystems.com/browse/NAS-106610
https://jira.ixsystems.com/browse/NAS-107132
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7DEOH 3DWKDQG 1DPH /HQJIJWKYV
7\SH OD[LPXP 'HVFULSWLRQ
/HQJWKj

JLOH 3DWKYV E\WHV7RWDO 40H S D 3SWK OBIGBIVKK] IXOO SDWK LQFOXGHV GLUF
VHSDUDWRU VODVK FKDUDFWHUV VXEGLUHFWRU\ QDF
RI'WKH 40H LWVHOI )RU H[D®S QHB OLKMZEBWR T F U
NZEJSFDUPSZ NZGIMF EYWHV ORQJ
8VLQJYHU\ORQJ40H RUGLUHFWRU\QDPHV FDQ EH SU
ZLWK ORQJ GLUHFWRU\DQG 40H QDPHV H[FHHGV WKH
YHQWV GLUHFW DFFHVV WR WKDW 40H XQWLO WKH GLU
DUHVKRUWHQHG RUWKH 40H LV PRYHG LQWR D GLUHF
SDWK OHQJWK

J)LOHDQG 'LUHFWRU\ EDWHY —QGLYLGXDO GLUHFWRU\ RBA@HORDPH OHQJIWK

ORXQWHG )LOHV\VWHRWHY ORXQWHG 40HV\VWHP GD»WK QHERQVKU SDWKV FDQ SUH

3DWKYV YHQW D GHYLFH IURP EHLQJ PRXQWHG

"HYLFH )LOHV\VWHP 3MWHKV GHYIVKWWSV ZZZ I[UHHEVG RUJ FJL PDQ FJL"TXHU\
SDWK OH®3 V&K $0(/(VRQJHU SDWKV FDQ SUHYHQW D GH
EHLQJFUHDWHG

1RWH E\WHV LV HTXDO WR $6&-- FKDUDFWHUV 7KH QXPEHU RI FKDUDFWHUV YDUI

':DUQLQJI WKH PRXQWHG SDWK OHQJWK IRUD VQDSVKRW H[FHHGV E\WHV| WKH GD

LQDFFHVVLEOH :KHQ WKHPRXQWHG SDWK OHQJWK RI WKH VQDSVKRW LV QHVV WK

FHVVLEOHDJDLQ

7KH

E\WHOLPLWD*HFWV DXWRPDWLFDQG PDQXDO VQDSVKRW PRXQWYV LQ VOLJKW

$XWRPDWLF PREQMAPSRUDULO\PRXQWYV D VQDSVKRW ZKHQHYHU D XVHU DWWHP
40HV ZLWKLQ WKH VQDSVKRW 7KHPRXQWSRLQW XVHGTZLOBDEH R Q WIRMRKLGE G H G
WKH VDPH =)6 GDWDVHW )RU H[DRZQFRPW KEBVED 5V KR/BIQV!IHRBQW M® DW

NZQPPM EBUBTFU [GT TOBQTIRPRUWKIB@QHQJWK RI WKLV SDWK H[FHHGV E\WHV V
QRW EH DXWRPDWLFDOO\PRXQWHG E\=)6 DQG WKH VQDSVKRW FRQWHQWYV ZLOC
EHUHVROYHG E\UHQDPLQJWKH =)6 SRRORU GDWDVHW FRQWDA@ALRM WKH VQDS
EBUBTFBU E\VKRUWHQLQJWKH VHFRQG S D UTWOBIQVKRI W R D & WKIRRVVORW EO PRX QW
OHQJWK GRHV QRW H[FHHG E\WHV =)6ZLOO DXWRPDWLFDOO\SHUIRUP DQ\ QH
40H VI\VWHP DV SDUW Rl WKH UHQDPH RSHUDWLRQ $IWHU UHQDPLQJ WKHVQDS

DJDLQ

ODQXDO PRXQWVDPHH[DPSOH VQDSVKRW LV PRXQWHE 8D DK D O @NRNIPUW KH

U [GT NZQPPM EBUBTFU TOBQ !TOBQ

HIFHHG

N O U7 K B NSFDWE@HWQWB 0O U Q P XOW QR W
E\WHV DQG WKH OHQJWK RI WKH VQDSVKRW QDPH LV LUUHOHYDQW

1K

DQ\REMHFW PRXQWHG RQ WKHPRXQWSRLQW PXVW EWNBEPPO\QXDPRIRUWMH G Z
UHQDPLQJWKHPRXQWSRLQW -WFDQEHUHPRXQWHG DIWHUZDUGYV

IRWHF VQDSVKRW WKDW FDQQRW EH PRXQWHG DXWRPDWLFDOO\E\=)6RBQO®WLOO E

SDJH

ZLWK D VKRUWHU PRXQWSRLQW SDWK 7KLV PDNHV LW SRVVLEOH WR PRXQ

EHDFFHVVHG DXWRPDWLFDOO\LQ RWKHU ZzD\V VXFKDVIURP WKHZHELQWHUIDFH |

RU 9HUVLRQV

kR


https://www.freebsd.org/cgi/man.cgi?query=devfs
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RXj IbBM; i?2 q2# AMi2 7 +2

RXjXR h #H2b M/ *QHmKMb

7TDEOHV VKRZD VXEVHW RIDOODYDLODEOH FROXPQV $GGLWLRQEQ/BROKRWYY FDQ |
WRQ 6HWDFKHFNPDUN E\WKH4HOGY WR EHVKRZQLQ WKHWDEOH &ROXPQ VHWWI

VLRQ
7KH RULJLQDO FROXPQV FDQ E H HHIWHWR WiRGH\DBQIMEFRIOXP Q OLV W
(DFKURZLQ D WDEOHFDQEHH[SDQGHG WR VKRZ DO® WKSIDL@GRERWWRRQ E\ FOLFNL

RXjXk /p M+2/ a+?2/mH2"

:KHQ FKRRVLQJD VFKHGXOH IRUWPGEDHBBQMW )UHHQEBENMWRFPHQV WKH FXVWRP VFKHG X
GLDORJ

Schedule Preview Presets
Choose a preset

Daily

Minutes/Hours/Days

Separate values with commas, and without spaces.

Minutes * Hours #

0 0

Months

Jan Feb

= WE E
Jul Aug  Sep

[ I

Days of Week

Sun Mon Tue Wed Thu Fni @ Sat
= O 0O 0O O O 0O

yLJ &UHDWLQJD &XVWRP 6FKHGXOH

&KRRVLQJD SUHVHW VFKHGXOH 400VLQWKHUHVWRIWKHRUROGYE7R FXVWRPL]H D
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ FURQMXDXBVYNNVRIXRIY 'DXBOXHV IRU

k k


https://www.freebsd.org/cgi/man.cgi?query=crontab&sektion=5
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7KHVH 4HOGV DFFHB®POBD®BBUTKH VLPSOHVW RSWLRQ LV WR HQWHU D VLQJOH QX|
UXQV ZKHQ WKH WLPH YDOXH PDWFKHV WKDW Q X PAEHHIJQ Y RWKHD\D RASKHHM R B W M Q V@K H Q
LVWHQ PLQXWHV SDVW WKH KRXU

$QDVWHUBRMDQV PDWFKDOO YDOXHV
6SHFL4AF WLPHUDQJHV DUHVHWE\HQWHULQJ K\SKHQDWHG QXP EIHUWRIQXMVHVRU H |

4HOG VHWV WKH WDVN WR UXQ DW PLQXWHYV DQG
/ILVWV RIYDOXHVY FDQ DOVREHHQWHUHG (QWHU LQGLYLGRKD @& NMIPGXOHHY M 8 SVIHWD W 8 C
LQ WVHRXYUMOG PHDQV WKH WDVN UXQV DW $0 DQG 30

$ VODVIGHVLIJQDWHY D VWHS YDOXH )RU H[D®S\OMH Z R VOMKHOMIMN. QI QV HYHU\ GD\ F
PRQWK PHDQV WKH WDVN UXQV HYHU\ RWKHU GD\

&RPELQLQJDOO WKHVH HIDPSOHV WRIJHWKHU FUHDWHYV DVFKHGXOHUXQQLQJD WD
B0HYHU\ RWKHU GD\

7KHUHLVDQ RSWLRQ VOR Y MMBNHAWDBDKNFAKL OO UXQ /HDYLQJHDFKPRQWK XQVHW LV W
HU\ PRQWK

7KHD\V Rl :HHRKHGXOHV WKH WDVN WR UXQ RQ VSHFL4F GD\V'DWL\R UL Q S0 WIQR Q
WHULQQD\WD QG VHWWRIPIV RI :HHWHDWHY D VFKHGXOH WKDW VWDUWYVY D WDVN RQ WK
DQBYHU\:HGQHVGD\RI WKH PRQWK

6FKHGXOH YKRYZVHAKHQ WKHFXUUHQW VFKHGXOH VHWWLQJVY ZLOO FDXVH WKH WDV
RXjXj a+?2/mH2 * H2M/ °

TKBFKHGPROOHXPQ KDV D FDOIEQ ROIDL ENRQJ WKLV LFRQ RSHQV D GLDORJ VKRZLQJ VFKI
IRUWKHUHODWHG WDVN WR UXQ

Scrub Tasks Q, Filter Scrub Tasks COLUMNS ~  ADD

Pool Threshold days Description Schedule Next Run Enabled

pooll 35 E 0000**7 in 4 days yes

Upcoming tasks

1-10f1

9 00:00:00 GMT-0400

yLJ ([DPSOH 6FKHGXOH 3RSXS

6FUXE 7 [5\DNW FDQ KDYH D XREHWKRD/BEHBEDVWKH FRQ4IJXUHG VFUXE WDVN FRQWLQ?
GLVSOD\HG FDOHQGDU VFKHGXOH EXWLWGRHV QRW UXQ XQWLO WKHFRQ4JXUHG (

RXjX9 *? M;BM; 6 da2LBM;Db

-WLVLPSRUWDQW WR XVHWKH ZHE LQWHUIDFHRU WKH &RQVROH 6HWXS PHQX IRU I
VWRUHV FRQ4JXUDWLRQ VHWWLQJVLQD GDWDEDVH &R BRDBIRGAW FHRGAL H\UWM KSHDWAH W KVH.
GDWDEDXHY PHDQV WKDW FKDQJHV PDGH DW WKH FRPPDQG OLQH ZLOO EH ORVW DI\
YDOXHV LQ WKHVHWWLQJY GDWDEDVH

K]
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RXjX8 q2# AMi2 7 +2 h"Qm#H2b?QQiBM:

-l WKHZHELQWHUIDFHLY VKRZQ EXW VHHPV XQUHVSRQVLYHRULQFRPSOHWH
ODNH VXUH WKH EURZVHU DOORZV FRRNLHYV -DYDVFULSW VDWWHXVWRP IRQWYV I
7U\D GL*HUHQW)EUREZRWWSY ZZZ PR]JLOOD RUJ HQ 86 4UHIR[ DOO LV UHFRPI

-1 DZHE EURZVHU FDQQRW FRQ QHRAWWHPVEKHI) DBIBL#EVY '16 KRVWQDPH RUP'16 QD!
&KHFN RU GLVDEOH SUR[\ VHWWLQJV LQ WKHEURZVHU

9HULI\WKH QHWZRUN FRQQHFWLR Q" BA\YMCHR @ Y VBKHS)®BIHV$6URP DQRWKHU FRP
VDPH QHWZRUN )RUH[DPSORMVAVWKR LJWHHI$B DGGUHVYV QJOH HQWHU
RQ WKH FRPPDQG OLQH RI WKH RWKHU FRPSXWHU -1 WKHUHLV QRUHVSRQVH

RXjXe >2HT h2ti

ORVW 4HOGV DQG VHWWLQJV LQ WKH ZHE $ @ W[MW IIDFFRQK 3G DWLRQDO LQIRUPDWLRQ
VHWWLQJFDQEH VKREQ+HHTFHILANM QI KH KHOS WH[W ZLQGRZ FDQ EH GUDJJHG WR DC
PDLQ WKHUH XQWVE RWBIOS 7H[W LV FOLFNHG WR FORVH WKH ZLQGRZ

RXjXd >mK MBx2/ 6B2H/b

6RPH QXPHULF YDOXH KX® O DiBFH&IW 7KLV PHDQV WKDW WKH 4HOG DFFHSWV QXPE
ORZHG E\D XQIRWIBINHPHIDE\WRWRURU JLIDE\WHYV (QWHBUQDUHHTXLYDOHQW

8QLWV RI.L% OL% *L% 7L% DQG 3L% DUH DYDLOD ELHD DK G >XCSHERUPW B & D IOKKEQ W& HNiH
DOORZV WKHP 6RPH4HOGV KDYH PLQLPXP RUPD[LPXP OLPLWYVY RQ WKH YDOXHV ZKL

RXjX3 6BH2 ""Qrb2"

&HUWDLQ VHFWLRQV RIWKHZHELQWHUIDFHKDYH D EXLOWLQ40HEURZVHU 7KH 4(
UHFWRULHVDQG FKRRVHGDWDVHWY RQ WKHYSONH B &/DOWD\BDWH LW KDY WHKWDBIHG VF
WKH\FDQ EHGLVWLQJXLVKHG IURP QRQ $&/ GDWDVHWV

RX9 > /r "2 2+QKK2M/ iBQMb

JUHH1$6 LV EDVHG RQ )UHH%6' DQG VXSSRUWYV WKH VDFRH K®B GZDWHZIRXIQ &R V
SDWLELOKWWSVW Z27ZZ IUHHEVG RUJ UHOHDVHV 5 KDUGZDUH KWPO 6XSSRUWH

DPG KWWSV Z7ZZZ IUHHEVG RUJ UHOHDVHYV 5 KDUGY RQID \KDWHDA GDREH NRIW H 1
SURFHVVRUV 7KLV DUFKDW & FEW % 0'HDLOSRMAHEMH-G W H O

IRWHUHHP$BRRWV IURP D *37 SDUWLWLRQ 7KLV PHDQV WKDW WKH VA\VWHP %-26 PX
WKH OHJDF\ %-26 4UPZDUH LQWHUIDFH RU ()-

$FWXDO KDUGZDUH UHTXLUHPHQWY YDU\GHSHQGLQJY RQVWKH ZRUNS5RZ RI\RXU )UH
WHP 7KLV VHFWLRQ SURYLGHV VRPH)WW B U6k U DXICZHOIHQ)RW XK H

KWWSV ZZZ L[V\VWHPV FRP FRPPXQLW\ IRUXPV KDUGZDUH GLVFXVWLRQ KDV S
XVHUV DQG LV D SODFHWR SRVW TXHVWLRQV UHJDUGLQJWKH KDUGZDUHEHVW VXL
2]FLDO J)UHH1$6p +DUGZERWM'SM. GEZZZ L[V\VWHPV FRP EORJ KDUGZDUH JXLGH JLY
GDWLRQV IRUHYHU\ FRPSRQHQW FQEMLEHEGLIOWD QUHH XS -Q DQG 7HVWLQJI\RXU )UH
KWWSV [RUXPV IUHHQDV RUJ LQGH[ SKS"WKUHDGVYV EXLOGLQJ EXUQ LQ DQG WH
GHWDLOHG LQVWUXFWLRQV RQ WHVWLQJQHZ KDUGZDUH

k9


https://www.mozilla.org/en-US/firefox/all/
https://www.freebsd.org/releases/11.3R/hardware.html
https://www.freebsd.org/releases/11.3R/hardware.html
https://www.freebsd.org/releases/11.3R/hardware.html#proc
https://www.ixsystems.com/community/forums/hardware-discussion/
https://www.ixsystems.com/blog/hardware-guide/
https://www.ixsystems.com/blog/hardware-guide/
https://forums.freenas.org/index.php?threads/building-burn-in-and-testing-your-freenas-system.17750/
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IRWHKH)UHHIMBDP KLIJKO\ UHFRIPPHQGBY' LKWWEBY VKRS ZHVWHUQGLJLWDO FRP ¢

GULYHYVY ZG UHG SUR VDWD KGG :' ))%; GLVN GULYHV ZLWK &05 WHFKQRORJ\DV V
YUHH 1P$ 6
RX9XR _ J

7KHEHVW ZD\WR JHW WKH PRVWRXWHHA DV) WHRHLUIGBWDOO DV PXFK5%$0DV SRVVL
EOH ORUH5%$0DOORZV =)6 WR SURYLGH EHWWHKNWHSPN Y IKRRIFPEDIYQFLHN 7 K-HJ X P V

KWWSV z27ZZ L[VI\VWHPV FRP FRPPXQLW\ SURYLGHDQHFGRWDOHYLGHQFHIURP
EHJIJDLQHG E\DGGLQJPRUH58%0

*HQHUDO JXLGHOLQHV IRU 5%0
$ PLQLPXPRI *L% RI5%$0LVUHTXLUHG

$GGLWLRQDO IHDWXUHV UHTXLUHDGGLWLRQDO5%0 DQG ODUJHDPRXQWYV RI V\
JHQHUDO UHFRPPHQGDWLRQLVWRVWDUW ZLWK *L% 5%0DQGDGG *L% 5%$0 IRU
JRUH[DPSOH D V\VWHP ZLWK GULYHVLVUHFRPPHQGHG WRKDYHDW OHDVW

7R XVH $FWLYH 'LUHFWRU\ZLWK PDQ\ XVHUV DGGDQDGGLWLRQDO *L% RI5%$0 |

JRUL6&6- LQVWDOODW OHDVW *L% RI5%$0LI SHUIRUPDQFH LV QRW FULWLFDO
PDQFHLVDUHTXLUHPHQW

-DLSDJH DUH YHU\ PHPRU\ HIFLHQW EXWFDQ VWLOO XVHPHPRU\WKDW ZR X
=)6 -l WKH V\VWHP ZLOO EHUXQQLQJPDQ\MDLOV RUDIHZUHVRXUFH LQWHQVI
JDE\WHV RI 5380 FDQ EHKHOSIXO 7KLV PHPRU\LV VKDUHG E\WKHKRVWDQG ZLO
XVHG E\MDLOV

9LUWXDO O0SMKIHOHVUHTXLUH DGGLWLRQDO 5$0 EH\RQG DQ\DPRXQWV OLVWHG K
PDFKLQHV LV QRW DYDLODEOH WR WKH KRVW ZKLOH WKH 90 LV UXQQLQJ DQG LV
DERYH )RUH[DPSOH D V\VWHP WKDW ZLOO EH UXQQLQJWZR 90V WKDW HDFK QH
WLRQDO *L% RI5$0

' KHQ LQVWDOO LPQRQ DHHHIB6 OHVYV VA\VWHP GLVDEOH WKH VKDUHG PHPRU\ VHWW
WKH %-26

JRU=)6 GHGXSOLFDWLRQ HQVXUH WKH VA\VWHP KDV DW OHDVW *L% RI15%$0 SHU \
FDWHG

-l WKH KDUGZDUH VXSSRUWV LW LQVWDOO (&& 5%$0 :KLOHPRUHH[SHQVLYH (&& 5%
YHQWV LQ 5LJKW FRUUXSWLRQ RIGDWD EHIRUHWKH HUURU FRUUHFWLQJ SURSHUW
VLVWHQF\IRUWKH FKHFNVXPPLQJDQG SDULW\FDOFXODWLRQV SHUIRUPHG E\=)6

7TKLDVH 6 WKWWS UHVHDUFK FV ZLVF HGX DGVO 3XEOLFDWLRQV ]IV FRUUXSWLR
DWHG ZLWK PHPRU\ FRUUXSWLRQ

'R QRW XVH )UHHR ¥6VRUH GDWD ZLWKRXW DW OHDVW *L% RI58WRDXQQXKWHRE A [SWHF'
OHVV PHPRU\ MXVWDWUHGXFHG SHUIRUPDQFH 7KHERWWRPOLQHLV WKDW WKHYV
PDQ\XVHUV S5HTXHVWV IRUKHOSLQ WKHIRUXPVRU-5&DUHVRPHWLPHV LIJIQRUHG .
KDYHDW OHDVW *L% RI5%$0EHFDXVH RIWKH DEXQG D Q@FDR QLIRQVREWKDW HRSQ W & i WO)\U
OHVV PHPRU\

RX9Xk h?2 PT2 iBM; avbi2K .2pB+2

7KH)UHHRIRSHUDWLQJ VIVWHP LVLQVWDOOHG WR DW OHDVW RQHGHYLFH WKDW LV \
YLFHFDQEHDQG66" DVPDOO KDUG GULYH RUD386% VWLFN

IRWHR ZULWH WKHLQVWDOODWMWZRBE B SWRBRWBDbUWH WHABHG HDFK ZLWKDQ LQVHU\
2QH 86% VWLFN FRQWDLQV WKHLQVWDOOHU ZKLOH WKH RWKHU I8@ %WDNLE B W V RMK H/

k8


https://shop.westerndigital.com/products/internal-drives/wd-red-pro-sata-hdd#WD4003FFBX
https://www.ixsystems.com/community/
http://research.cs.wisc.edu/adsl/Publications/zfs-corruption-fast10.pdf
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FDUHIXO WR VHOHFW WKH FRUUHFW 869 WD ORDMWMURKBEGQRMEEBEE QVWDOOHG RQWR
GHYLFH WKDW FRQWDLQV WKHLQVWDOOHU $IWHULQVWDOODWLRQ UHPRYH WKH L
DGMXVW WKH %-26 FRQ4JXUDWLRQ WR FPRRRSM ULRPLWK NV QHZH R B H Y$ 6 H

'KHQ GHWHUPLQLQJWKHW\SHDQG VL]H Rl WKH WIDUWRVE 16 H® ¥ A-DDICHIGH NHHBLWE H V
PLQG

7KHDEVREODXIWHLQVEKPLY *L% 7KDW GRHV QRW SURYHHARPRHRQ GRIEPX P KH
LV *L% 7KLV SURYLGHV URRPIRUWKHRSHUDWLQJV\VWHPDQG VHYHUDO ERR!
ORUHVSDFH SURYLGHV URRPIRUPRUHERRWHQYLURQPHQWV DQG *L% RUPRU

66'V 6ROLG 6WDWH 'LVNV DUHIDVW DQG UHOL D PORS HDUDBMLIMN H/ Y\HW M P RERHGY LUFHHN
RQHGLVDGYDQWDJH LV WKDW WKHVUHTXLUH D GLVN FRQQHFWLRQ ZKLFK PLJKW

(YHQDUHODWLYHO\ODUJH 66 RU *L% LV XVHIXODVDERRWGHYLFH :KLO
VSDFHLV ZDVWHG WKDW VSDFHLVLQVWHDG XVHGLQWHUQDOO\E\WKH66'IRU
ORQJHUDQG SURYLGHV JUHDWHU UHOLDELOLW\

'KHQ SODQQLQJWRDGG\RXURZQ ERRWHQYLURQPHQWY EXGJHW DERXW *L% |
&RQVLGHU GHOHWLQJROGHU ERRWHQYLURQPHQWV DIWHU PDNLQJVXUH WKH\ |
PHQWY FDQ EH FUHDWHG DQG/ BMBHR\RWG XVLQJ

8VH TXDOLW\ QDPH EUDQG 86% VWLFNVY DV =)6 ZLOO TXLFNO\UHYHDO HUURUV
VWLFNV FDQ DOVR ZHDU RXW RU IDLO XQH[SHFWHGO\ FDXVLQJ V\VWHP HUURUYV
\RXU VI\VWHP FRQ4JXUDWLRQDQG KDYHUHSODFHPHQW 86% VWLFNV SUHSDUHG

JRUD PRUHUHOLDEOH ERRW GLVN XVHWZRLGHQWLFDO GHYLFHVDQG VHOHFW
FUHDWHDPLUURUHG ERRW GHYLFH

IRWHRXUUHQW YHUVLROWRD)GHBIHEB O\ IURP WKH RSHUDWLQJ V\VWHP GHYLFH (DU
UDQIURP 5%0 EXW WKDW KDV QRW EHHQ WKH FDVHIRU\HDUV

RX9Xj aiQ" ;2 .BbFb M/ *QMi'QHH2 Db

7TKHLVN VHFWKWWANEBY Z2ZZ IUHHEVG RUJ UHOHDVHYV 5 KDUGZDUH KWPO GLVN RI
VKRZV VXSSRUWHG GLVN FRQWUROOHUYV

JUHHPP$Y$XSSRUWV KRW SOXJIJDEOH 6$7$ GULYHV ZKHQ $+&- LVHHWQBEP K GIKDWUWH P, -
RPPHQGWVWHUQ 'LILWWWSNG Z2Z2Z ZHVWHUQGLJLWDO FRP SURGXFWYV LQWHUQDO
‘ULYHV DV WKH SUHIHUUHG VWRUDJH GULYHRI)UHH1%6

6XJIJHVWLRQV IRUWHVWLQJ G LV NVUPCPQSEKRWRSYG LIQ WXRY I[UHHQDV RUJ LQGH[ SKS
QHZ KGGV LQ UDLG SROVOEORKWWSY OLQX[ GLH QHW PDQ EDGEORFNV LV L
JUHH PP$IRU GLVN WHVWLQJ

=)6LVN 6SDFHS5HTXLUHPHQWYV IRU K\WW\SRUGRIFARRODFOH FRP FG (
Q Kw U LQGH[ KWPO UHFRPPHQGV DPLQLPXP RI *LBHRORBEDNWMEDFIHY% RIHH 1 ¢
VZDS VSDFHRQ HDFK GULYH

1HZ =)6 XVHUV SXUFKDVLQJ KDUGZDUH=yKRXW®G U HDBRROYVRXIHKRPPHQGDWLRQV
KWWSV ZHE DUFKLYH RUJ ZHE KWWS 7zZzZ7Z VRODULVLQWHUQDOV FRP
4UVW

=)6YGHYUYRXSV RI GLVNV WKDW DFW OLNHD VLQJOH GHYLFH FDQ EH FUHDWHG XVLQ
FDSDFLW\DYDLODEOHRQ HDFKGLVNLV OLPLWHG WR WKHVDPHFDSDFLW\DV WKH V
YGHY ZLWK RQH 7L% DQG WZR 7L% GLVNV ZLOO RQO\EHDEOH WR XVH 7L% RIVSDF
WKDW DUH WKH VDPH VL]HIRUWKHEHVW VSDFH XVDJHDQG SHUIRUPDQFH

7TKH)6 '"ULYH 6L]JHDQG &RVW &RPSDUKWWSWS U HROUXWPKWHHIMHHQDY RUJ LQGH[ SKS"WKIL
VLIH DQG FRVW FRPSDULVRQ VSUHDGVKHHW LVDYDLODEOH WR FRPSDUH XVI
WLHV DQG VL]JHV RI GLVNV

ke


https://www.freebsd.org/releases/11.3R/hardware.html#disk
https://www.westerndigital.com/products/internal-drives/wd-red-hdd
https://forums.freenas.org/index.php?threads/checking-new-hdds-in-raid.12082/#post-55936
https://linux.die.net/man/8/badblocks
https://docs.oracle.com/cd/E19253-01/819-5461/6n7ht6r12/index.html
https://web.archive.org/web/20161028084224/http://www.solarisinternals.com/wiki/index.php/ZFS_Best_Practices_Guide#ZFS_Storage_Pools_Recommendations
https://forums.freenas.org/index.php?threads/zfs-drive-size-and-cost-comparison-spreadsheet.38092/
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RX9X9 L2irQ F AMi2 7 +2b

TKHWKHUQHW KMAW3IWRQ Z2ZZ IUHHEVG RUJ UHOHDVHYV 5 KDUGZDUH KWPO HWKHLU
IRWHV LQGLFDWHYV ZKLFKLQWHUIDFHY DUH VXSSRUWHG E\HDFK GULYHU :KLOHPD
XVHUV KDYHVHHQ WKHEHVW SHUIRUPDQFH IURP - QWHO DQG &KHOVLR LQWHUIDFH)
LQIJDQHZ1-& 5HDOWHNFDUGV RIWHQ SHUIRUP SRRUO\ XQGHU &38 ORDG DV LQWHL
WKHLURZQ SURFHVVRUV

$WD PLQLPXP D*LJ(LQWHUIDFHLVY UHFRPPHQGHG :KLOH*LJ(LQWHUIDFHV DQG VZ
PRGHUQ GLVNV FDQ HDVLO\ VDWXUDWH WKHLU OL% VWKURXJIKSXW )RUKLJIKHU C
FDQEHERQGHG WRIJHWKHU XVLQRDWKBHISE3IBWBRRY 7KH (WKHUQHW VZLWFK PXVW \
/1$&3 ZKLFKPHDQV D PRUHH[SHQVLYHPDQDJHG VZLWFK LV UHTXLUHG

"KHQ QHWZRUN SHUIRUPDQFH LV D UHTXLUHPHQWDQG WKHUHLV VRPHPRQH\WR VS
IDFHVDQG D PDQDJHG VZLWFK ODQDJHG VZLWFKHV ZLWK VXSSRUW IRU /$&3 DQG M>
IHUUHG DV ERWKFDQEHXVHGWRLQFUHDVH QHW ZRUNIWK BRRXNIKESIXW LPHHIHU WR WK
KWWSV IRUXPV IUHHQDV RUJ LQGH[ SKS"WKUHDGYV JLI QHWZRUNLQJ SULPHU

IRWHW SUHVHQW WKHVHDUH QRW VXSSRUWHG -Q4QL%DQG )LEUH&KDQQHO RYH!

%RWK KDUGZDUHDQG WKH W\SHRIVKDUHY FDQ DeHFW QHWZRUN SHUIRUPDQFH 2Q
WKDQ )73 RU1)6 EHFDXVH®DPHEDVWMWWESNG Z2ZZ VDPED RUJ VDPED GRFV ROG 6DPE
*XLGH DUFKLWHFWXUH KWPO G6RDIDVW &38 FDQ KHOS ZLWK 60% SHUIRUPDQFH

:DNHRQ /%1 :2/ VXSSRUWGHSHQGVRQ WKH)UHH%6' GULYHU IRUWKHLQWHUIDFH
HOQDEOHGIXV¥RQIXKWWSY ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ LIFRQ4J 7R GHW!
RQDSDUWLFXODULQWHUIDFH XVHWKHLQWHUIDFH QDPH ZLWK WKHIROORZLQJ FR
LQGLFDWHY WKDW :2/LV VX$ERWHUGDRH WKH

<SPPU!GSFFOBT _> JGDPOGJH N JHC
JHC GMBHT 61 #30"%$"45 36//*/( 130.*4% 4*.1-&9 .6-5*$"45 NFUSJD NUV
PQUJPOT CC 39%46. 59%46. 7-"/@.56 7-"/@)85"((*/( +6.#0@ .56 7-"/@)8%46.
540 540 7-"/@)8540 39%$46.@*17 59%46.@*17
DBQBCJIJMJUJFT GCC 39%46. 59%46. 7-"/@.56 7-"/@)85"((*/( +6.#0@ .56
7-"/1@)8%46. 540 540 -30 80-@6%$"45 80-@.%$"45 80-@."(*$ 7-"/@)8'*-5&3 7-"/@)8540
39%$46.@*17 59%46.@*17

-1:2/ VXSSRUW LV VKRZQ EXW QRW ZRUNLQJIRUD SDUWLFXODULQWHUIDFH FUHDW
6 XSSRYDNIH

RX8 :2iiBM; ai "i2/ rBi? w6a

5SHDGHUV QHZ WR =)6 VKRXOG WDNH B )FBRRH@IWOWHR UHDG WKH

kd


https://www.freebsd.org/releases/11.3R/hardware.html#ethernet
https://forums.freenas.org/index.php?threads/10-gig-networking-primer.25749/
https://www.samba.org/samba/docs/old/Samba3-Developers-Guide/architecture.html
https://www.freebsd.org/cgi/man.cgi?query=ifconfig

*> Shil_
hqgP

ALah GGAL: L. IS:_ .AL:

7KH)UHHRIRSHUDWLQJ VIVWHP KDVWREHLQVWDOOHGRQD VHSDUDWH GHYLFHIURF
GDWD :LWKRQO\RQH GLVN G ZHEH QWKH{U WDHH{1Ss DYDLODEOH EXW WKHUH LV QR SO
$QG VWRULQJGDWD LY DIWHUDOO WKHZKROH SRLQWRID 1$6 VI\VWHFPDQ@RRBRH XVHU
VWDOO )URRIB@ LQH[SHQVLYH 86% VWLFNDQG XVHWKHFRPSXWHU GLVNV IRU VWRU

7KLV VHFWLRQ GHVFULEHYV
*HWWLQJ )UISBIS6p
3UHSDULQJ WEBDHI GLD
3HUIRUPLQJ WKH S®MWDOODWLRQ
~QVWDOODWLRQ 7SRIHOHVKRRWLQJ
8SJUDGB0QJIH
9LUWXDOSTIWLRQ

kXR :2iiBM: 6 22L a

7KH ODWHVW 67%%/( YHUYLRQRIDYBIHOABEOH IRU GREYQOGRD ZIAVRPUHHQDV RUJ
GRZQORDG IUHHQDY UHOHDVH

7KHGRZQORDG SDJH KDV OLQNV MR/ HJGRMUEBWHIULWN FKHFNVXPV DQG 3*3 VHFXULW

&QOLFNRDQORBGEHQV D GLDORJ WHIRDBIY AIDLQY ERRWDEOH LQ@QVUW\D @O ) UMRXYRMEIHFD O PHG
SDJH EHIRUHLW FDQ EH XVHGCWR LQVWDOO )UHH1%6

KXRXR *?2+FBM; AMbi HH2  AMi2; Biv

JUHHPP$XVHYV WEHQ3*3 VWD K®WDNWSY HQ ZLNLSHGLD RUJ ZLNL B3UHWW\B*RRGB3ULYL
4UP WKDW GRZQORDGHG 40HV KDYHEHHQ SURYLGHG EA\DWUXVWZRUWKQXBXUFH 2
KWWSV 7ZZZ IUHHEVG RUJ FJL PDQ RRIDKRMWAMBY JZ¥ZZ RSHQSJS RUJ VRIWZDUH NO
*SJ ZLEWWSYV JSJ ZLQ RUJ FDQ FKHFN WKH 3*3MQVOYDWRXRHH ROBl )UHH1$6

TKHIB UYWOH LV XVHG WR FRQ4UP WKHLQWHJUIWBRHWKH 6IRZQLO-BBDAHRE IRU
PRUH GHWDLOV

kKXRXRXR S:S 02 B}+ iBQM

TR YHULIWRMHRXUFH UR'WRYV ZZZ IUHHQDV RUJ GRZQOBQG HFOHFELIQ DWW VH
GRZQORDG WKH VRIWZDUH VLJQIW XX HGHWHNIANS BIQGVNEKRIWH WKH EURZ¥BSDIGGUHVV C
SFTVMUWULQJ

8VHRQHRIWKH2SHQ3*3 HQFU\SWLRQ WRROVPHQWLRQHG DERYH WR LPSRUW WKH ¢
7KLV H[DPSOH VKRZV YHULIV. @J PXK/H GQWHIBFRPPDQG SURPSW

k3


https://www.freenas.org/download-freenas-release/
https://www.freenas.org/download-freenas-release/
https://en.wikipedia.org/wiki/Pretty_Good_Privacy#OpenPGP
https://www.freebsd.org/cgi/man.cgi?query=gpg
https://www.openpgp.org/software/kleopatra/
https://gpg4win.org/
https://www.freenas.org/download-freenas-release/
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*RWR WRIRDQA TP HQGGRZQORDG ORFDWLRQDQG LPSRUW WKH SXEOLF NH\ XVLQJ
VHDUFK UHVXOWY VWULQJ

UNPPSF!IOCTFSWFS _ DE %PXOMPBET
UNPPSFIOCTFSWFS _ %PXOMPBET HQH LFZTFSWFS TLT LFZTASWFST OFU SFDW|LFZT
. YD E EFG D EC EGG F FD FBB DG

HQH VTS IPNF UNPPSF HOVQH USVTUEC HQH USVTUEC DSFBUFE

HQH LFzZ &"" §$° QVCMJID LFZ ©*9 4FD5FBN TFDVSJUZ PGGJDFS!JYTZTUFNT|DPN & J
HQH 5PUBM OVNCFS QSPDFTTFE
HQH JNQPSUFE

UNPPSFIOCTFSWFS _ %PXOMPBET

SVHQH WFSW®RZFRPSDUHTRXPIGITP HQUHDHV

UNPPSF!IOCTFSWFS _ %PXOMPBET HQH WFSJGZ 'SFF/"4 6 JTP HQH 'SFF/"4 6 JTP
HQH 4JHOBUVSF NBEF 5VF /PW &45
HQH VTIJOH 34" LFZ $ % %&' $ %# %' & &% &"" $

HQH (PPE TJHOBUVSF GSPN ©*9 4FD5FBN TFDVSJUZ PGGJDFS!IJYTZTUFNT DPN & cVOLOPX
HQH 8"3/*/( 5I1JT LFZ JT OPU DFSUJGJFE XJUIl B USVTUFE TJHOBUVSF
HQH 5/|FSF JT OP JOEJDBUJPO UIBU UIF TIHOBUVSF CFMPOHT UP UIF PXQFS
1SINBSZ LFZ GJOHFSQSJOU $ % % &' $ %#E %N & &% & " $
UNPPSF!IOCTFSWFS _ %PXOMPBET

7KLV UHVSRQVHPHDQV WKH VLIQDWXUH LY FRUUHFW EXW VWLOO XQWUXVWHG
3*33XEOLRSNHHQ DQG PDQXDOO\FRQ4UP WKDW WKH NH\ ZDV LVVXHG IRUWKHL; 6F
DQG KDVEHHQ VLIQHG E\NL;VA\VWHPV DFFRXQWYV

kKXRXRXk a> k8e 02°B}+ iBQM

7KH FRPPDQG WR YHULI\ WKH FKHFNVXP YDULHV E\RSHUDWLQJ V\VWHP
RQD %6' VIVWHP XVH WKIHE RP PDRGI MF
RQD/LQX[V\VWHP XVH WKIB FRIP/MD QTGP GJMF
RQ D ODF VIVWHP XVH WRHBFIRAP DR G JTPGJMF

:LQGRZV RUODF XVHUV FDQ LQVWDOO-DGEKGLMMROD O XL DOWYBVRRIWIHFRP KDVKI
+DVK7KBWWS LPSOELWYVY FRP SURGXFWYV KDVKWDE

7KHYDOXH SURGXFHG EA\UXQQLQJWKHFRPPDQG PXVWIPBWHRKYWRH Y'DOKUHHWIKR ZQ L C
FKHENVXP YDOXHV LQGLFDWHD FRUUXSWHG LQVWDOOHU 40H WKDW VKRXOG QRW E

kXk S'2T "BM; i?2 J2/B

7KH)UHHRU$BVWDOOHU FDQ UXQ IURP HLWKHU D & RUD 86% VWLFN
$ & EXUQLQJI XWLOLWALVY QHBTGMO WWRR DLW H WKH

7TKHITPAOHFDQ DOVR EH ZULWWHQ WR D 86% VWLFN 7KHPHWKRG XVHG WR ZULWH W
WHP ([DPSOHVIRUVHYHUDO FRPPRQ RSHUDWLQJ V\VWHPV DUHVKRZQ EHORZ

1IRWHR LQVWDOO IURP D 86% VWLFN WR BDEIRVKHWB DU N WYHAGHG HDFK ZLWK DQ LQ\
GHYLFH 2QH86% VWLFN FRQWDLQV WKHLQVWDOOHU 7KH RW K HU L@ Y%WMOLE DI W i/ RAK
7DNH FDUH WR VHOHFW WKH FRUUHFW B & % \GML Q PDQRERRPKHVEDVHWREL Q V VRQWVAR ) U H H 1
WKH VDPH 86% VWLFN FRQWDLQLQJWKHLQVWDOOHU $IWHULQVWDOODWLRQ UHP]
HVVDU\WR DGMXVW WKH %-26 FRQ4JXUDWLRQ"V8R%E RRWANRP WKH QHZ J)UHH1$6

(QVXUH WKH RSHUDWLQJ VI\IVWHP GHYLFHRUGHU LQ WKH %-26 LV VHW WRBRRW IURF
VWDOOHU PHGLD WKHQ ERRW WKH VA\VWHP WR VWDUW WKHLQVWDOODWLRQ

kN


http://www.slavasoft.com/hashcalc/
http://implbits.com/products/hashtab/
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KXkXR PM 6 22"a. Q" GBMmt

2QD)UHH%6' RU /LQX[ VEY¥YARHPHP DIDKGHL Y XVH G W R Z BALOMHWRKIHQ LQVHUWHG 86% VWLFEN

DUQLQIKHEEFRPPDQG LYV YHU\SRZHUIXODQG FDQ GHVWUR\DQ\H[LVWLQJ GDWD RC
DEVROXWHRIWXKWHHGHYLFH QDPH WR ZULWH WR DQG GR QRW PLVWESHKWYXHBBMHYLFH C
PDQG FDQEHDYRLGHG EVZBAOHWRWKHLQVWHDG

7KLV H[DPSOH GHPRQVWUDWHY ZULWLQJ WKH LPDJHWR WKH 4UVW 86% GHYLFH FRQ
YLFH XVXDOO\ UGIKR GBWNIOLBHFHF /"4 3&-&"4& ZTRWWK WKH 40HQDPH RIWKH GRZQORDGH
-6240H 5HE6GWFHELWK WKH GHYLFH QDPH RI WKH GHYLFH WR ZULWH

EE JG 'SFF/"4 3&-&"4& JTP PG EFW EB CT L
SFDPSET JO
SFDPSET PVU
CZUFT USBOTGFSSFE JO TEDT CZUFT TFD

'KHQ XVLQEWFIRHPPDQG
LIUHIHUV WR WKH LQSXW 40H RUWKH QDPHRIWKH 40H WR ZULWH WR WKH GHYL

RI UHIHUV WR WKH RXWSXW 40H LQ WKLV FDVH WKH GHYLFH QDPH RI WKH 5DVK
86% GHYLFH QXPEHUV DUH G\QDPLF DQG W IGDW BORIMD@RYWKHUPQ DRPW BHSHQG L
ZKLFK GHYLFHV DUHDWWDFKHG %HIRUH DWW BIF K [EGIMVEKBK\N D UDIH WY CBFSK/6 W KVH_ W/ND |
86% VWLFN ZDLW WHQ VMARG@EW BBOGIUX®YR VHH WKH QHZ GHYLFH QDPH DQG QXI
WDUJHW 86% VWLFN EGW QERPKMHWHHIHUV WR WKH OHWWHU RI WKH 86% GHYLFH

EVUHIHUV WR WKH EORFN VL]IH WKHDPRXQW RIGDWD WR ZULWH DW D WLPH 7KF
KHOSV VSHHG XS ZULWHV WR WKH 86% VWLFN

kXkXk PM gBM/Qrb

-PDJH :ULKMAWSY ODXQFKSDG QHW ZLQSXURKIMWAWZUI LWHKIXVDBNHR LH FDQ EH XVH(
LPDIJHV WR 86% VWLFNV RQ :LQGRZV

kXkXj PM K +Pa

—QVHUW WKH 86% VWL FN$ S-S0)IL OISR WRHNVS W BQPWX QW DQ\ PRXQWHG SDUWLWLF
WKH 86% VWLFN &KHFN WKDW WKH 86% VWLFN KDV RQO\RQH SDUWLWLRQ RU SDUW
QHHGHG XVH'LVN 8WLOLW\WR VHW XS RQH SDUWUW HR/CZ B BI@VKWHB W QA LW IKIH GHDQMA
ZRUNV 4QH

'"HWHUPLQH WKH GHYLFH QDPH RI WKHLQVHUWHG 86% VWLFN )JURP 7(50-1%$/ QDYLJ
FRPPDQG

EJTLVUIJM MJTU

EFW EJTL
5:1& /". & 4%, & *%&/5*'*&3
(6*%@QBSUJUIJPO@TDIFENF (# EJTL
&' * H# EJTL T
"QQMF@)'4 .BDJOUPTI )% (# EJTL T
"QQMF@#PPU 3FDPWFSZ )% H# EJTL T

EFW EJTL
5:1& /". & 4%, & *%&/5*' *&3
"%ITL@QBSUJUIJPO@TDIFNF (# EJTL
%04@'"5@ 6/5*5-&% (# EJTL T



https://launchpad.net/win32-image-writer/
http://rufus.akeo.ie/
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7KLV VKRZV ZKLFK GHYLFHVY DUHDYDLODEOH WR WKH VA\VWHP /RFDWH WKH WDUJHW
PLQHWKHFRUUHFW SDWK IRUWKH 86% VWLFN UHPRYH WKHGHYLFH UXQ WKH FRPF
2QFHVXUHRIWKHGHYLFH QDPH QDYLJDWH WR WKH 'HVNWRS IURP 7(50EE$/ XQPRX
FRPPDQG WR ZULWH WKHLPDJH WR WKH 86% VWLFN E¢WHKLMEWRS@H VWWKHIPERX QW
TKEEFRPPDQG LV XVHG WR ZULWH WKH LPDJHWR WKHIDVWHU UDASLYHEEW.RQ RI WKt
SEJTL

'KHQ UXQQLQJWKHVH FRPPBOBN 4 BES @DIRHITW K WKH QDPH RI W K16 3 DHESE $\6
SEJTIZLWK WKH FRUUHFW SDWK WR WKH 86% VWLFN

EJTLVUIJM VONPVOU%JTL EFW EJTL
60NPVOU PG BMM WPMVNFT PO EJTL XBT TVDDFTTGVM

EE JG 'SFF/"4 3&-&"4& JTP PG EFW SEJTL CT L

IRWHIWKHHUURU 5HVRXUFH EXV\ EEFRRRDQ &K NQUWRFHS R MFD WBIVRLOM. WLLIVHNV
SWLOHQOMB\WKH 86% VWLFN DQG FOLFNRQLWY SDUWLWLRQV WR PDNHVXUHDOO RIW
GHQLHG HUURU LVIVERZQY HOWHWHY DWHGE BRIKEVYG 'SFF/"4 3&-&"4& JTP PG EFW
SEJTL CT [EKLVZLOO SURPSWIRUWKHSDVVZRUG

TKHEEFRPPDQG FDQ WDNH VRPHPLQXWHV WR FRPSOHWH DLW XQWLO WKH SURPSW |
ZLWKLQIRUPDWLRQ DERXW KRZORQJLWWRRNWRZULWH WKHLPDJH WR WKH 86% V!

kXj S2°'7Q KBM; i?2 AMbi HH iBQM

LWKWKHLQVWDOODWLRQ PHGLD LQVHUWHG ERRW WKH VA\VWHP IURP WKDW PHGLDE
7KH)UHHL1$VWDOOHU ERRW PHQX LV GLVEODUHG DV LV VKRZQLQ

-

1
i
i
s i” “
-
i
i

FreeNAS Instailgr

r

Boot FreeNAS Installer [Enterl +mmdhs . s -+ +sydmNMm
Boot FreeNAS Installer (Serial Console hMMMMMMdyd NMMMAMMHAMMM
yMMMMMMMMMMMMMMMNNN O
Dptions: #MMMMMMMMMMMMMMMmho | .
3. Configure Boot Options... NHMMHMMMMMHMMHMMHAMEMSG : * ..:'yN
MMMMMMMMMMMMMMMAMN md dmy dmNMMo
mMMMMMMMMMMMMMS .y mMMMMMM6y -
: NMMMMMMMMMMME " oMMm—"
-mMMMMMMMMMMMmo - : 2yNMh .
. mhd MMMMMMMMMMMMMMME -
+' " +ymMMMMMMNmy +*

yLJ - QVWDOOHU %RRWOHQX
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7KH)UHHRUI$BVWDOOHU DXWRPDWLFDOO\ERRWV LQWR WKH GHIDXOW RSWLRQ DIWHL
ERRWRSWLRQ E\ SUQRBVEQBB\KWRS WKHWLPHUDQG WKHQ HQWHU WKH QXPEHU RI W

7TLSTKBHULDO &RIWRROG LY XVHIXO RQ VIVWHPV ZKLFK GR QRW KDYH D NH\ERDUG RU
WKURXJK D VHBEHDODSQR R VRIWB 0$& D J H

IRWHIWKHLQVWDOOHU GRHV QRW ERRW YHULI\WKDW WKHLQVWDOODWLRQ GHYL
KHQ ERRWLQJIURPD &' VRPHPRWKHUERDUGYV PD\UHTXLUH FRQQHFWLQJ WKH &'G
WRU WR ERRWIURP &' —-IWKHLQVWDOOHU VWDOOV GXULQJERRWHOHGCGRKWEBH FKHF
KDVK GRHV QRWPDWFK UH GRZQORDG WKH 40H -1 WKHKDVKLV FRUUHFW EXUQ W
40HWRDGL*HUHQW 86% VWLFN

2QFH WKHLQVWDOOHU KDV 4QLVKHG ERRWLQJ WKHLQMWPOWMHU PHQX LV GLVSOD\I

FreeNAS 11 _3-RCZ Console Setup

InstallrsUpgrade

Shell
Reboot System
Shutdown System

<Cancel>

yLJ ~QVWDOOHU OHQX

3UH¥QURMBR VHOHFW WKH GH+QXOM @S VFSRQIEMV PHQX YKRZQHLQLVWY DOO DYDLOD
GULYHV 7KLV LQFOXGHVDQ\LQVHUWHG RSHUDWLQJV\VWHP GIHDXLFHV ZKLFK KDYF

IRWHE PLQLPXPRI *L% RI5%0LVUHTXLUHGDQG WKHLQVWDOOHU ZLOO SUHVHQW D
LVGHWHFWHG

-Q WKLVH[DPSOH WKH XVHU LV SHUIRUPLQJD WHVWLQVWDOODWLRQ XVLQJ9LUWX
KROG WKHRSHUDWLQJ VI\VWHP
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Choose destination media
Select one or more drives where FreeNAS should be
installed (use arrow keys to navigate to the drivels)
for installation: select a drive with the spacebar].

BOX HARDDISK —- 16.0 GiB

UBODX HARDDISKE -- 20.0 GiB
UBODX HARDDISHK 8.0 Gib
UBOX HARDDISK 9.0 GiB
UBODX HARDDISHK 11.0 GiB
UBODX HARDDISHK 14.0 GiB
UBOX HARDDISK 8.0 GiB
UBODX HARDDISHK 10.0 GiB
UBODX HARDDISHK 8.0 Gib
UBOX HARDDISK 11.0 GiB

Ll N W I R ]
el bl bl b bl bl bl bl bl

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

+

m o mE mE mE mE mE mE mE mE mE mE mE mE mE me me ==

)LJ 6HOHFWLQJ WKH -QVWDOO 'ULYH

8VH WKHDUURZ NH\VWR KLIJKOLJKW WKHGHVWLQDWLRQ 66' KDUGQ@BDFGBRBG6% VWL
VHOHFW LW

7TRPLUURUWKHRSHUDWLQJ VI\VWHP GHYLFH PRYHTMDRBD &6 GRBRBN.RQBOWGW K HPHD/OD/QRG -
RIWKHVHOHFWHG GHYLFHV DUH ODUJHU WKDQ *L% DQG QRQHDUHFRQQHFWHG W
DOVR FUHDWHG

$IWHU PDNLQJ VHOHEDWREKWH SDHQV QJ VKRZQHLY GLVSOD\HG D UHPLQGHU QRW WR
RSHUDWLQJ V\WWHP RQ D GULYH WKDW L& CPUHFIBR\F RROWL WY R H RIHW RUMA KM I FXUBHH Q V K R
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FreeMAS installation

WARNING :
— This will erase ALL partitionz and data on ada®.
- You can't use ada® for sharing data.

NOTE :
— Installing on flaszh media i= preferred to insztalling on a
hard drive.

Proceed with the installation?

e

yLJ ~QVWDOODWLRQ :DUQLQJ

6HH WKdHUDWLQJ V\V@DBIPHGH WIHFWLRQ WR HQVXUH WKH PLQLPXP UHTXLUHPHQWYV D

7KHLQVWDOOHU UHFRJQL]JHV H[LVWLQJ LQVWD O O B W KR@VDRY 18 [LWWWIRXNVLYHWWL @ Q D \
SUHVHQW WKH PHQXMKRIZY GRVSOD\HG 7R RYHUZULWH DQ H[LVWLQJLQVWDOODW
WRUHVK - QQ\G BUSVYRMBZLFH WR FRQWLQXH WR WKIHIXBUHHQ VKRZQ LQ
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Upgrade this FreeMAS installation
Upgrading the installation will preserve your existing configuration.

Do you wizsh to perform an upgrade or a fresh installation on adaO?

o

<llpgrade Install> < Fresh Install >

yLJ BHUIRUPLQJD )UHVK -QVWDOO

7KHVFUHHQ VKRZQ HRURPSWYV IRBBMXWHWVZRUG ZKLFK LV XVHG WR ORJLQ WR WKH ZHE

Enter your root password: cancel for no root
passuword

iPassword:
iConfirm Password:

I

<Cancel >

)LJ 6HW WKH 5RRW 3DVVZRUG

6HWWLQJD SDVVZRUG LV PDQGDWRU\DQG WKH SDVVZRUG FDQQRW EH EODQN 6LQF

i8
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ZHELQWHUIDFH LW QHHGY WR EHKDUG WRJXHVV (QWHU WKH SDVVZRUG SUHVV W
ZRUG 7KHQ&SUOWBIMAR FRQWLQXH ZLWK WKH LQWWDGE/MDEV NG WWIRRVDQRRW SDVVZRU
WKHLQVWDOODWLRQ EXWWKHZHELQWHUIDFH ZLOO UHTXLUH VHWWLQJD URRW S|

I1RWHRU VHFXULW\UHDVRQV W KUR&+ \HRUYL.IOPMHDDUHGGLYVDEOHG EV\GHIDXOW 8QOHV\
RQO\ZD\WR DFFHVUPRMWRODM) SK\VLFDO DFFHVV WR WKH FRQVROH PHQX RU WRLEL
WKHZHE LQWHUIDFH 7KLV PHDQV\WWDBW HHGUVAMHRLES NHSW SK\VLFDOO\ VHFXUH D¢
WHUIDFH QHHGVY WR EH EHKLQG D SURSHUO\FRQ4JXUHG 4UHZDOO DQG SURWHFWHG

JUHH1P$EDQ EH FRQ4JXUHG WR ERRW ZLWK WKH VWDQGDUG %-26 ERRWIRPIKEKDQLVP R
%-26 ERRWLQJLVY UHFRPPHQGHG IRUOHJDF\DQG HQWHUSULVH KDUGZDUH 8()-
ERDUGV

FreeMAS Boot Mode
FreeNAS can be booted in either BIOS or UEFI mode.

BIOS mode is recommended for legacy and enterprise hardware,
whereas UEFI may be required for newer consumer motherboards.

<Boot wvia UEFI> pot via BIODS>

+
]
]
1
1
1
]
1
]

+
1
1

)LJ &KRRVH 8()- RU %-26 %RRWLQJ

1IRWHRVW 8()- VIVWHPV FDQ DOVRERRW LQ %-26 PRGH L1 &60 &RPSDWLELOLW\ 6XS
8()- VHWXS VFUHHQV

7KHPHVVDUIH KQHLY VKRZQ DIWHU WKHLQVWDOODWLRQLYVY  FRPSOHWH
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The FreeNAS installation on ada® succeeded!?
Please rebhoot and remove the installation media.

yLJ - QVWDOODWLRQ &RPSOHWH

SUHEQURMPR UHWXOQWROOBSDIH QX +LIJKOHERW W 6DVMEHFUHO/WFSI ERRWLQJ IURP &'
UHPRYH WKH &'520 $V WKH VA\VWHP UHERRWY PDNH VXUH ¥R U WQWKWHD®HYH.G H\Z R HVW
WKH4UVW ERRW HQWU\LQ WKH %-26 VR WKH VAIVWHP ZLOO ERRW IURP LW

JUHHIPP$SER RW YV L QRRW R B HPGHIXXGEH V F U KERHRGMS® J H DIWHU ZDLWLQJ4YHRNRWRQGV L
PHQXDJH SUH Y@ B\DKHHOBBB VW RS WKH WLPHU DQG XVH WKH ERRW PHQX

kX9 AMbi HH iBOQM h"Qm#H2b?QQiBM;

-1 WKH V\VWHP GRHVY QRW ERRWKHQW B YHHHIBIBUDO WKLQJV WKDW FDQ EH FKHFNHG \

&KHFN WKH VA\VWHP %-26 DQG VHH LI WKHUHLVDQ RSWLRQ WRFKDQJH WKH 86% HPX
GULYH —-ILWVWLOOZLOO QRWERRW FKHFNWRVHHLIWKHFDUG GULYHLV 8'0% FRI

- WKH VA\VWHP %-26 GRHV QRW VXSSRUW ()- ZLWK %-26 HPXODWLRQ VHHLILWKDV
PRGH

KHQ WKH VA\VWHP VWDUWV WR ERRW EXW KDQJV ZLWK WKLY UHSHDWHG HUURU PHV\

SVO@JOUFSSVQU@ESJWFO@IPPLT TUJMM XBJUJOH BGUFS TFDPOET GPS YQU@DPOGJH

JRLQWR WKH VA\VWHP %-26 DQG ORRNIRUDQ RQERDUG GHYLFH FRQ4JXUDWLRQ IRU
WKDW GHYLFHDQG WU\ ERRWLQJDJDLQ

-l WKH VA\VWHP VWDUWV WR PRR®Q W MRRBPQOQW RODRZ WKH LRVWUXFEXNLRGWERD )L[ IR
ORXQWURRW —VVXKWWSNHNK ITRUXPV IUHHQDV RUJ LQGH[ SKS"WKUHDGV ZRUNDURX:
LVVXHV ZLWK

-IlWKHEXUQHG LPDJH IDLOV WR ERRWDQG WKHLPDJH ZDV EXUQHG XVLQJD :LQGR2Z}?
WU\LQJ D VHFRQG EXUQ XVLGFWXWH® LVRWWKHBK KN\RZ WR HUDVH KDUG GULYH FRP

VHFRQG EXUQ DWWHPSW ZLOO IDLODV :LQGRZV GRHV QRW XQGHUVWDQG WKH SDUW
%HYHU\FDUHIXOWR VSHFLI\WKHFRUUHFW 86% VWLFN ZKHQ XVLQJD ZLSH XWLOLW

id


https://forums.freenas.org/index.php?threads/workaround-semi-fix-for-mountroot-issues-with-9-3.26071/
https://forums.freenas.org/index.php?threads/workaround-semi-fix-for-mountroot-issues-with-9-3.26071/
http://how-to-erase-hard-drive.com/
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kX8 IT;  /BM;

JUHHTPP$SURYLGHYV 5H[LELOLW\IRU NHHSLQJ WKH RSHUDWLQJ VI\VWHP XS WR GDWH

8SJUDGHVWR PDMRUUHOHDVHV IRUH[DPSOHIURP YHUVLRQ WR FDQ VWI
RUWKHZHELQWHUIDFH 8QOHVV WKH5HOHDVH 1RWHV IRUWKHQHZPDMRU UHO
UHTXLUHV DQ -62 XSJUDGH HLWKHU XSJUDGH PHWKRG FDQ EH XVHG

OLQRU UHOHDVHV KDYH EHHQ UHSODFHG ZLWK VLIQHG XSGDWHV 7KLV PHDQV V
QRU UHOHDVH WR XSGDWH WKH VIVWHP ZLWK D VIVWHP XSGDWH RU QHZHU YHUYV
QR ORQJHU QHFHVVDU\WR PDQXDOO\GRZQORDG DQ XSJUDGH 40HDQG LWV DVV
WHP

7KH XSGDWHU DXWRPDWLFDOO\FUHDWHV D ERRWHQYLURQPHQW PDNLQJ XSGI
PHQWY SURYLGH WKHRSWLRQ WRUHWXUQ WR WKHSUHYLRXV YHUVLRQ RI WKHF
DQG VHOHFWLQJ WKH SUHYLRXVY ERRWHQYLURQPHQW IURP WKHERRW PHQX

7KLV VHFWLRQ GHVFULEHV KRZWR SHUIRUPDQ XSJUDGHIWRP DQHWHOLHUKMHWYVLR
EHHQLQVWDOOHG XVH WISHED@WBWHXFWILRQWHQ WKH VI\VWHP XSGDWHG

kX8XR * p2 ib

%HDZDUH RI WKHYH FOMMMIWWFSWLQJ DQ XSJUDGH WR

:DUQLQJ XSJUDGLQIJWKH=)6 SRROFDQ PDNHLWLPSRVVLEOH WRUR KDY N WIR D
VRQ WKH XSGDWH SURFHVVY GRHVY QRW DXWRPDWLFD O30 KSWUW G H W\K/AVH)B SRR (
VKRZV ZKHQ GHZHDWXUIBPOEHIJY DUHDYDLODEOHIRUD SRRO 8QOHVVDQHZIH
LWLVVDIHWR OHDYH WKH SRRODW WKHFXUUHQW YHUVLRQ DQG XQFKHFN WKH
SRVVLEOH WR ERRWLQWRD SUHYLRXV YHUVLRQ WKDW GRHV QRW VXSSRUW WKt

8SJUDGLQJWKH 4UPZDUH RI %URDGFRP 6$6 +%$V WR WKH ODWHVW YHUVLRQ LV

-1 XSJUDGLQJIURP IFAURBBG WKHQJ IURP WR
KWWSV [RUXPV IUHHQDYV RUJ LQGH[ SKS"WKUHDGV IDT XSGDWLQJ IURP W

8SJUDGHV )URIPI1’$6 [ DUH QRW VXSTIRUWMGNHP KDV QR ZD\WR LPSRUW FRQ4JXU|
IURP [ YHUVLRQV RI YWKHHHFIB@4IJXUDWLRQ PXVW EH PDQXDOO\UHFUHDWHG -1V
[ SRROVRUGLVNVPXVWEHPDQXDOO\LPSRUWHG

8SJUDGHV RQ ELWKDUGZDUH DUHRYRHW N ¥ SISIRUKNHHWG VWHP LV FXUUHQWO\ UXQ
VLRQRI)UMBO®KH KDUGZDUH VXSSRUWYV ELW WKHV\WWHP FDQ EH XSJUDGHC
JUDSKV ZLOO EHORVW GXULQJ WKH XSJUDGH

8)6LVQRWVXSSRWKWHGDWD FXUUHQRQA)HRUBBEWWR®G GLVN FUHDWH D =)6 SRF
RWKBUVNV DIWHU WKH XSJUDGH WKHQ-P\EHR WWKHQZOWHXFWLRRRAQW WKH 8)6
IRUPDWWHG GLVNDQG FRS\ WKH GDWD WR WKH =)6 SRRO :LWKRQO\RQH GLVN I
PHGLD EHIRUH WKH XSJUDGH IRUPDW WKHGLVNDV =)6 DIWHU WKH XSJUDGH WK
UHQWO\UHVLGHVRQDS8)65%-"RIGLVNV LWLV QRWSRVVLEOHWRGLUHFWO\LP
EDFN XS WKH GDWD EHIRUHWKH XSJUDGH FUHDWHD =)6 SRRO DIWHU WKH XSJU|
EDFNXS

kX8Xk AMBIB HS 2T " iBQM

%HIRUH XSJUDGLQJ WKH RSHUDWLQJ VI\VWHP SHUIRUP WKHIROORZLQJVWHSV

%DFN XS WIHKH P$BRQ4J X UDWB\R@QHPHQHIUDBMYH &R Q4J

-1IDQ\SRROV DUH LIQFHPEWRG& HW D SDVVSKUDVHDQG GRZQORDG D FRS\RI WKH
WKH ODWHVW UHFRYHU\ NH\ $IWHU WKH XSJUDGH LVPFERRIS/OLHON SD XRRION WHR L Q V W
LPSRUW WKH HQFU\SWHG SRROV



https://forums.freenas.org/index.php?threads/faq-updating-from-9-3-to-9-10.54260/
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:DUQ XVHUV WKDW WKXKIDUHWZE®O EH XQDYDLODEOH GXULQJWKH XSJUDGH LW I
WKH XSJUDGHIRUD WLPH WKDW ZLOO OHDVW LPSDFW XVHUYV

6WRS DOO VHHYIYRFFW VY Q

kX8Xj IT;” /IBM; IbBM; i?2 AaP

7R SHUIRUP DQ XSJUDGH XV L®R IKLFKWHNWEK RGRZQORDG |UHHQ DIV RWR VOIOMWVAHRPN W |
SXWHU WKDW ZLOO EH XVHG WR SUHSDUH WKH LQV W DDTPDOH. VR DHG RN I6XANWNIKN G
LQJWKHLQVWUBXFWDRQYLQYSBIHGLD

-QVHUW WKH SUHSDUHG PHGLD LQWR WKH VAIVWHP DQG ERRW IURPQWVDOD®B HQEWRQ
PHQXDJH EHIRUH ERRWLQJ WKH GHIDXOW R S\W BRE CABRBQHHREHE K 5l WHLMWPHW KDHQ G F K F
DQRWKHU ERRW RSWLRQ $IWHU WKHPHGLD 4QLVKHYV ER ROLWFNISROMA R WKW WEHWDHO K
RSWLR@GQVWDOO 3RBHUMZAVDOOHU SUHVHQWY D VFUHHQ VKRZLQJDOODYDLODEOH

'‘DUQLQYOBULYHV DUH VKRZQ LQFOXGLQJERRW GULYHVDQG VWRUDJHGULYHV 2G
JUDGLQJ &KRRVLQJWKH ZURQJGULYHV WR XSJUDGHRULQVWDOO ZLOO F[PXVH OR
FRQWDLQ WKW RSHWIHELQJ VIVWHP UHERRW DQG UHPRYH WKH ZEEWQ OO BIHDGLHD -
XVB\WWHR6RRWR LGHQWLI\WKH ERRW GULYHV ORUH WKDQ RQH GULYH LV VKRZQ ZK

ORYHWR WKH GULYH ZKHVUHQUWHIBGHG DAR®E 5B BB MKIHN LW ZLWK D VWDU -1 D PLUU
XVHG IRUWKH RSHUDWLQJ V\VWHP PDUN DOO R WK H UL IY QLY \Z\R/NUHP W K HR.QWNVHDLG 6 H
UFZKHQ GRQH

7KHLQVWDOOHU UHFRJQL]HV HD WPOLGNIMYIHUVH 8 ®R) RV KHHERRM GULYH RU GULYHV DQ
VDJH VKR ZQIXQ H

Upgrade this FreeMAS installation
Upgrading the installation will preserve your existing configuration.

Do you wizh to perform an upgrade or a fresh installation on adaO?

+
1
1
]
]
1
1
1
1

+
1
]

E.h grade Install> ¢ Fresh Install >

)LJ 8SJUDGLQJ P YQNMIZGODWLRQ

7R SHUIRUP DQ XSJUDCGUBRMBERIBINNVHSW WK HB S HUDGGIW RYDLDO W KH LQVWDOOHU ZLOO G
PLQGHU WKDW WKHRSHUDWLQJ VI\VWHP VKRXOGEHLQVWDOOHGRQD GLVNWKDW L

iN


http://download.freenas.org/latest/
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Update Method Selection
User configuration settings and storage wolumes are preserved and not
affected by thiz step.

The boot device can be formatted to remove old wersions, or the
upgrade can be installed in a new boot environment without affecting
any existing verszions.

Kllnstall in new boot environment>§Es Format the boot dewvice

+
1
1
1
]
]
]
1
1
1
]
]
]

+
1
]

yLJ ~QVWDOO LQ 1HZ %RRW (QYLURQPHQW RU)RUPDW

7KH XSGDWHG VIVWHP FDQ EHLQVWDOOHG LQ D QHZ ERRW HQYLURQPHQW RU WKH }
PDWWHG WR VWDUW IUHVK -QVWDOOLQJLQWRD QHZERRWHQYLURQPHQW SUHVHL
YLRXV YHUVLRQV LI QHFHVVDU\ )RUPDWWLQJWKHERRW GHYLFH LV XVXDOO\QRW C
DQG VHWWLQJV DUH SUHVHUYHG ZKHQ LQVWDOOLQJWR D QHZERRW HQYLURQPHQW
VA\VWHP GHYLFH ORYH WKH KLJKOLJKW WR R®IURVER KWWRIWLR RN B RIJDGHIV V

7KHLQVWDOOHU XQSDFNV WKH QHZ LPDJH D Q G LGIXWSO IV\R/HWGKIHWPIHEDX WKARZHQW. KD W L V
VHUYHG DQG PLJUDWHG FRQWBRQMWJIR XD WMLRIQIEEWWLQJIV

9y
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The installer has preserved your databasze file.
#iFreeNAS will migrate this file, if necessary, to the current format.

—— 4 == == 4

)LJ SBUHVHUYHDQG OLJUDWH 6HWWLQJV

BUH$QUFPUHHR2IAQGLFDWHY WKDW WKH XSJUDGH LV FRPSOHWRD®GIXOHEHRWW LV U
ERRW 6\ WWHQ S&UJAHYMSR UHERRW WKH VA\VWHP -1 WKH XSJUDGHLQVWDOOHU ZDV ERI

'XULQJ WKHUHERRW WKHUHFDQEHD FRQYHUVLRQ RI WKHSUHYLRXV FRQ4JXUDWLF
GDWDEDVH 7KLV KDSSHQV GXULQJWKH $SSO\LQJGDWDEDVH VFKHPD FKDQJHV OL
FDQ WDNHD ORQJWLPHWR 4QLVK VRPHWLPHV 4IWHHQ PLOQXWHYV RUPRUH DQG FDC
V\VWHP ZLOO VWDUW QRUPDOO\DIWHUZDUGY -1 GDWDEDVHHUURUV DUFHHWKRZQ EX
WLOQIJWHQHDRG XVH3WKRIKE' &21)EXWWRQ WR XSORDG WKH FRQ4JXUDWLRQ WKDW ZDV V
XSJUDGH

kX8X9 IT;” /IBM; 6 QK i?2 q2# AMi2 7 +2
7R SHUIRUP DQ XSJUDGH XVLQJ VBKLWHPB S\KRWEH#HR WVRS B J H IRUPRUHLQIRUPDWLF

XSJUDGLQJ WKH VA\VWHP

7KHFRQQHFWLRQ LY ORVW WHPSRUDULO\ZKHQ WKH XSGDW HPLVA ¥ R/IHPOHVE R RAVW LLHDV
WKHQHZ YHUVLRQ RI WKH RSHUDWLQYWWWPF B RAKRHD) WG HUBEHLYHY WKH VDPH -3 DG
'+&3 VHUYHU 5HIUHVK WKHEURZVHUDIWHUD PRPHQW WR VHH LI WKH VA\VWHP LV DF

kX8X8 A7 aQK2i?BM; :Q2b q QM:

-1 DQ XSGDWH IDLOV DQDOHUW LV LVVXHG BBRGBVKEIEBHW DABDMEFEH ZULWWHQ WR

7TRUHWXUQWRD SUHYLRXV YHUVLRQ RI WKHRSHUDWLQJ V\VWHPRK\WQHRADL® RU -30-
QHHGHG 5HERRW WKH V\VWHP DQG ZDWFK IRUWKHERRW PHQX

9R
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Welcome to

Boot FreeNAS [Enter]
Boot FreeNA3S (Serial Console)

Options:
3. Configure Boot Options...
4. Select Boot Environment...

+mmdhs . s . s +sydmNMm
hMMMMMMAdyd NMMMMMMMMM
yMMMHMMMMMMAMMMMNNN O
<MMMMMMMHMMMMMMMmho . .
NMMMHMMMMMMMMMMMMMD ..'yN
MMMMMMMMMMMMMAMEAMNnd dmy dmNMMo

mMMMAAMMMMMMAMS | 2 ymAMMMMMnY -
: NMMMMMMMMMMMM . CLoMMm-"
—mMMMMMMMMMMMmo.~ : 2 yNMh .
. mhd MMMMMMHMMMMMMMMMh -
+' " +ymMMMMMMNmy +*

)LJ %RRWOHQX

JUHH$BDLWYV 4YH VHFRQGY EHIRUH ERRWLQJLQWR WKH GH4DQBOW®@HRWHRGWL.KRQP

DXWRPDWLF ERRW WWRIGWVIOHDMWKH DYDLODEOH ERRW HDYYQOHR@RE QMRWBQ R GU &
PXOWLSOH SDJHYV

-

|
———% F omm o=

s

Welcome to

1. Active: +mmdhs.~ . s . s +sydmNMm
Z. bootfs: zfs:freenas-boot/RO0T-11.2-MASTER-201807250900MMMMM :
3. Page: 1 of 1 yMMMHMMMMMMHMMMMNNN O
#MMMMMMMMAMMMMMMMmho . .
NMMMHMMMMMMMMMMMMMD ..:yN
MMMMMMMMMMMMMMM M md dmy dmNMHo
mMMMMMMMMMMMMMS . gmMHMMMM©ny -
: NMMMMMMMMMMMM . L oMMm-"
~mMMMMMMMMMMM0o - : /yNMh .
. mhd MFMMMMMMHMMMMHMHE -
+' " +ymMMMMMMNmy +*

Boot Environments:

4. 11.2-MASTER-Z01807250900
5. Initial-Install

6. default

%RRW (QYLURQPHQWV
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~QWKHH[DPSOH)VKRZEO LWKH 4UVW %QWRW\(IQY L UIRQ P H'QI\ &3 7KLV LV
WKH FXUUHQW YHUVLRQ RIWKHRSHUDWLQJ V\VWHP DIWHU WKH XSGDWH ZDV DSSO
VHOHFWLRQ

7KH QH[W HOWWVJIBW *OTUBMM LV WKH RULJLQDO ERRW HQYLURQPEDRQWAUHD WG ZK
VWDOOHG 6LQFH WKHUHDUH QRRWKHU HQWULHV EHWZHHQ WKH LQLWLDO LQVWDC
EHHQ DSSOLHG WR WKLV VIVWHP VLQFH LWV LQLWLDO LQVWDOODWLRQ

7RERRW LQWR DQRWKHU YHUVLRQ RI WKH RSHUDWLQJ V\VWHP HQWHU WKH QXPEHL
WLYH HABDLTQBDRFUHW X U@ MARWMKSDIH DQG S8OHWBR ERRW LQW R WKW EFRFERW H Q
HQYLURQPHQW

-IDQRSHUDWLQJ V\VWHP GHYLFHIDLOVDQG WKH V\VWHP QR ORQJHU ERRWV GRQ
WKHUHLY VWLOOD FRS\RIWKHVDYHG FRQ4JXUDWLRQ 7KHV\WVWHP FDQ EH UHFRYF

SHUIRUPDIUHVKLQVWDOODWLRQRQDQHZRSHUDWLQJ VI\VWHP GHYLFH
-PSRUW WKHEBRROVIKIVR -PSRUW 3RRO
5HVWRUH WKH FR QMWW BDRHERPUUIBS ORDG &RQ4J

IRWHWLVY QRWSRVVLEOHWR UHVWRUHD VDYHG FRQ4JXUDWLRQ WKDW LV QHZHU W
UHERRWLQWRDQ ROGHU YHUVLRQ RI WKHRSHUDWLQJ VI\VWHP LV SHUIRUPHG D FR
QRWEHUHVWRUHG

kX8Xe IT;" /IBM; w6a SQQH

-Q)UHH1%66 SRROV FDQ EH XSJUDGHG IURP WKH JUDSKLFDO DGPLQLVWUDWLYH LQV
%HIRUH XSJUDGLQJDQ H[LVWLQJ=)6 SRRO EHDZDUHRIWKHVHFDYHDWYV 4UVW

WKH SRRO XSJUDGH LV D RQH ZD\ LW\RKHVK DRHBIQREUWKQ® \RX FDQQRW JR EDFN
HDUOLHU =)6 YHUVLRQ RUGRZQJUDGHWR DQ HDUOLHU YHUVLRQ RI WKH VRIWZD
=)6 IHDWXUHYV

EHIRUH SHUIRUPLQJDQ\RSHUDWLRQ WKDW PD\ D+BBWDNX & PNVOSRIROI \GMDRULDA
DQG YHULI\WKHLQWHIULW\RUWKIHEDFXR®O® LNHO\ WKDW WKH SRRO XSJUDGH ZL
DOzZD\VEHWWHU WR EHVDIH WKDQ VRUU\

XSJUDGLQJD =)BSWRRPRAEYQRW XSIJUDGH WKH SRRO LI WKH WKH SRVVLELOLW\RIL
VLRQ RI )UHRU$SHSXUSRVLQIJ WKH GLVNVLQ DQRWKHU RSHUDWLQJ V\VWHP WKD
QRWQHFHVVDU\WR XSJUDGH WKH SRRO XQOHVV WKH HQG XVHHRDANKD N $GIB LY F
SDJH -1 DSRROLV XSJUDGHG WR WKHODWHVW IHDWXUHS5DJV LW ZLOO QRYV
RWKHU RSHUDWLQJ VI\VWHP WKDW GRHV QRW \HW VXSSRUW WKRVH IHDWXUH 5D.

7R SHUIRUP WKH =)6 SRRO X% RIIDGIR RIBWMBR OLBENWWLQJV WR XSJUSBGEH D&OILFRRWK H
EXWWRQ DV VKRZQH. Q

IRWHI WESHIUDGHBRWRWRQ GRHV QRW DSSHDU WKH SRRO LV DOUHDG\DW WKH ODWH
QHHG WR EH XSJUDGHG

9j
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Upgrade Pool

O confirm CANCEL

yLJ 8SJUDGLQJD 3RRO

7TKHZDUQLQJ VHUYHV DV DUHPLQGHU WKDW D SRR Q@ X\ RUTZURF HH QG RWWHKI WH BI VAEIUHD

7KH XSJUDGH LWVHOIRQO\WDNHVDIHZVHFRQGVDQGLVQRQ GLVUXSWLYH -WLV
WR XSJUDGH WKH SRRO +RZHYHU LWLV EHVW WR XSJUDGH ZKHQ WKH SRRO LV QRW
ZLOO VXVSHQG - 2IRUD VKRUW SHULRG EXW LV QHDUO\LQVWDQWDQHRXYV RQ D TXI

kXe oB'im HBx iBQM

JUHHIP$BDQ EH UXQ LQVLGH D YLUWXDO HQYLURQPHQW IRUGHYHORSPHQW H[SHULP
FDWLRQDO SXUSRVHV 1RWH WKDIANURGYEQILRMHBY Y LTRWKXDOPRFKLQH LV
PHQGHKBWWWSYV I[RUXPV IUHHQDV RUJ LQGH[ SKS"WKUHDGY SOHDVH GR QRW UXQ
DV D YLUWXDO PDFKLQH : KPHAQY. WKIL@JD) Y H H V$6ED OUHHQYAL WR QP IS @WW 4 UV W
KWWSV IRUXPV IUHHQDV RUJ LQGH[ SKS"WKUHDGY DEVROXWHO\ PXVW YLUWXD
ORVLQJ \RXU GDWD DVLWFRQWDLQV XVHIXO JXLGHOLQHV IRUPLQLPL]LQJ Wt

7RLQVWDOO RU UXDWKHHE D$BLUWXDO HQYLURQPHQW FUHDWHD YLUWXDO PDFKLQF
TXLUHPHQWYV

DWOHDVWM% *L% EDVHPHPRU\VL]H

DYLUWXD®W GHDVW *LWRERDGIWKHRSHUDWLQJ V\VWHPDQG ERRWHQYLURQP
DWOHDVWRQHDGGLWRDW@HDY MW WEKWREHVNHG DV GDWD VWRUDJH
DEULGJHG QHWZRUN DGDSWHU

99


https://forums.freenas.org/index.php?threads/please-do-not-run-freenas-in-production-as-a-virtual-machine.12484/
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7KLV VHFWLRQ GHPRQVWUDWHY KRZWR FUHDWH DQG DFFHVV D YLUWXDO PDFKLQH
PHQWV

kXeXR oB im H"Qt

SLUWXDROWWESY Z2ZZ YLUWXDOER[ RUJ LVDQRSHQVRXUFHYLUWXDOL]DWLRQ SUI
FURV\VWHPYV 9LUWXDO%R[UXQV RQ:LQGRZV %6' /LQX[ ODFLQWRVK DQG 2SHQG6R:
GRZQORDGHGHYUHHPA®6H DQG PDNHV DJRRG WHVWLQJHQYLURQPHQW IRU SUDFWLFL
KRZWR XVHWKHIHDWXUHY SWPRYLGHG E\)UHH1%6

7R FUHDWH WKH YLUWXDO PDFKLQH V WIDHIZR/XIN W W & D\DR/RZID 16 ¥ B VRNDW MVHW KH Q H Z
WXDO PDFKLQH ZL]DUG

File Machine Help

MNew Machine Tools Global Tools

Welcome to VirtualBox!

The left part of this window lists all virtual machines and virtual machine groups
on your computer, The list is empty now because you haven't created any virtual
machines yet.

In order to create a new virtual machine, press the New button in the main tool
bar located at the top of the window.

You can press the F1 key to get instant help, or visit www.virtualbox.org for
more information and latest news,

)LJ - QLWLDO 9LUWXDO%R[6FUHHQ

&OLFNIWKBKWWRQ WR VHH WK BXFUHIQWIHY D QDPH IRUWKH YLUWXRSHWIFWLQB 650 L
WHBURS GRZQ PHQX DQG VHOHFW®H 6'%B Q Gl VR GMEHM VERRSGRZQ

98


https://www.virtualbox.org/
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Name and operating system
Please choose a descriptive name for the new virtual machine
and select the type of operating system you intend to install on
it. The name you choose will be used throughout VirtualBox to
identify this machine.
Mame: test
Type: B5D b
Version:  FreeBSD (64-bit) b
Expert Mode MNext = Cancel
)LJ (QWHU 1DPHDQG 2SHUDWLQJ 6\WWHP IRUWKH 1HZ9LUWXDO 0

&OLIPHNWR VHH WKH JEUXWBIQ LAKH EDVH PHPRU\ VL]H PXVWEW PKDYWH G YW @
4QLVKHG1APWRNHH WKH VEUXBIQ LQ

9e



6°22L a RRXj@I8 1b2" :mB/2- _2H2 b2

Memory size
Select the amount of memory (RAM) in megabytes to be
allocated to the virtual machine.
The recommended memory size is 1024 ME.
8192 |+ MB
4 MB 16384 MB
< Back MNext = Cancel
)LJ 6HOHFW WKH $PRXQW RIOHPRU\5HVHUYHG IRU WKH 9LUWXDO

9d
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Hard disk

If you wish you can add a virtual hard disk to the new machine.
You can either create a new hard disk file or select one from
the list or from another location using the folder icon.

If you need a more complex storage set-up you can skip this

step and make the changes to the machine settings once the
machine is created.

The recommended size of the hard disk is 16.00 GB.
' Do not add a virtual hard disk
= Create a virtual hard disk now

Use an existing virtual hard disk file

< Back Create Cancel

)LJ 6HOHFW ([LVWLQJRU &UHDWHD 1HZ9LUWXDO +DUG 'ULY}

& O L&EFWH DWRHO D X Q B K MIKWMH 9L UW XD O + DWKR'ZLQY. 8% UID U G
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Hard disk file type

Please choose the type of file that you would like to use for the new virtual
hard disk. If you do not need to use it with other virtualization software you
can leave this setting unchanged.

= VDI (VirtualBox Disk Image)
VHD (Virtual Hard Disk)

VIMDK (Virtual Machine Disk)

Expert Mode Next > Cancel

)LJ &UHDWH 1HZ9LUWXDO +DUG '"ULYH :L]DUG

6HOMFWQG FOLENMMKWWRQ WR VHH WKBXMFAUHHQ LQ

9N
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Storage on physical hard disk

Please choose whether the new virtual hard disk file should grow as it is
used {dynamically allocated) or if it should be created at its maximum size

(fixed size).

A dynamically allocated hard disk file will only use space on your physical
hard disk as it fills up (up to a maximum fixed size), although it will not
shrink again automatically when space on it is freed.

A fixed size hard disk file may take longer to create on some systems but is
often faster to use.

* Dynamically allocated

Fixed size

< Back Next > Cancel

yLJ 6HOHFW 6WRUDJH 7\SHIRU 9LUWXDO 'LVN

&KRRVH HMNYBFRUFDOO\ DRODRFG WMRUDJIH 7KH4UVW RSWLRQ XVHV GLVN VSDFH DV (
UHDFKHV WKH PD[LPXP VL]H WKDW LV VHW LQ WKH QH[W VFUHHQ 7KHVHFRQG RSWL
VSDFH ZKHWKHU LWLV XVHG RUQRW &KRRVHWKH4UVW RSWLRQ WR FRQVHUYH GL
WLRQ DVLWDOORZV 9LUWXDO%R[WR UXQMPDWKHNORUPWARHEY LMWKRAMHOHFWLQJ

8y



6°22L a RRXj@I8 1b2" :mB/2- _2H2 b2

File location and size

Please type the name of the new virtual hard disk file into the box below or
click on the folder icon to select a different folder to create the file in,

test [

Select the size of the virtual hard disk in megabytes. This size is the limit on
the amount of file data that a virtual machine will be able to store on the
hard disk.

| doocs]
4.00 MB 2.00TB
< Back Create Cancel
yLJ 6HOHFW )LOH 1DPHDQG 6L]HRI9LUWXDO 'LVN

7KLV VFUHHQ LV XVHG WR VHW WKH VL]H RU X635M W R HFEHN D K IOWKVHL Y H WRXD RLLLWPIX P
8VH WKHIROGHU LFRQWREURZVHWR D GLUHFWRU\RQ GLVN ZLWK VX]FLHQW VSDFH
WKDW WKHUH ZLOO EH D VI\IVWHP GLVN RIDW OHDVW *L% DQG DW OHDVW RQH GDWD

8VH WKBIEKWWRQ WR UHWXUQ WR D SUHYLRXVY VFUHHQ LIDQ\YDOXHYVY QHHG WR EH P
SUHVWUWHDWKH QHZ 90 LY FUHDWHG 7KHQHZ YLUWXDO PDFKLQHLY OLVWHG LQ WK
SOH)LQXUH 2SHQ WRHKLQH BGRRGVGRZQ PHQX DR&/DWEWHW H[WUD LQIRUPDWLRQ DE
90
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File Machine Help

i @ P . o] & M Ul -

Mew Settings Start Machine Tools | | Global Tools
. test = General = Preview i
® powered Off Name: tast

Operating System: FreeB5D (64-bit)

[2] system

Base Memory: 8192 MB
Boot Order: Floppy, Optical, Hard Disk
Acceleration:  VT-x/AMD-V, Nested Paging

& pisplay

Video Memaory: 16 MB
Remote Desktop Server: Disabled
Video Capture: Disabled
[ Storage

Controller: IDE
IDE Primary Master: test.vdi (Normal, 8.00 GB)
IDE Secondary Master: [Optical Drive] Empty

# Audio

Host Driver: 055 Audio Driver
Controller:  ICH AC97

= Network
Adapter 1: Intel PRO/1000 MT Desktop (NAT) =
)LJ 7TKH1HZ 9LUWXDO ODFKLQH

&UHDWH WKH YLUWXDO GLVNV WR EH XVHG IRU VWRW B RAEHRQONK KW MQOSIVEBOR. Q IS W E
DIRSWLRQLQ WKHOHIWIUDPHWRDFFHVV)WKHMWRUDIJHVFUHHQ VHHQ LQ

8k
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s General Storage
[ﬂ System

Storage Devices Attributes
=l pisplay - .

* Controller: 1DE LR MName: IDE

- @ testydi : >
B Audio o Type: __I;’IL‘»'Mr .
E.Tj Network TR P ¢/ Use Host I/0 Cache
{3 Serial Ports

&’ UsB

[l Shared Folders
] User Interface

(& Add Optical Drive
% Add Hard Disk

@ @

Cancel

yLJ 6WRUDJH6HWWLQJV RIWKHO9LUWXDO ODFKLQH

&OLFNSW & W W D EKRHVRD HCHODHFWG URMWKH SRS XS PHQX WD AOHL G E IMEUARND
7KLV ODXQF&UNDWKHI 9L UW XDIO| B DG & HIVOXQH DQG

&UHDWH D GLVN ODUJHHQRXJKWR KROG WKH GHVLIWUA® GDWPWELRKH BLQYKPS$SR VAERIQ 4 ¥
UDWLRQV FUHDWHDV PDQ\YLUWXDO GLVNVDV QHHGHG 7ZR GLVNV FDQ EHFUHDW
GLVNV FOHGG SRKHVEXROMORHQWR FUHDWH DQRWKHU FRQWUROOHU IRUDWWDFKLQJD

&UHDWH D GHYLFH IRUWKHLQVWDOODWLRQ PHGLD +L J&QERQADW KIKRREGEG(PSW\

8]
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&= General

Storage
[&] system
Storage Devices Attributes
l=ll Display -
B s @ Controller: IDE Optical Drive: | IDE Secondary Ma: ~
it ; - 7

- B testvdi Live CD/DVD 72 Choose Virtual Optical Disk File...

o Audio hie - : j

- @ NewVirtualDisk1.vdi ST Host Drive ASUS DRW-24B15T j (cd0)
W Neuoy © empty e FreeNAS-11,2-INTERNAL24.is0

{9 Serial Ports = o

- @ NewVirtualDisk2.vdi Size: —

& usB Location: —

kel Shared Folders Attached to: —

] User Interface

eeBBE
OK | Cancel
)LJ &RQ4IJXULQJ -62 -QVWDOODWLRQOHGLD

&OLFHRRVH 9LUWXDO 2SWRADUR'ZYN WFOWKH ORFBADIHR @ RWWEMY EXUQHG WR &' VH

OHFW WKH GRWWF WIHYGH

'"HSHQGLQJRQ WKHH[WHQVLRQV DYDLODEOHLQ WKH KRVW &38 LW PLUKPA-QRW EH S
\RXU &38 GRHV QRW VXSSRUW ORQJ PRGH LV VK RIZTPIKKH KRW\W @B % R LEVRIRMUVGKRH V G
WKH UHTXLUHG HIWHQVLRQ RU $0' 9 97 [LV GLVDEOHG LQ WKH V\VWHP %-26

IRWHIWKHUHLY DNHUQHO SDQLF ZKHQ ERRWLQJLQWR WKH -65\VWRE GVKKIHYINJ W X

WKH ERDEOH -2 $3-&

7RFRQ4JXUH WKH QHW Z R UBSHMGVD ISOUNLZ IR BNB/IRS W H Q VBKAHW D F IGHUR® RERZQ PHQ X VHOH
%ULGJHG $ BXFHPHKRRVH WKH QDPH RI WKH SK\VLPP & URW HBLR DG I HORP WEKWKH H[DP
VKRZQLQXUH WKH-QWHO 3UR ( WKHUQHW FDUG LV DWWDFKHG WR WIRH QHWZRU
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= General

Network
&] System :
&l Display Adapter 1 | Adapter2 | Adapter 3 | Adapter 4
Q Storage v| Enable Network Adapter
¢ Audio Attached to:  Bridged Adapter ~

=
Name: igho -

{3 Serial Ports

F Advanced
& usB
el Shared Folders
] User Interface
OK Cancel
yLJ &RQ4JXULQJID %ULGJHG $GDSWHU LQ 9LUWXDO %R]

$IWHU FRQ4JXUDWLRQ LV FR®Y DOMWEA DG ERQ VWWBIDVOGHMAWUHBEHGRQPLQJ WKH —-QVWD
WLRSDJH $IWHU JUNHTOHWWDOOH E KSHUHWKH 90 VWDUWYV WR ERRW WR DFFHVV WKH |
WKH SULPDU\ KDUG GLYVN DV WKH ERRW RSWLRQ <RXFDQ SHUPRGWQGALHRRMVMW)IURP
6WRUDU B\ XQFKHFRNAIQHD B%RRW 2VUIBHML B R/IH P

kXeXk oJr "2 1asB

(6;LLVDEDUH PHWDO K\SHUYLVRU DUFKLWHFWXUH FUHDWHG E\90ZDUH -QF &RPP
RI'WKH90ZDUH Y6SKHUH +\SHUYLVRU RSHUDWLQJ V\VW®PD (64 ZHFVH DYHWDLODEOH IU
KWWSV 727ZZ YPZDUH FRP SURGXFWV HVI[L DQG HV[ KWPO

~QVWDOODQG XVH WKH 90ZDUH Y6SKHUH FOLHQW WR FRQQHFW WR WKH (6;:L VHUYH!
DWHG ZKHQ LQVWDOOLQJ (6;L WR ORJLQ WR WK H WRWB B BOFGIR B BMA KHORIIFIH Q6L Q JF
&OLPWDVWRUHEQURYIWOBWFW D GDWDVWRUHTRWEYREN) BBGEHFKRRVH WKH )UHH1$6
JTAURP WKH KRVW V\VWHP

&OLFEWHDWH 5HMRWHHDWH D QHIZHZOY ZWW X D OZR PFKG RIS H Q V
BHOHFW FUHDWALHRQSHENBHW F B OFX WJSUVBM Q6 FDDFN

88
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1 Mew virtual machine

- (EISECITCTN  Select creation type

2 Select a name and guest 03

How would you like to create a Virtual Machine?
3 Select storage

4 Customize settings

o This option guides you through creating a newr virtual
virtual machine
3 Ready to complete

machine. You will be able to customize processars,
Deploy a virtual machine from an OVF or WA file memaory, netyvork connections, and storage. Y ou will
need to install 2 guest operating system after creation.

Register an existing virtual machine

Back et Finish

£

6HOHFW D QDPHDQGXQXXWNWRDPH IRUWKH 90 /HDYH (6;L FRPSDWLELOLW\YHU'
OHFEWF®Y WKH *XHVW 26 IDPEBF#@PWOHF® MBUFS WFSTJPODV WKBUXHVW 26 YHU
VLRQ &GI[¥WN

8e
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#51 Mew virtual machine - sampleViM (ESX 6.7 virtual machine)

¥ 1 Select creation type Select a name and guest OS

2 Select a name and guest 03 Specify a unique name and 05

3 Select storage

4 Customize settings
5 Ready to complete

Mame

| samplevi

Wirtual machine names can contain up to 80 characters and they must be unigue within each ESXi instance.

ldentifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation.

Compatibility ESXI 6.7 virtual machine ~

Guest O35 family Other ~

Guest 05 version FreeBSD 12 or later versions (64-hif) v

| Back || Nest || Finish

£

6HOHFW VWHHLOOHHW D GDWDVWRUH IRU WKH 90 7KH GDWDVWRUH PXVWEHDW OH

8d
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#51 Mew virtual machine - sampleViM (ESX 6.7 virtual machine)

+ 1 Select creation type Select storage

¥ 2 Select a name and guest 05 Select the storage type and datastore

b4 3 Select storage

4 Customize settings

Standard Persistent Memar
5 Reatly o complets /

Select a datastore for the virtual machine's configuration files and all of its" virtual disks.

Mame ~ | Capacity ~ | Free v | Type ~ | Thin pro... ~ | Access v
datastorel 324 GE 317.93 GE WhFSE Supported Single
datastoreZ 75 GB 3.6 GB WIFESE Supparted Single

2 items

| Back || Nest || Finish

£

&EXVWRPLIHVHWMWHUWKH UHFRPPHQGHG PLQLIRYA\WRPRW\MHLDBAWI VWRUDJIH
6HOKKMBWBTUPSF *40 W GRIMAEKHI' 'ULYKBKURS GRZQ 8VH WKH ' 'DWDVWRUH EURZVHU

XSORDGHG )UHHAP$B0O LHNW
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1 Mew virtual machine - sampleVH (ESXI 6.7 virtual machine)

+ 1 Select creation type Customize seltings

¥ 2 Select a name and guest 03 Configure the virtual machine hardware and virtual machine additional options
+ 3 Select storage

b 2 Customize settings :
@;Mﬁ H&Fa@% Wi Cptions |
5 Ready to complete -

2 Add hard disk. ®8 Add netvork adapter Add other device

» [ cPU 1 o« @
>l emory 1] ~
¥ L Hard disk 1 GE v
b B3 SCEIl Cantraller 0 LSl Lagic 543
SATa Controller 0
USE controller 1 USE 20 w
b B Metwark Adapter 1 Wit Metwork - | [W]Connect
» 4 CD/DYD Drive 1 Datastore 150 file v | [onnect
¢ [ Yideo Card Default settings >

Back || Mext || Finish || cancel

5HDG\ WR FRP SGIFFWHZ WKH 90 VHWWQ QMK F&GIIDAMMNH WKH QHZ 90

8N
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1 Mew virtual machine - sampleVM (ESX 6.7 virtual machine)

+ 1 Select creation type Ready to complete

+ 2 Select a name and guest 03

Reviews your seftings selection befare finishing the wizard

+ 3 Select storage
+ 4 Customize settings

&4 5 Ready to complete ema

Datastore
Guest OS5 name
Compatibility
wCPLUs
tdemaory
Metwark adapters
Metwark adapter 1 network,
Metwaork adapter 1 type
IDE controller 0
IDE contraller 1
CEl controller 0
SATA contraller 0
Hard disk 1

Capacity

Datastore

samplel i

datastarel

FreeBSD 12 or later versions (G4-hif)
ESKi 6.7 virtual machine
1

G192 ME

1

Wi Metwork

WhARMET 3

IDE D

IDE 1

L3l Logic SAS

Mesy SATS contraller

32GE

[datastore] sample' ks

Back

I et

Finish || Cancel

7TRDGG PRUHGLVNVWRD90 ULJKW F®LWNMKWOQDWQG FOLFN

&OLIFONG KDUG AHZNWWDQGDUG KQWE GWNKMH GHVLUHG FBSYHLW\DQG FOLFN

ey
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(51 Edit settings - samplevM (ESXi 6.7 virtual machinge)
|‘ Wirtual Hardware | Whi Options |
= Add hard disk e Add netwaork adapter 5 &dd other device
v [ cru : o
» M Memory a2 ME
b O Hard disk 1 : 3z GE
b Mesy Hard disk & GE
b SCEl Controller 0 LSI Logic 545
ER s4Ta Controller 0
USE controller 1
b Metwork Sdapter Whd Metwork - | [@Connect
- SRR T Datastore 150 file [ iConnect
| save || cancel
'éJ
)LJ $GGLQRIJD6WRUDJH 'LVN

9LUWXDO +3(7 KbUGZDUH FDQ SUHYHQW WKH YLUWXDO PDFKLQH IURP ERRWLQJRQ
YLUWXDO PDFKLQH GRHV QRW ERRW UHPRYH WKH YLUWXDO +3(7 KDUGZDUH

2Q (6;L ULJKW FOLFN W(KH 90 CHYSTIOAMEW IRYEYDQFKHGLW &RQ4J X WKW DR B
KSHW SUHRRBSMVR$/60QG FQL RN IBANWR VDYH WKH QHZ VHWWLQJV

2Q :RUNVWDWLRQ RU 30®L\WWb HVEWRBMDIR 3B YD QFHIGOH /RFDMER@\H WKH SDWK IF
WKH &RQ4JXUDWLR Q INDFHOBWEHBMNYQ WKH 40H LQ D WH[W HKS MR U DUHRAKDAD J H
WUWRDOWKHQ VDYH WKH FKDQJH

eR



*> Shil_
h> 11

"PPhAL:

7KH &RQVROH 6HWXS PHQXXVKRZSBEH@PUY DW WKH HQG RI WKH ERRWPSVAR MHMVVK B VW K |
DNH\ERDUGDQG PRQLWRU WKLY &RQVROHG6HWXS PHQX FDQ EH XVHG WR DGPLQLVYV

IRWHKHQ FRQQHFWLQJ WRWKHWHPELHBK 66+ RAKW SID ZH E

WKH &RQVROHG6HWXS P

LVQRW VKRZQ E\GHIDXOW —-W FIDRRBH\UVRJUDNOHRGVE\HWUKXHV HU ZLWK URRWSHWUPLVVLR

OFUDMJ

7KH &RQVROH 6HWXS PHQX FDQ EH GLYQEDP®IS R R ¥ R BFNIEISG YDQFH G

Conzole =setup

Conf igure
Conf igure
Conf igure
Conf igure
Conf igure
Conf igure

Network Interfaces
Link Aggregation
ULAN Interface
Default Route
Static Routes

DN3

Reset Root Password
Rezet Configuration to Defaults

Shell
Reboot

11 Shut Down

The web user

interface is at:

http:/710.0.0.102

Enter an option from 1-11: [

)LJ

&RQVROH BHWXS 0OHQX

7KHPHQX SURYLGHV WKHVH RSWLRQV
&RQ4JXUH 1HWZRWBNJRYWEHHYDFFRQ4JXUDWLRQ ZL]DUG WR VHW XS WKH VA\VWHP V
&RQ4JXUH /LQN $UYURUDFWHPWLQJ RUGHOHWLQJ OLQN DJJUHJDWLRQV

&RQ4IXUH 9/%$1 +tWNHDOWR FUHDWH RUGHOHWH 9/$1 LQWHUIDFHYV

&RQ4JXUH 'HIDKX®W\SHRKWR VHW WKH -3Y RU-3Y GHIDXOW JDWHZD\ :KHQ SURPSYV

WKH GHIDXOW JDWHZD\

&RQ4JIXUH 6 W DSNILRFPSSRAXWIRW WKH GHVWLQDWLRQ QHWZRUNDQG JDWHZD\ -3 DGGU

HDFK VWDWLF URXWH QHHGHG

ek
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&RQ4JXUBURBPSWV IRUWKH QDPH RI WKH '16 GRPDLQ DQG WKH -3 DGGUHVV RI WKH
DGGLQJPXOWLSOH '16 \RHDUWWIEE \H SWHYWKH Q H RO R &6Z LFUHWR OHDYH WKLV RSWLRQ

5HVHW 5RRWBYDXVHRBWER UHVHW D OBNRERY YRBRURGN WHHOQHFW WKLY RSWLRQ DQG IR
SURPSWV WR VHW WKH SDVVZRUG

5HVHW &RQ4JXUDWERQFWRRIGLY REWY R @ & WHKW HFRQ4IJXUDWLRQ VHWWLQJV PDGH
LVWUDWLYH *8-DQG LV XVHQ@ WR/ WHH\PHEND B N WHRYEHHFDKXKHOWHOHFWLQJ WKLV RSWLRQ P
EDFNXS RIDOO GDWD DQG PDNHVXUHDOO HQFU\SWLRQ N H} MMHUCWSKOIMVBSEW DR GV D M
OHFWHG WKHFRQ4JXUDWLRQLV UHVHW WR GEHNVRXOGR R \E R H WRIRIREDP X M B B RY\RV
UH LPSRUW SRROV

BKHVOMDUWY D VKHOO IRUUXQQLQJ)UHH%6' FRPPOIFAY 7R OHDYH WKH VKHOO W\S
SHERRHMERRWYV WKH VAIVWHP
KXW RAKXWY GRZQ WKH VI\VWHP

IRWHKHQXPEHULQJDQG TXDQWLW\RIRSWLRQV RQ WKLV PHQXFDQ FKDQJH GXH W|
PHQWYVY RURWKHUIDFWRUV 30HDVHFDUHIXOO\FKHFN WKHPHQXEHIRUHVHOHFWL
ZULWLQJ ORFDO SURFHGXUHV

jXR P#i BMBM; M AS // 2bb

'XULQJ ERRW PUIDHKWMRBDWLFDOO\DWWHPSWYVY WRFRQQHFW WR D '+&3 VHUYHU IURP L
JUHHPP$®YXFFHVVIXOO\UHFHLYHVDQ -3 DGGUHVY WKHDGGUHVV LV GLVSOD\HG VR L
IDFH 7KH H[DBBDHJIHY KRZV D )UHWASBVHP WKDW LV DPWW\BVLEOH DW

6RPH)UHHIM&WHPYV DUH VHW XS ZLWKRXW D PRQLWRU PDNLQJLW FKDOOHQJLQJ W|
EHHQDVVLIQHG 2Q QHWZRUNV WKDW VXSSRUW OXOWLFDVW '16 P'16 WKHKRVWQ!
WKHDGGUHVV EDURID  EURZVHU %ANGHHDRDRYUW R¥FOIO/ YDOXH LV

~IWKH)UMMH®6YHU LV QRW FRQQHFWHG WR D QHWZRUN ZLWK D '+&3 VHUYHU XVH Wk
PHQX WR PDQXDOO\FRQ4JXUH WKHLQWHUIDFH DV VKR ZQPKH Y W HPQKD K LR/QH{ RS\ L
LQWHUHBFH

&OUFS BO PQUJPO GSPN

FN
4FMFDU BO JOUFSGBDF R UP RVJU
3FENPWF UIF DVSSFOU TFUUJOHT PG UIJT JOUFSGBDF 51T DBVTFT B NPNFOUBSZ EJTDP(
UJPO PG UIF OFUXPSL Z 0 O
$POGJIJHVSF JOUFSGBDF GPS %)$1 Z 0 O
$POGJIJHVSF *1W Z 0 Zz
*OUFSGBDF OBNF QSFTT FOUFS UIF OBNF DBO CF CMBOL
4FWFSBM JOQVU GPSNBUT BSF TVQQPSUFE
&YBNQMF $*%3 /PUBUJPO

&YBNQMF *1 BOE /FUNBTL TFQBSBUF
*1
/FUNBTL PS PS
*IW "EESFTT
4BWJOH JOUFSGBDF DPOGJHVSBUJPO OL
$POGJHVSF *1W Z 0O O
SFTUBSUJOH OFUXPSL PL

51F XFC VTFS JOUFSGBDF JT BU
lUUQ

ej



*> Shil_
6PI

**laaAL: h>1 g1" ALhl1_6 *1

2Q D FRPSXWHU WKDW FDQ DFFHVV WKH VD P H QHWZR HNQ DAHW KHKHJHHDSEUHVY LQ D -
WR FRQQHFW WR WKH ZHELQWHUIDFH 7KH SDVVZRUG IRUWKH URRW XVHU LV UHTXIH

)LJ /RILQ 6FUHHQ

(QWHU WKH SDVVZRUG FKRVHQ GXULQJWKHLQVWDOODWLRQ $ SURPSW LV VKRZQ V
LQJLQVWDOODWLRQ

7KHZHE LQWHUIDFHLVY GLVSOD\HG DIWHU ORJLQ

e9
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E FreeNAS System Information

Platform: CH-FD-MINICBK-IXN

12

o
® e
Version: Freeb -U3
mn  Accounts fhiescs
Serial Number: / £
System
HostName: fres C Stats Per Thread ® Temperature

Tasks

Uptime: 10:12AM up 5:05, 0 users
Network

CHECK FOR UPDATES
2= Storage

Directo

nt/pool1
Plugins

" Available Space: 1.74TiB (0% used)
(@) Jails
Y

pool1

ONLINE

Data: 1vdev
Reporting

® ZFs cache: 1.3 GiB Caches: 0
Virtual Machines

® Services: 1.5GiB
Spares: 0

Logs: O

Interface Interface

)LJ 'DVKERDUG

7TKHDVKERMKBZY GHWDLOV DERXW WKH VAVWHP 7KHVH GHWDLOV DUHJURXSHG LQW
SRQHQWYV QHWZRUNLQJ VWRUDJH DQG RWKHU FDWHJRULHYV

9XR q2# AMi2 7 +2 h"Qm#H2b?QQiBM;

-l WKH XVHU LQWHUIDFHLY QRWDFFHVVLEOH E\ -3 DGGUHVV IURPDEURZVHU FKHF
$UH SUR[\ VHWWLQJVHQDEOHG LQ WKHEURZVHU FRQ4JXUDWLRQ" -IVR GLVDE

-l WKH SDJH GRHV QRW O R D GQ POWNHHDVAXUHH \WHKKDIRYNVDWVMIEB V -3 DGGUHVY -1 WKH D
LQDSULYDWH-3DGGUHVVUDQJH LWLV RQO\DFFHVVLEOHIURP ZLWKLQ WKDW

-l WKH 8- EHFRPHVY XQUHVSRQVLYHDIWHUDQ XSJUDGHRU RWKHU VIVWHP RSHUDWL
EURZVHU

7KHUHVW RI WKLV 8VHU *XLGH GHWVZHELEMW MUK B FHHKIBEBUH GHWDLO 7KH OD\RXW RI
ORZV WKH RUGHU RI WKHPHQX LWHPVLQ WKHWUHHORFDWHGLQ WKHOHIWIUDPH R

e8



*> Shil_
6A01

alhhAL:a

7KH B6HWWLQJV PHQX SURYLGHV RSWLRQV WR FKDQJH WKHDGPLQLVWUDWRU SDV\
LQIRUPDWLRQ

8XR *? M;2 S bbrQ "/

7R FKDQJISWRDFFRXQW SDVVZR BE WO LG BK DG 3DVVERFE USMHRE®VVZRUG PXVW
EHHQWHUHG EHIRUHD QHZ SDVVZRUG FDQ EH VDYHG

8Xk S 272 2M+2Db

7KH)UHHI186HU —~ QWHUIDFH FDQ EH DGMXVWHG WR PDW F K WHKEH-XQWHHIUS D A HH3UWHHQ A H M G
SDJH E\FOLFNL@BWWHQJIV PHQX LQ WKH XSS HW WIHKMWOFGE FOLFNLQJ

8XKkXR q2# AMi2 7 +2 S 272 2M+2b

7KLY SDJH KDV RSWLRQV WRDGMXVWJOREDO VHWWLQJVLQ WKHZHELQWHUIDFH P
WKHPHMIXUHVKRZVY WKH GL*HUHQW RSWLRQV

ee
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General Preferences

B Enable P

[J Reset Table C

Manage Custom Themes

CREATE NEW THEME

Plugins

)LJ ‘HE -QWHUIDFH 3UHIHUHQFHYV

7TKHVHRSWLRQVDUHDSSOLHG WRWKHHQWLUH ZHE LQWHUIDFH
&KRRVH 7K&HFHQJH WKH DFWLYH WKHPH &XVWRP WKHPHV DUHDGGHG WR WKLV C

SBUHIHU EXWWRQV ZIBWW WRQVHRWHOUIYH VFUHHQ VSDFHDQG RQO\GLVSOD\LFRQV
ODEHOV

(QDEOH 3DV VZR UGHIRVHOM BORQ DSSHDUV QH[W WR SDVVZRUG 4HOGV &OLFNLQ
SDVVZRUG &OLFNLQJLW DJDLQ KLGHY WKH SDVVZRUG

5HVHW 7DEOH &R O X PEHWWRR HIIIDXIOW D OO WDEOHV WR GLVSOD\ GHIDXOW FROXPC
ODNH DQ\ FKDQJH V&BO$7 EOLFNWFBVDYH WKH QHZ VHOHFWLRQV

8XkXk h?2K2b

7KH)UHHRIABHE LQWHUIDFH VXSSRUWY G\QDPLFDOO\FKDQJLQJWKHDFWLYHWKHPHL
WKHPHV

8XKXKXR *'2 i2 L2r h?2K2b

7KLV SDJHLV XVHG WR FUHDWH DQG SPUMKHRHAYXWWRRREZWIRDEL RI WKH WKHPLQJ DQ
YLHZ RSWLRQV

ed
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Create Theme Preview

GENERAL COLORS PREVIEW

Basic Buttons

BASIC | PRIMARY W1/e=lip

Raised Butions

Primary
Icon Buttons

L L

[0 Enable Dark Logo Fab Buttons

Description

Plugins

)LJ &UHDWHDQG 3UHYLHZ D &XVWRP 7KHPH

7TRFUHDWHD QHZ FXVWRSPS\WH R H HJDERMORUV IURPDQ H[LVWLQJ WKHPH FDQ EH XVF
LQIJD QHZ FXVWRP WKHPH 6HOHFM DGNKRHPRIUV REFBRRIEK FGFRHZEQ WR XVH WKH FRORUYV |1
WKHPHIRUWKH QHZ FXYWRFHSKNFHLEHY HDFK RSWLRQ

7DEOH *HQHUDO 2SWLRQVIRUD 1HZ 7KHPH

|  BHWWLQJ 9DOXH 'HVFULSWLRQ

&XVWRP 7KHPHVWULQD (QWHU D QDPHWR LGHQWLI\WKH QHZ WKHPH
1DPH
OHQX/DEHO VWULQJ (QWHU D VKRUW QDPH WR XVHPRQXWKH )UHH1$6
OHQX 6ZDWFK| GURS | &KRRVHD FRORUIURP WKH WKHPH WR GLVSOD\ QH[W WR Wt
GRZQ | FXVWRP WKHPH
PHQX
'"HVFULSWLRQ| VWULQJ (QWHU D VKRUW GHVFULSWLRQ RI WKH QHZ WKHPH
(QDEOH 'DUN /RBRHFNERHW WKLV WR JLYH WKH)UHH1$6 /RJRD GDUN 400 FRORU
&KRRVH 3ULPDWURS | &KRRVHIURP HLWKHU D JHQHULF FRORU RULPSRUW D VSHF
GRZQ | DVWKHSULPDU\WKHPHFRORU 7KH SULPDU\FRORU FKDQJ
PHQX | ZHELQWHUIDFHDQG WKHFRORURIPDQ\RIWKHEXWWRQV
&KRRVH $FFHQWURS | &KRRVHIURP HLWKHU D JHQHULF FRORU RULPSRUW D VSHF
GRZQ | DVWKHDFFHQW FRORU IRUWKH WKHPH 7KLV FRORU LV XV
PHQX | WRQVDQGVPDOOHU HOHPHQWV LQ WKH ZHE LQWH|UIDFH

&KRRVH WKH G228 BRUMWKLY QHZ WKHPH DIWHU VHWWLQJ WKHVH JHQHUDO RSWLRQ
RSHQ D VPDOO SRSXSZLWK VOLGHUV WRDGMXVW WKHFRORU &RORUYDOXHV FDQ L

e3
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&KDQJIJLQIJDQ\FRORU YDOXH DXWRPIOMPLH BOHBRIKMEB QWHMWKHFWLRQ LV FRPSOHWHC
DQG VKRZV KRZWKH FXVWRP WKHPHLY DSSOLHG WRDOO WKHGL*HUHQW HOHPHQW

&OLEHY( &86720 7+ZBHQ 4QLVKHG ZLWK(DEDQERHR5RSWLRQV 7KH QHZ WKHPH LV DGGI
OLVW RIDYDLODEBH WKWMRUMIE® 3UHIHUHQFHV

&OLFNI9-(: *OREDO 3WRYREZO\ WKH XQVDYHG FXVWRP WKHPH WR WKHFXHBHQW VHV
LOQWHUIDFH $OREDDWUIIMMOIRZY JRLQIJWR RWKHU SDJHV LQ WKH ZHE LQWHUIDFH DQ
WRP WKHPH

IRWHHWWLQJD FXVWR P OREPHDEGHOHRHIDYH WKDW WKHPH %H V>XAUHWRIHQEDBIFN W |
&UHDWH &XVWRRPISKDHWH DQ\ UHPDLQLQJ RSWMLERB@V 2D Q@ 8/FROVLBPYH WKH FXUUHQW VH
DVDQHZ WKHPH

8Xj SA .Q+mK2Mi iBQM

&OLS3WR VHH GRFXPHQWDWER® FRIU W ISH RKAMRWBY $34+Q ZLNLSHGLD RUJ ZLNL :HEG6R
JUHHIP$ 6

8X9 #Qmi

&OLFN6eHWWLQIERXABYLHZ D SRSXS ZLQGRZ ZLWK EDVLF VAIVWHP LQIRBIRDWILR@ 7K
+RVWOBEWLPBGGUBKWLFDO ORBBRGHDQEYHUDJH /RDG

eN


https://en.wikipedia.org/wiki/WebSocket

*> Shil_

aAs

**PlLha

$FFRXIQWWHG WR PDQDJH XVHUV DQG JURXSY 7KLV VHFWLRQ FRQWDLQV WKHVH HQ
*URXSSDJH XVHG WR PDQDJH 81—; VW\OH JORXBWHRR WKH )UHH1$6
8VHIWBWJIH XVHG WR PDQDJH 81—-; VW\OH DFFRX\QMWHPRQ WKH J)UHH1$6
(DFKHQWU\LV GHVFULEHG LQ PRUH GHWDLO LQ WKLV VHFWLRQ

eXR :"QmTb

7TKH*URXSV LQWHUIDFH SURYLGHV PDQDJHPHQW RI 81P-V\WWWMH JURXSV RQ WKH )UH

IRWHWLY XQQHFHVVDU\WR UHFUHDWH WKH QHWZRUN XVHUV RUJURXSV ZKHQ D Gl

QHWZRUN -QVWHDG LPSRUW WKH H[LVWLQJ D FFRKIGW MR R WRDW GFOPHFW RRUHH 13
GHWDLOV

7KLY VHFWLRQ GHVFULEHYVY KRZWR FUHDWH D JURXS DQRXSAVIH Q XWW VY DG BRX®RW 8 WA
FOXGLQIJWKRVHEXLOWLQDQG XVHG E\WKHRSHUDWLQJ V\VWHP

dy
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Groups ) COLUMNS ~

Group Builtin Permit Sudo

no no

no no

no

)LJ *URXS ODQDJHPHQW

7KH WDEOH GLVSOD\V JURXS QDPHV JURXS —'V *—' TBAELEVVE HQPIVRWS'G BOG ZMKIHWIKY
2SWLRQV LFRQRQ D XVHU FUHDW HG P8 R K&ELHXDVELO HVISMSLARI VO HOEHMR Y L H Z

DQG PRGLI\WKH JURXS PHPEHUVKLS %XLOW LQ JUR XSAX\DW HRJBIQ & LADHG RWWEKHH B G H |
RUGHOHWHG

TKB" EXWWRQ RSHQV WKH VHUHMHHHVIKOREAHY@PPDUL]HY WKH DYDLODEOH RSWLRQV 72
JURXS

dR
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yLJ &UHDWLQJD 1HZ *URXS
7TDEOH *URXS &UHDWLRQ 2SWLRQV
6HWWLQJ ‘ 9DOXH ‘ '"HVFULSWLRQ
*

- VWULQJ 7KHQH[WDYDLODEOH JURXS -'LVVXJIJHVWHG | %\ FRQ
JURXSYVY FRQWDLQLQJ XVHUDFFRXQWV KDYHDQ —-" JUHI
JURXSV UHTXLUHG E\D VHUYLFHKDYHDQ -"HTXDO WR
QXPEHU XVHG E\WKH VHUYLAH I IEJDR$® KDWRIQ —' R
7KLV VHWWLQJFDQQRWEHHGLWHG RQFH WKH JURX

1DPH VWULQJ (QWHUDQ DOSKDQXPHULF QDPH IRUWKH QHZ JURXS *
QRW EHJLQ ZLWK DRUSKRHONDLQ D VSDFH WDE |RU WKH
DEFWHUV A #a " | FDQRQO\EHXVHG DV WKH OL
FKDUDFWHU RI WKH JURXS QDPH

3HUPLW 6XGR FKHFNERPHW WR DOORZ JURXS PMNREKWMBR XVAZZ VXGR ZV

KHQ XVOEM XVHU LV SURPSWHG IRUWKHLURZQ SDV'
$OORZ 'XSOLFDWH FKMFNERLRW UHFRPPHGGOWRZ PRUH WKDQ RQH JURXS WIR KDYH"
JURXS -’

7R FKDQJH ZKLFK XVHUV DUH PHPEHUV RIDJURXS H[SDQG WHMHEHWRK 5 GLERPWHIKIN O L \
WR WKHJURXS VHOHFW XVHUV LQ WKIR OHPRMHDPHHIYA FRR WMNKH JURXS VHOHFW XV
IUDPHDQG FGRIOAMNZKHQ 4QLVKHG FKDQJLQJ WKH JURXS PHPEHUV

JLIXUH VKRZV DGGLQJD XVHUDV D PHPEHU RID JURXS

dk


https://www.sudo.ws/
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auditdistd

)LJ $VVLIQLQJID8VHU WR D *URXS

TKHHOHBMXMVWRQ GHOHWHV D JURXS 7KH SRS XSPHVVDJHDVNV LIDOO XVHUV ZLWK \
GHOHWHG DQG WR FRQ4UP WKHDFWLRQ 1RWHHEXBBMWWRQURXSY GR QRW KDYH D

eXk Ib2 b

JUHHTP$YXSSRUWV XVHUV JURXSV DQG SHUPLVVLRQV DOORZLQJS5H[LELOLW\LQ FR
WKH GDWD VWRUHG RQ PWHIRSHUPLVVLRQV WR VKDUHVY VHOHFW RQH RI WKHVH R

&UHDWH D JXHVW DFFRXQW IRUDOO XVHUV RUFUHDWHD XVHUDFFRXQW IRU HY
RIHDFK DFFRXQW LV WKH VDPH DV D ORJLQ QDPH XVHG RQ D FRPSXWHU )RU H[D
ORJLQ QDPRIERMPIPMKKDWH D XVHU DFFR X QBREWPR @ KUIHHOM BFRPPRQ VWUDWHJ\ LV
WR FUHDWH JURXSV ZLWK GL*HUHQW VHWV RI SHUPLVVLRQV RQ VKDUHV WKHQ L

-IWKHQHWZRUN XVHVD GLUHFWRU\VHUYLFH LPSRUW WKHH[LVWLQUDFFRXQYV
UHFWRU\6BDYHFHYV

$FFRXQ®WHOUVWYV DOO VIVWHP DFFRXQWYV L QVRASTHUOMG QU W KVWWKHHP ) IDBVXVIKEIR Z Q L Q

dj
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Users Q Filter Users COLUMNS ~

Usemname Builtin Full Name

no Elton €

Mister Man Pages

yLJ ODQDJLQJ8VHU $FFRXQWYV

%\ GHIDXOW HDFK XVHU HQWU\GLVSOD\V WKH XVHUQDPH 8VHU -' 8-'DQ@&EHNWKHU W
QDPH 7KLV WDEOHLV DGMX2WDE® K 6 \VAFHOLWNDQIWKH GHVLUHG FROXPQV

&OLFNLQJD FROXPQ QDPH VRUWYV WKH OLVW E\WKDW YDOXH $QDUURZLQGLFDWH\
&OLFN WKHDUURZWRUHYHUVH WKHVRUW RUGHU

&OLWFNSWLRQVY RQ WKH XVHU FUHDW H G (3R] IFDOWBEXRYV GRG0 DD\RWKHHE XLOW LQ XVHU)
KDY HHO HBAXAV W R Q

IRWHHWWLQIJWKHHPDLO DGGUHRRWRU WKHREQW WILIUHFRPPHQGHG DV LPSRUWDQ\
VDJHV DUH VHQRRWRHWKHRU VHFXULW\UHDVRQV SDVVZRUGUURRERRXOQUWM BQ ¢ IFKOKA
LQJWKLV VHWWLQJLYV KLIKO\GLVFRXUDJHG

([FHSW IRURNRWHU WKHDFFRXQWYV WK D WPHRWPH \Z\MWMWKHFUBIFHRAB B QWY (DFK VAVWHP DFF
E\DVHUYLFHDQG VKRXOG QRWEH XVHG DV DORJLQDFFRXQW )RUWKLV UHDVRQ W
QRORJLKOWWSY 7ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ QRORJLQ )RUVHFXULW\ UL
VI\VWHP VHUYLFHVY PRGLI\LQJWKH V\VWHP DFFRXQWV LV GLVFRXUDJHG

TKB" EXWWRQ RSHQV WKH VHUMHHHVIOREAHY@PPDUL]HY WKH RSWLRQV WKDW DUH DY
XVHUDFFRXQWY DUH FUHDWHG RUPRGL4HG

DUQLQIKHQ XVIS@WLYH 'LUSDFRWRU\ :LQGRZV XVHU SDVVZRUGV PXVW EH VHW IURP

do


https://www.freebsd.org/cgi/man.cgi?query=nologin

6°22L a RRXj@I8 1b2" :mB/2- _2H2 b2

Groups

Name & Contact

Full Name *

Directories & Permissions

Authentication

yLJ $GGLQJRU (GLWLQJD 8VHU $FFRXQW
7DEOH 8VHU $FFRXQW &RQ4JXUDWLRQ

BHWWLQJ  9DOXH " "HVFULSWLRQ

8VHUQDPH VWULQJ 8VHUQDPHV FDQ EH XS WR FKDUDFWHUV ORQJ
1-6 RURWKHU OHJDF\ VRIWZDUH ZLWK OLPLWHG
NHHS XVHUQDPHV WR HLJKW FKDUDFWHUV RU OH
LW\ 8VHUQDPHV FDQQRW EHJL@®BLARIQ IV R LEKDI Q
VSDFH WDE RUWKHVH FKDBDFWHUV !

FDQ RQO\EH XVHG DV WKH ODVW FKDUDFWHU R

YXOO 1DPH VWULQJ 7KLV 4HOG LV PDQGDWRU\DQG PD\FRQWDLQ VS

(PDLO VWULQJ 7KHHPDLODGGUHVV DVVRFLDWHG ZLWK WKH DF

3DVVZRUG VWULQJ ODQGDWRU\XQYOHOW 3DVYHARIDEG QRW FRQWDLQ C

&OLFMKRZ WRYLHZRUREVFXUH WKH SDVVZR!

WHUV

&RQ4UP 3DVVZRUGVWULQJ SHTXLUHG WR PDWF K3WNKMZPWXH R

S8VHU —' LQWHJHU *UD\HG RXW LI WKH XVHU DOUHDG\ H[LVWV :KHQ
FRXQW WKH QH[W QXPHULF —'LV VXJJHVWHG %)\
XVHU DFFRXQWV KDYHDQ —' JUHDWHU WKDQ C
FRXQWV KDYHDQ -'HTXDO WR WKH GHIDXOW SRL
WKH VHUYLFH

1HZ 3ULPDU\ *URXSFKHFNER] 6HW E\GHIDXOW WR FUHDWHD QHZ D SULPDU\ JU
VDPH QDPH DV WKH XVHU 8QVHW WR VHQHFW D G
JURXS QDPH

*QMIiBMm2/ QM

M2ti T ;.

ds
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6HWWLQJ
BULPDU\*URXS

h #H2 eX
~ 9DOXH

k +QMiBMm2/ 7'QK T 2pBQmb T ;2
'HVFULSWLRQ

GURS GRZQ PH@RVHWZ SULPDU\WRRXIFHVV WKLV PHQX

ULWN\UHDVRQV )UHH%6' ZLD® R WLMWLR
LEKHHOQRW WKHLU SULPDU\ JURXW FFR1 Y
DGG WKHP WRHMIIR X SSIXPLOLDU\N JURXSYV

JRU VHF
@XVHU
MYH D X

$X[LOLDU\VJURXS

GURS GRZQPHGKOHFW ZKLFK JURXSVY WKH XVHU ZLOO H

HDGGH

+RPH 'LUHFWRU\

EURZVH EXWW

R&EKRRVH D SDWK WR WKH XVHU V KRPH GL
WRU\H[LVWV DQG PDWFKHV WKH XVHUQL
KRPHGLUHFWRU\ :KHQ WKH SDWK GRHV
UHFWRU\PDWFKLQJWKH XVHUQDPH D Q
DWHG 7KHIXOO SDWKWR WKH XVHU V KH¥
KHUH ZKHQ HGLWLQJ D XVHU

UHFWRL
DPH LW |
QRW HQ
HZ VXEG
RPH GLU

+RPH'LUHFWRU\ 3

VLRQV

HRKFLANER[H V

6HWV GHIDXOW 8QL[ SHUPLVVLRQV RI XV
LUHDG RROEXLOW LQ XVHUV

HU V KR

66+ 3XEOLF .H\

VWULQJ

3DVWH WK XEBIBFVNH\ WR EH XVHG IRU N
DXWKHQWLRDWWREDVWH WKH SULYDWH N

H\ EDVF
NH\

'LVDEOH 3DVVZRU

GGURS GRZQ

<HV'LVDEOH3DWKERHGGY DQG UHPRYHV V
ZRUG IURP WKH DFFRXQW 7KHDFFRXQW
EDVHG ORJLQV IRUVHUYLFHV )RUH[DPS
ZRUG SUHYHQWYV XVLQJDFFRXQW FUHGH
VKDUH RURSHQ DQ 66+ VHVVLRQ RRFW BN
DQGHUPLWREWRRQV DUH DOVR UHPRYHG
1R 5HTXLUHV DBIBUL\DIRIRGN KH DFFRX QW
FRXQW FDQ XVH WXWAZRKREGX W KH QW LFD
SDVVZRUG EDVHG VHUYLFHV

VKH SDV
FDQQR\
OH GLV
QWLDO
NUVWHP

7TKH DF
WH ZL WK

6KHOO

GURS GRZQPH@GKOHFW WKH VKHOO WR XVHIRU ORRRBRWUL

XVHU VKHOO LV XVHG | RAKABDURW H U1 B ¥
VLRQV 7@ HHODHIRU DQ RYHUYLHZ RIDYDLO

QG 66+
H
DEOH V¥

/IRFN 8VHU

FKHENER]

SUHYHQW WKH XVHU IURP ORJJLQJLQRU
VHUYLFHVY XQWLO WKLV RSWLRQ LV XQVH
SRVVLEOHIAKIHEOH 3DVYRRQG3IDVVZRDG
EHHQ FUHDWHG IRUWKH DFFRXQW

XVLQJ S
W /RFN

JHUPLW 6 XGR

FKHENER]

*LYH WKLV XVHU SHUPLXY®RRQ WR XVH
KWWSV 7Z27ZZ VXGR ZV KHQ XVLQJ VX
SURPSWHG IRU WKBDV\DAFRX QW

GR D XV

OLFURVRIW $FFRX

QAKHFNER]

6HW LI WKH XVHU LVFRQQHFWLQJIURP D
WHP RUZKHQ XVLQJDOLFURVRIW FORXG

'LQGRZ
VHUYLF

IRWHRPH4HOGY FDQQRW EH FKDQJHG IRU EXLOW LQ XVHUV DQGDUH JUD\HG RXW

7TDEOH $YDLODEOH 6KHOOV
6KHOO ‘ '"HVFULSWLRQ
FVK & VKHIOWWSY HQ ZLNLSHGLD RUJ ZLNL &BVKHO|O
VK %WRXUQH \KWHW®Y HQ ZLNLSHGLD RUJ ZLNL %RXUQHBYV
WFVK (QKDQFHG & KWWG® HQ ZLNLSHGLD RUJ ZLNL 7FVK
EDVK %WRXUQH $IJDLRWWBWO HQ ZLNLSHGLD RUJ ZLNL [%DVKB
NV K .RUQ VKKWWS ZZZ NRUQVKHOO FRP
PNVK PLU%G6' . RUQ KMWHWAOSDY ZZZ PLUEVG RUJ PNVK KWP
UEDVK 5 HVWULFWHK®W®RBVKZZZ JOX RUJ VRIWZDUH EDVK PDQX
S5HVWULFWHG 6KHOO KWPO
U]JVK 5HVWULFWHNWS8K Z2Z2Z FVVH XZD HGX DX SURJUDPPLQJ
GRF ]VKB KWPO

*QMiBMm2/ QM M2ti T

de

KHOO

8QL[B

DO KWP
OLQX[ ]

12


https://www.sudo.ws/
https://en.wikipedia.org/wiki/C_shell
https://en.wikipedia.org/wiki/Bourne_shell
https://en.wikipedia.org/wiki/Tcsh
https://en.wikipedia.org/wiki/Bash_%28Unix_shell%29
http://www.kornshell.com/
https://www.mirbsd.org/mksh.htm
http://www.gnu.org/software/bash/manual/html_node/The-Restricted-Shell.html
http://www.csse.uwa.edu.au/programming/linux/zsh-doc/zsh_14.html
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h #H2 eXj] +QMiBMm2/ 7°QK T 2pBQmb T ;2
6KHOO "HVFULSWLRQ
VESRQO\ 6HOMNFWR QONVWSV JLWKXE FRP VFSRQO\ VFSRQ
XVHU V 66+ XVDJH WR@®QBGWRRIPPDQGYV
TVK -~ VKHOWWS ZZZ |VK RUJ
JLW VKHOO UHVWULFWHBWMWSVKHILW VFP FRP GRFV JLW VKHOO
QRORJLQ | 8VHZKHQ FUHDWLQJD VIVWHP DFFRXQW RU WR FUHDWH D XVHU
DXWKHQWLFDWH ZLWK VKDUHV EXW ZKLFK FDQQRW ORJLQ WR W
XVLQTI

O\ ZLNL WR UFH

%XLOW LQ XVHUDFFRXQWY QHHGHG E\ WKH VHOMBWRNF I @ Q DS EHHDUHPIRYWUHK VMW R P XV i
ZHUHDGGHG E\WKH VI\VWHP DGPLROVREHIDQWVRUSREOEXENLQERZ WR FRQ4UP WKH DFWL
RSWLRQ WR NHHS WKH XVHU SULPDU\JURXS ZKHQ WKH XVHU LV GHOHWHG

dd


https://github.com/scponly/scponly/wiki
http://www.zsh.org/
https://git-scm.com/docs/git-shell

*> Shil_
alollL

auah1l1J

7KH 6\VWHP VHFWLRQ RI WKHZHELQWHUIDFHFRQWDLQV WKHVH HQWULHYV

*HQH U H FRQ4IJXUHV IJHQHUDO VHWWLQJV VXFKDV +7736 DFFHVV WKH ODQ
173 6 HU YSDUOH DGGVY HGLWYV DQG GHOHWHV 1HWZRUN 7LPH 3URWRFRO VHUYH

% RRS\DJIH FUHDWHY UHQDPHY DQG GHOHWHV ERRWHQYLURQPHQWY —-WDOV
3RRO

$GYDQFHG@H FRQ4JXUHVDGYDQFHG VHWWLQJV VXFKDV WKHVHULDO FRQVRO
VDJHV

(PDL®DJH FRQ4JXUHV WKHHPDLODGGUHVV WR UHFHLYH QRWL4FDWLRQV
6\VWHP 'DVEDVHW FRQ4JXUHV WKH ORFDWLRQ ZKHUH ORJV DQG UHSRUWLQJ JULI
$OHUW 6 HBDWOIHFHVFRQ4JXUHVY VHUYLFHY XVHG WR QRWLI\WKHDGPLQLVWUDWRU

$OHUW 6FSWWH QJOLVWY WKIWBBDIBDEGHRQGLWLRQV DQG SURYLGHY FRQ4JXUD)
FDWLRQIUHTXHQF\IRUHDFKDOHUW

&ORXG &UHGGDIWLDOV XVHG WR HQWHU FRQQHFWLRQ FUHGHQWLDOV IRU UHPRYV
66+ &RQQHFSDUIMQY PDQDJHV FRQQHFWLQJWRD UHPRWH V\VWHP ZLWK 66+
66+ . H\SDSEDYH PDQDJHV DOO SULYDWHDQG SXEOLF 66+ NH\SDLUV

7TXQDESBYH SURYLGHV DIURQW HQGIRUWXQLQJLQUHDO WLPHDQG WR ORD
ERRW WLPH

8SGDWBJH SHUIRUPV XSJUDGHV DQG FKHENV IRU VA\VWHP XSGDWHV
&$VSDJIH LPSRUWRUFUHDWHLQWHUQDO RULQWHUPHGLDWH &%V &HUWL4F

&HUWL4EDWHYV LPSRUW H[LVWLQJ FHUWL4FDWHY FUHDWH VHOI VLIQHG FHUYV
FDWHYV

$&0('16SDJH DXWRPDWH GRPDLQ DXWKHQWLFDWLRQIRUFRPSDWLEOH &$V
6 XSSRYDIH UHSRUWD EXJRUUHTXHVWDQHZIHDWXUH

(DFKRIWKHVHLVY GHVFULEHG LQ PRUHGHWDLO LQ WKLV VHFWLRQ

dXR :2M2" H

6\VWIHPHQHBRQWDLQV RSWLRQVIRUFRQ4JXULQJWKHZHELQWHUIDFHDQG RWKHU

d3
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HTTP-> HTTPS Redirect (3)
Reporting
SAVE SAVE CONFIG UPLOAD CONFIG RESET CONFIG
Tunables
Update
)LJ *HQHUDO 6\VWHP 2SWLRQV
7TDEOH *HOQHUDO &RQ4JXUDWLRQ 6HWWLQJV
6HWWLQJ ‘ 9DOXH ‘ '"HVFULSWLRQ
*8- 66/ 8HUWL4FDWGBURS 7KH VAVWHP XVHV D ¥HO WV ESHRIMAG WRHQDEOH HQ
GRZQ FU\SWHG ZHE LQWHUIDFH FRQQHFWLRQV 7R FKDQJH W
PHQX VHOHFWD GL HUHQW FUHDWHG RULPSRUWHGFHUWLA4
‘HE*8--3Y $GGUHWWRS &KRRVHD UHFHQW -3 DGGUHVVHV WR OLPLW WKKH XVDJ
GRZQ ZHELQWHUIDFH 7KHEXLOW LQ +773 VHUYHU BLQGV W
PHQX R DQ\DGGUHVV DQG LVVXHVDQDOHUW L|| WKH V¢
EHFRPHVY XQDYDLODEOH
"HE*8- -3Y $GGUHWWRS &KRRVHD UHFHQW -3Y DGGUHVVHV WR OLPLW WKH XV
GRZQ WKHZHELQWHUIDFH 7KHEXLOW LQ+773 VHUYHU ELQ
PHQX GUHVV RI DQ\DGGUHVV DQGLVVXHVDQDOHUYW LI WK
GUHVV EHFRPHV XQDYDLODEOH
"HE*8— +773 3RUW| LQWHJHUSOORZ FRQ4JXULQJD QRQ VWDQGDUG SRUW IRU DFFH)\
WKHZHE LQWHUIDFHRYHU +773 &KDQJLQJ WKLV VHWW
PLIKWUHTXLUH BEKDRQUR[QIURDQ4IJXUDWLRQ VHWWLQJ
KWWSV ZZZ UHGEULFN GFX LH aGBIHQV DUWLFOHYV
"HE*8— +7736 BRUWLQWHJHUSOORZ FRQ4JXULQJD QRQ VWDQGDUG SRUW WR DFFHV
RYHU +7736
*QMiBMm2/ QM M2ti T :

dN


https://www.redbrick.dcu.ie/~d_fens/articles/Firefox:_This_Address_is_Restricted
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BHWWLQJ

h #H2 dXR +QMiBMm2/ 7°QK T 2pBQmb T ;2
9DOXH 'HVFULSWLRQ

"HE*8-+773 ! +7736KHFNERPHGLUWHFBRQQHFWHRQYMW®R- 66/ &HUWNVIFBDTWH UHG
S5HGLUHFW IRY773BFWLYDWLQJ WKLY DIGVRVWH WW WKBQV SRUW 6H |

+676KWWSV HQ ZLNLSHGLD RUJ ZLNL +773B6WULFW
PD[LPXP DJHWR VHFRQGV RQH\HDU 7KLV PHDQV W
DEURZVHU FRQQHFWYV WRHEKHWHWUHIDHBH IRU WKH 4UVW
WKHEURZVHU FRQWLQXHV WR XVH+7736 DQG UHQHZYV

\HDU
/IDQJXDJH FRPER 6HOHFW D ODQJXDJHIURP WKH GURS GRZQ PHQX
ER[ 7KHOLVW FDQ EHVREBRWBHGIEK\DIH FRGH

KWWSV HQ ZLNLSHGLD RUJ ZLNL /LVWBRIB-62B [
WKHWUDQVODWHG VWDWXVRER IOD QUXOE] H HLORWK MW R U
KWWSV JLWKXE FRP ITUHHQDV ZHEXL WUHH PDVWHL
S5HIHURRWULEXWLQJ VBRJHHHIIRBWPRUHLQIRUPDWLR
DERXWDVVLVWLQJZLWK WUDQVODWLRQV

&RQVROH .H\ERDU GURS 6HOHFW D NH\ERDUG OD\RXW

GRZQ
PHQX

7LPH]RQH GURS 6HOHFW D WLPH]RQH

GRZQ
PHQX

6\VORJOHYHO GURS "KH@\VORJ VIWUGHUQHG RQO\ORJV PDWFKLQJWKLV O}

GRZQ
PHQX

6\VORJ VHUYHU VWULQJ 5HPRWH VI\VORJVHUYHU '16 KRVWQDPH RU -3 DGGUHV\

SRUW QXPEHUV FDQ EH XVHG E\DGGLQJD FRORQDQGV
WKH KRVWQDNZT ZOMPHTFSWF$SRI HQWULHYV DUH ZULWYV
WR ORFDO ORJVDQG VHQW WR WKH UHPRWH V\WNORJ VH

&UDVK UHSRUWLQJIJFKHFNERPHQG IDLOHG +773 UHTXHVW GDWD ZKLFK FDQ LQFOXG|

-3DGGUHVVHV IDLOHG PHWKRG FDOO WUDFHEDFNV LC
FROQOWHQWV WR L;V\VWHPV

8VDJH &ROOHFWLRRKHFNER{QDEOH VHQGLQJDQRQ\PRXV XVDJH VWDWLVWLFV WR

$IWHU PDNLQJ DQ\ FKESQJEKNDPOHNNWR DOB-RHWEM FDQ LQWHUUXSW ZHE LQWHUIDFH
ZKLOH WKH QHZ VHWWLQJV DUH DSSOLHG

7KLV VFUHHQ DOVR FRQWDLQV WKHVH EXWWRQV

6$9(&21)¥YDYHD EDFNXS FRS\RIWKHFXUUHQW FRQ4JXURRALW Q MHVDIEDV HR@ W
DUFKLWWRWXUHHFRPSXWHUDFFHVVLQI WKH ZHE LQWHUIDFH 6DYLQJ WKH FRQ4J
XUDWLRQ FKDQJHV LV KLJKO\ UH P FOPPHRFEHGL ADEBALE®FNY XS WKH FRQ4JXUDWL
WKH V\VWHP GDWDVHW HYHU\ PRUQLQJ DW +RZHYHU WKLV EDFNXS GRHV QF
DWWKDW WLPH -1l WKHV\VWHP GDWDVHW LV VWRUHG RQWKHERRW SRRODQGYV
EDFNXS ZLOO DOVR QRWEHDYDLODEOH 7KHORFDWLRQ RI WKHWWMRP GDWDV|
6\VWHP 'DWDVHW

IRWH6+SDJH NH\VDUH QRW VWRUHG LQ WKH FRQ4JXUDWLRQ GDWDEDVH DQ(
6\VWHP KRVW NH\VDUH 40HV ZLWK QD P@ MEH@ Q& IMPIDBIMVRKUD TKH URRW XVHU
NH\VDUH VWBBHRG LTQTI

7KHUHDUH WZR W\SHV RI SDVVZRUGYVY 8VHUDFFRXQW SDVVZRUGV IRU WKH EDV
KDVKHG YDOXHV GRQRWQHHG WREHHQFU\SWHG WR EHVHFXUH DQGDUH VDY
2WKHU SDVVZRUGY OLNH L6&6- &+$3 SDVVZRUGYV $FWLYH 'LUHFWRU\ELQG FUH
VWRUHG LQDQHQFU\SWHG IRUP WR SUHYHQW WKHP IURP EHLQJ YLVLEOHDV SO
WLRQ 7KHWHHHRU WKLY HQFU\SWLRQ LV QRUPDOO\VWRUHG RQO\RQ6WKH RSHUD
&RQ4Y FKRVHQ D GLDORJ JLYHYRMXIRIDSWIZRQG I6GIFQXGHOWMHFImYVZRUGY LQ WKH F
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https://en.wikipedia.org/wiki/HTTP_Strict_Transport_Security
https://en.wikipedia.org/wiki/HTTP_Strict_Transport_Security
https://en.wikipedia.org/wiki/List_of_ISO_639-1_codes
https://github.com/freenas/webui/tree/master/src/assets/i18n
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XUDWLRQ 40H ZKLFK DOORZV WKH FRQ4JXUDWLRQ 40HWREHUHVWRUHG WR D G
WKHGHFU\SWLRQ VHHG LV QRWDOUHDG\SUHVHQW &RQ4JXUDWLRQEDFNXSV F
VHFXUHG WR SUHYHQW GHFU\SWLRQ RI SDVVZRUGV DQG XQDXWKRUL]JHG DFFHV'

'DUQLQJKH[SRUW 3DVVZRUGRSWUR® BWRGE\ GHIDXOW DQG VKRXOG RQO\ EH X\
DFRQ4JXUDWLRQ EDFNXS WKDW ZLOO EH VWRUHG VHFXUHO\ $IWHU PRYLQJD |
FRQWDLQLQJDFRQ4JXUDWLRQEDFNXS ZLWK D GHFU\SWLRQ VHHG VKRXOG EH

([SRUW 3RRO (QFWWGMAR®HWWKH HQFU\SWLRQ NH\V RI HQFU\SWHG SRROV LQ Wk
F\USWLRQ NH\VDUH UHVWRUHG LI WKH FRQ4JXUDWLR@3$'L&2X$ORDGHG WR W1

83/2%$'&21)-POORZV EURZVLQJWR WKH ORFDWLRQRID SUHYLRXVO\VDYHG FRQ4
4JXUDWLRQ

5(6(7 &21)YHVHW WKH FRQ4JXUDWLRQ GDWDEDVH WR WKH GHIDXOW EDVH YHUV |
NH\VRUDQ\RWKHU GDWD VWRUHG LQ D XVHU KRPHGLUHFWRU\ 6LQFHFRQ4JXU
WLRQ GDWDEDVHDUHHUDVHG WKLV RSWLRQLV XVHIXOZKHQD PLVWDNH KDV E
WKH RULJLQDO FRQ4JXUDWLRQ

dXk LhS a2 p2'b

7KHQHWZRUN WLPH SURWRFRO 173 LV XVHG WR VIQFKURQL]H WKH WLPHRQ WKH FI
LVQHFHVVDU\IRUWKH VXFFHVVIXO RSHUDWLRQ RIWLPHVHQVLWLYHDSSOLFDWLR
VHUYLFHV %\ GHIDXIOWS JBIHHR@8JXUHG WR XVH WKUHH SXEOLF 173 VHUYHUV -1 WK
VHUYLFH HQVXUH WKDWWWHP)DREGIWEH VHUYHU UXQQLQJWKHGLUHFWRU\VHUYLFI
XVH WKH VDPH 173 VHUYHUYV

$YDLODEOH 173 VHUYHUVKRDY £H IRXGEGRBWW QWS RUJ ELQ YLHZ)RHWUWIHRH/DIFFR3XB RR C
UDF\ FKRRVH 173 VHUYHUV WKDW DUHJHRJUDSKLFDOO\ FORVHWRWARH SK\VLFDO O

&OLANWHR73 6HUDPBBY WR DGG DQ 173)MHNYHWKRZV WKH FRQ4JXUDWLRQ RS
WLRQWEOHVXPPDUL]HV WKH RSWLRQV DYDLODEOH ZKHQ DGBW O FROWHGLWLQJIJDQ 17:
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ QWS FRQI H[SODLQV WKHVH RSWL

3R


https://support.ntp.org/bin/view/Servers/NTPPoolServers
https://www.freebsd.org/cgi/man.cgi?query=ntp.conf
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Reporting

SSH Keypairs

Tunables

Update

yLJ $GGDQ 173 6HUYHU

7DEOH 173 6HUYHUV &RQ4JXUDWLRQ 2SWLRQV

BHWWLQJ " 9DOXH  'HVFULSWLRQ

$GGUHVV VWULQJ (QWHU WKH KRVWQDPHRU -3 DGGUHVV RIWKH[173 VHU

% X UV W FKHFNERBPHFRPPHQGHGODK HER@JUHDWHU IMKD\QKXVH RQ SHU
VRQDO VHRYGHRMVH ZLWK D SXEOLF 173 VHUYHU

—%XUVW FKHFNERPSHHG XS WKH LOQLWLDO VIQFKURQL]DWLRQ WDNLQJV
XWHYV

3UHIHU FKHFNERFJKLVY RSWLRQ LV RQO\UHFRPPHQGHG IRU KLJKO\ DFFX
VXFK DV WKRVH ZLWK WLPH PRQLWRULQJ KDUGZDUH

OLQ 3ROO LOQWHJHU7KH PLQLPXP SROOLQJLQWHUYDO LQ VHFRQG|V DV D ¢
SOHPHDQV A RU VHFRQGV 7KRIGHIPX® WDOXH LV

OD[3ROO LOQWHJHU7KH PD[LPXP SROOLQJLQWHUYDO LQ VHFRQGY DV D S
SOH PHDQV A RU VHFRQGV 7KHP®HLBXPW LV
YDOXH LV

YRUFH FKHFNER]JRUFH WKH DGGLWLRQ RIWKH 173 VHUYHU HYHQ LI LW

DEOH

3k
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dXj "QQi

JUHHTPP$W$XSSRUWV D =)6 IHDWXUHNQRZQDV PXOWLSOHERRWHQYLURQPHQWYV :LWK
SURFHVV RI XSGDWLQJWKHRSHUDWLQJ VI\VWHP EHFRPHV DORZ ULVNRSHUDWLRQ
VQDSVKRW RIWKHFXUUHQW ERRWHQYLURQPHQWDQGDGGV LW WR WKHERRWPHQ;

-IDQ XSGDWH IDLOV UHERRW WKH VA\VWHP DQG VHOHFW WKH SUHYLRXVWERRW HQYL
WKLQJ *RHYV SIDR & J WRLQVWUXFW WKH VA\VWHP WR JREDFNWR WKDW VI\VWHP VWD

1RWH6ORRW HQYLURQPHQWY DUH VHSDUDWH IURP WKH FRQ4JXUDWLRQ GDWDEDVH
WKRISHUDWLQDW\UWSRFL4AHG WLPH :RHQVDNMP ERRONY LW ORDGV WKH VSHFL4HG ER
RURSHUDWLQJ V\VWHP WKHQ UHDGV WKH FRQ4JXUDWLRQ GDWDEDVH WR ORDG WK
WHQW LV WR PDNH FRQ4JXUDWLRQ FKDQJHV UDWKHU WKDQ RSHUDWLQJ V\VWHP FKI
GDWDEDVH 4UVW XVLQJ WK WONPW IUXRSWLREIV L Q

7KH H[DPSOH VRRDQIHQLQFOXGHVY WKH WZR ERRW HQYLURQPHQWYV WHNW@UH FUHD)\
VWDOOH® LAMKIHD E RROWWQ®DURQPHQW FDQ EH ERRWHG LQWR LI WKH VAIVWHP QHHGV
FRQ4JXUHG YHUVLRQ RIWKHLQVWDOODWLRQ

W FreeNAS

Boot Environments er v COLUMNS ~ ACTIONS ~

Name Created Keep

O
O
]
O
O
(]
@
]
O
O

Update

CAs

)LJ 9LHZLQJ %RRW (QYLURQPHQWYV

(DFK ERRW HQYLURQPHQW HQWU\ FRQWDLQV WKLV LQIRUPDWLRQ

IDPHWKH QDPHRIWKHERRWHQWU\DV LW ZLOODSSHDU LQ WKHERRWPHQX $0O
XQGHUVFR DHMG SHULRGBGW DOORZHG

$FWLYBGLFDWHYV ZKLFK HQWU\ZLOO ERRW E\ GHIDXOW LI WKH XVHU GRHV QRW \

3]
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&UHDWHGLFDWHY WKHGDWHDQG WLPHWKH ERRWHQWU\ZDV FUHDWHG
6SDFBLVSOD\V WKH VLIHRIWKHERRWHQYLURQPHQW

.HHSLQGLFDWHY ZKHWKHU RU QRW WKLV ERRW HQYLURQPHQW FDQ EH SUXQHG L

VSDFH WR SURFHHZLSVEOR®MHBIGRU DQ HQWU\ LI WKDW ERRWHQYLURQPHQW VKR X
FDOO\SUXQHG

&OLWYFNSWLRQVY RQDQHQWU\WRDFFHVVDFWLRQV VSHFL4F WR WKDW HQWU\

$FWLYRWB\DSSHDUV RQ HQWULHV ZKLFK DhUFM QSR&D DX H U KVGKWM OAHVOHWF WR G HQ W U\
GHIDXOW ERRW HQWU\ RQ QH[W ERR 8 HERRWS VW N ¥ ¥V BQMVUWRKDQJHV [URP
1RZ 5SHEWRWZLQGLFDWLQJWKDW LW ZDV XVHG RQ WKH ODVW ERRW EXW ZLOO QF

&ORMDODNHVD QHZ ERRWHQYLURQPHQW IURP WKH VHOHFWHG ERRWHQYLURQPH
RI'WKHFORQH DOSKDQXPHULF FKOUIDHWHBRY CGDYHKBIMRIGW DOORZHG

5HQDPMVHG WR FKDQJH WKH QDPH RI WKH ERRW HQYLURQPHQW $®RSKBIQXPHULTF
VFRUBIVDQG SHULRGW DOORZHG

'"HOHWNHG WR GHOHWH WKH KLIKOLJKWHG HQWU\ ZKLFKDOVR UHPRYHV WKDW
DFWLYDWHG HQWU\FDQQRW EH GHOHWHG WKLV EXWWRQ GRHV QRW DSSHDU IR
DQHQWU\WKDW LV FXUUHQWO\DFWLYDWHG 4UVWDFWLYDWHDQRWKHU HQWU
GHIDKRRW HQYLURQPHQW DV WKLV HQWU\LVY QHHGHG WR UHWXUQ WKH V\VWHP |

.HHSXVHG WR WRJJOH ZKHWKHU RU QRW WKH XSGDWHU FDQ SUXQH DXWRPDWLF
WKHUHLVY QRWHQRXJKVSDFHWR SURFHHG ZLWK WKH XSGDWH

& O LIRN7 — 2 VR

$GGPDNHD QHZ ERRW HQYLURQPHQW IURP WKHDFWLYH HQYLURQPHQW 7KH DF\
WH[WX 3FCPPQ WKAWERBXPQ 2QO\DOSKDQXPHULF FKDUDFWHUV XQGHUVFRUH)\
LQ WIDP H

BWDWV 6HBW.RAP\ VWDWLVWLFV IRUWKHRSHUDWLQJ V\WWHP GHYLFH FRQGL\
DQG WLPH RIWKHODVW VFUXE %\GHIDXOW WKHRSHUDWLQJV\VWHP GHYLFH L
GHIDXOW LQSXW D GL+HUKQEW RXPWHB ¥ BDUXKEH. QW 8 G OIS B GIEEMNMY7 (59 $/

%RRW 3RRO ®SALVBAMV\ WKH VWDWXV RIHDFKGHYLFHLQ WKHRSHUDWLQJV\VWHP
RUFKHFNVXP HUURUYV

6FUXE %RRWSBHRR®RUP D PDQXDO VFUXE RI WKHRSHUDWLQJ VA\VWHP GHYLFH

dXjXR PT2 iBM; avbi2K .2pB+2 JB "Q BM;

6\WWHP6RRWoRRW 3RRQ\6 WDMKWR PDQDJH WKH GHYLFHV FRPSULVLQJWKH RSHUDW
DPSOH LV VHHRUWIQ

39
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ONLINE

Reporting

SSH Keypairs

Tunables

Update

CAs

yLJ 9LHZLQIJ WKH 6WDWXV RI WKH 2SHUDWLQJ6\WVWHP '"HYLFH

JUHHPP$$XSSRUWYV GHYLFHPLUURUVIRUWKHRSHUDWLQJV\VWHP GHYLFH -Q D PL!
FDQEHGHWDFKHGDQG UHSODFHG

$QDGGLWLRQDO GHYLFHFDQ EHDWWDFKHG WRDQ H[LVWLQJRQH GHYLFHRSHUDW

7TKHQHZ GHYLFHPXVWKDYHDWOHDVW WKHVDPHFDSDFLW\DV WKHH[LVWLQJ C
DGGHG EXWWKHPLUURU ZLOO RQO\KDYH WKHFDSDFLW\RIWKHVPDOOHVW GH
DGYHUWLVH WKHVDPHQRPLQDO VLIHDUH QRW QHFHVVDULO\WKH VDPHDFWXD
GHYLFHRIWKHVDPHPRGHO RILVUHFRPPHQGHG

~WMWURQJO\UHFRPPRIQGH 66"V UDWKHU WKDQ 86% GHYLFHV ZKHQ FUHDWLQJ D |
WHP GHYLFH

&OLWYFNSWLRQY RQDGHYLFHHQWU\WRDFFHVVDFWLRQV VSHFL4F WR WKDW GHYLF

$WWDXYXH WRDGG D VHFRQG GHYLFHWR FUHDWHD PLUURUHG RSHUDWLQJ V\VW
DEOH LW DSSHIMHPEHQ KRS GRZQ PHQX 6HOHFW WKH G@HMM IDWCHIGGLRYNLWVSD FKH

WLRQ FRQWUROV WKH FDSDFLW\PDGHDYDLODEOH WR WKHRSHUDWLQJV\VWHP
WLWLRQHG WR WKH VDPH VLIHDV WKNHDPYWGCQUYNGCNIDER HE& HVQPKH HQWLUH FDSD
QHZ GHYLFH LV XVHG —-IWKHRULJLQDO RSHUDWLQJ V\VWHP GHYLFHIDLOV DQG
RIMXVW WKHQHZHU GULYH DQG ZLOOJURZ WR ZKDWHYHU FDSDFLW\ LW SURYL(
PLUURUPXVW QRZEHDV ODUJH DV WK#D VIRZDANDVE D FKWAK & QIHZNGLVN WR WKH PLUL

'"HWDFKHPRYH WKHIDLOHG GHYLFHIURP WKH PLUURU VR WKDW LW FDQ EHUHSOI

5HSODREFH WKHIDLOHG GHYLFH KDV EHHQ GHWDFKHG VHOHFWOWRBHKWHG IS O
GURS GRZQ PHQX WR UHEXLOG WKHPLUURU

38
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dX9 /p M+2/

6\VWHBGYDQIFHGKRZQLRQUH 7KH FRQ4JXUDEOH VHWWLQJVDEBNXPPDUL]HG LQ

6HWWLQJ
6KRZ 7TH[W &RQVR

SAVE

SAVE DE

7DEOH
 9DOXH 'HVFULSWLRQ

O HKZH. FM\NKE

BUG

)LJ $GYDQFHG 6FUHHQ

$GYDQFHG &RQ4JXUDWLRQ 6HWWLQJV

RPHW IRUWKH WH[WFRQVROHWREHDYDLODEO

HZLWKR

RXW 3DVVZRUG 3URPSW
(QDEOH6HULDO &RBORMIONERIR QRWQDEOH WKLY RSWLRQ LI WKH VHULDGBISRUW LV G
ULDOBRBMULDO $SEEG
6HULDO 3RUW VWULQJ 6HOHFW WKH VHULDO SRUWDGGUHVV LQ KHJ
6HULDO 6SHHG GURS BHOHFW WKH VSHHG LQ ESV XVHG E\WKH VHULDO SRUW
GRZQ
PHQX
6ZDSVLJHLQ *L% | QRQ JHURAL\ GHIDXOW DOO GDWD GLVNVDUH FUHDWHG ZLWK WK
QXPEHU VHWWLQJGRHY QRW D*HFW ORJRU FDFKH GHYLFHV DV
RXW VZDS 6HWINNVPEWRY VZDS FUHDWLRQ FRPSOHWH
VWUR®UWOARXUDJHG
(QDEOH DXWRWXQHKHFNER[{QDEOHSWWIR WS@UH  VFULSW ZKLFK DWWHPSWV WR R
VIVWHP EDVHG RQ WKH L QV YWD X WERWXZDLWDH LV RQC
XVHG DV D WHPSRUDU\PHDVXUHDQG LV QRW D|SHUPDC
KDUGZDUH LVVXHV
*OMIBMm2/ OM M2ti T
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h #H2 dXj +QMiBMm2/ 7 QK T 2pBQmb T ;2
6HWWLQJ 9DOXH 'HVFULSWLRQ
(QDEOH 'HEXJ .HUQFIHFNERBVH D GHEXJ YHUVLRQ RI WKH NHUQHO RQ WKH |QH[W EFR
6KRZFRQVROH PHVAIOHFNVER[LVSOD\ FRQVROH PHVWBSHWRAB FOFP O T P M@ WHPDHC
WLPH DW ERWWRP RIEURZVHU ZLQGRZ &OLFN|WKH FR(
VFUROODEOH VF 6MWHRG WBHRWWIKRQ LQ WKH VFUROODEOF
WR SDXVH XSGDWHV 8QVHW WR FRQWLQXH ZDWFKLQJ
RFFXU :KHQ WKLV RSWLRQLVVHW DEXWWRQ|WR VKR
SHDUV RQ EXV\VSLQQHU GLDORJV
027 EDQQHU VWULQJ| 7KLV PHVVDJH LV VKRZQ ZKHQ D XVHU ORJV LQ ZLWK 66
6KRZDGYDQFHG 4HOGMWHEERPKRBGYD QF HGAMROGH E\ GHIDXOW
GHIDXOW
8VH)4' 1 IRUORJJIJLGKHFNEREQFOXGH WKH )XOO\ 4XDOL4HG 'RPDLQ IDPH )[4'1 LQC
LGHQWLI\VIVWHPV ZLWK VLPLODU KRVWQDPH
$7$ 6HFXULW\8VHUGURS 8VHU SDVVOIENWROUSPM TFDVRUUXZQWRFENLQJ 6/('V 9DO
GRZQ X HV DIMHRIO D VW H U
PHQX
6(' 3BDVVZRUG VWULQJ *OREDO SDVVZRUG X VAHTEW ROCQORFNDUH LY H V|
5HVHW 6(' 3DVVZRURGKHFNERPHOHFW WR BDWDIRWIGHRRIO P @ R R U D IV N V

&OLFNeWXKEHXWWRQ DIWHU PDNLQJDQ\FKDQJHYV
7KLV WDE DOVR FRQWDLQV WKLV EXWWRQ

6$9('(%8XVHGWRJIJHQHUDWH WH[W 40HV WKDW FRQWDLQ GLDJQRVWLFLQIRUPDWLI
VI\VWHP SURPSWV IRUD ORFDWLRQ WRE®®H WKH FRPSUHVVHG

dX9XR miQimM?2

JUHHPP$SURYLGHV DQ DXWRWXQH VFULSW ZKLFK RSWLPL]JHV WKH VAIVWHP GHSHQGLQ
DPSOH LIDSRROH[LVWV RQDV\WVWHP ZLWK OLPLWHG 5$0 WKHDXWRWXQHVFULSW
YDOXHVLQDQDWWHPSWWRPLQLPL]JHPHPRU\VWDUYDWLRQLVVXHV —-WVKRXOGR
DV\VWHP WKDW KDQJV XQWLO WKH XQGHUO\LQJKDUGZDUH LVVXHLVDGGUHVVHG E
VORZVXFK D V\VWHP DV LWFDSV WKH $5&

TKHQDEOH D XRSRWMLOREWWHRBGYDQIFHBs E\GHIDXOW (QDEOH WKLV RSWLRQ WRUXQ W
7TRUXQ WKHVFULSW LPPHGLDWHO\ UHERRW WKH V\VWHP

~IWKHDXWRWXQHVFULSWDGMXVWYV DQ\ VHWW BQUWHW KB B EQRWHIGWKIOX B O S /1 Q
WXQDEOHV WKDW ZHUH FUHDWHG E\DXWRWXQH RQO\D*HFWV WKH FXUUHQW VHVVL
DWERRW 7KLV PHDQV WKDW DQ\DXWRWXQH VHW YDOXH WKDW LV PDQXDOO\ FKDQ.
WXQHRQUHERRW 7R SHUPDQHQWO\FKDQJHD YDOXH VHW E\DXWRWXQH FKDQJH W
SOH FKDQJLQJ WKH CPHDWPULS W YFRUHWMREHW YV DXWRWXQH IURP UHYHUWLQJ WKDW W XC
WXQH GHIDXOW YDOXH

KHQ DWWHPSWLQJWRLQFUHDVH WKH SHUWR/WWPHRQ PH S| SADKUHW) IUARXHOLEEB O\ ZKHQ WKH F
ZDUHPD\EH OLPLWLQJ SHUIRUPDQFH WU\HQDEOLQJDXWRWXQH

JRUWKRVH ZKR ZLVK WR VHH ZKLFK FKHFNV DUH SHUIRUPHG/ TV KMFCDBMR @M H VF UL S
BVUPUVOF

dX9Xk a2H7@ 1M+ " vTiBM; . ' Bp2b

JUHHP$BHUVLRQ 8 LOWURGXFHG 6HOI (QFU\SWLQJ'ULYH 6("
7KHVH 6(' VSHFLAFDWLRQV DUH VXSSRUWHG
/HIDF\LQWHUIDFH IRU ROGRIW BHFBAFHPMWHG IRUVHEXULW\ FULWLFDO HQYLUR

VXSSRUW
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7&* 2SDOKWWSV WUXVWHGFRPSXWLQJJURXS RUJ ZS FRQWHQW XSORDGYV 2SD
OHJDF\VSHFL4FDWLRQ

7&*23%/ KWWSV WUXVWHGFRPSXWLQJJURXS RUJ ZS FRQWHQW XSORDGV 7&*
2SDOB66&BY BUHY SGI VWDQGDUG IRUQHZHU FRQVXPHU JUDGH GHYLFHYV

7&* 2SDOKWWSYVY WUXVWHGFRPSXWLQJJURXS RUJ ZS FRQWHQW XSORDGV 7&*
DUHGXFHGIRUP RI 238/

7&* B\UBWBVLRKWWSY WUXVWHGFRPSXWLQJIJURXS RUJ ZS FRQWHQW XSORDC
B\ ULWHBG66&BY BU 9HSGILRRXY®B SV WUXVWHGFRPSXWLQJJURXS RUJ ZS
FROWHQW XSORDGV 7&*B6WRUDJH 3\ULWHB66&BY BU B38% SGI DUH VLPL
HQFU\SWLRQLVUHPRYHG 3\ULWH SURYLGHV DORJLFDOHTXLYDOHQW RIWKH O
2Q0\WKH GULYH 4UPZDUH LV XVHG WR SURWHFW WKH GHYLFH

'DQJHWB\ULWH 9HUVLRQ 6('VGR QRW KD YHDIB EMVPRFPIRIQXYQEOH LI WKH SDVVZ
ORVW

7&* (QWHUXWWEBY WUXVWHGFRPSXWLQJJURXS RUJ ZS FRQWHQW XSORDGV 7
Y BU SGI LVGHVLIQHG IRU VA\VWHPV ZLWK PDQ\GDWD GLVNV 7KHVHG6('V G
EHXQORFNHG EHIRUHWKH RSHUDWLQJ V\VWHP ERRWYV

6HH WKLV 7UXVWHG &RPHRGLUQ I { UKV QW ZKLWHMBDSHU QYPH[SUHVYV RUJ ZS
FRQWHQW XSORDGV 7&*DQG190HB-RLOQWB:KLWHB3DSHU 7&*B6WRUDJHB2SDOBDQC
DERXW WKHVH VSHFL4FDWLRQV

JUHHTPP$BPSOHPHQWY WKH VHF XU IFW PFREEWMSVLHYZZ IUHHEVG RUJ FJL PDQ FJL"T
IRUOHJDF\ GHWHFEXYDKWWSY zZZZ PDQNLHU FRP VHGXWLO FOL IRU7&* GHYLFH"
IURP WKH FRPPDQG OLQH LW LV UHFRFPEPIHFQ@GASDE KHKY WRDERWURW WRIHDVH 6 ('
DGPLQLVWUDWLRQDQG XQORFNWKHIXOO FDSDELOLWLHV RI WKHGHYLFH ([DPSOF
GHSOR\6('VDUH SURYLGHG EHORZ

$6(' FDQEHFRQ4JXUHG EHIRUH RUDIWHU DYVRODLIYI WKH GHYLFH WR D

%\ GHIDXOW 6('VDUH QRWORFNHG XQWLO WKHDGPLQLVWUDWRU WDNHV RZQHUVK|
FRQ4IJXULQJDJOREDORU SHU GHYLFHPSDWEZ QWG UCDWHK D QUHBIGEE QJ WKH SDVVZRU
$GGLQJI6(' SDVVZRUGVPVDRMRHHAGOR ZY WIRIBEX®BRPDWLFDOO\ XQORFN 6('V

$SDVVZRUG SURWHFWHG 6(' SURWHFWY WKH GDWD VWRUHG RQWKHGHYLFH ZKHQ V
JUHH1P$®\VWHP 7KLV DOORZV VHFXUH GLVSRVDO RIWKHGHYLFHZLWKRXW KDYLQJ\
D6('"RQDQRWKHU VA\VWHP UHTXLUHVY WKH 6(' SDVVZRUG

dX9XkXR .2THQVBM; al.b

5X@QFEVUJM DMJ OTQ@BEKHGCSDJIH WR GHWHFW DQG OLVW GHYLFHV 7KH VHFRQG F

LGHQWL4HY WKH GULYH W\SH
QR QGLFDWHV D QRQ 6(' GHYLFH
LQGLFDWHY D OHJDF\ 7&* 23$%$/ GHYLFH
LQGLFDWHV D PRGHUQ 7&* 23%/ GHYLFH
/ LQGLFDWHV D 7&* 2SDOLWH GHYLFH
SLQGLFDWHV D 7&* 3\ULWH GHYLFH
3LQGLFDWHV D 7&* 3\ULWH GHYLFH
(LQGLFDWHV D 7&* (QWHUSULVH GHYLFH

(IDPSOH
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https://trustedcomputinggroup.org/wp-content/uploads/Opal_SSC_1.00_rev3.00-Final.pdf
https://trustedcomputinggroup.org/wp-content/uploads/TCG_Storage-Opal_SSC_v2.01_rev1.00.pdf
https://trustedcomputinggroup.org/wp-content/uploads/TCG_Storage-Opalite_SSC_FAQ.pdf
https://trustedcomputinggroup.org/wp-content/uploads/TCG_Storage-Pyrite_SSC_v1.00_r1.00.pdf
https://trustedcomputinggroup.org/wp-content/uploads/TCG_Storage-Pyrite_SSC_v2.00_r1.00_PUB.pdf
https://trustedcomputinggroup.org/wp-content/uploads/TCG_Storage-SSC_Enterprise-v1.01_r1.00.pdf
https://nvmexpress.org/wp-content/uploads/TCGandNVMe_Joint_White_Paper-TCG_Storage_Opal_and_NVMe_FINAL.pdf
https://www.freebsd.org/cgi/man.cgi?query=camcontrol
https://www.mankier.com/8/sedutil-cli
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SPPUIUSVFOBT _ TFEVUJM DMJ TDBO
4DBOOJOH GPS 0QBM DPNQMJBOU EJTLT
EFW BEB /P (# 4"5" "MBTI %SJWF 4'%, -
EFW BEB /P (# 4"5" '"MBTI %SJWF 4'%, -
EFW EB /P )(45 )64 "

EFW EB IP )(45 )64 "

EFW EB & 8%$ 86453  "44 #

EFW EB & 8%$ 86453  "44 #

JUHHIPP$$XSSRUWV VHWWLQJD JOREDO SDVVZRUG IRUDOO GHWHFWHG 6('VRU VHWW
8VLQJDJOREDO SDVVZRUG IRUDOOG6('VLVVWURQJO\VUHFRPPHQGHG WR VLPSOLI\C
DUDWH SDVVZRUGV IRUHDFK 6('

a2iiBM; ;HQ# HT bbrQ/7Q al.b

*RWKRAIWWWHBGYDQFIBG 3DVVZBRQG HQWHU WKHEBSDARZIRWELY SDVVZRUG DQG VWRUH L
SODFH

I1RZWKHG6('VPXVWEHFRQ4IJXUHG ZLWK WKALKHSDP/MZRU B QR MEBVWRIKQFS TFUVQ
QBTTXPEEHUBVVZRUAEKH JOREDO SDVVZRWG/'HGWHDABB®3IDVVZRUG

TFEIFM@F®VXUHV WKDW DOO GHWHFWHG 6('VDUH SURSHUO\FRQ4JXUHG WR XVH WK

SPPUI!USVFOBT _ TFEIFMQFS TFUVQ BCDE
EB <0,>
EB <0,>
EB <0,>

SHUX@EIFMQFS TFUVQ OBYRXPWHEPHD QHZ6('LVYSODFHG LQ WKH V\VWHP WR DSSO\
WR WKH QHZ 6('

* 2 iBM: b2T  i2 T bbrQ /b 7Q 2 +? al.

*RWRWRUDIHVWNEOWFRSWLRQV IRUWKH FRQ4(U®IH®@ HWKG® FRQ4UP WKH SDVVZRU (
6('"3DVVZBQ&RQ4UP 6 (' 3D VMIRG\G

TKBWRUDIHWMNMFUHHQ VKRZV ZKLFK GLVNV KDYH D FRQ4J&U B B \6{ ZREDXPRIWNK RZK\H
DPDUNZKHQ WKHGLVNKDV D SDVVZRUG 'LVNVWKDWDUHQRWDG®G6('RUDUH XQORF!
PDUNHG LQ WKLV FROXPQ

7KH6(' PXVW EH FRQ4JXUHG WR XVH WKH Q HXSIIBWWJEHR UGD ORG\WWRBNRMQFS TFUVQ
EJTL EB QBTTXASEGWLY WKH 6(' WR FRQSDMMZBWEKH FUHDWHG S BBWRIRIIHI UR P
'LVNV(GLW 'LVANV3DVVZRUG

7KLY SURFHVV PXVWEH UHSHDWHG IRUHDFK6('DQGDQ\6('VDGGHG WR WKH VA\VWH |

'DQJHWBLHPHPEHU 6(' SDVVZRUGV -1 WKHG6('SDVVZRUG LV ORVW 6('VFDQQRW EH X
XQDYDLODEOH $0ZD\VUHFRUGG6(' SDVVZRUGY ZKHQHYHU WKH\DUH FRQ4JXUHG R
FXUH SODFH

dX9XkXk *?2+F al. 6mM+iBQM HBiv

:KHQ 6 (" GHYLFHV DUHGHWHFWHG GXULQIFKWRMNHPIRRFWRQAIXHHIBZIOREDO DQG GHYI
SDVVZRUGYV

B8QORFNLQJG6('VDOORZV D SRROWRFRQWDLQDPL[RIGB("DQG QRQ 6('GHYLFHV 'HY
DUH XQORFNHG ZLWK WKHLU SDVVZRUG 'HYLFHV ZLWKRXW D GHYLFH VSHFL4F SDV'
ZRUG

3N
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7R YHULI\6(' ORFNLQJ LV ZRUNL Q JBKRIBDHFHW O\ (@WERJWKM DMJ MJITU-PDLJOH3BOH
QBTTXPSE EFWEBGHWLY WKH 6 ('SDY/&¥ ZRUW&KH JOREDO RULQGLYLGXDO SDVVZRUG
FRPPDQG UH3FBEQRDL&OBCMFEIUF-PDL&OBCMF@®DLOO3FTFURU GULYHV ZLWK ORFN
HQDEOHG

SPPUIUSVFOBT _ TFEVUJM DMJ MJTU-PDLJOH3BOHF BCDE EFW EB
#BOE< >

/IBNF (MPCBM@3BOHF

$PNNPO/BNF -PDLJOH

3BOHF4UBSU
3BOHF-FOHUI
3FBE-PDL&OBCMFE
8SJUF-PDL&OBCMFE
SFBE-PDLFE
8SJUF-PDLFE
-PDLOO3FTFU

dX9XkXj J M ;BM: al. S bbrQ /b M/ . i

7KLV VHFWLRQ FRQWDLQV FRPPDQG OLQH LQVWUXFWLRQV WR PDQDJH 6(' SDVVZRU
VHGXWLKWWSY ZZZ PDQNLHU FRP VHGXWLO FOL ORVW 6('V DUFDT&Y ( (QWHUS
KWWSV WUXVWHGFRPSXWLQJJURXS RUJ ZS FRQWHQW XSORDGV 7&*B6WRUDJH
DUHGL*HUHQW IRUWKH GL*HUHQW GULYH W\SHV VR WKH 4UVW VWHS LV LGHQWLI\L

:DUQLQIKHVH FRPPDQGY FDQ EH GHVWUXFWLYH WR GDWD DQG SDVVZRUG .HHS E
ZLWK FDXWLRQ

&KHFNG6(' YHUVLRQRQD FEQUEHBGWKYLN H[DPSOH

SPPUI!USVFOBT _ TFEVUJM DMJ JT7TBMJE4&% EFW EB
EFW EB 4&% & .JDSPO@ / " 6

$00 FRQQHFWHG GLVNV FDQ EH FKHFNHG DW RQFH

SPPU!USVFOBT _ TFEVUJM DMJ TDBO
4DBOOJOH GPS 0QBM DPNQMJBOU EJTLT
EFW BEB /P (# 4"5" '"MBTI %SJIJWF 4'%, -
EFW BEB /P (# 4"5" '"MBTI %SJIJWF 4'%, -
EFW EB & .JDSPO@ / " 6

EFW EB & .JDSPO@ / " 6

EFW EB & 4&"("5& 94 5&

EFW EB & 4&"("5& 94 5&

EFW EB & 4&"("5& 94 5&

EFW EB & .JDSPO@ / 6
EFW EB & .JDSPO@ / " 6
EFW EB & .JDSPO@ / " 6
EFW EB & .JDSPO@ / " 6
EFW EB & .JDSPO@ / " 6
EFW EB & .JDSPO@ / " 6

/P NPSF EJTLT QSFTFOU FOEJOH TDBO
SPPUIUSVFOBT _

h*:@PT H AMbi m+iBQMb

5SHVHW WKH SDVVZRUG ZLWKREWJ OR\OLNQI GBMWWFSU/P&SBTF PMEQBTTXPSE EFW EF
SVERWK WKHVH FRPPDQGV WR FKDQJH WKH SDVVZRUG ZLWKRXW GHVWUR\LQJ GDW|

Ny


https://www.mankier.com/8/sedutil-cli
https://trustedcomputinggroup.org/wp-content/uploads/TCG_Storage-Opal_SSC_v2.01_rev1.00.pdf
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TFEVUJM DMJ TFU4*%1BTTXPSE PMEQBTTXPSE OFXQBTTXPSE EFW EFWJDF
TFEVUJM DMJ TFULIBTTXPSE PMEQBTTXPSE "ENJO OFXQBTTXPSE EFW EFWJDF

:LSHGDWDDQG UHVHW SDVVZRUGEVR GM IDMOW 8BWFSU1FS PMEQBTTXPSE EFW EF

:LSHGDWDDQG UHVHW SDVVZRIVFEXYINIDMWKH 3BFT*SFBMMZXBOUUP&3"4&"--NZEBUB
14*/0%"4)&% EFW EFR\HIBHK-12'$6+H(V WKH 36-' ORFDWHG RQ WKH S\WLFDO GULYH ZLW

h*: @1 AMbi m+iBQMDb

SVIDARO WKHVH FRPPDQGV WR UHVHW WKH SDVVZRUG ZLWKRXW ORVLQJ GDWD

TFEVUJM DMJ TFU4*%1BTTXPSE PMEQBTTXPSE oo EFW EFWJDF

TFEVUJM DMJ TFULIBTTXPSE PMEQBTTXPSE &SBTF.BTUFS ©o EFW EFWJDF
TFEVUJM DMJ TFULIBTTXPSE PMEQBTTXPSE #BOE.BTUFS &©o EFW EFWJDF
TFEVUJM DMJ TFULIBTTXPSE PMEQBTTXPSE #BOE.BTUFS &©s EFW EFWJDF

SVIDARO WKHVH FRPPDQGV WR FKDQJH WKH SDVVZRUG ZLWKRXW GHVWUR\LQJ GDWD

TFEVUJM DMJ TFU4*%1BTTXPSE PMEQBTTXPSE OFXQBTTXPSE EFW EFWJDF

TFEVUJM DMJ TFULIBTTXPSE PMEQBTTXPSE &SBTF.BTUFS OFXQBTTXPSE EFW EF
TFEVUJM DMJ TFULIBTTXPSE PMEQBTTXPSE #BOE.BTUFS OFXQBTTXPSE EFW EF
TFEVUJM DMJ TFULBTTXPSE PMEQBTTXPSE #BOE.BTUFS OFXQBTTXPSE EFW EF

:LSHGDWD DQG UHVHW SDVVZRUG WR GHIDXOW 06-"'

TFEVUJM DMJ FSBTF-PDLJOH3BOHF QBTTXPSE EFW EFWJDF
TFEVUJM DMJ TFU4*%1BTTXPSE PMEQBTTXPSE sa EFW EFWJDF
TFEVUJM DMJ TFULIBTTXPSE PMEQBTTXPSE &SBTF.BTUFS sa EFW EFWJDF

:LSHGDWD DQG UHVHW SDVVZRIWEXVIRIDWKIH 3 BFT*SFBMMZXBOUUP&3"4&"--NZEBUB
14*/0%"4)&% EFW EFKMHBHB-12'$6+(V WKH 36-' ORFDWHG RQ WKH S\VLFDO GULYH ZLW

dX8 1K BH

$Q DXWRPDWLF VFULSW VHQGV D REWHW @\ FHFRXIQOMFROYWIBD LQLQJ LPSRUWDQW LQIRU
KHDOWK RI WKBIHGEIWNY HYHQWYV DUH DOV RJRKMHWUHIEFWRXYOKH 3 UREOKP V ZV MK
SDJH DUHUHSRUWHG VHSDUDWHO\LQ DQ HPDLO VHQW DW $0

I1RWH 0 $ 5SDJH UHSRUWV DUH PDLOHG VHSDUDWHO\WR WKHDGGUHVYV FRQ4JX

7KHDGPLQLVWUDWRU WASLFDOO\GRHV QRW U HD/GWHPIBDR O-®WINHHFIDVGD \VRIQHW K HH PLDH KD\
DOO\VHQWWRDQH[WHUQDO HPDLO DGGUHVV ZKHUH WKH\ FDQ EH UHDG PRUH FRQY
V\VWHP VRLWFDQ VHQG WKHVHHPDLOV WR WKHDGPLQLYVWUDWRU VUHPRWHHPDL
VWDWXV FKDQJHV

NR
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7TKH4UVW VWHS LVWR VHW WKH UHPRWH DGGUHVSFERNQEBNPNOY ZRCS W ERIQANH QW G'R

(G UWU WUKREX W H

U

OLNBPLQ#H[DPSCRHDBBRWR VDYH WKH VHWWLQJV
$GGLWLRQDO FRQ4JXUDWLROVYWSRPDRWRR B Q@ LK H

Tunables

Update

SAVE SEND TEST MAI

L

-oPOKHOG HQWHU WKHHPDLODGGUHVV RQ WKHUHPRWH VA\VWHP

)LJ (PDLO 6FUHHQ
7DEOH (PDLO &RQ4JXUDWLRQ 6HWWLQJV

6HWWLQJ ‘ 9DOXH ‘ '"HVFULSWLRQ
JURP ( PDLO VWULQJ 7TKHHQYHORSH)URPDGGUHVVY VKRZQ LQ WKHHPDLO

WR PDNH 4OWHULQJPDLO RQ WKHUHFHLYLQ|J VI\VWH
JURP 1DPH VWULQJ 7TKHIULHQGO\QDPHWR VKRZLQIURQW RIWKHVHQG
2XWJRLQJODLOVWULQJ RU -3 DERVIWHYIYPH RU -3 DGGUHVV RI 6073 VHUYHU XVHG IRU
6HUYHU HPDLO

ODLOG6HUYHU

BRQWHJIHU

6073 SRUW QXPEHU 7\SLWMHERUH 6073
PLVVLRQ

RXE

6HFXULW\

GURS GRZQ P

—PSOLFLRVO76667$577/6

6073 SXWKHQV
WLRQ

VEKHHFNER[

(QDEOH RU GOVD E®H"

KWWSV HQ ZLNLSHGLD RUJ ZLNL 6073B$X
3/$-16%$6/ BHWWLQJ WKLV HQ BNGIKNQ DRI UH
RSWLRQUDOZRHGGV

SVHUQDPH

VWULQJ

(QWHU WKH 6073 XVHUQDPH ZKHQ WKH 6073 M
WKHQWLFDWLRQ

T@XRRVHDQ HQFU\SWLRQ W3S LOKRRAAV@ABEW LR Q

WKHQW
TXLUHG

HUYHU

*QMIiBMm2/ QM

N k

M2ti T ;.


https://en.wikipedia.org/wiki/SMTP_Authentication
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h #H2 dX9 +QMiBMm2/ 7°QK T 2pBQmb T ;2
BHWWLQJ ~ 9DOXH "HVFULSWLRQ

3DVVZRUG VWULQJ (QWHU WKH 6073 DFFRXQW SDVVZRUG LI QHHGHG IR U
2Q0\SODLQ WH[W FKDUDFWHUYV ELW $6&—-+ DUH D¢
87) RUFRPSRVHG FKDUDFWHUV DUH QRW DOPDRZHG

&OLFN6\WIKR (67 0OEXWWRQ WR YHULI\ WKDW WKH FRQ4JXUHG HPDLO VHWWLQJV DUH Z
GRXEOH FKHF N RXSBAOWS KHWRIRKMYHU LV FRUUHFW O\ FR Q4 J X(GHEXENY \W @ QFI IR RE¥RMK H
FRXQWHARRXQ®WHUV

&RQ4IJXULQJIJHPDLO IRU7/6 66/ HPDLO S URYL GRXKUKDIWLQ B WRIURDEEHGH. QHWWLQJ )UHH1¢
LQ*PDLKWWSYV IRUXPV IUHHQDY RUJ LQGH[ SKS"WKUHDGY DUH \RX KDYLQJ WUR.
JPDLO

dXe avbi2K . i b2i

6\VWHB\VWHP DWBRAQ®LOXUH LV XVHG WR VHOHFW WKH SRRO ZKLFK FRQWDLQV WK
GDWDVHW 7KH V\VWHP GDWDVHW VWRQHRV\GMEXSD NI \FRBH HQHFWU\SWHG SRROV DC
6DPED PHWDGDWD VXFKDV WKH XVHU JURXS FDFKHDQG VKDUH OHYHO SHUPLVVLR

W FreeNAS

Reporting

SSH Keypairs

Tunables

Update

CAs

)LJ 6\VWHP 'DWDVHW 6FUHHQ

8VH WKRMWHP 'DWDUGHWRSRBRZQ PHQX WR VHOHFW WKH YROXPH SRRO WRFRQWDLQV
WHP GDWDVHW FDQ EH PRYHG WR XQHQFU\SWHG YROXPHV SRROV RUHQFU\SWHG Y
-l WKH V\VWHP GDWDVHW LV PRYHG WR DQ HQFU\SWHG YROXPH WKDW YROXPHLV Q
SDVVSKUDVH VHW

Nj


https://forums.freenas.org/index.php?threads/are-you-having-trouble-getting-freenas-to-email-you-in-gmail.22517/
https://forums.freenas.org/index.php?threads/are-you-having-trouble-getting-freenas-to-email-you-in-gmail.22517/
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ORYLQJWKH V\VWHP GDWDVHW DOVR6OBOUBHHY WHHWDLREBW LG MWKHRI ZDUQV WKDW V
YLFHPXVWEHUHVWDUWHG FDXVLQJD WHPSRUDU\RXWDJH RIDQ\DFWLYH60% FRQ

6\VWHP ORJVFDQDOVR EHVWRUHG RQ WKH V\VWHP GDWDVHW 6WRULQJ WKLV LQIR
PHQGHG ZKHQ ODUJH DPRXQWV RIGDWD LVEHLQJJHQHUDWHG DQG WKH VI\VWHP KD
RSHUDWLQJ V\VWHP GHYLFH

6HBMVOWRR VWRUH VI\VWHP ORJVRQ WKH VA\VWHP GDWDVHW /R MDBYBHOXWQ K H W SHRIDWR Q 8
VI\VWHP GHYLFH

&OLGNOWR VDYH FKDQJHYV

-l WKH SRRO VWRULQJ WKH VI\VWHP GDWDVHW LV PKDQD WG D W BHBDW W MQIPG D WIH HC
GDWDVHW WR WKHQHZ ORFDWLRQ

IRWHHSHQGLQJRQ FRQ4JXUDWLRQ WKHV\VWHP GDWDVHW FDQ RFFXS\D ODUJH DP
ZULWHVY 'R QRW SXW WKH V\VWHP GDWDVHW RQ D5DVK GULYHRURWKHU PHGLD ZLW

dXd 2TQ iBM:

7KLV VHFWLRQ FRQWDLQV VHWWLQJV WR FXVWRPL]HVRPHRIWKH UH®SEOWLQJ WRR

7DEOH S5HSRUWLQJ 6HWWLQJV

BHWWLQJ 9DOXH " 'HVFULSWLRQ

SHSRUW &38FKRHFNER] S5HSRUW &38 XVDJHLQ SHUFHQW LQVWHDG RI XQLWV RI

DJHLQ SHUFHQW

5HPRWH VWULQJ +RVWQDPHRU -3 DG G UH VWVIRI DLUHP RW H

*UDSKLWH KWWS JUDSKLWHDSS RUJ VHUYHU

6HUYHU +RVW

QDPH

*UDSK $JH LQQWHJHU OD[LPXP WLPHD JUDSKLV VWRUHG LQ PRQWKYV |[DOORZF

ORQWKYV &KDQJLQJ WKLV YDOXREGBDWUN BY WHKEHAIRR J WR D|SSHD U
&KDQJHV GR QRW WDNH HeHFW XQWLO WKH H[LVWLQJ U}
VWUR\HG

IXPEHURI| LQWHJHU IXPEHURISRLQWV IRU HDFK KRXUO\ GDLO\ ZHHNO\ P]

*UDSK 3RLQWYV JUDSK DOORZHG YDOXH¥KILQJI WKLYV YDOXH FDXVH\
&RQ4UP 55" '"HNNHINER[ WR DSSHDU &KDQJHV GR QRW V
XQWLO WKH H[LVWLQJUHSRUWLQJ GDWDEDVH LV GHVW

&KDQIJHYHMRUWLQJ SBYHWVLEFOHDU WKHUHSRUW KLVWRU\ 7R NHHS KLVWRU\ ZLWKV
ZDUQLQJ GLDGRE(7&2L'FN68WRBR UHVWRUH WKH RULJLQDO VHWWLQJV

dX3 H2'ia2 pB+2b

JUHHP$DQ XVH D QXPEHU RI PHWKRGV WR QRWLI\WKH DGPLQLVWUDWRU RIV\VWHP
HYHQWYV DU H@\W/UBIBIPH

$YDLODEOH DOHUW VHUYLFHV
$:6 616KWWSV DZV DPD]RQ FRP VQV
( PDLO
~Q5X['®KWWSV ZZZ LQ5X[GDWD FRP
ODWWHURKMMWWSY DERXW PDWWHUPRVW FRP

N9


http://graphiteapp.org/
https://aws.amazon.com/sns/
https://www.influxdata.com/
https://about.mattermost.com/
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2SV*HQKMWWSY Z7ZZZ RSVIJHQLH FRP

3DIJHU' XKWWSV ZZZ SDIJHUGXW\ FRP

60DKWWSY VODFN FRP

6103 7UDKWWS Z2ZZ GSVWHOH FRP VQPS WUDS EDVLFV SKS
SLFWRURWWSY YLFWRURSV FRP

:DUQLQIKHVH DOHUW VHUYLFHV PLJKW XVHD WKLUG SDUW\ FRPPHUFLDO YHQGRU
B3OHDVHLQYHVWLIJDWHDQG IXOO\ XQGHUVWDQG WKDW YHQGRU V SULFLQP SROLFI
YLFH L;VA\VWHPV LY QRWUHVSRQVLEOHIRUDQ\FKDUJHVLQFXUUHG IURP WKH XVH
6HUYLFHV IHDWXUH

6HOMFWWNMHRBOHUW 6 WRWHKRIAZWKH $OHUW 6 HIWWLAHY VFUHHQ

W FreeNAS
iX

Alert Services X s COLUMNS ~ ADD

Dashboard Service Name Enabled

yLJ $OHUW 6HUYLFHYV

&OLFNWR GLVS GHB\GMOH U W B Y B LY DFWHH

N 8


https://www.opsgenie.com/
https://www.pagerduty.com/
https://slack.com/
http://www.dpstele.com/snmp/trap-basics.php
https://victorops.com/
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| SEND TEST ALERT

Reporting

SSH Keypairs

Tunables

Update

)LJ $GG $OHUW 6HUYLFH

6HOHFW\SWR FKRRVHDQ DOHUW VHUYLFH WR FRQ4JXUH

$OHUW VHUYLFHV FDQ EH VHW | RY DHED 0 W IOFHXOMW R/IRWY KIDWVO\HY HO DUH WKHQ VHQW F
YLFH )RU H[DPSO®D DKW VHY MDRHH WOWBRQAQIRHYHO DOHUWY DUH VHQW E\ WKDW V
DOHUW VHUYLFHVY FDQ EH VHW WR WK&EWDPIKFrBOIDWNEF DR EH YWY WERWK E\HPDLO DQC
VHWWLQJ ERWK DOHUULMONDRDY WR WKH

7KH FRQ4JXUDEOH 4HOGV DQG UHTXLUHG LQIRUPDW L RQDELWHRGED RW IHYDDPW HD O K H W I 1)
(QWHUDQ\RWKHU UHTXLUHG LESRUPDWLRQ DQG FOLEN

&OLGHM' 7(67 $/(WR WHVW WKH FKRVHQ DOHUW VHUYLFH

$00 VDYHG DOHUW VHU Y L BHYWDHRBOGHUAS 6 BARYG EBWWH DQ DOH YW ¥SWIYREM BQIGFN
'"HOHWRIGLVDEOH DQ DOHUW VHU YY¥ F B SMWHRSRUIDQIEON QF0Q W I\ BAGRESGY L R Q

dXN H2'ia2iiBM:b

6\WWWHRBOHUW 6KIWVMRADWYRQV WR FRQ4IXUHMHDFBIMHHL1$6
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Certificates Directory Service

Certificat s Ex, ) Active rectory Bind Is Not Healthy

Dashboard r
MEDIATELY (Default) LY (Default)
= Accounts

General
LY (Default)

NTP §

Set Frequency
IMMEDIATELY (Default)

Email
System Dataset

Reporting v LY (Default) ATELY (Default)

LY (Default) LY (Default)

Hardware Network

Tunables Default)

Update Set i ey
IMMEDIATELY (Default) IMMEDIATELY (Default)

)LJ $OHUW 6HWWLQJIV

$OHUWV DUHJURXSHG E\ZHELQWHUIDFHIHDWXUH RUVHUYLFHPRQLMMRQRLQGR FXVW
/IHYBORS GRZQ 7R DGMXVW KRZRIWHQ DOHUW Q)RMW IKFBQ¥R 8 G\RIZ QH 6/HIWDWAL XY M/ WHK
TXHQWR(9(SSUHYHQWYVY WKDW DOHUW IURP EHLQJDGGHG WR DOHUW QRWL4FDWLRQV
LQWHUIDFHLILWLVY WULJJHUHG

7TRFRQ4JXUH ZKHUH DOHUW QRWLE6DBWWRQSMBIHARHQW XVH

dXRy *HQm/ * 2/2MiB Hb

JUHH1P$EDQ XVH FORXG VHUYLFHVAIRRANE B WASHMDIVN H TKEHD RKWWSY  UFORQH RUJ
FUHGHQWLDOV WR SURYLGH VHFXUHFRQQHFWLRQV ZLWK FORXG VHUYLFHV DUH HQ
'URSER[ )73 *RRJOH &0RXG 6WRUDJH *RRJOH'ULYH +773 KXEL& OHJD OLFURVRI\
2QH'ULYH S&ORXG 6)73 :HE'$9 DQG <DQGH[DUHDYDLODEOH

IRWHKH KXEL& FORXG WHUNSHMHKKDS/FUHDWLRQ RKWMWASNFFRXKODRYK FR XN VXEVFUL!
KXELF HQGHG

:DUQLQE&ORXG &UHGHQWLDOV DUH VWRUHGLQ HQFU\SWHG IRUP 7REHDEDPH WR U}
VDYHG FRQ4J8DDWLRQ([SRUW 3DVVZRUG 6HFUHW 6HHG PXVW EH VHW ZKH[Q VDYLQ

&OLANWHRORXG &UH ®/RQM HDVOK/H VFUHMHIQ ¥KRZQ LQ

Nd


https://rclone.org/
https://www.ovh.co.uk/subscriptions-hubic-ended/
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Cloud Credentials )\, Filter COLUMNS ~

Account Name Provider

Reporting

ections

SSH Keypairs

Tunables

Update

)LJ &ORXG &UHGHQWLDOV /LVW

7KH OLVW VKIFAFARWEWDOBURYUBHWDFK FUHGHQWLDO 7 KHUBDEHD REBMLIR@KN QWRL D O
DIWHU FGLRSMWILIRQV IRUD FUHGHQWLDO

&OLIFNWR DGG D QHZ FORXG FUH G BQRWVIIMBE GRIKRSFOMH DQ\ VSHFL4F RSWLRQVXRMKW WKD\
VKRZV DQ H[DPSOH FRQ4JXUDWLRQ

N3
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AIWTNH

VERIFY CREDENTIAL

Reporting

ections

SSH Keypairs

Tunables

Update

)LJ $GG $PD]JRQ 6 &UHGHQWLDO

(QWHU D GHVFULSWLYHDQG XQLTXH QDPH IRUDRPKH EOCGRXIKH UHBHIQQLIQDRISQVWKRYV Y |
URYLDBEGG DUH VKRZEOIHQ&OLFNLQJ D SURYLGHU QDPH RSHQV D WQHYREJREZ N AXPMIE W
WDWKMWSY UFORQH RUJ GRFV |RUWKDW SURYLGHU

7TDEOH &ORXG &UHGHQWLDO 2SWLRQV

BURYLGHU G6HWWLQJ  '"HVFULSWLRQ
$PD]RQ 6 $FFHVV .H\-" | (QWHU WKH $PD]JRQ :HE 6HUYLFHV .H\$P DRIV LY IRXQG
KWWSV UFORQH RUJV | KWWSV DZV DPD]JRQ FRP EQOVURERRXNOQKW RXHEXULW\ &I
GHQWLDOV ! $FPHWW EH\BOSKDQXPHULF DQG EHWZHHQ
FKDUDFWHUYV
$PDIRQ 6 6HFUHW $FFHYVYQMAHU WKH $PD]JRQ :HE 6HUYLFHV SDVVZRUG -|| WKH 6H
KWWSV UFORQH RUJV | FDQQRWEHIRXQG RU UHP P &EHRRPIA WR VBRI FXULW\ &UH(
WLDOV ! $FFHY® FWWWDWH D QHZ NH\ SDLU OXVW EH DOS
DQGEHWZHHQ DQG FKDUDFWHUV
$PD]JRQ 6 (QGSRLQW 85/ 6H®WG YDQFHG 8MRVDVALRHWY WKLV REWGRQLO V$35
KWWSV UFORQH RUJV | KWWSV GRFV DZV DPD]JRQ FRP $PDJRQ6 ODWHVW G|
'KHQ XVLQJ $:6 WKHHQGSRLQW 4HOG FDQ EH HPSW\ WR
WKH GHIDXOW HQGSRLQW IRUWKH UHJLRQ DQGDYDLO
DUHDXWRPDWLFDOO\IHWFKHG 5HIHU WR WKH|$:6 'RFX
WLRQ IRU BORYWHRAWRUDJH 6 HUYLFH :HEVLWH (QGSRLC
KWWSV GRFV DZV DPDJRQ FRP JHQHUDO ODWHVW Jl
*QMiBMmM2/ QM M2ti T ;

NN


https://rclone.org/docs/
https://rclone.org/docs/
https://rclone.org/s3/
https://aws.amazon.com
https://rclone.org/s3/
https://rclone.org/s3/
https://docs.aws.amazon.com/AmazonS3/latest/dev/WebsiteEndpoints.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#s3_website_region_endpoints
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h #H4H2 dXe

3URYLGHU‘ 6HWWLQJ

+QMiBMm2/ 7°QK T 2pBQmb T ;2
'HVFULSWLRQ

$PD]RQ 6 5HJLRQ $:6 UHVRXUFHV LQ D JHRJUDSKLF DUHD

KWWSV UFORQH RUJ V KWWSV GRFV DZV DPD]JRQ FRP JHQHUDO ODWHVW JI
/HDYH HPSW\ WR DXWRPDWLFDOO\GHWHFW WKH FRUUH
IRUWKHEXFNHW (QWHULQJD SULYDWH UHJLRQ QDPH I
LQJ ZLWK $PD]JRQ EXFNHWV FUHDWHG LQ WKDW UHJLRQ
HQWHUHPW FBTWR GLVFRYHU EXFNHWY FUHDWHG LQ W
HUR 6 *“RY&ZORKWWSY GRFV DZV DPD]JRQ FRP JRYFORY
XV ODWHVW 8VHU*XLGH ZKDWLV KWPO UHJLRQ

$PDJRQ 6 "LVDEOH (QGSRGEOWMEYDQFHG 6MRVDVALFHOMWV WKLY RSWLRQ 6NLS DXWRPD!

KWWSV UPMRQRQRUJ V | WK GSRLQWHEA/RQ 6HW WKLV ZKHQ FR QEQIXSRIOIW FXV
85/

$PDIRQ 6 8VH 6LIJQDWX UM EBOEYDQFHG 6MRVIVAFQHIWNY WKLV RS W LR QQ PRAVEHHXYHLQ J

KWWSV URQR@H RUJV | VLROQKWWSY GRFV DZV DPD]JRQ FRP JHQHUDQO ODWHYV
YHUVLRQ KWPO WRVLJQ $3- UHTXHVWV 6HW|/WKLV Z}
WRPQGSRLQW 85/

%DFNEOD]H %\ —' $SSOLFDWQKKDQXPHDFINE ODKWWWSY ZZZ EDFNEOD]H FRP E FO

KWWSV UFBRQH RUJE | VWRUDJH KWPO DSSOLFDWLRQ NH\V 7R JHQHUDWH D ¢
LQ WR WKH %DFNEOD]H DBSBX AW JRR WRGVEEG D QHZ
DSSOLFDWLRQ NHVF ZMBKHIDBUIJRW,BZQJIV LQWR
WKH)UHHZHE LQWHUIDFH 4HOGV

%R $FFHVV TRNHQ &RQ4JXUHGIHWKXWKHQSDFMWLRQ

KWWSV UFORQH RUJ ER[

"URSER] $FFHVV TRNHQ &RQ4JXUHQ@IHWKXWKHOQBDFMWLRDKH DEFFHVV WRNHQ

KWWSV UFORQH RUJ GURSEREH PDQXDOO\FUHDWHG E\ JRILSEI MRROWRBHURSER]
KWWSV ZZZ GURSER[ FRP GHYHORSHUV DSSV $IWH
JR WeRI W WOL@MG ¥ O BN UDOQWGH U WKH *HQHUDWHG DIFFHVV W
4HOG

)73 +RVW 3RUW | (QWHU WKH )73 KRVWDQG SRUW

KWWSV UFORQH RUJ IW|S

)73 BVHUQDPH 3DV(QWHU WKH )73 XVHUQDPHDQG SDVVZRUG

KWWSV UFRREBH RUJ IW[S

*RRJOH 621 6HUYLFH $BSORDG D *RRUOHFH $FFRXQW FUHGHQWLDO 4O|H

&ORXG 6WRUFRXQW .H\ KWWSV UFORQH RUJ JRRJOHFORXGVWRUDJH VHUYL

KWWSV UFORQH RUJ JRRVR®BERBWG VAKRUDIHLV FURDIMDHHGLDIRKIGWRB W IR[UP &R Q\
KWWSV FRQVROH FORXG JRRJOH FRP DSLV FUHGHQ

*RRJOH UL|Y$SFFHVV 7TRNHQ 7HKIDFPFHVV 1IRNFRR4IJXURGCZQWKWKHQSDFM WLRQ

KWWSV UFORYDH-RUJ GULWHIDP 'ULYN RQO\ XVHG ZKHQ FRQBHFWLQHWR D
KWWSV GHYHORSHUV JRRJOH FRP GULYH DSL Y UH
7KH -'LVDOVR WKH -'RI WKHWRS OHYHO IROGHU RI WK

+773 85/ (QWHU WKH +773 KRVW 85/

KWWSV UFORQH RUJ KWWS

KXEL& $FFHVV 7TRNHQ (QWHU WKHDFFHVV WRNHO J&HB WK H

KWWSV UFORQH RUJ KXEWRWWSY DSL KXELF FRP VDQGER|[ IRULQVWUXFWLR(
DFFHVV WRNHQ

OHJD BVHUQDPH 3DV(QWHUOMWRBEKWWSY PHJD Q] XVHUQDPHDQG SDVVZRL

KWWSV UFRUEBH RUJ PHJD

OLFURVRIW $FFRXQW 1DPH (®WHU WKH $]XUH %ORE 6WRUDJH DFFRXQW QDPH DQG |

$]XUH FRXQW .H\

%ORE 6WRUYDJH

KWWSV UFORQH RUJ D]JXUHEORE

*QMIBMm2/ QM M2ti T ;

Ryy


https://rclone.org/s3/
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/whatis.html
https://rclone.org/s3/
https://rclone.org/s3/
https://docs.aws.amazon.com/general/latest/gr/signature-version-2.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-2.html
https://rclone.org/b2/
https://www.backblaze.com/b2/cloud-storage.html
https://rclone.org/box/
https://rclone.org/dropbox/
https://www.dropbox.com/developers/apps
https://rclone.org/ftp/
https://rclone.org/ftp/
https://rclone.org/googlecloudstorage/
https://rclone.org/googlecloudstorage/
https://rclone.org/googlecloudstorage/#service-account-support
https://console.cloud.google.com/apis/credentials
https://rclone.org/drive/
https://developers.google.com/drive/api/v3/reference/teamdrives
https://rclone.org/http/
https://rclone.org/hubic/
https://api.hubic.com/sandbox/
https://rclone.org/mega/
https://mega.nz/
https://rclone.org/azureblob/
https://rclone.org/azureblob/
https://rclone.org/azureblob/
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h #H2 dXe +QMiBMm2/ 7 QK T 2pBQmb T ;2
3URYLGHU 6HWWLQJ 'HVFULSWLRQ
OLFURVRIW $FFHVV 7TRNHQ 7TKBFFHVV 1LRNFRRQ4JXURECZQWKWKH QSR FDWLRQ
2Q0H'ULYH | "ULYHV /LVW ‘JUEXYWKHQWLFDWLQJ D OLFURV R W DHF VIRQEWHIOGHGWWW KK H
KWWSV URGCRENQU J\B € HRERILMHEWH $FFRXQW 7\SH
— 7KHMULYHWKREZN DOO WKH GULYHV DQG —'V UHJLVWHUHC
DFFRXQW 6HOHFWLQJD GULY H'VXWIRMIDWLFD OO\ 400V
S&ORXG $FFHVV 7TRNHQ &RQ4JXUHQZHWKXWKHQSDRFMWLRQ
KWWSV UFORQH RUJ SFIORXG
6)73 +RVW 3RUW 8§V @QWHU WKH 6)73 KRVWDQG SRUW (QWHUDQDFFRXQW »
KWWSV U FDRRGH FROMVZRUEE+ DFFHVV WR WKH KRVW (QWHU WKH SPWRERU® IRU W
3ULYDWH .H\ ' WKH SULYDWH NH\ I[URP DRQH\[ISMIHQJ 7R FUHDWH D
QHZ 66+ NH\IRU WKLV FUHG B QWLDDHRBRS G/KHQ DQ G
VHOHHF@QHUDWH 1HZ
"HE $9 85/ :HE'$9 VHU (QWHU WKH 85/ DQG XVH WKH GURSGRZQ WR VHOHFW WK
KWWSV UPQRGH RUJ ZHEGDY
"HE '$9 8VHUQDPH 3DV(QWHU WKH XVHUQDPHDQG SDVVZRUG
KWWSV UFRRIBGH RUJ ZHEGDY
<DQGH] $FFHVV 7TRNHQ &RQ4JXUHGZHWKXWKHQSDFDWLRQ
KWWSV UFORQH RUJ \DQGH]

JRU $PD]R@GBEFHVW.GIEHFUHWDBXHV DUH IRXQG RQ WKH $PD]RQ $:6 ZHEVLWH E\ FOLF
QDPH WKHG®FXULW)\ & UNGEFWMYNOM\V $FFHVV .H\ —' DQG &HRFSU KWK B BFFHFWW VH\H\ Y D O X
WR WKH ) PHHIBE G & UH & HRHVIMDIO G WKHQ HGWHHWIKBIX H VDYHG ZKHQ WKH NH\ SDLU
DWHG -1 WKHB6HFUHW .H\YDOXH LV XQNQRZQ D QHZNH\SDLU FDQ RPISFUKMBWHG RQ
WKHQWLFDWLRKWWSYWKRSHQDXWKHQWLFDWLRQ RUJ LV XVHG ZLWK VRPH FORXG ¢
D/2*-1723529-EKWWRQ WKDW RSHQV D GLDORJ WR ORJ L®RF R WKBZRAOBIQRLYW & N D O QG
FUHGHQWLDOYV

(QWHU WKH LQIRUPDW(5R Q<RBEG' FICAHBNSSFEFOUJBM JT WIBWRIED\V ZKHQ WKH FUHGHQ
LQIRUPDWLRQLVY YHUL4HG

ORUH GHWDLOV DERXWRYQGHWWERD® DUH DYDEOREB ¥ RO XWKH) WD W LR Q
KWWSV UFORQH RUJ DERXW

dXRR aa> *QMM2+iBQMb

6HFXUH 6RFNHW 6KWWS8V66VHDUFKVHFXULW\ WHFKWDUJHW FRP GH4QLWLRQ 6HFX
SURYLGHV D VHFXUH PHWKRG WRDFFHVVDQG WUDQVIHU 40HVY EHWZHHQ WZR KRVW
FDQ XVH XVHU DFFRXQW FUHGHQWLDOV WR HVWDEOLVK VHFXUHFRQQHFWLRQV EX
VI\IVWHPV IRUDXWKHQWLFDWLRQ

YUHH PP$%VHMVWHB 6+ &RQQHPWRLTRKQ¥NO\ FUHDWH 66+ FRQQHFWLRQV DQG VKRZ DQ\ V
7KHVH FRQQHFWLRQV DUH UHTXLUHGIBKHGSFWHR WL YREQHAR XS GDWDVHW VQDSVKF

7KHUHPRWH V\VWHP PXVWEH FRQ4JXUHG WR DOORZ 66+ FRQQHFWLRQV 6RPH VLW
DFFRXQWDFFHVV WR WKH UHPRWHVWWWHRPPY )ERRVIMEBFHEVSES LN WIDH) H VHUYLFH WR
DOORZ66+ FRQQHFWLRQVDQG URRWDFFRXQWDFFHVV

7RDGG D QHZ 66+ FRQQ HRWWRI® 6}R&RR Q HBW G @Y FN

RyYR


https://rclone.org/onedrive/
https://rclone.org/onedrive/
https://rclone.org/pcloud/
https://rclone.org/sftp/
https://rclone.org/webdav/
https://rclone.org/webdav/
https://rclone.org/yandex/
https://openauthentication.org/
https://openauthentication.org/
https://rclone.org/about/
https://searchsecurity.techtarget.com/definition/Secure-Shell
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NTP S

Boot

Tuna

Update

o

Ryk
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6HWWLQJ ‘ 9DOXH

1DPH

VWULQJ

7DEOH 66+ &RQQHFWLRQ 2SWLRQV

‘ '"HVFULSWLRQ
'"HVFULSWLYH QDPH RI WKLV 66+ FRQQHFWLRQ
EH XQLTXH

6HWXS OHW

KRWGRS GRZQ PHORZ WR FRQ4JXUH WKH FRQQHFWLRQ
ODQXDBTXLUHV FRQ4JXULQJDXWKHQWLFDWLR[Q RQ WK

7KLV FDQUHTXLUH FRS\LQJ 66+ NH\V RRWHRURIERL
FRXQW RQ WKDW \O\WWHPO 68 B/ X6

EHWZHHQ )UHHY®BHPYV $IWHU DXWKHQWLFDWL

$XWRPDWLBBHMW XS

6HPL DXWRPRWDRE IXQFWLRQDO ZKHQ FRQ4JXUL
NDJ WKH F
UHPDLQLQJFRQQHFWLRQ RSWLRQV DUH D¥WRBEDWLFD

2H2 b2

66+ FRQ

\LQJ WK

QJDQ 6

HPRWH

IRU WKH

VFKHPH

+RVW VWULQJ (QWHU WKH KRVWQDPHRU -3DGGUHVV RI WKH U
DEOH DIDQKPRQ4IJXUDWLRQV

3RUW LQWHJHU 3RUW QXPEHU RQ WKH UHPRWH VI\VWHP WR XVH
2Q0\ DY DL O DEDHKBRYKIXUDWLRQV

JUHH1$6 85/ VWULQJ +RVWQDPHRU-3DGGUHVV RI WKHW\VUMWRPWREQOHBY BE& O
DEOH AHPK DXWRRRWILEUDWLRQV $ YDOLG 85/
TXLUHG ([DIRJSJGHT

8VHUQDPH| VWULQJ 8VHUDFFRXQW QDPH WR XVH IRUORJJLQJLQ WR WKH Ul

3DVVZRUG| VWULQJ 8VHUDFFRXQW SDVVZRUG XVHG WR ORJWBRVR Q&\H ) UH

DYDLODEOHPALWXWRRDWIXUDWLRQV

BULYDWH .HGURS GRZQ PH@XRRVH D \6B ¥ HIG\ S 500 H

DWHDQHZ NH\SDLUDQG DSSO\LW WR WKLV FR(

5HPRWH +R
.H\

VW ULQJ

WLRQ 2QO\DYDDORKORFAIKK DWLRQV
DUH SURSHUO\ FRQ4J&&2GS5 BOAFMN +26WR(TXHU
UHPRWH VI\VWHP DQG DXWRPDWLFDOO\ SRSXOD

&LSKHU

GURS GRZQ PH@RQQHFWLRQ VHFXULW\OHYHO

6WDQG&OVWPRVW VHFXUH EXW KDV WKH JUHD
WLRQ VSHHG

IHUUDWHV IRUGHYLFHV ZLWK OLPLWHG FU

VSHHG 'LVDEOLQJWKHVHFXULW\VKRXOG
FXUH WUXVWHG QHWZRUN

&RQQHFW 7
RXW

LIPW H JH U

7LPH LQVHFRQGYV EHIRUH WKH VAIVWHP VWRSYV
FRQOQHFWLRQ ZLWK WKH UHPRWH V\VWHP

6DYHG FRQQHFWLRQV FDQ EH HGLWHG RUGHOHWHG
5SHSOLFDWLSRJIJHVNVEQR®XG &UHGDIWLDOV

SDLBDJIH

dXRRXR J Mm H a2imT

RU VHQHRW WWHR R P H

QHFWLI

5HPRWH VA\VWHP 66+ NH\ IRU WKLV VA\VWHP WR DXWKHQW
KHQ DOO RWKF

WKH
WH WKL

WHVW LF

)DMW OHVV VHF&EWBD QVERWGFDQ JLYH UHDVRQDEOH W

SWRJUL

'LVDEOHBRYHV DOO VHFXULW\LQ IDYRU RIPD[LPL]L
RQO\ EH

DWWHP

'HOHWLQJDQ 666 FRQQHFWLR

&KRRVLQIJWRPDQXDOO\VHW XS WKH66+ FRQQHFWLRQ UHTXLUHV FRS\LQJ D SXEOL
VI\VWHP 7KLV DOORZV DVHFXUHFRQQHFWLRQ ZLWKRXW D SDVVZRUG SURPSW

7KH H[DPSOHYV KHBMALQEXMQR P D WSIDFIHH W XBH I HU W R WK YOWHPLWEK DW LV FRQ4JXULQJ
FRQOQHFWA\RQHB 6+ &RQQHBWRR@QVKH )UHRVE¥WHP WKDW LV UHFHLYLQJ WKH HQFU\

+RVW

2Q0+RVWIR MRVYWIHB 6+ .H\S DIQK/FUHDW B 606 QHH\ZS C51D0 H

WH[W ULJKW FOLFNLQ WKH KLJXREVKWHG DUHD DQG FOLFN

+LJKOLJKW WEKGILHQ W\L U H

Ry]j
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/IRILQWVRR/W QG JRSWRRXQBWHUROIYFRSWLRQV LRRUBWFER X QW(G\LRBHYWH WKH FRSLHG N
LQWROBKBXEOUH.MG DQBEORYNKRZQIQUH

IX Name & Contact

Dashboard

Groups

ID & Groups

Directories & Permissions Authentication

Plugins

)LJ 3DVWH WKH5HSOLFDWLRQ .H\

6ZLWFK EBRVWRG JREWMWHBE6+ SRQQHBWGH®YFEHW WWHKW XS 0 HWBKORIX D/AHOHFW W KH
SUHYLRXVO\FUHDWHGNHY®MNMBUIQEVAMIOH. Q WKH UHVW RI WKH FRY /& 6 WHHRQ S(HWDLO)\
5(027(+267 WR REWDLQ WKHUHPRWH¥¥$9IWRFKFWRURBWIKAN 66+ FRQQHFWLRQ

dXRRXk a2KB@ miQK iB+ a2imT

JUHHPP$B*HUV D VHPL DXWRPDWLF VHWXS PRGH WKDW VLPSOL4HV VHWWLQJ XS DQ 6¢
RU7UXH1$6 VIVWHP :KHQ DGPLQLVWUDWRU DFFR XRW\NWBIHG HQMVLFORDWILEF H/ N @/RKBQDIA
FRQ4JXULQJWKH 66+ FRQQHFWLRQ+RWW(RXW DRYIJHQBE® MWH\V

~QGRVWIR BR/WH®B 6+ . H\S DIQKB/F UHD W HED QH\S S0 H *FEWRVHB 6+ &RQQHFWLRQV
DQG F®LFN

&KRRE¥HPL DXWPRFNDWKHHV XS O H MKRIBUFWKWS5/ LPDUHH1$688LQJ WKH IBURDW
GSFFOBT SFNKWHRUIWKWHHQDV U¥Y WRMMWRVWQDPH RU -3 DGGUHVYV

(QWHU FUHGHQWRDM®W HRUDDFFRXQW WKDW FDQ DFFHSW 66+ FRQ QHRAWZRQWHY XHV W'
W\SLFDOQRBWKHR XQW

6HOHFW WKH 66+ NH\SDLU WKDW ZBYLWOWHEHHDWHG IRU WKH

J)LOOLQ WKHUHPDLQLQJFRQQHFWLRQ FREMIRVEQ XY HMKAY VYOS HFGERN 4JXUDWL
WDEOLVK D FRQQRAAWQE ® fFRDQJH WKH UHPDLQLQJDXWKHQWLFDWLRQ NH\V

Ry9
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dXRk aa> E2vT B'Db

JUHHTPP$BFHQHUDWHYV D Q&GSVMVRUHKWWESY  HQ ZLNLSHGLD RUJ ZLNL 56$B  FU\SWRV
SXEOLFDQG SULYDWHMWHBBH+UNMBEQLKNVH DUHJHQHUDOO\ XVHGAKH® BRQ &IKIRQV
SDJH RNUBORXGC &UHGCGSDIWLDOMFU\SWHG NH\SDLUV RUNH\SDLUV ZLWK SDVVSKL

7RIJHQHUDWH D QHZ N$H\SIDQ W HROD N PH *DIY 6 $7Q L (N3 $746BU LY DWDHD.GXEOLF . H\
A4HOGV 400 ZLWK WKH NH\ VWULQJV 66+ NH\SDLU QDPHV PXVW EH XQLTXH

| GENERATE KEYPAIR

Tunables

Update

CAs

)LJ (IDPSOH .H\SDLU

&OLFOWR VWRUH WKH QHZ NH\SDLU 7KHVH VDYHG NH\SDLUV FDQ EHVHOHFWHG OD
WR PDQXDOO\FRS\WKH NH\YDOXHV

.H\V DUH YLHZHG RU PRG L 46\ B\HIRAQ . HWRDIQG/F O LIF NASW LR Q (GR®E WKH NH\SDLU
QDPH

'"HOHWLQJDQ 66+ .H\SDLU DOVR G H®HWRWY D Q FEOMRRAEBWEIGFDWLEDRIHD VNRU
6)7XORXGC &UHCSDQWLD WAKDW XVH WKLV NH\SDLU DUH GLYVDEOHG EXW QRW UHPRYHC

dXRj hmM #H2b

6\WWHHF XQDERDH}EH XVHG WR PDQDJH

YUHH%6' VIVBWOVWRWWSY ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ VIVFWO PDN
JUHH%6' NHUQHO UXQQLQINROWHR BAG$BDQ EH XVHG WR WXQH WKH VIVWHP

Ry8
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JUHH%6' ORDIGBIRVGHU LV RQO\ORDGHG ZKHQ D )UHH%6' EDVHG VI\VWHP ERRWYV |
SDUDPHWHU WR WKHNHUQHO RUWR ORDGDQDGGLWLRQDO NHUQHO PRGXOH VX

JUHH%6' UF FRQI RISWHLR@QKWWSYV ZZZ IUHHEVG RUJ FJL PDQ FJIJL"TXHU\ UF FRC
VI\VWHP FRQ4JXUDWLRQ RSWLRQV WR WKH VIVWHP VWDUWXS VFKDSWEHWIBY WKH V

RSWLPL]JHG IRUVWRUDJH QRW DOO RI WKHVHUYLFHV PHQWLRQHG LQ U
WKDW LQ )UHKMWRPL]HG UF FRQI RSWLRNY SWHDADREUE SARKDBT

F FRQI

'DUQLQYGGLQJID V\VFWOSD FOIPPBHEW RRIQ LV DQ DGYDQFHG IHDWXUH $ V\VF
NHUQHO UXQQLQJMMMWHPHI®E D ORDGHU FRXOG DGYHUVHO\ D« R KWWHHP
WR VXFFHVVIXR QRERRWHDWH D WXQDEOH RQ D SURGXFWLRQ VIVWHP EHIR
WKDW FKDQJH

VO LPPH
DELOLW)
UH WHVYV

6LQFH VIVFWO ORDGHU DQGUF FRQIYDOXHVDUHVSHFL4F WR WKHNHUQHO SDUDF
RUWKHVHUYLFHWRFRQ4JXUH GHVFULSWLRQVDQG VXJJHVWHG YDOXHV FDQ EH IR
FLAFGULYHUDQG LQ PDQV)VHFHWIR QY REKWWKWSY 2Z2Z2Z IUHHEVG RUJ GRF HQB86 -62

ERRNV KDQGERRN

7RDGG D ORDGHUSIV\VF&®WR B Q 6)\R WIHRF X QD EIDHY/ F® L AMR DFFHVV WKH VFUHHQ VKR
YJLIXUH

)LJ $GGLQJD 7XQDEOH

7TDEOHVXPPDUL]HVY WKH RSWLRQV ZKHQ DGGLQJD WXQDEOH

Rye


https://www.freebsd.org/cgi/man.cgi?query=rc.conf
https://www.freebsd.org/doc/en_US.ISO8859-1/books/handbook/
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7DEOH $GGLQJD 7XQDEOH
BHWWLQJ 9DOXH " 'HVFULSWLRQ
9DULDEOH| VWULQJ 7KH QDPH RI WKH VIVFWO RUGULYHU WR ORDG
9DOXH LQWHJHU RU VWWIMDD YDO X 9 DRIL IVKIHHU WR WKH PDQ SDJH
IRUWKH VSHFLA4F GUIYHABR UDMKIE R R N
KWWSV ZZZ IUHHEVG RUJ GRF HQB86 —-62 ERRN
IRUVXJIHVWHG YDOXHV
7\SH GURS GRZQ PH@XRLFHVRIUGIHE FRIQEGVFWO
"HVFULSWLUROQWULQJ 2SWLRQDO (QWHUDGHVFULSWLRQ RIWKLV WXQDEOH
(QDEOHG | FKHFNER] "HVHOHFW WKLV RSWLRQ WR GLVDEOH WKH WXQDEOH Z

IRWHV VRRQ®WBAW®GGHG RUHGLWHG WKHUXQQLQJNHUQHO FKDQJHV WKDW YDU
HYHU ZKHR@QBORWF FROQOXHLY FKDQJHG LW GRHV QRW WDNH HeHFW XQWLO WKH V\V!
WKH W\SH RIWXQDEOH FKDQJHV SHUVLVW DW HDFK ERRWDQG DFURVV®BEOBGHYV X
RSWLRQLVGHVHOHFWHG

(ILVWLQJ WXQDEOH®\D UM BXQWHGRWVKDQJH WKH YDOXH RIDQ H[LNVVZ5@LWRR®QDEQE |
(GLWR UHPRYH D W X QD EXSHV IFROQ ¥ IND @ &/ H

S5HVWDUWLQJ WKH YWHPLBBWHU PDNLQJ VIVFWO FKDQJHV LV UHFRPPHQGHG B6RPH V
VI\VWHP VWDUWXS DQG UHVWDUWLQJWKH V\VWHP JXDUDQWHHV WKDW WKH VHWWL
E\WKHUXQQLQJV\VWHP

7KHZHELQWHUIDFH GRHVY QRW GLVSOD\WKH V\VFWQV WEDW DDAJAHHSU H WHIHE Z&K HQ ) U |
ZLWK WKH VA\VFWOV VHW

LFSO DPSFGIJMF WBS UNQ [/ DPSF

LFSO NFUBEFMBZ

LFSO EJSEFMBZ

LFSO GIMFEFMBZ

LFSO DPSFEVNQ

LFSO TVHIE@DPSFEVNQ

WGT UINFTUBNQ@QSFDJTJPO

OFU MJOL MBHH MBDQ EFGBVMU@TUSJDU@NPEF
WGT [GT NJO@BVUP@BTIJGU

'RQRWDGG RUHGLW WKHVHBHERXQW WRWIDWNOWVWQGHU WKH VI\VWHP XQXVDEOH

7KHZHELQWHUIDFH GRHVY QRW GLVSOD\WKH ORDGH WUV WEDWDDOJHHIIU H IKHHVE &K H Q ) U
ZLWKWKHVH ORDGHUV VHW

QSPEVDU a'SFF/"4n
BVUPCPPU@EFMBZ u &

MPBEFS@MPHP o'SFF/"4n
MPBEFS@NFOV@UJUMF a8FMDPNF UP 'SFF/"4n
MPBEFS@CSBOE ©'SFF/"4n
MPBEFS@WFSTJPO a ©

LFSO DBN CPPU@EFMBZ © o

EFCVH EFCVHHFS@PO@QBOJD

EFCVH EEC UFYUEVNQ QFOEJOH

IX IQUSS BUUBDI@HFOFSJD

WGT NPVOUSPPU UJNFPVU & &
JTQGX@MPBE ©:&4n

JONJ@MPBE ©:&40
GSFFOBT@TZTDUM@MPBE ©:&4n

IJOU JTQ SPMF

1IJOU JTQ SPMF

1IJOU JTQ SPMF

1IJOU JTQ SPMF

Ryd
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NPEVMF@QBUIl = CPPU LFSOFM CPPU NPEVMFT VTS MPDBM NPEVMFTa
OFU JOFU JQ BVUP@MJOLMPDBM & &
WGT [GT WPM NPEF

LFSO HFPN MBCFM EJTL@JEFOU FOBCMF
LFSO HFPN MBCFM VGT FOBCMF

LFSO HFPN MBCFM VGTJE FOBCMF

LFSO HFPN MBCFM SFJTFSGT FOBCMF
LFSO HFPN MBCFM OUGT FOBCMF

LFSO HFPN MBCFM NTEPTGT FOBCMF
LFSO HFPN MBCFM FYU GT FOBCMF

IJOU BIDJFEN EJTBCMFE & =

IJOU BIDJFEN EJTBCMFE & =

LFSO NTHCVGTIJ[F = o

IX NGJ NSTBT@QFOBCMF © &

IX VTIC OP@TIVUEPXO@XBJU

WGT OGTE GIB XSJUF

WGT OGTE GIB NBY@QOGTET@QFS@GI
WN MPXNFN@QFSJPE

'RQRWDGG RUHGLW WKH G H&EOQWLVPXY QKEDGNWIDXOW WXQDEOHY FDQ PDNH WKH V\V
7KH=)6 YHUVLRQ XVHG LQ GHSUHFDWHV WKHVH WXQDEOHYV

LWGT [GT XSIJUF@MINJU@PWFSSJEF
WGT [GT XSIUF@MINJU@JOGMBUFE
WGT [GT XSIUF@MINJU@NBY

WGT [GT XSIUF@MJINJU@NJO

WGT [GT XSIUF@MINJU@TIJGU

WGT [GT OP@XSJUF@UISPUUMF

$IWHU XSJUDGLQJIURPDQ HDUOLH WYXHWWL\WRROQRD FOHNICBBH DXWRPDWLFDOO\GHOHYV
PDQXDOO\DGG WKHP EDFN

dXR9 IT/ i2

JUHHP$6DV DQ LQWHJUDWHG XSGDWH VIVWHP WR PDNH LW HDV\WR NHHS XS WR GDW

dXROXR S 2T BM; 7Q IT/ i2b

-WLVEHVWWR SHUIRUP XS GDW HV\DWWWHRP HY WHOH) WTHMIKEQ R FOLHQWY FRQQHFWHG
RWKHU GLVN DFWLYLWA\JRLQJRQ ORVW XSGDWHV UHTXLUH D VI\IVWHP UHERRW 30D
WLPHVY WRDYRLG GLVUXSWLQJ XVHUDFWLYLWLHYV

7KH XSGDWH SURFHVV ZLOO QRW SURFHHG XQOHVV WKHUH LV HQRXJK IUHH VSDFH L
DVSDFH ZDUQLQJ LV VKRBP IR WRR UHPRYH XQQHHGHG ERRW HQYLURQPHQWYV

dXRO9XkK IT/ i2b M/ h® BMb

&U\SWRJUDSKLFDOO\VLIQHG XSGDWH 40HYV DBBEHE RWHHGAW R WK S G R WIHG)HU BIHH[ILSEBL O L W\ L (
ZKHQ WR XSJUDGH WKH VR RSWDRI H*R WWHR WHVW DQ XSGDWH

JUHHPP$6H4QHYV VRIWZDUH EUD Q AMKUHDM7ENQWREZ Q DWVHYHUDO WUDLQV DYDLODEOH IRU
LQWHUIDFHRQO\GLVSOD\VWUDLQV WKDW FDQ EHVHOHFWHGDV DQ XSJUDGH

8SGDWH WUDLQVDUHODEHOHG ZLWK D QXPHULF YHUVLRQ IROORZHG E\D VKRUW Gt
XODU EXJ4[HVDQG QHZ IHDWXUHV 6XSSRUWHGR®G HH FHHIUWH. R QD VQRW HQHDHLFSH8 X S G D
HUDO VSHFL4F ZRUGV DUH XVHG WR GHVFULEH WKH W\SH RIWUDLQ

Ry3
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67%$%/00XJ 4[HVDQG QHZ IHDWXUHV DUHDYDLODEOH IURP WK L6V SRV UQ L @ DIWHD G |
WHVWHG DQG UHDG\WR DSSO\WR D SURGXFWLRQHQYLURQPHQW

ILIKWOILSMULPHQWDO WUDLQ XVHG IRUWHVWLQ@J IXWXUH YHUVLRQV RI)UHH1$¢
6'. 6RIWZDUH 'HYHORSHU .LWWUDLQ 7KLV KDVDGGLWLRQDO WRROVIRUWHVW

:DUQLQJKH 8- ZLOO ZDUQ LI WKHFXUUHQWO\VHOHFWHG WUDLQ LV QRW VXLWHG IR
SURGXFWLRQ WUDLQ EH SUHSDUHG WR H[SHULHQFH EXJV RUSUREOHPV THVWHU\
DWWWSV EXJV L[V\VWHPV FRP

dXR9Xj *?2+FBM; 7Q IT/ i2b

JLIXUH VKRZV DQ H[DP S GAVNVMWRESG DWFHU HH Q

W FreeNAS

INSTALL MANUAL UPDATE FILE

SH Connections

SSH Keypairs

Tunables

)LJ 8SGDWH 2SWLRQV

7KH VA\VWHP FKHFNV GDLO\IRU XSGDWHV DQG GRZQORDGV DQ XSGDWHLIRQHLV DY
XSGDWHEHFRPHVDYDLODEOH 7KHDXWRPDWLFFKHFNDQG GRZQRXRIFG RREXSSDWH'
GDWHV 'DLO\DQG 'RZQO RDOGE EN#HYIDHYVEKE IR SHUIRUP DQRWKHU FKHFEN IRU XSGDWHYV

7R FKDQJH WKH WUDLQ XVHWKHGURS GRZQPHQX WR PDNHD GL*HUHQW VHOHFWLF

IRWHKHWUDLQ VHOHFWRU GRHY QRW DOORZ GRZQJUDGHYV )RUH[DPSOH WKH®B67%¢
ERRWHGLQWRD 1LJKWO\ERRWHQYLURQPHQW RUD WUDLQ FDQQRW EH VHOHFYV

RyN
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PHQW 7RJIJREDFNWRDQHDUOLHU YHUVLRQDIWHU WHVWLQJRUUXQQLQJD PRUHU
YLURQPHQW IRU WKDW HDUOLHU YHUVLRQ 7KLV VFUHHQ FDQ WKHQ EH XVHG WR FKF

-Q WKHH[DPSOH)VKRZG LIQIRUPDWLRQ DERXW WKH XSGDWH LV GLV3JHIDHBVODRQJ 7
QRWHW LV LPSRUWDQW WR UHDG WKHUHOHDVH QRWHY EHIRUH XSGDWLQJ WR GHWF
LPSDFW WKH XVH RI WKH V\VWHP

W FreeNAS

Change log

7 Up

DOWNLOAD UPDATES INSTALL MANUAL UPDATE FILE

)LJ S5HYLHZLQJ8SGDWHYV

dXR9X9 a pBM: i?2 *QM}:m > iBQM 6BH?2

$ GLDORJ WR VDY HPRKH YXYWWBBIHAIOHDSSHDUVY EHIRUH LQVWDOOLQJ XSGDWHV

RRy
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Save configuration settings from this

machine before updating?

WARNING: This configuration file contains s

passwords and other sensitiv

[] Include Password Secret Seed

Including the Password Secret Seed allows using this
configuration file with a new boot device. It also decrypts all
passwords used on this system. Keep the configuration file
safe and protect it from unauthorized access!

SAVE CONFIGURATION

:DUQLQMHHS WKH VI\VWHP FRQ4JXUDWLRQ 40HVHFXUHDIWHU VDYLQJ LW
WLRQ 40H FRXOG EH XVHG IRU XQDXWKRWLYMGADHFHVYVY WR WKH )UHH1$6

dXR9X8 TTHVBM; IT/ i2b

KH VHEFX

ODNH VXUH WKH VA\VWHP LVLQ D ORZ XVDJH VWIS B DVQGEH R ESISEHIGAMDER YH L Q

&OLEN1/2$'83'$7(BWR LPPHGLDWHO\GRZQORDG DQG LQVWDOODQ XSGDWH

7KBMDYH &RQ4IXIMIMLRQGLDORIDSSHDUV VR WKH FXUUHQW FRQ4JXUDWLRQ FDQ EF
$ FRQ4UPDWLRQ ZLQGRZ DSSHDUV EHIRUH WK B XS\ DX\E B D W HY \D/QIEOLHER R WHQV W H P

ORDGIMQVHW DQG &RAI/FNBE@RZIQORDGY DSSOLHV WKH XSGDWHYV DQG WKHQ D

XWRPDVW

7KH XSGDWH FDQ EH GRZQORDGHG IRU D ODWHU P D QXD X'\B\E D &/ Y VD IQREQUEH EXRORAM W

DIWHU G R Z QROSRDIAR @ J

$33/<3(1'-1*83'$V(YLVLEOH ZKHQ DQ XSGDWHLV GRZQORDGHG DQG UHDG\WR LQVW
4UPDWLRQ ZLQGR¥ZRQHURNGE RO LENUQRQIBQVWDOOV WKH XSGDWHDQG UHERRWYV WKH \

DUQLQUDFK XSGDWH FUHDWHV D ERRWHQYLURQPHQW —-1IWKHXSGDWH SU
UHPRYH ROG ERRWHQYLURQPHQWY %RRW HQMWHBRWMPUHLEX W P DDSNRHRETZIPNK
DUHQRWUHPRYHG —-IVSDFHIRUD QHZ ERRW HQYLURQPHQW LV QRWDYDL
LQJV\WVWHP GHYLFHFDQ EH PD@X\DWIORIRRIHY KMZFQUKH ERRW HQYLURQPHQ
.HHBWWULEXWHRUGHOHWHDQ\ERRWHQYLURQPHQWY WKDW DUH QR ORQ

RFHVV G
DW K H
ODEOH
WV DQG
JHU QHF

dXR9Xe J Mm HIT/ i2b

8SGDWHY FDQ DOVR EHPDQXDOO\ GRZ®ORDGEHSGDWHDSSOLHG LQ

RRR
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IRWHDQXDO XSGDWHV FDQQRW EH XVHG WR XSJUDGH IURP ROGHU PDMRU YHUVLRQ

*RWIRWWSV GRZQORDGDIQGHQGD@XSGDWH 40H RI WKH GHVLUHG YHUVLRQ O0DQXLE
ZLWKBOVBM VQEBUF VOTJHOFE UBS

'RZQORDG WKH 40H WR D GHVNWRS RU ODSWRS FR B BXWHLU RARGHUHD QGRS R H 1 $ 6
GDWEOLAN7$// 0$18%/83'$7()—/(

TKBDYH &RQ4IXIMDIMLRQGLDORIRSHQV 7KLV PDNHV LW SRVVLEOHWRVDYHD FRS\
WR HIWHUQDO PHGLD IRUEDFNXSLQ FDVHRIDQ XSGDWH SUREOHP

$IWHU WKHGLDORJFORVHV WKHPDQXDO XSGDWH VFUHHQ LV VKRZQ

Manual Update

Current Versiy

File @

Reporting

7KH FXUUHQW YHUVLRIQ'/RMKRE® 188 YHUL4FDWLRQ

6HOHFW WKH PDQXDO XS @DUREVEIHW R @ HEMMHV $1WHURBBBERRW WKH VIVWHP DIWHU '
GDWH KDV EHHQ LQWWYRBB'GWRCHHN.Q WKH XSGDWH

dXR9Xd IT/ i2 BM S Q; 2bb

6WDUWLQIJDQ XSGDWH VKRZV D SURJUHVV GLDORJ :KHQDQ XSGDWHLV LQ SURJUH)
WKHWRS URZ 'LDORJVDOVRDSSHDULQHYHU\DFWLYHZHELQWHUIDFHVHVVLRQ W
'RQRMWMQWHUUXSW D VIVWHP XSGDWH

RRk
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dXR8 * b

JUHHPP$DQ DFW DV D &HUWL4FDWH $XWKRULW\ &% :KHQHQFU\SWLQRUBE6VWRHF/6 FR(
HLWKHU LPSRUWDQ H[LVWLQJ FHUWL4FDWH RV WBIPDW K HQFBLRHDW K HD) B IW$. 6l F D W T
FDWHZLOO DSSHDU LQ WKH GURS GRZQ PHQXV IRUVHUYLFHVY WKDW VXSSRUW 66/ R

JRUVHFEXUH /'$3 WKH SXEOLF NH\RIDQ H[LVWL OB S8 FRQ PHULFPS K MUHD INLMEKR Q WK |
YUHHPP$8$\VWHP DQG XVHG RQ WKH /'$3 VHUYHU DOVR

JLIXUH VKRZV WKH VFUHHQ B\WWU BOVFNLQJ

W FreeNAS

iX

Certificate Authorities ), Filter Ce rities COLUMNS ~ ADD

Name Internal Issuer Distinguished Name Until

No data

Tunables

Update

yLJ -QLWLDO &$6FUHHQ

-l WKHRUJDQL]DWLRQ DOUHDG\KDV D &% WKH &$ FHUWLSFDWIS VYOQWNBHARPQ EH LPS
SRUWMRBVHH WKH FRQ4JXUDWLRQRSWHRGQXNKRRQIXQQUDEOH RSWLRQV DOEHWHKXKPPDUL

RRj
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Reporting

SSH Keypairs

Tunables

Update

)LJ -PSRUWLQJD &$
7TDEOH -PSRUWLQJD &$2SWLRQV
6HWWLQJ ‘ 9DOXH ‘ '"HVFULSWLRQ
-GHQWL4HUVWULQJ (QWHU D GHVFULSWLYH QDPHIRU WKH &% XVLQJRQO\ D¢
VFRWH DQG GDWKDUDFWHUYV
7\SH GURS GRZQ PH@XRRVH WKH W\SH RI &%$- Q WRHILFHYWHPPHGDRWH &$
-PSRUW &$
&HUWL4AFDWWWULQJ ODQGDWRU\ 3DVWHLQ WKHFHUWL4FDWH IRU WKH &%
BULYDWH .HVWULQJ -l WKHUH LV D SULYDWH NH\ B&WVURVALASWNMEH L W K M/AUKHH
BULYDWH NH\V PXVW EH DW OHDVW ELWV ORQJ
3DVVSKUDYNWULQJ - WEKBLYDWHN JWRWHFWHG E\D SDVVSKUDVH HQWHU L\
LWLQ WKH &RQ4UP 3DVVSKUDVH 4HOG

7TR FUHDWHD QHZ &% 4UVW GHFLGH LILW ZLOO EHWKHRQO\&$ ZKLFKZLOO VLJQ FHI
EHSDUWRUWLAFDWWWSVYQ HQ ZLNLSHGLD RUJ ZLNL 5SRRWBFHUWL4FDWH

7RFUHDWH D &$ IRULQWHU®D D QG N R ¥ S WRQWNU QDOX&$ VKRZV WKH DYDLODEOH R
WLRQV

RR9


https://en.wikipedia.org/wiki/Root_certificate
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Reporting

Tunables

Update

)LJ &UHDWLQJDQ -QWHUQDO &%

7TKHFRQ4JXUDEOH RSWLRQVDBE G HXHQLERMRSIOHWLQJ WKH 4HOGV IRU WKH FHUWLA4
SO\WKHLQIRUPDWLRQ IRUWKHRUJDQL]DWLRQ

7DEOH -QWHUQDO &$ 2SWLRQV

BHWWLQJ 9DOXH  '"HVFULSWLRQ

-GHQWL4HUVWULQJ (QWHU D GHVFULSWLYH QDPH IRU WKH &$ XVLQJRQO\ D¢
VFRWH DQG GDWKKDUDFWHUYV

7\SH GURS GRZQ PH@XRRVH WKH W\SH RI &$- Q WRILFMHYWHHBPHGDRWH &$
-PSRUW &%

.H\ 7\SH GURS GRZQ PH@X\SWRV\VWHP IRUWKH FHUWL4FDWH DXWKRU[LW\ NH\
&KRRVH EHW@$H@HVW 6KDPLU $GOHPDQ
KWWSV HQ ZLNLSHGLD RUJ ZLNL 5&$E)BUSSWRV\VWF
FXUYKWWSV HQ ZLNLSHGLD RUJ ZLNL (OOLSWLF FXU
HQFU\SWLRQ

(& &XUYH [ GURS GRZQ PHQAOLSWLF FXUYHWRDSSO\WR WKH FHUWL4FDWH DXWK
IURP GL*H¥HDRMOBBRBOXUYH SDUDPHWHUV 6HH
5)& KWWSV WRROV LHWI RUG(EWPO UIF DQG
KWWS ZZZ VHFJ RUJ VHF Y SGI IRUPRWHGHWDLOV
RQO\

.H\/HQJWK| GURS GRZQ PHQRU VHFXULW\UHDVRQV D RNVQIPRFPPPIHQGHG $SSOLHYV
56 NH\V RQO\

'"LJHVW $OJRGURS GRZQ PHQ@KH GHIDXOW LV DFFHSWDEOH XQOHVV WKH RUJDQL]DW

ULWKP

DOJRULWKP

*QMIiBMm2/ QM

M2ti T ;.

RRS8


https://en.wikipedia.org/wiki/RSA_(cryptosystem)
https://en.wikipedia.org/wiki/Elliptic-curve_cryptography
https://en.wikipedia.org/wiki/Elliptic-curve_cryptography
https://tools.ietf.org/html/rfc5639
http://www.secg.org/sec2-v2.pdf
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h #H2 dXRy

+QMiBMm2/ 7°QK T°2pBQmb T ;2

6HWWLQJ 9DOXH  "HVFULSWLRQ

IJLIHWLPH | LQWHJHU 7KH OLIHWLPHRID &$ LV VSHFL4HG LQ GD\V

&RXQWU\ | GURS GRZQPH@NOHFW WKH FRXQWU\IRUWKH RUJDQL]DWLRQ

6WDW H VWULQJ (QWHU WKH VWDWH RUSURYLQFH RIWKH RUJDQL]DWLR
/JRFDOLW\ | VWULQJ (QWHU WKH ORFDWLRQ RIWKH RUJDQL]DWLRQ
2UJDQLIDWLRWQULQJ (QWHU WKH QDPH RI WKH FRPSDQ\ RU RUJDQL]DWLRQ
2UJDQL]DWLRWQDIOQJ 2UJDQL]DWLRQDO XQLW RI WKH HQW LW\

8QLW

(PDLO VWULQJ (QWHU WKH HPDLODGGUHVV IRUWKH SHUVRQ UHVSRQ\
&RPPROQ VWULQJ (QWHU WKH IXOO\ TXDOL4HG KRVWQDPH &RPIPRQWKH V'
1DPH IDPWXVW®WH XQLTXH ZLWKLQ D FHUWL4FDWH FKD|LQ

6 XEMHFW $|OWWHWL Q J OXOWL GRPDLQ VXSSRUW (QWHUDGGLWLRQDO VSDFH
QDWH 1DPHYV QDPHYV

7R FUHDWHDQ LQWHUPHGLDWH &$ ZKLFK LV S D UW RIRRMHHUNP HIGTRAMMHFED HG QVIHGVGW K
RQHPRUHRSWLRQ WR WKHN\NBXHHQ VKRZQ LQ

6LIQLQJ &HUWLAFDWWEXWBBREWARZQ PHQX LV XVHG WR VSHFLI\WKH URRW &$ L
7KLV &$ PXVW 4UVW EHLPSRUWHG RUFUHDWHG

~PSRUWHG RUFUHDWHG &$V D U 6 D/G\VEHESS M VKHOFRDLHPWQIVQL Q WKLY VFUHHQ LQGLFDW
WKH &$ ZKHWKHU LW LVDQLQWHUQDO &% ZKHWKHU WKH LVVXHU LV VHOI VLIQHG
RI'WKH &$ WKH GDWHDQG WLPH WKH &$ ZDV FUHDWHG DQG WKH GDWH DQG WLPH W

&OLFN2SWLRQV RQDQH[LVWLQJ &$ WRDFFHVV WKHVH FRQ4JXUDWLRQ EXWWRQV
9LHZXVH WKLV RSWLRQ WR YLHZ WKH FRHUH. @ BV YRH\D R UM R/ WE G YW H4 H U

6LIJQ &X5YHG WR VLIQLQWHUQDO &HUWL4FDWH 6 16J QW@ RGHINX HVRFVQWRHDMDHVEHB G X V
6LIQLQIJD UHTXHVW DGGV D @\WZVHHRUIHNLVY E DRDFW R

([SRUW &HUWSUWURPBWY WR EURZVH WR WKH ORFDWLRQ WR VDYH D FRS\ RI WKH &
FRPSXWHUEHLQJ XVHG WR DPRFHVWMWKH J)UHH1$6

([SRUW 3ULYD®WWHRPSWY WR EURZVH WR WKH ORFDWLRQ WR VDYH D FRS\ RI WKH &
SXWHU EHLQJ XVHG WR DFFNVWWHFH YKHM REBWLRQ RQO\VDSSHDUV LI WKH &% KDV

'"HOHVBW RPSWV IRUFRQ4UPDWLRQ EHIRUH GHOHWLQJ WKH &$

dXRe *2

“iB}+ i2D

JUHHP$DQ LPSRUW H[LVWLQJFHUWL4FDWHV RUFHUWL4FDWH VLIQLQJUHTXHVWYV
FDWH VLIQLQJUHTXHVWY VR WKDW FUHDWHG FHUWL4FDWHY FDQ EH VLIQHG E\ WKH

DWHG&GDJH
*RWKRVWHRHUWLA¥FRWES® RUYLHZ FHUWL4FDWHYV

RRe
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W FreeNAS

SSH Connections

Certificates Q, Filter Certificates COLUMNS ~ ADD

Name Distinguished Name

Virtual Machines

Display System Processes

Shell

)LJ &HUWL4FDWHYV

JUHHPP$6VHV D VHOI VLIQHG FHUWL4FDWH WR HQDEOH HQFU\SWHG DFFHVV WR WKH .
DWHG DWERRWDQG FDQQRWEH GHOHWHG XQWLO D "Gl &) RQIW WHDMENVGHDWH LV FKF

7TRLPSRUWDQ H[LVWLQJ $'HDW GAFIDWAYW KWAROALFRUW & HY WIAFD WKRZYV WKH RSWLRQV

"KHQ LPSRUWLQJD FHUWL4FDWH FKDLQ SDVWH WKH SULPDU\FHUWL4FDWH IROOR.
ORZHG E\WKH URRW &$ FHUWL4FDWH

7KHFRQ4JXUDEOH RSWLRQV DODHEUNXPPDUL]HG LQ

RRd



6°22L a RRXj@I18 Ib2° :mB/2- _2H2 b2 RRX]

)LJ ~-PSRUWLQJD &HUWL4FDWH
7DEOH &HUWL4FDWH -PSRUW 2SWLRQV

6HWWLQJ 9DOXH  "HVFULSWLRQ

—-GHQWL4HUVWULQJ (QWHUD GHVFULSWLYH QDPH IRUWKH FHUWL4RDWH XV
XQGHUVERDRAG GDVAKDUDFWHUYV

7\SH GURS GRZQ PH@XRRVH WKH W\SH RI FHUW L 4 RN QRIXG®R EFHIYWDLFD W H
FDWH 6LJQLQJBSR X WVAMH UIDMPFSIRWM & HUWL4FDWH 6LJQ
BHTXHVW

&65 H[LVWY RRHFNER] 6HW ZKHQ WKH FHUWL4FDWH EHLQJ LPSRUWHG DOUHDG

WKLV VIVWHP LQIJS5HTXHVW &65 RQ WKH V\VWHP

6LJQLQJ &HBNIRS GRZQ PH@KROHFW D SUHYLRXVO\FUHDWHG RU &S RHJ MWHGVERQ $ F W

FDWH $XWKRULW\ WKLV V AWWHHRY

&HUWL4FDWHWWULQJ 3DVWH WKH FRQWHQWV RI WKH FHUWL4FDWH

3ULYDWH .HVWULQJ 3DVWH WKH SULYDWH NH\DVVRFLDWHG ZLWK WKH FHUYV
EHDW OHDVW ELWV OR&KAES5 HFMWIWW @ MK DXWQY \V W H P
VHW

3DVVSKUDVWWULQJ “TWKH SULYDWH NH\ LV SURWHFWHG E\D SDVVSKUDVH
SHDW LWERQWHKRA 3DV VAHKU®D VEFWLEEZKHYWYV RQ WKLYV
VAV WIHPX QVHW

~PSRUWLQJD FHUWL4FDWH VLIJQLQJUHTXHVW UHTXLUHV FRS\LQJ WKH FRQWHQWV
IRUP +DYLQJ WKH VLJR&TEUISTHEH B W2 ARAG3*7"5& ,&WULQJIV YLVLEOHLQ D VHSDUD
VLPSOL4HV WKH LPSRUW SURFHVYV

RR3
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7TDEOH

6HWWLQJ 9DOXH
~-GHQWL4HUVWULQJ

" 'HVFULSWLRQ

XQGHUVERDKRG GDWKDUDFWHUYV

&HUWL4FDWH 6LIJQLQIJS5SHTXHVW -PSRUW 2SWLRQV

(QWHU D GHVFULSWLYH QDPH IRUWKH FHUWL4RDWH XV

7\SH GURS GRZQ PH@XRRVH WKH W\SH RI FHUW L 4RDNWHH RIKMR BSFHIWVDIWAFHD W H

FDWH6LJQLQJBSR MWV UDNIPIIRWMW &HUWL4FDWH 6LJQ

S5HTXHVW

6LJQLQJ5H GURS GRZQ PH

TXHVW

AG@RVWHSEEBH*'*$"5& 3&26MBLQIJIURP WKH VLIQLQJ UHT X

BULYDWH .HVWULQJ

BULYDWH NH\V PXVWEHDW OHDVW

3DVWH WKH SULYDWH NH\DVVRFLDWHG ZLWK WIKH FHUYV

ELWV ORQJ

3DVVSKUDVYWNWULQJ

SHDW LWSROQWKH 3DV VAAKAL® VH

-l WKH SULYDWH NH\ LV SURWHFWHG E\D SDVVSKUDVH

7TRFUHDWHD QHZ VHOI VLIQHGFWRQWHDW B OVEHrRJWKHRIKXWHR SWLRQMWKIRZQ LQ

7TKHFRQ4JXUDEOH RSWLRQV DDHEVUXPPKOHIQ FRPSQHWLQJ WKH 4HOGV IRU WKH FHUW.L
XVHWKHLQIRUPDWLRQ IRUWKHRUJDQL]DWLRQ 6LQFH WKLV LVDVHOI VLIQHG FHL
DWHG ZRISWSD JH DVWKHVLIQLQJDXWKRULW\

Certificate

yLJ &UHDWLQJD 1HZ &HUWL4FDWH

RRN
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7DEOH &HUWL4FDWH &UHDWLRQ 2SWLRQV

BHWWLQJ ~ 9DOXH " 'HVFULSWLRQ

—GHQWL4HU | VWULQJ (QWHU D GHVFULSWLYH QDPH IRUWKH FHUW|L4FDWH
PHULF XQGH@®VFAGKDWKDUDFWHUYV

7\SH GURS GRZQ PHG@XRRVH WKH W\SH RI FHUW L 4RDWWHHU RIK®R ESFHHMWD W FID W

WL4FDWH 6LJQ LI)FRPSRUIW &HUWLAFDWH
6LIQOLQJ &HUWIGGRWIBRZQ PH@KOHFW WKH &% ZKLFK ZDV SUHYLRXVO\ LESRUWHG F
$XWKRULW\ SDJH
"H\ 7\SH GURS GRZQ PH@X\SWRV\VWWHP IRUWKH FHUWL4FDWH NH\ &KRRVH
EHWZHBBELYHVW 6KDPLU $GOHPDQ
KWWSV HQ ZLNLSHGLD RUJ ZLNL 56$B FU\SWRV\\
(& (OOLSWLKWWWSBWH HQ ZLNLSHGLD RUJ ZLNL (OOL
FXUYHBFU\SWRJUDSK\ HQFU\SWLRQ
(& &XUYH GURS GRZQ PHQGOLSWLF FXUYHWRDSSO\WR WKH FHUWL4FDWH NH
I[URP GL+H¥WHRMOBBEROXUYH SDUDPHWHUV 6HH

5)& KWWSV WRROV LHWI RUG(EWPO UIFR DQC
KWWS ZZZ VHFJ RUJ VHF Y SGI IRUPRUH GHWDI
NH\V RQO\
H\/HQJWK GURS GRZQ PHQRU VHFXULW\UHDVRQV D RVQIPPPRPIHQGHG $S
SOLHY6WRI\V RQO\
"LJHVW $OJRULWBERS GRZQ PHQ@KH GHIDXOW LV DFFHSWDEOH XQOHVV WKH|RUJDQL
IHUHQW DOJRULWKP

/TLIHWLPH LQWHJHU 7KH OLIHWLPH RIWKH FHUWL4FDWH LV VSHFL4HG LQ
&RXQWU\ GURS GRZQPH@KMOHFW WKH FRXQWU\IRUWKH RUJDQL]DWL|RQ
6WDWH VWULQJ 6WDWH RUSURYLQFHRIWKH RUJDQL]DWLRQ
/TREDOLW\ VWULQJ /RFDWLRQ RIWKHRUJDQL]DWLRQ
2UJDQL]DWLRQVWULQJ IDPHRIWKHFRPSDQ\RU RUJDQL]DWLRQ
2UJDQL]DWLRQDWBOQW 2UJDQL]DWLRQDO XQLW RI WKH HQW LW\
(PDLO VWULQJ (QWHU WKH HPDLODGGUHVV IRUWKH SHUVR|Q UHVSF
&RPPRQ 1IDPH| VWULQJ (QWHU WKH IXOO\ TXDOL4HG KRVWQDPH )4'L RI WKI
&RPPRQ 1P WH XQLTXH ZLWKLQ D FHUWL4REDWH FK
6XEMHFW $0WHOWQDMWH OXOWL GRPDLQ VXSSRUW (QWHUDGGLWLRQDO GRP
1DPHV UDWH WKHP ZLWK D VSDFH

-l WKH FHUWL4FDWH LV VLIQHG E\DQ HI[WHUQDO &% VXFKDV 9HULVLJQ LQVWHDG F
VHW VWISV RHUWL4FDWH 6LJQK& RSMTLAR-QMDURP GLYVSOD\ EXW ZBWXEROQN WHKBWL4FD W
$XWKROUQG VHWAHGIG V

&HUWL4AFDWHY WKDW DUH LPSRUWHG VHOI VLIJQHG RUIRU ZKLFK D FHUWL4FDWH V
WB\WWHRHUWLA4FQWHNW H[DPSOH)VKRZIQ LIQVHO| VLIQHG FHUWL4FDWHDQG D FHUWL
TXHVW KDYH EHHQ FUHDWHG IRU W KG\ ZR/P ISRQ@X® R/H.00 QL] DAHEK®BHUWLA4FDWH ZDV LV
LQWHUQDO &3\ GRPISGMOG WKH DGPLQLVWUDWRU KDV QRW \HW VHQW WKH FHUWL4FL
VR WKDW LW FDQ EH VLIJQHG 2QFH WKDW FHUWL4FDWH LV VLIQHG DQG UHWXUQHG E
D QHZ FHUWL 4 FDRSR VMM W BAKILA/FIDDAWH Y WKH FHUWL4FDWH DYDLODEOH DV D FRQ4JX
LQJFRQQHFWLRQV

Rky


https://en.wikipedia.org/wiki/RSA_(cryptosystem)
https://en.wikipedia.org/wiki/Elliptic-curve_cryptography
https://tools.ietf.org/html/rfc5639
http://www.secg.org/sec2-v2.pdf
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W FreeNAS

SSH Connections

Certificates X COLUMNS ~ ADD

Name sst Distinguished Name

/CN=

/CN=

)LJ ODQDJLQJ &HUWL4FDWHYV

&OLFNLQSWLRQV IRUDQHQWU\VKRZV WKHVH FRQ4JXUDWLRQ EXWWRQYV
9LHZXVH WKLV RSWLRQ WR YLHZ WKH FRHUH. @ B/ YWRH\D B UM R/ WE QM W H 4 H U

&UHDWH $&0( &§HUWVHHEORMKH'16SDJH DXWKHQWLFDWRU WR YHULI\ LVVXH DQ¢
2Q0\ YLVLEOH ZLWK FHUWL4FDWH VLIJQLQJUHTXHVWYV

([SRUW &HUW.BFBWB FRS\ RI WKH FHUWL4FDWHRU FHUWL4FDWH VLIJQLQJ UHTXI
DFFHVV WKH ) WNWHW$6F )RUD FHUWL4FDWH VLIQLQJUHTXHVW VHQG WKH H[SRU!
VLIQLQIJDXWKRULW\ VR WKDW LW FDQ EH VLJQHG

([SRUW 3ULYDWDH HHWAD FRS\ RI WKH SULYDWH NH\DVVRFLDWHG ZLWK WKH FHUWL
TXHVW WR WKH VIVWHP EHLQJ XVHGPWRW¥FHRAVYVY WKH )UHH1%$6

'"HOHWHXVHG WR GHOHWHD FHUWL4FDWH RU FHUWL4FDWH VLIQLQJUHTXHVW

dXReXR *J1 *2°iB}+ i2b

$XWRPDWLF &HUWL4FDWHODQDJHPHQIWWSVURGEMH@Y BRRPH JLWKXE LR DFPH GUL
DFPH KWPO LVDYDLODEOHIRUDXWRPDWLQJFHUWL4FDWHLVVXLQJDQGUHQHZDO
PDLQ EHIRUHFHUWL4FDWHDXWRPDWLRQLV DOORZHG

$&0( FHUWL4FDWHYVY FDQ EH FUHDWHG IRUH[LVWLQJ FHUWL4FDWH¥00QIBQJ UHTXHV\
SDJH DXWKHQWLFDWRU WR FRQ4UP GRPDLQ RZQHUVKLS WKHQ DUHDXWRPDWL
QHZ $&0( FHUWL4FBOWMWHRMNMRVLAFOWHISWLRQV IRUDQ H[LVWLQJ FHUWL4FDWH VLJ
FOLANHDWH $&0( &HUWL4FDWH

RKkR


https://ietf-wg-acme.github.io/acme/draft-ietf-acme-acme.html
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W FreeNAS

Alert Settings

Credentials
ACME Certificate

Tunables
Update
rypt.org/directory
CAs
Domains

o Authenticator *

ACME DNS
Support
Tasks
Network
Storage
Direct
Sharing

t  Services

Plugins

= -
& Jails

Reporting

Virtual Machines

stemn Processes

yLJ $&0( &HUWL4FDWH 2SWLRQV
7TDEOH $&0( &HUWL4A4FDWH 2SWLRQV
‘ 6HWWLQJ 9DOXH ‘ 'HVFULSWLRQ
-GHQWL4HU VWULQJ - QWHUQDO LGHQWL4HU RIWKHFHUWL4FDWH |[2QO\DO

GDVK DQG XQGHADWABOORZHG
7HUPV RI6HUYLFHKHFNER[| 30HDVH DFFHSW WKH WHUPV RI VHUYLFH IRU WKH JLYF
5HQHZ &HUWLAFRWWHIHU | IXPEHU RI GD\V WR UHQHZ FHUWL4FDWH EHIRUH H[SLU
$&0(6HUYHU LUMRRS GRZQ85- RI WKH $&0( 6HUYHU 'LUHFWRU\ &KRRVH D SUHFRQC

WRU\ 85— PHQX HQWHU D FXVWRP 85—

SXWKHQWLFDWRGURS CRZQ$XWKHQWLFDWRU WR YDOLGDWH WKH 'RPDLQ| &KRRVF
PDLQ 1DPH™ ~'RPEHQX XUHB&O0('16SDJH DXWKHQWLFDWRU

1DPH  G\QDPLFDOO\

FKDQJHV

dXRd *J1 .La

*RWRAIWVWHRB&O('1®QG FOLAMNR VKRZ RSWLRQVWRDGGDQHZ '16 DXWKHQWILLFMMDWRU W
XVHG WR RBRHDWHU WL SDDWHY WKDW DUHDXWRPDWLFDOO\LVVXHGDQG UHQHZHG D

Rkk
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W FreeNAS

SSH Connections

Add DNS Authenticator

n Select Authenticator enticator Attributes

Virtual Machines

Display System Processes

_  Shell

yLJ '16 $XWKHQWLFDWRU 2SWLRQV

(QWHU D QDPHIRUWKHDXWKHQWLFDWRU 7KLV LV RQO\ XVHG WRZHEHIQQW.H\UWIXHHD X
&KRRVHD '16 SURYLGHU DQG FRQ4FXWHK DQWUAD WIRIHBNVWULEXWHYV

5RXWHS$PD]RQ '16 ZHE VHUYLFH 5HTXLUHVHQWHULQJDQ $PD]RQ DF
FRX@WFHVV DQABHFUHW $FFHHHW VKHGRFXPHQWDWLRQ

KWWSV GRFV DZV DPD]RQ FRP -$0 ODWHVW 8VHU*XLGH LGBFUHGHQWLDOVB
DERXWJHQHUDWLQJ WKHVH NH\V

&OLFOWR UHIJLVWHU WKH '16 $XWKHQWLFDWRUDQG DGG LW WHR WKSHH O MWW IRD \ X W K
SDJH

dXR3 amTTQ i

7KH)UHHRIBMES SRBWLRQ VKRZQUH) SURYLGHV D EXLOW LQ WLFNHWLQJ V\WWHP IRU J
DQGIHDWXUHUHTXHVWYV

RKj


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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W FreeNAS

Alert Settings

@ system Information

0S Version:
Tunables
Update
CAs
Certificates

ACME DNS

Tasks
Network ¢ ito Tigil addrces wWho [ Attach Debug (B
Storage : Subject
Dil ices . Description *
Sharing
t  Services

Plugins

(w)| Jails
Reporting

Virtual Machines

yLJ 6XSSRUWOHQX

7KLV VFUHHQ SURYLGHV D EXLOW LQ LQYWXH VDB B FNR W VIRVFSDAMHHES@® W L[VA\VWHPV FRP
$QDFFRXQWLVUHTXLUHG WR FUHDWH WLFNHWV DQG UHFHLYH QRWL4FDWLRQV DYV

/IRILQWRDQH[LVWLQIJDFFRXQW WRHQWHU DQ LVVXH -1KRMX\VGR QR K\D Y HYDQVDHFIFR
FRPFOBHNLVW@EGE 400 RXW WKHIRUP 5HSO\WR WKH UHJLVWUDWLRQ HPDLO WR YDO

%HIRUH FUHDWLQJD EXJUHSRUW RUIHDWXUH UHTXHVW HQVXUH W KDAWADSQY H[LV WLt
EXJV L[IVIVWHRVDRPPLODU LVVXH LV DOUHDG\ SUHVH QM) R ®REG4 D R QFRRVGE H B @/ IRIDU N F
WKDW LVVXH DGGLQJQHZLQIRUPDWLRQ WR K H O SS\ORRORAEBLWR O K 1 DM A LDO@ K ZL VAKX
DQG UHIHU WR WKH SUHYLRXV LVVXH

IRWHSGDWH WKH VI\VWHP WR WKH ODWHVW YHUVLRQRI67%$%/(DQG UHWHVW EHIRU|
WKH VRIWZDUH PLJKW KDYHDOUHDG\4[HG WKH SUREOHP

7RIJHQHUDWH D UHSRUW %XISCRWWHE®LPRPEQHWH WKHVH 4HOGV
8VHUQDP®WHU WKH ORJLQ QDPH FUHDW HKGVZKHQ UFILY WHUY YHBW FRP
3DVVZRHQWHU WKH SDVVZRUG DVVRFLDWHG ZLWK WKH UHJLVWHUHG ORJLQ QDI
7\SHVHO BbKWKHQ UHSRUWLQJ PHDMZAKHORIH TXHVWLQJ D QHZ IHDWXUH

&DWHIRMKLY GURS GRZQ PHQX LV HPSWB8XgGWQ D DEGDH/MABRWUHEIHGWHUHG 7KH 4HO
UHPDLQV HPSW\LIHLWKHU YD O X H3WHIUARUGNAW BUA MD WMIKGADWHG SRVVLEOH |
JRULHV DUH SRSXODWHG WR WKH GURS GRZQ PHQX 6HOHFW WKHRQH WKDW EH
UHSRUWHG

Rk9


https://bugs.ixsystems.com
https://bugs.ixsystems.com
https://bugs.ixsystems.com
https://bugs.ixsystems.com
https://bugs.ixsystems.com
https://bugs.ixsystems.com

6°22L a RRXj@I8 1b2" :mB/2- _2H2 b2

SWWDFK '"HEFRDEOLQJ WKLV RSWLRQLVUHFRPPHQGHG VRDQRYHUYLHZ RI WKH V
DQG FRQ4JXUDWLRQLV DXWRPDWLFDOO\JHQHUDWHGDQG LQFOXGHG ZLWK WK/
WR WKHWLFNHW FDQ WDNH VRPH WLPH

'HEXJ 40H DWWDFKPHQWY DUH OLPLWHG WR OL% -1 WKH GHEXJ40HLV WRR OD
HUDWH WKH GHEXJ 40H DQG OHW WKH VAVWHP FUHDWH DQ LVVXH WLFNHW DV VK|
E\JRLQBWRVHBGYDQBFEG FO LEMNLQPb 8 *

*RWR WKH WHLWNHW DW XJV L[VD/QWGIPEGWKH GHEXJ40OHDV D SULYDWH DWWD FKI
6 XEMHFQWHU D GHVFULSWLYH WLW G ERMIHBMWHVWLIW NBW\ WRRIRRG VLPLODU UHSRL

'"HVFULSWIQRMQHU D RQH WR WKUHH SDUDJUDSK VXPPDU\RIWKH LVVXH WKDW GH
FDEOH ZKDW VWHSV FDQ EHWDNHQ WR UHSURGXFH LW

$WWDFK VFUHHNGOKHRFWWFUHHQVKRWY RQ WKH FOLHQW VA\VWHP WR LQFOXGH ZL\

&O LAV OWR DXWRPDWLFDOO\JHQHUDWH DQG XSORD G RWKWIMN S EYMIWWRWKW HVV XHR
7KLY SURFHVV FDQ WDNH VHYHUDO PLQXWHV ZKLOH LQIRUPDWLRQ LV FROOHFWHG I
DGGHG WR WKHLVVXHWUDFNHUWLFNHWDV SULYDWHDWWDFKPHQWY DQG FDQ RQUC
L;VIVWHPYV

$IWHU WKHQHZWLFNHW LV FUHDWHG WKHWLFNHW 85/LVVKRZQIRUYLHZLQJRU XS

Rk8


https://bugs.ixsystems.com
https://bugs.ixsystems.com

*> Shil_
1A:>h

7KH

h aEa

7TDVNV VHFWLRQ RI WKHZHELQWHUIDFHLVY XVHG WR FRQ4JXUH UHSHWLWLYH W
&URQ -BBVH VFKHGXOHV D FRPPDQG RUVFULSW WRDXWRPDWLFDOO\H[HFXYV

-QLW 6KXWGR3DIHULSFRY4IXUHVY D FRPPDQG RUVFULSW WR DXWRPDWLFDOO\
VWDUWXS RUVKXWGRZQ

5V\QF 7 DSYDIIWH VFKHGXOHY GDWD VIQFKURQL]DWLRQ WR DQRWKHU VA\VWHP

6 0% 5 7 7SNIHV VFKHGXOHYV GLVN WHVWYV

BHULRGLF6QDSYIORAW 7DWRFKHGXOHY DXWRPDWLF FUHDWLRQ RI 40HVA\VWHP VQEL
SHSOLFDWLERIHDOVNDXWRPDWH WKHUHSOLFDWLRQ RIVQDSVKRWYVY WR D UHPRW
5HVLOYHU SDURULWRRQWUROV WKH SULRULW\RIUHVLOYHUV

6FUXE 75\DNNW VFKHGXOHV VFUXEV DV SDUW RIRQJRLQJGLVN PDLQWHQDQFH
&ORXG 6\QFSFMNY VFKHGXOHV GDWD VIQFKURQL]J]DWLRQ WR FORXG SURYLGHU

(DFKRIWKHVH WDVNV LV GHVFULEHGLQ PRUHGHWDLO LQ WKLV VHFWLRQ

I1RWHAO\ GHIDXFOMKE 7 (B\DNNW DUHUXQRQFHDPRQWKE\DQ DXWRPDW L5 D OQOANVFNN D V
SDJH DG LRGLF 6QDSYPORW 7DWVPXVW EH VHW XS PDQXDOO\
3XR *"QM CQ#b

FURQ KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ FURQ LV D GDHPRQ WKDW UXC

VFEK

HGXOHDV D VSHFL4HG XVHU

*RWRDVINVWURQ -REG FOLANR FUHDWH D FURQ MRE

Rke


https://www.freebsd.org/cgi/man.cgi?query=cron
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Add

Cron Job

)LJ &URQ -REG6HWWLQJV

7TDEOHOLVWY WKH FRQ4JXUDEOH RSWLRQVIRUD FURQ MRE

7DEOH &URQ -RE 2SWLRQV
6HWWLQJ 9DOXH  '"HVFULSWLRQ
"HVFULSWLURWWULQJ (QWHUD GHVFULSWLRQ RI WKH FURQ MRE

&RPPDQG | GURS GRZQ PHQAWHUIWEE SWRWMWKH FRPPDQG RUVFULSW WR EH UXQ -
VFULSW WHVWLQJLWDW WKHFRPPDQG OLQH AUVW LV
5XQ $V 8VHUVWULQJ BHOHFW D XVHUDFFRXQW WR UXQ WKH FRPPDQG 7KH X
PLVVLRQV DOORZLQJWKHP WR UXQ WKH FRPPDQG RU V
H[HEXWLQJD FURQ WDVN LV HP(PDIKDG/VER MK ER XY HU LI
XUHG IR UXW K D W F FSRDXIHW
BFKHGXOH| GURS GRZQ PH@KOHFW D VFKHGXOH SGXVMWIRE TH@RMH DGY|DQFHG
VFKHGXOHU 1RWHWKDWDQLQ SURJUHVV FURQ WDVN
VFKHGXOHG LQVWDQFH RI WKH VDPH WDVN XQWLO WKH

SOHWH
+LGH 6WDQCGHIKHFNER] +LGHVWDQGDUG RXWSXW VWGRXW IURP WKH FRPPDQ
2XWSXW VWDQGDUG RXWSXW LV PDLOHG WR WKH XVHU DFFRXQV
FRPPDQG
+LGH 6WDQGAKHFNER] +LGHHUURU RXWSXW VWGHUU IURP WKH FRPPDQG :K
(UURU RXWSXW LV PDLOHG WR WKH XVHUDFFRXQW FURQ XVHC
(QDEOH FKHENER] 6HW WR DOORZ WKLV VFKHGXOHG FURQ WDVN WR DFWL

WLRQ GLVDEOHV WKH FURQ WDVN ZLWKRXW GHOHWLQJ

&URQ MREV DUHNDWRALURY -REKYV WDEOH GLVSOD\V WKH XVHU FRPPDQG GHVFULSYV

Rkd
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ZKHWKHU WKH MRELVHQDEOHG 7KLV WDEOHLVDGMXVWDEOH E\ VHWWARYJ WKH GL
JOWR GLVSOD\DOO RSWLRQY LZSWHKR @\D HRH WEBVE R R(A/ IKIMQ'GI O HRMBMV LR Q V

1RWH V\PEROV DUH DXWRPDWLFDOO\HVFDSHGDQG GR QRW QHHG WR EH SUH4[HG Z
EBUF : N EQDFURQ MREWRJHQHUDWHD 40HQDPH EDVHG RQ WKH GDWH

3Xk AMBifa?mi/QrM a+ BTib

JUHHTPP$SURYLGHY WKH DELOLW\WR VFKHGXOH FRPPDQGV RUVFULSWVY WR UXQDW V
*RWRDVINVQLW 6KXWGRZQGEF®ILBN V

Tasks

yLJ $GG DQ -QLW 6KXWGRZQ &RPPDQG RUBFULSW
7DEOH ~QLW 6KXWGRZQ &RPPDQG RU 6FULSW 2SWLRQV
6HWWLQJ 9DOXH  "HVFULSWLRQ
7\SH GURS GRZQ PH@MKMOKRWPDQRBU DQ H[HFX VBB DSMRUQ H[HFXWDEOH VFUL
&RPPDQG RWWULQJ “RRPPDQGVHOHFWHG HQWHU WKHFRPPDQG ZLWK DQ\
BFULSW 6FULSWHOHFWH@® BRZ¥N WR VHOHFW WKH VFULSW IUF
LQJ SRRO

*QMIBMm2/ QM M2ti T ;2

Rk3
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h #H2 3Xk +QMiBMm2/ 7°QK T 2pBQmb T ;2
- BHWWLQJ 9DOXH " 'HVFULSWLRQ
"KHQ GURS GRZQ PH@KOHFW Z K&IROPW R B G F U IUS\VQ V
3UH -®IDWO\LQ WKH ERRW SURFHVV DIWHU PRXQW|
DQG VWDUWLQJ QHWZRUNLQJ
3RVW DOV WKH HQG RI WKH ERRW SURPHAHW [EHIRUH
YLFHV VWDUW
6KXWGRDQULQJ WKH VIVWHP SRZHU Re SURFHVYV

(QDEOHG FKHENER] (QDEOH WKLV WDVN 8QVHW WR GLVDEOH WKH WDVN ZL
7TLPHRXW LQWHJIHU $XWRPDWLFDOO\VWRS WKHVFULSW RU FRPPD|QG DIWH
RIVHFRQGYV

6FKHGXOHG FRPPDQGV PXVWEHLQ WKHGHIDXOW SDWK 7KHIXOO SDWK WR WKH FR
WU\ 7KH SDWK FDQ EXW BV WHNABOKE Q) \WekHH SDJH "KHQ DYDLODEOH WKH SDW
FRPPDQG LV VKRZQ

<SPPUIGSFFOBT _> XIJDI MT
CJO MT

"KHQ VFKHGXOLQJD VFULSW WHVW WKH VFULSW 4UVW WR YHULI\LW LV H[HFXWDEO

IRWH- QLW VKXWGRZQ VFULSWV DUH UXQ ZLWK

~QLW 6KXWGRZQ WDVNVDNWEKWRZEKXWGRZQEFEESMRQV | R U (05 VRIH D MVRKD W
WDV N

3Xj bvM+ h bFb

5VIQKWWSYV zZzzZz VDPED RUJ IWS UV\QF UVI\QF KWPO LV D XWLOLW\WKDW FRSLHV
RWKHURYHUD QHWZRUN 2QFH WKHLQLWLDO GDWD LV FRSLHG UVVQF UHGXFHV WK
VHQGLQIJRQO\WKHGL*HUHQFHV EHWZHHQ WKH VRXUFHDQG GHVWLQDWLRQ 40HV
RQPXOWLSOH V\VWHPYV RUIRUFRS\LQJ4OHVY EHWZHHQ VA\VWHPYV

5VIQF LV PRVW H*HFWLYH ZKHQ RQO\D UHODWLYHO\VPDOO DPRXQWRR HWKIR GDWD K
LWDWLRQV ZKHQ XVLQJ UV\QF KMMKS V. Q BRUXPN HWHHQDV RUJ LQGH[ SKS"WKUHDG\
SHUPLVVLRQV VXSSRUW IRU ZLQGRZV GDWDVHWYV YRU ODUJHDPRXQWV RI G
WKH SUHYLRXV FRS\ RUS5HGGREV WOSBNIHDVNDUH RIWHQ WKH IDVWHU DQG EHWWHU \

5VI\QF LV VLQJOH WKUHDGHG DQG JDLQV OLWWOH IURP PXOWLSOH SURFHVVRU FRUH
XVBHSFQ STIIRP WsKHI SD JH

%RWKHQGV RIDQ UV\QF FRQQHFWLRQ PXVW EH FRQ4JXUHG

WKH UV\QF VWKYWV\VWHP SXOOV UHFHLYHV WKH GDWDB87TKOWVKWWRR 4 YXUH H U
WLRQ H[DPSOHV

WKH UV\QF POKIHNQWVWHP SXVKHY VHQGVY WKH GDWD 738L6W\) WWHFRQUWHIHDUH
WLRQ H[DPSOHV

YUHHTP$BDQ EH FRQ4JXUHG DUWANQ W RREIW @A Q F V HAKHHRISSRVLWH HQG R1 WKH FRQQHFV
EHDQRWKHU ) WHWWS$EP RUDQ\RWKHU VIVWHP UXQ QPLWH URLQR OWRY ) Q BIGENNH V
ZKLFK GDWD LV VIQFKURQL]JHG EHWZHHQ WKH WZR V\VWHPV 7R ¥ \QFKHPYL JFHUGDWD
WKHV\QF WQ WNEW\QF FOLHQW

JUHHTPP$SXSSRUWV WZR PRGHV RIUV\QF RSHUDWLRQ

ORGXOHSRUWV D GLUHFWRU\WUHH DQG WKHFRQ4JXUHG VHWWLQJV RI WKH WU
FU\SWHG FRQQHFWLRQ 7KLVPRGHUHTXLUHVY WKDW DW OHDVW RQHPRGXOH EH

RKN


https://www.samba.org/ftp/rsync/rsync.html
https://forums.freenas.org/index.php?threads/impaired-rsync-permissions-support-for-windows-datasets.43973/
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GH4QHG LQ WKH PHHEHIGWHUIDBH MXQICAHMIQF &R QM4 IBMIBF ORGXPRWKHU RSHUDW L
VIVWHPV WKHPRGXOHIWGHIARKMWWSY ZzZZ VDPED RUJ IWS UV\QF UV\QFG F|

66+VIQFKURQLJHVRYHUDQ HQFU\SWHG FRQQHFWLRQ 5HTXLUHV WKH FRQ4JXUI
NH\V

7KLV VHFWLRQ VXPPDUL]JHVY WKH RSWLRQV ZKHQ FUHDWLQJDQ UVI\QF WDVN -W WKF
WZHHQ WZR )UWWMEPYV IRUHDFK PRGHRIUV\QF RSHUDWLRQ

IRWHIWKHUHLVYD4UHZDOO EHWZHHQ WKH WZR VA\VWHPV RU LI WKHRWKHU VI\VWHP
7&3 SRUW LVDOORZHG

JLIXUHVKRZV WKH VFUHHQ WKDW DS SHDUVINWWI) | D BIE/WQQ RNARE O HV X P
PDUL]JHV WKH FRQ4JXUDWLRQ RSWLRQVDYDLODEOH ZKHQ FUHDWLQJDQ UV\QF WDV

Plugins

)LJ $GGLQJDQ5V\QF 7DVN
7DEOH 5V\QF &RQ4JXUDWLRQ 2SWLRQV
 6HWWLQJ 9DOXH " 'HVFULSWLRQ
3DWK EURZVH EXWWRQURZIVRIWKH SDWK WR EH FR YHUG 4 HVHW KHE WKH UH

PRWH SDWK)H[EMW¥' SDWK OHSD WK OLPSSOA RQ WKH
JUHHPP$$\VWHP 2WKHU RSHUDWLQJ V\VWHPV FDQ KDYH
ZKLFK PLJKW DeHFW KRZ WKH\ FDQ EH XVHG DV VRXUFH\
8VHU GURS GRZQPH@KMOHFW WKH XVHU WR UXQ WKH UVI\QF WDVN 7KH XVHU
SHUPLVVLRQV WR ZULWH WR WKH VSHFL4HG GLUHFWRU
*QOMIiBMm2/ QM M2ti T ;2

Rjy


https://www.samba.org/ftp/rsync/rsyncd.conf.html
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- BHWWLQJ
5SHPRWH +R

9DOXH
VW ULQJ

h #H2 3Xj

+QMiBMm2/ 7°QK T 2pBQmb T ;2
'HVFULSWLRQ
(QWHU WKH -3 DGGUHVV RUKRVWQDPH RI WKH

QDPHGL*HUV RQWKHUHPRWH KRVW

UHPRWH

VWRUH WKH FRS\ 8V MWHURIRRJHPHINA PLR WVHKBIKRMIN

5HPRWH 66
3RUW

+LQWHJHU

2Q0\DYDL O/BERRGIHQ $OORZV VSHFLIV\LQJDQ 66
WKH GHIDXOW RI

+ SRUW F

5VI\QF PRG K

1 GURS GRZQ PHG@KH FKRLFERG®GXMBRIGH BR&+P RGH

5HPRWH OR
XOH 1DPH

GvwuULQJ

$W OHDVW RQH PRGXOH PXYWEBHAGHRQHG LQ
KWWSYV
VHUYHU RWBVRQW KR GRIMHMWKHU VAIVWHP

ZzzZ VDPED RUJ IWS UVAQF UV\QFG FRQI

KW I

5HPRWH 3D

WKW ULQJ

2Q0\DSSHDUV ZKGBAPRA J(Q W HJIWKMIEQW K R Q

OHQIWK FDQQRWEHJUHDWHU WKDQ FKDUD

W KH

UHPRWHKRVW WR VAQF ZLWK WRIRHR®PISOKDW WKH SDW

FWHUV

9DOLGDWH
PRWH 3DWH

S5HKHENER]

9HUL4HVY WKH H[LV SHHRRWHR 3 DWW K

'LUHFWLRQ

GURS GRZQ PHQXWUHFW WKH5RZ RI WKH GDWD WR WKH WBXFRW H

3IXOBIDXOWLVWR SXVKWRDUHPRWH KRVW

KRVW &

BKRUW 'HV
WLRQ

FWMBU LQJ

(QWHU D GHVFULSWLRQ RI WKH UVA\QF WDVN

6FKHGXOH

WEKWHRS GRZQ PH@XRRVHKRZ RIWHQ WR UXQ WKH RXXU/DML GHKRNPNY DUH

5V\QF 7DV N ORQW KRAEAX VW B P O HFIVAMRPH Q V WKHD Q FHG 6 FKHGXOHU
SDJH

SHEXUVLYH FKHENER] BHW WR LQFOXGHDOO VXEGLUHFWRULHV RI WKH VSHFL
VHW RQO\WKH VSHFL4HG GLUHFWRU\LV LQFO[XGHG

7LPHV FKHFENER] 6HW WR SUHVHUYH WKH PRGL4FDWLRQ WLPHV RI 40HV

&RPSUHVV| FKHENER] 6HW WR UHGXFH WKH VL]JH RIT WKH GDWD WR WUPQVPLW
VORZFRQQHFWLRQV

SUFKLYH FKHENER] "KHQ VHW UV\QF LV UXQ UHFXUVLYHO\ SUHVHUYLQJ V\
VLRQV PRGL4FDWLRQ WLPHV JURXS DQG VSHFLDO 40
RZQHU GHYLFH40HV DQG VSHFLDO 40HV DUH|DOVR SL
STZOD SMQUHP%

"HOHWH FKHENER] 6HW WR GHOHWH 40HV LQ WKH GHVWLQDWLRQ GLUHFW
VRXUFH GLUHFWRU\

AXLHW FKHENER] 6XSSUHVV UV\QF \DDVINSDWIB W X V

B3UHVHUYH|SHRKHENER] 6HW WR SUHVHUYH RULJLQDO 40H SHUPLVVLRQV 7KLV

PLVVLRQV LV VHWRRRYV

SUHVHUYHHFKHENER] ((WHQGHG DWKWMESMVHNQ ZLNLSHGLD RUJ ZLNL ([WHG

WHQGHG DW DUH SUHVHUYHG EXW PXVW EH VXSSRUWHG E\|(ERWK V\

WULEXWHV

"HOD\ 8SGDWHKWHFNER] 6HW WR VDYH WKH WHPSRUDU\40H IURP HDFK XSGDWH ¢
GLUHFWRU\XQWLO WKHHQG RI WKHWUDQVIHU ZKHQ D¢
UHQDPHG LQWR SODFH

(IWUD RSWLR®WLQJ $GGLWURQDOKWWS UV\QF VDPED RUJ IWS UV\QF UV\
WLRQV WR LQFOXG i KDRM) I WAHKIHP XVW EH HVFDSHG ZLW
VOD¥KUYURU XVHG LQVLGH VLQJIDHIJTXRWHYV

(QDEOHG | FKHFNER] (QODEOH WKLV UV\QF WDVN 8QVHW WR GLVDEOH WKLV U

LQJLW

~IWKH U\WQF VHUYHU UHTXLUHV SDVVZRQBTOXW K B QBN MAFD W LR 6 0 H €-\@HNEW U D
RSWLARHIDG UHSODABEQJ*-&/".ZLWK WKH DSSURSULDWH SDWK WR WKH 40H FRQWDLQ

&UHDWHG UVI\QF WDV EV\RDEFH D&O MAHNCSMWL R Q V

5XQ 1RZ

IRUDQ HQWU\ WR GG V'S O Bi\REHK

WWRQV |

7KIBWDRWRROXPQ VKRZV WKH VWDWXV RI WKH UV\QF WDVN 7R YLHZ WKH®BW@NVOHG U\
WU\ ZKHQ WKH WDVN LV UXQQLQJRU 4QLVKHG



https://www.samba.org/ftp/rsync/rsyncd.conf.html
https://en.wikipedia.org/wiki/Extended_file_attributes
http://rsync.samba.org/ftp/rsync/rsync.html
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5VIQF WDVNV DOVRSE QB WIDHVH DRQ WDVN FRPSOHWLRQ 7KHDOHUW VKRZV LI WKH W

3XjXR _bvM+ JQ/mH2 JQ/2

7KLV FRQ4JXUDWLRQ H[DPSOH FRQ4JXUHV UV\QF PRGXOH PRGH EHWWZHVQ WKH WZR

KDV H[LVWLQIN®MWWAOBM JNBMEZLOO EH WKH UV\QF FOLHQW PHDQLQJ W
QHHGV WR EHGH4QHG -WZLB8EH UHIHUUHG WR DV

KDV DQH[LVWLQJ SRRO GPRREOW ZLOO EH WKH UV\QF VHUYHU PHDQLQJ VW
WKH FRQWH@DWVYMRDBM JNB®IEV\QF PRGXOH QHHGY WR EH GH4QHG RQ WKLV V\V\
VHUYLFH QHHGY WR EH VWDUWHG 38W ZLOO EH UHIHUUHG WR DV

2Q386+DQ UV\QF WDVN LVBWNWRW®EJBV'NVQ WKLV H[DPSOH
W K3HD VEIR LQW YV MBRMPDBM JNBHKATGLUHFWRU\WR EH FRSLHG
WKHHPRWHSRVOQWY WR  WKH -3 DGGUHVV RI WKH UV\QF VHUYHU
WK/ \QF ORBRGXOH
WKHHPRWH ORGXQ¥DBRKWKLY ZLOO QHHG WR EH GH4QHG RQ WKH UV\QF VHUYHU
W K HU H F W\ RQK
WKH UV\QF LV VFKHGXOHG WR RFFXUHYHU\ PLQXWHV
W K8/ HWY VH WR/RMR LW KDV SHUPLVVLRQ WR ZULWH DQ\ZKHUH

WKHHVHUYH SHRBWM\RICROWHQDEOHG VR WKDW WKH RULJLQDO SHUBRRW.RQV DL
XVHU

2Q38// DQ UV\QF PRGXOH L&HUHALGBHE QG &R QM4 IBMBF ORGXOHQ WKLV H[DPSOH
WKHR G XOH 1DPBFNXWKLY QHHGY WR PDWFK WKH VHWWLQJ RQ WKH UV\QF FOLHQ\

WIKBHD WKNOU SFNPRUELUHFWRUNBBRDOGG EH FUHDWHG WR KR OWGTW KMHPIORBQMW H Q W V
JNBHFT

W KB/ HWY VH WRRMR LW KDV SHUPLVVLRQ WR ZULWH DQ\ZKHUH
'"HVFULSWLRQV RIWKH FRQ4JXUDEOH RSWER@GEDGNEH IRXQG LQ
+RVWV DUORIV WR WKH-3DGGUHVV RI WKH UV\QF FOLHQW

TR4QLVK WKH FRQ4JXUDWLRQ VWDIBBWLWKH YNFRWRKHUYLEHRQVXFFHVVIXO WKHFR
NOU MPDBM JNBHFO EH PLUUNRUUHGMNRPUF JNBHFT

3XjXk _bvM+ Qp2  aa>JQ/2
66+ UHSOLFDWLRQ PRGH GRHVY QRW UHTXLUH WKH FUHDWLRQ RIDQ UV\QF PRGXOH R
WKH UV\QF VHUYHU -W GRHV UHTXLUH 66+ WR EH FRQ4JXUHG EHIRUH FUHDWLQJ WK

DSXEOLF SULYDWHNH\SDLU IRU WKH UVW\RARX Y WUEHFFHRXHIB Wb G P IO 8 XEOL F
NH\FRSLHG WR WKH VDPH X38HU DFFRXQW RQ

WR PLWLJDWH WKHULVNRIPDQ LQ WKH PLGG 038 DRMWWIWFEN FR BBEXBWRLF KRVW
WKH 66+ VHUYLFHPXVWEHUXQQLQJRQ

7TRFUHDWH WKH SXEOLF SULYDWH NH\SDLU IRRKW&DB JH/\Q FREB IDQBARAMAEX QW RSHQ
LFZHFOKLV H[DPSOHJHQHUDWHV DQ 56% W\SH SXEORKRWHUY DVHK) NFR\HIDA. IUQ R W MVHK N H
GRQRWHQWHU WKH SDVVSKUDVHDV WKH NH\ LV PHDQW WR EH XVHG IRUDQ DXWRPI

TTI LFZHFO U STB

(FOFSBUJOH QVCMJD QSJWBUF STB LFZ QBJS

&OUFS GJMF JO XIJDI UP TBWF UIF LFZ SPPU TTI JE@STB
$SFBUFE EJSFDUPSZ SPPU TTI

&OUFS QBTTQISBTF FNQUZ GPS OP QBTTQISBTF

Rjk
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&OUFS TBNF QBTTQISBTF BHBJO

:PVS JEFOUJGJDBUJPO IBT CFFO TBWFE JO SPPU TTI JE@STB
:PVS QVCMJID LFZ IBT CFFO TBWFE JO SPPU TTI JE@STB QVC
5IF LFZ GJOHFSQSJOU JT

G C E F DG BB CC FB C C EG SPPUIGSFFOBT MPDBM

51F LFZ T SBOEPNBSU JNBHF JT
< 34" >

] P PP ]

] PP ]

] P ]

] P ]

] 4P ]

] P ]

] P ]

] P PP ]

] P& ]

]

]

]

JUHHIPP$WXSSRUWYV 56$ NH\V IRU 66+ :KHQ FUHRDSILERB WEHRALH\ WKIH W\SH RHWNH\ 5HIH
EDVHG $XWKHQKWWBSWLRAZZ IUHHEVG RUJ GRF HQB86 -62 ERRNV KDQGERRN F
VVK NHVUJHQ IRUPRUHLQIRUPDWLRQ

IRWHIDGL*HUHQW XVHUDFFRXQW LV XVHG MTRW WKPRADQ QG DWDHNWM PRYXIWKEJI WKH 40
EXWEHIRUHJHQHUDWLQJ WKH NH\ )RUH[DPSOH LI WKHXUNHQWHW VA RX € R/Q X I/ XHUWM K
FRPPDQG WR EHFRPH WKDW XVHU

TV VTFS

I1H[W YLHZDQG FRS\WKHFRQWHQWV RIWKHJHQHUDWHG SXEOLF NH\

NPSF TTI JE@STB QVC
TTI STB """"# /[B$ ZD &""""%"2"#"""#"2$% M#&93HX 8 Z L M91M73 YTN74KUTPZ*[7 1M21P
4S8PU62[R*-R 4N6Q7J""W *L 5 /JUY9ZPI,N'/C#D[6 U&T7()P #-KW,J4)31)D %9 IPGD'UJ|I
ED% : NW6 ."&F%$MU YPJ Y4 3-YH1 3 E/SBLX 0O T+4 7.G GLOG6NBTUJ RN%%DQ|LO
Y5 4 %'/%#Z *:2/ IFRNI5139R1I9RD% ( S8S O;, ) $L[Z M 3B&9.3V5Z2HR+# ST3DN+9 G"QE
%N/GXS34Y-K%WW6[GZXOK')M,L 52*5 HH 22BK 1+% QO%7' "J+S82Z803 SPPU!GSFFOBT MPDBM

*RW3IB//IDQG SDVWH RUDSSHQG WKH FBRS$ IBXE O MHIOMSRFFR K WWHIUWRRW 2S
WLRQYGLRU WKH XVHUQDPH RI WKHVSHFL4HG UV\QF XVHUDFFRXQW 7KH SDVWH IR
LQLIXUH :KHQ SDVWLQJ WKH NH\ HQVXUH WKDW LWLV SDVWHGDV RQHORQJOLQHTE
VSDFHV UHSUHVHQWLQJOLQH EUHDNYV

Rjj


https://www.freebsd.org/doc/en_US.ISO8859-1/books/handbook/openssh.html#security-ssh-keygen
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Groups

ID & Groups

Directories & Permissions

yLJ SDVWLQJ WKH 8VHU 66+ 3XEOLF .H\

"KLOHRIY/ YHULI\ WKDW WKH 66+ VHUNVHEFEUDRHYXOYQUAILW LI LW LV QRW

I1H[W FRS\WKH KREMWXNVHORI6KB@®+H+RQH FRPPDQG FRSLHV WKH 56 83 RVMWUNHALR | WKH
XVHG LQ RXUSUHYLRXV H[DPSOH %HVXUH WRI!ILWRGXGN WEW B RN E DB LEAULDFINHQW H[ L
LQ WIK(HP X O @ | RVTOLHT

TTI LFZTDBO U STB SPPU TTI LOPXO@IPTUT ‘

IRWH-B86+V D/LQX[ VIVWHP XVH WKLV FRPPDQG WR FRS\WKH56% NH\WR WKH /LQX][

DBU _ TTI JE@STB QVC ] TTI VTFS! DBU TTI BVUIPSJ[FE@LFZT ‘

7TKHUV\QF WDVN FDQ QRZEB6 FURMPRMHAGI RQH UVI\QF 66+ PRGH XVLQJ WKH VAVWHPV LQ
DPSOH WKHFRQ4JXUDWLRQ LYV

WIKHD VBRLQWMOWMR MPDBM JNWKHRATGLUHFWRU\WR EHFRSLHG
WKBHHPRWH SRVOW YV WR WKH -3 DGGUHVV RIWKHUV\QF VHUYHU
WIKBH/\QF OR® B +

WKHUV\QF LV VFKHGXOHG WR RFFXUHYHU\ PLQXWHYV

WKHWHWYW VHWRRW® LW KDV SHUPLVVLRQ WR ZULWH DQ\ZKHUH WKH SXEOLF NH\ IR
R@B86HDQG FRSLHGB/WR

WKHHVHUYH SHRBW \RIROWHQDEOHG VR WKDW WKH RULJLQDO SHUBRRWL.RQV DL
XVHU

Rj9
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6DYH WKH UVI\QF WDVNDQG WKHUV\QF ZLOO DXWRPDWLFDOO\RFFXUDFFRUGLQJ W|
RINOU MPDBM JNBH®O® DXWRPDWLFDND®U 5FHNHPLEF LIN B HVF H U PLOQXWHV -1 WKH FRQ!
GRHV QRW DSSHDU X&/MWSKHEBWBERYMPH NFTTBHWKH PHVVDJH LQGHEDW®IN BKDUDFW
LQWKHNH\ UHPRYH WKHVSDFHLQ WKH SDVWHG NH\ LW ZLOO EH DIWHWQWKHFKDUD
HUURU PHVVDJH

3X9 aXJX X_XhX h2bib

6 0$ 5 KWWSV HQ ZLNLSHGLD RUJ ZLNL 6 0 $ 5 7 6HOI ORQLWRULQJ $QDO\VLYV
LWRULQJ VA\VWHP IRUFRPSXWHU KDUG GLVN GULYHV WR GHWHFWDQG UHSRUW RQY
GULYHZKHQDIDLOXUHLVDQWLFLSDWHGE\6 0 $5 7 ORVWPRGHUQ $7% —-'( DQG 6¢
UHIHU WR WKH GULYH GRFXPHQWDWLRQ IRUFRQ4UPDWLRQ

&OLMNVINWG 0 $ 57 DHMGNWRDGG D QHZ VFKHGXOHG)6E OX® BVKREMWKH FRQ4IJXUDWLF
VFUHHQ WKDW DSSHDUV 7HWWV® B H OLHMWHG RQIBBIWLQJ WHVWY FKHBNWKH HRQA4J
I 6 0% 5WKHQ FOLFNWKHSRZHU EXWWRQ IR B MKHWRIDE W L7Y VWHYLIKH VYRUYLFH 7K
VHUYLFH ZLOO QRW VWDUW LI WKHUH DUH QR SRROV

IRWHR SUHYHQW SUREOHPV GR QRWHQDEOH WKH

6 0$57 VHUYLFHLIWKH GLVN)
LVWKHMRE RI WKHFRQWUROOHU WR PRQLWRUG6 0 $ 5 7

DQG PDUN GULYHV DV 3UHC(

S.M.AR.T. Test

[ all bisks

Plugins

yLJ $GGLQIJD6 0 $57 7THVW

7TDEOHVXPPDUL]HVY WKH FRQ4JXUDEOHRSWLRQV ZKHQ FUHDWLQJDG6 0 $5 7 WHVW

Rj8


https://en.wikipedia.org/wiki/S.M.A.R.T.
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7DEOH 60%$57 7THVW 2SWLRQV
6HWWLQJ 9DOXH " "HVFULSWLRQ
$00 'LVNV | FKHFNER] 6HW WR PRQLWRU DOO GLVNV
LVNV GURS GRZQPH@KMOHFW WKH GLVNV WR PR Q LMWORU' LWRNRMQU BWO H| ZK H Q
7\SH GURS GRZQ PH@XRRVH WKH WHVWWUSHF\6 B H

KWWSV 7ZzZZ VPDUWPRQWRROV RUJ EURZVHU WUXQN
IRUGHVFULSWLRQV RIHDFK W\SH 6RPH WHVW|/W\SHV Z
PDQFH RUWDNHGLVNV R"LQH $YRLG VFKHGXQLQJ®6 0
VLPXOWDQHRXVO\ZLWK VFUXE RUUHVLOYHU RSHUDWI

BKRUW GHVPUOWBLQJ 2SWLRQDO (QWHUD GHVFULSWLRQRIWKHG6 0/$5 7 W

WLRQ

BFKHGXOH WKWRS GRZQ PH@XRRVHKRZ RIWHQ WR UXQ WK H RMOU/DIL GKRNPNV DUH

60%57 THVW ORQW KRE\X VW R P O HFRXIVORFHQV WKHD QFHG 6 FK[HGXOHU
SDJH

$Q H[DPSOH FRQ4JXUDWLRQ6IKRW R/ 6 HOG EHOMBHN/ BQGEHORQAMW PRQWK 7KHVH
WHVWY GR QRW KDYHD SHUIRUPDQFH LPSDFW DV WKH GLVNV SULRULWL]H QRUPDO
LI WKHRYHUD GO VWBBMQOW.G\HU UHSODFLQJ WKDW GLVN

:DUQLQERPH 6 0
VEKHGXOH 6 0 $
WHQVH GLVN DF

57 WHVWV FDXVH KHDY\GLVNDFWLYLW\DQGFDQ GUDYWLFDOC
7 WHVWV WRUXQ DWWKH VDPHWLPHDV VFUXE RUUHVIJOYHU R¢
YLW\

$
5

WL

"KLFK WHVWV ZLOO UXQ DQG ZKHQ FDTNBIS ¥ H U R4 f I K \2\E VEKIRG S D J H

7TKHUHVXOWY RI D WHVW FDKEHSEPKHFNHB\IWRHPFLI\LQJ WKH QDPH RI WKH GULYH )RU
WKH UHVXOWD/GRW \GLH N

TNBSUDUM M TFMGUFTU EFW BEB

3X8 S2'BQ/B+ aM Tbh?Qi h bFb

$ SHULRGLF VQDSVKRW WDVN DOORZV VFKHGXOLQJWKH FUHDWLRQ RIUHDG RQO\Y
SRLQWLQ WLPH 6QDSVKRWV FDQ EHFUHDWHG TXLFNO\DQG LI OLWWOHGDWD FKD
JRUH[DPSOH DVQDSVKRW ZKHUH QR 40HV KDYH FKDQJHG WDNHV 0% RI VWRUDJH
VQDSVKRW VL]H FKDQJHV WR UH5HFW WKH VL]H RI WKH FKDQJHV

6QDSVKRWY NHHS D KLVWRU\RI40HV SURYLGLQJD ZD\WR UHFRYHUDQ ROGHU FRS
PDQ\DGPLQLVWUDWRUV WDNH VQDSVKRWYV RIWHQ VWRUH WKHPIRUD SHULRG RIW
W\SLFDOG\HOVALIGRIDWLERIHDVNV6XFK D VWUDWHI\DOORZV WKHDGPLQLVWUDWRU WR
VSHFL4F SRLQWLQ WLPH -I WKHUHLV D FDWDVWURSKLF ORVV DQRe VLWHVQDSVK
WKHWLPHRIWKHODVWVQDSVKRW

$ SRRO PXVWH[LVWEHIRUHD VQDSVKRW FDQ EH FUHDWH&G RDHDWLQJ D SRRO LV Gt

9LHZ WKH OLVW RI SHULRGLF VQD SDKRYS MD\VNGL E\GIRL VKBRS HDVRIGLF VQDSVKRW W
FRXQWHUV DQ HUURU WKH VWDQ®95\b& B DXNWY @y K HO/QVDK\RZYY WR YLHZ WKH ORJV RI WKH

7TRFUHDWH D SHULRGLF VQDSVKBWNWHWN RGO ¥ LAI@WSE/@ERWHFDAVMNKM VY RSHQV WKH
VFUHHQ VKRZXU@ 7T DEOHGHVFULEHV WKH 4HOGV LQ WKLV VFUHHQ

Rje


https://www.smartmontools.org/browser/trunk/smartmontools/smartctl.8.in
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Plugins

yLJ &UHDWLQJD 3HULRGLF6QDSVKRW
7TDEOH SHULRGLFG6QDSVKRW 2SWLRQV
‘ 6HWWLQJ 9DOXH ‘ 'HVFULSWLRQ
'DWDVHW GURS GRZQPH@KOHFW D SRRO GDWDVHW RU]JYRO
S5HFXUVLYH FKHENER] 6HW WR WDNH VHSDUDWH VOQDSVKRWY RI WKH GDWDVH\

GDWDVHWYV /HDYH XQVHW WR WDNHD VLQJOH|VQDSVKI
G D W DALWWKREKMD G GDW DV HW V
([FOXGH VWULQJ ([FOXGH VSHFL4F FKLOG GDWDVHWV I[URP WKH|VQDSVK
VQDSVKRWYVY &RPPD VHSDUDWHG OLVW RI SDWKV WR D
H[FOXGH ([DPEBPOM EBUBTFU DKIMEFXUVLYH V|QDSVKR
RIQPPM EBUBZEOOLQFOXGHDOO FKLDGREBWDVHWYV HJ
BQDSVKRW|/LQWHJHU DQGGHR@H D OHQJWK RI WLPH WR UHWDLQ WKH VQDSVKRW R
WLPH GRZQ PHQX WKH WLPH H[SLUHV WKHVQDSVKRW LV UHPRYHG 6QDSE
EHHQ UHSOLFDWHG WR RWKHU VIVWHPV DUH QRW DsHF
BOQDSVKRW|/GIBIRS GRZQ BHOHFW D XQLW RIWLPH WR UHWDLQ WKH VQD$VKRW R
WLPH 8QLW
1IDPLQJ VWULQJ 6QDSVKRW QDPH IRUPDW VWURQUP7KHNHIDXO|W LV
6FKHPD E@ ) .O0XVWLQFOXGH WKHVVBUEQDWYG
0 ZKLFKDUHUHSODFHG ZLWK WKH IRXU GLJLW \HDU
GD\RIPRQWK KRXU DQG PLQXWHIDWIGH4QHG LQ
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ VWUIW
VQDSVKRIRRBLWK D 1DPLQJ 6 FIKHWPWDPRITOBQ : N E
) . KDYH QDPH@FRAMHDVTUPNTOBQ
*QMIBMmM2/ QM M2ti T ;2

Rjd


https://www.freebsd.org/cgi/man.cgi?query=strftime
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h #H2 3X8 +QMiBMm2/ 7 QK T 2pBQmb T ;2
6HWWLQJ 9DOXH  '"HVFULSWLRQ
BFKHGXOH|WKWRS GRZQ PHOKHQ WKH SHULRGLF VQDSVKRW WDVN UXQV &KRRVH R
3HULRGLF 6QDS VFKHGXOHV REXKRRRXVHWKBQFHG 6FSBGH OH U
VKRW 7DVN
%HJILQ GURS GRZQPHORXUDQG PLOXWH ZKHQ WKH VIVWHP FDQ EHJLQ WDNLC
(QG GURS GRZQPHORXUDQG PLOXWH WKH VIVWHP PXVW VWRS FUHDWLQJ

VKRWY DOUHDG\LQ SURJUHVV ZLOO FRQWLQXH XQWLO

$OO0ORZ 7DN
(PSW\6QDS
VKRWYV

LOEKHFNER]

WR WKH GDWDVHW IURP WKH ODVW VQDSVKRW

FDWLRQV FUHDWHG LQD)Y@WGHD$SOLHU )RUH[DP

DOUHDG\WDNHQ D VQDSVKRW RIDQ\FKDQJHV

LQJHPSW\VQDSVKRWV IRUD PRQWKO\VQDSVK
PRQWKO\VQDSVKRW WR EH WDNHQ HYHQ ZKHQ D GDLO

&UHDWHY GDWDVHW VQDSVKRWYV HYHQ ZKHQ WKHUH KL

SHFRPP

ORQJ WHUP UHVWRUH SRLQWYV PXOWLSOHVQDSVKRW
VDPHGDWDVHWY RUWREHFRPSDWLEOH ZLW

VQDSV|
SOH DO
RW VFKE

WR WKH

(QDEOHG

FKHENER]

TRDFWLYDWH WKLY SHULRGLFVQDSVKRW VFK
DEOH WKLV WDVN ZLWKRXW GHOHWLQJLW XQ

HGXOH
VHW WKL

6HWVBHEXUVGGN FKLOG GDWDVHWY WR WKH VQDSVKRW &UHDWLQJVHSDUDWH VQD
QHHGHG

7TKHDPLQJ6FIKIRDEH PDQXDOO\DGMXVWHG WRLQFOXGHPRUHLQIRUPDWLRQ )RUH
RGLFVQDSVKRW WDVN ZLWK D OLIHWLPHRIWZR ZHHDY LIQW & REMBFEEDE H/ KR 2% M OHVIRLE
WLPBIVUPTOBQ N E ) . X

&OLFHOZKHQ 4QLVKHG FXVWRPL]LQJ WKH WDVN
7TDVNV

&OLWYFNSWLRQV IRUD SHULRGLF VQDSVKRMW MWDN® HWWRHY N IH KRESGURKGE W IRV N

'"HOHWLQJD GDWDVHW GRHVY QRW GHOHWH VQDSVKRW WDVNV IRUWKDW GDWDVHW
GDWDMHWKH WDVN DQG FKRMWDWKMAQRHZLILQDO GDWDVHW LV VKRZQ LQ WKH GURS ¢
VHOHFWHG

'"HOHWLQJ WKHODVW SHULRGLF VQDSVKRW WDVN XVHG E\DUHSOLFDWLRQ WDVN LV
PDLQVDFWLYH 7KHUHSOLFDWLRQ WDVNPXVWEHGLVDEOHG EHIRUHWKH UHODWH

'"HAQHG WODNMBHHICRGWH® DS BKR

3X8XR aM Tb?Qi miQ 2KQp H

7KH SHULRGLF VQDSVKRW WDVN DXWRUHPRYDO SURFHVV ZKLFKOUHPRWKRW QDI VK|
WLPHY UXQ ZKHQHQDE CRHELRGLF VQDSVKRW WDVN UXQV

"KHQ WKHDXWRUHPRYDO SURFHVV UXQV DOO VQDSVKRWY RQ WKH VIVWHP DUH FKH
PDWFKHG ZLWK D SHULRGLF VQDSVKRW WDVN DFFRUGLQJ WR WKHIROORZLQJFULW

'‘DWDVHW S5HFXKBBWYHHK D WDVN D VQDSVKRW PRWD RNWEMWWIBDVRPRIURQD FKLOG
LI WKHWDVN IB\HFXUNHWGH

1DPLQJ6FKHPBDWFK D WDVN DVQDSVKRW V QD P H@X6/FVGRHBIY FIG W& W KDW WDV N

6FKHGXA@WDWFKD WDVN WKHWLPHDWZKLFKWKHVQDSVKRW ZDV FUHDWHG DF
VEFKHPD PXVWPDWFK WKH VFKHG XO6F&HGXDE WKW KH WIDRGNLF 6QDSVKRW 7DVN

(QDEOHREPDWFK D WDVN WKH SHULRGLF YQDEOKEW WDVN PXVW EH

$W WKLV SRLQW LI WKHVQDSVKRW GRHY QRW PDWFK DQ\SHULRGLFVQDSVKRW WD\
PRYDO +RZHYHU LILWGRHVPDWFKRQH RUSRVVLEO\PRUHWKDQRQH SHULRGLF
DWLRQ WLPH DFFRUGLQJWR LWV QDPHDQG QDPLQJ ¥®RHFRRM/HRIEGHIRWKBID) WKH (
WDVNV LW ZDV PDWFKHG ZLWK

Rj3
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2QH QRWDEOH GHWDLO RI WKLY SURFHVV LV WKDW WKHUHLV QRVDYHG PHPRU\RI Z
WKH SDUDPHWHUV RI WKH SHULRGLFVQDSVKRW WDVNZHUHDW WKH WLPHDVQDSV!
DUHEDVHG RQ WKHFXUUHQW VWDWH RI WKH VA\VWHP

7TKHVH GHWDLOV EHFRPHLPSRUWDQW ZKHQ H[LVWLQJ SHULRGLFVQDSVKRW WDVNYV
HGLWLQJD SHULRGLF VQOBDWVKRW 6NFHWRBLD PeKHHoX UV X FKHFNHG RU WKH WDVN LV L
XOHEFKHGXOH WKH BHULRGLFBDLI RN FOMBNWHG VODSVKRWY PD\QRW EH DXWRP
SHFWHG VLQFH WKH SUHYLRXVO\FUHDWHG VQDSVKRWY PD\QR ORQJHU PDWFK DQ\
SHULRGLF VQDSVKRW WDVN LV QRO HONHEDREY RRWNHGRRMRXVO\FUHDWHG E\WKDW
EHDXWRPDWLFDOO\UHPRYHG

- QWKHVHFDVHV WKH XVHU PXVWPDQXDOO\UHPRYH XQQHHGHG VQDSVKRWY WKDYV
RUGHOHWHG SHULRGLF VQDSVKRW WDVN

3Xe 2THB+ iBQM

S5SHSOLFIDWMLR® SURFHV V=R bFERBVIDQYHW VSIIHVKRWWRP RQH VWRUDJH SRRO WR DQRWHK
WLRQV FDQ EHFRQ4JXUHG WR FRS\VQDSVKRWV WR DQRWKHU SRRO RQ WKHORFDO
WKDWLVLQDGL*HUHQW SK\VLFDO ORFDWLRQ

5HSOLFDWLRQ VFKHGXOHV DURB WJYERBDLE 6 QPCSAKHEEZ1IDWHR/JHQHUDWH ORFDO FRSLE
wWDQW GDWD DQG UHSOLFDWH WKHVH FRSLHVWR D UHPRWH V\VWHP

5SHSOLFDWLRQV UHTXLUH D VRXUFH VA\VWHP ZLWK GDWDVHW VOQDSVKRWY DQG D GHYV
5HPRWHUHSOLFDWLRQWOHIHEIRODUWHBWDREG RQ WKH VRXUFH VI\VWHP DQG WKH GHVW
PXVWEHFRQ4JXUHGWRODBORZFRQQHFWLRQV /RFDO UHSOLFDWLRQV GR QRW XVH ¢

6QDSVKRWV DUH RUJDQL]HG DQG VHQW WR WKH GHVWLQDWLRQDFFRUGLQJ WR WKH
QDPH :KHQ UHSOLFDWLQJPDQXDOO\FUHDWHG VODSVKRWY PDNH VXUH VQDSVKRYV
FUHDWLRQ GDWH

JLUVW WLPHUHSOLFDWLRQ WDVNV FDQ WDNH D ORQJWLPHWRFRPSOHWHDV WKH H
GHVWLQDWLRQ VI\IVWHP 5HSOLFDWHG GDWD LV QRW YLVLEOHRQ WKHUHFHLYLQJV

/IDWHU UHSOLFDWLRQV RQO\VHQG LQFUHPHQWDO VQDSVKRW FKDQJHV WR WKH GHYV
VSDFHUHTXLUHG E\UHSOLFDWHG GDWDDQG WKH QHWZRUNEDQGZLGWK UHTXLUHC

7TKHUHSOLFDWLRQ WDVNDVNV WR GHVWUR\GHVWLQDWLRQ GDWDVHW VQDSVKRWYV
UHSOLFDWLRQ VQDSVKRWY 9HULI\WKDW WKHVQDSVKRWV LQ WKHGHVWLQDWLRQ
IHUHQW ORFDWLRQ $OORZLQJWKHUHSOLFDWLRQ WDVNWRFRQWLQXHGHVWUR\V
DQG UHSOLFDWHV DIXOO FRS\RI WKHVRXUFHVQDSVKRWYV

7KHWDUJHW GDWDVHW RQ WKH GHVW LWHDMWNG. RQ @ HVWRI BURWHRYWHGEH IADWD 7R PRX
EURZVH WKH GDWD RQ WKH GHVWLQDWLRQ VI\VWHP XVHD FORQHRGWHKRADSVKRW
PDNLQJLW SRVVLEOHWR EURZVHRUD PREKMWKHPREHWPHRUH GHWDLOV

5HSOLFDWLRQV UXQLQ SDUDOOHODV ORQJDV WKH\GR QRW FRQ5LFW ZLWK HDFK R
EHUDQG VLIHRIVQDSVKRWV DQG WKHEDQGZLGWKDYDLODEOHEHWZHHQ WKH VRXI

([DPSOHV LQ WKLV VHFWLRQ UHMHWUMWHR & KWK WKHLBRE LIJLQDO GDWDVHWYV IRU VQDSV!
BULPDWG WKH )VHHYMWHP WKDW LV VWRULQJ UH S®IFRIMVEHEG VQDSVKRWY DV

3XeXR _2THB+ iBQM * 2 iBQM gBx "/

7TRFUHDWHD QHZ UHS G DWW IHRE@ LIFRD W FDROQG 7FDHV/INAN
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= Accounts
Source Location * ~ (@ Destination Location *
System

Task Name *

Cran b T i
Cron Jobs | NEXT ADVANCED REPLICATION CREATION
]

S.M.ART. Tests

Periodic Snapshot Tasks

Resilver Priority

Network

Storage

Direct:

sharing

Services

yLJ 5HSOLFDWLRQ :L]DUG :KDWDQG :KHUH

7KH ZL]DUG DOORZV ORDGLQJ SUHYLRXVO\VDYHG UHSOLFDWLRQ FRQ4JXUDWLRQV
VHH DOO SEMSDEGEHWLRQ FUISDWHR Q RFEYLFNQV 5(3/-&$7-21 &5($7-21

8VLQJWKH ZL]DUG WR FUHDWH D QHZ UHSOLFDWLRQ WDVN EHJLQV E\GH4QLQJ ZKDV
2Q D 'LeHUHQW B UWHLMPKGHRXWKH /RRDMALW QQDWLRQHRRDWHRQIR QQHBDIR Q

WR WKH UHPRWH VIVWHP 2SHQ WKH GURS GRZQ PHQX WR RKRIPDWHNDRHEG-SFRQIQH F W |
FRQQHFWLRQ

6WDUW E\ VH O BlRWUKBMWDKWHWY WR EH UHSOLFDWHG 7&R PKRRAMHD GG/ DN E WFWONKMN
IURP WKH H[SDQGDEOH WUHH 7KH SDWK RIWKHGDWDVHW FDQ DOVR EH W\SHG LQW
EHFKRVHQ XVLQJ D WRPPHDSDUDWH HD B K VXIIOWHFSBUFQWLRQ ZLOOLQFOXGHDOO VQD
VFHQGDQW GDWDVHW&RRIUFKH FKRVHQ

6RXUFH GDWDVHWYV RQ WKH ORFDO VI\VWHP DUHUHSOLFDWHG XVLQJH[LVWLQJVQD
VQDSVKRWV H[LVWXWRPD$ELFDOO\ FUHDWHY VQDSVKRWV RI WKH FKRVHQ GDWDVH\
7TRPDQXDOO\GH4QH ZKLFK GDWDVHW V (HS\OKLFD W W R XUHEB® 6 [HE QKHRWWQ DS VKRW
I1DPLQJ6FKHPD

6RXUFH GDWDVHWV RQ D UHPRWH VA\VWHP DUH UHSDREQ WeHFXBRBNFR@RH@DD V QBIWK R
WHUQ RI WKH QDPHID/QEWWSY ZZZ IUHHEVG RUJ FJL PDQ<FPL"GXHUDQWUIWLPH
VWULQJV WKDW PDWFK QDPHV RI WKHVQDSVKRWYV WRLQFOXGHLQ WKHUHSOLFDWL
QDPHBVUP IURP D UHPRWH VRXBWRH HQWHB ) DV WKHUHSOLFDWLRQ W
I1DPLQJG6FKHPD

7KH QXPEHU RI VQDSVKRWY WKDW ZLOO EH UHS O% i DXWHRE VM. RQREZR) L DK IOXI6 HWF R DY &
ZLWK WKH VHOHFWHG GDWDVHWYV

1RZFKRRVHHWKH QWWIURHFHLYH WKH UHSOLFDWHG VQDSVKRWY 7R FWRRYMHED GHVWIL

R9y


https://www.freebsd.org/cgi/man.cgi?query=strftime
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DQG VHOHFW WKH GDWDVHW IURP WKH H[SDQGDEOH WUHH RU W\SH D'EUVWKWRWLRB
SDWK FDQ EH GH4QHG

8VLQJDQ 66+ FRQQHFWLRQ IRU UBHS-O7LLAIDQWL R QReSHEXRME WRK LV VHWY WKH GDWD WUD G
OHYHO 7KHFRQQHFWLRQLVDXWKHQWLFDWHG ZLWK 66+ 'DWD FDQ EHHQFU\SWHG
FU\SWHG WR PD[LPL]H WUSBQ V1M YQ/SHIS®/LRQ LV UHFRPPHQGHG EXW FDQ EH GLVDE(
VSHHG RQ VHFXUH QHWZRUNYV

$ VXJIHVWHG UHNDYINFDWRIHRIORZQ 7KLV FDQ EH FKDQJHG WR JLYH D PRUH PHDQLQJIX
'KHQ WKH VRXUFH DQG GHVWLQDW LROQ7MIRYHKRHRN/G!I ZHWQROKFNHSOLFDWLRQ ZLOO U

& What and Where

Replication Schedule () * %) at 00:00 (12:00 AM)

-.;. Run On a Schedule

(O Runonce

shot Lifetime ()

START REPLICATION

S.MART. Tests

Periodic Snapshot Tasks

Resilver Priority

Scrub Tasks

Netwo
Storage
Direct:
sharing

TE  cervices
=  Senvices

)LJ 5HSOLFDWLRQ :L]DUG :KHQ

7TKHUHSOLFDWLRQ WDVNFDQ EHFRQ4JXUHG WR UXQRQDVFKHGXOHRUOHIW XQVF
5XQ 2Q D 6 F KIHGWOWKKHHG XBOURSY GRZQ WR FKRRVH IURP SUHYVHWRPKHAKRIHDSWH V B W IGRIE (

VFKHGXOH &BRBZDEFHPRYHY DOO VFKHGXOLQJRSWLRQV

'"HVWLQDWLRQ 6QDSWYKRVWRHW PLIGMM.PKHQ UHSOLFDWHG VQDSVKRWY DUH GHOHWHG IU
6DPHDV 6REXMEBLFDWH WKHORQYKRWHEDIOWHRHRP WKH VR)>SWRH B 6 WDWEIS VKR
WDVSDJH
IHYHU '"HQHWHU GHOHWH VQDSVKRWV IURP WKH GHVWLQDWLRQ V\VWHP

EXVWRH4QH KRZORQJD VQDSVKRW UHPDLQV RQ WKHGHVWLQDWLRQ VA\VWHP (
VXUH RIWLPHIURP WKH GURS GRZQ PHQXV

&OLFBEZPI7 5(3/-&¥DV2HV WKH UHSOLFDWLRQ FRQ4JXUDWLRQDQG DFWLYDWHV WKH
FRQ4IJXUDWLRQ LQFOXGHV DVRXUFH GDWDVHW RQ WKHHWR RO ¥ WYDHTFDE R'E WDW N V
RIWKDW GDWDVHW LV DOVR FUHDWHG

RO9R
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7DVNV VEXWQWRRAHOO VWDUW LPPHGLDWHO\ —-I D RQH WLPHUHSOLFDWLRQ KDV QR YL
VQDSVKRWYV PHRHBIOPEQDSVKRW WKH VRXUFH GDWDVHWV DQG LPPHGLDWHO\UHSOLF

QDWLRQ GDWDVHW

$0O0 UHSOLFDWLRQ WD VRNVVINUGHGIOVFO DM HRIQHDNYDNY VHWWLQJV WKDW DUH VKRZQ E\
DGMXVWHG E\ RRHPQEMUBNKRIS GRZQ 7R VHH PRUH GHWDLOV DERXW WKH ODVW WLPH
FOLFN WKH HQW BWEE® YPDMKHDVNY FDQ DOVR EH H[SDUSBG &\ IRWLWKD@IWDVN ([SEL
WDVNV VKRZ DOO UHSOLFDWLRS3Y B W L QADMEG( KD YEX WWR Q V

3XeXk /p M+2/ 2THB+ iBQM * 2 iBQM

7KHDGYDQFHG UHSOLFDWLRQ FUHDWLRQ VFUHHQ KDV PRUH RSWLRQV IRU 4QH WXC
FDOUHSOLFDWLRQV OHJDF\HQJLQHPUHS R URTDUICRGIW | IRRIPH)WHIGI ER6HDWLQJI D RQH W
WKDW LV QRW OLQNHG WR D SHULRGLF VQDSVKRW WDVN

*RWRAWVWHBHSOLFDWLRQEANDR®G'9$1&('5(3/-&$7-21 &WBRM-RH WKHVH RSWLRQV 7KL
LVDOVR GLVSOD\HGyD I2/¢ML RQ MERIBEIDQ H[LVWLQJ UHSOLFDWLRQ

S.MART. Tests

Period hot Tasks

Resilver Priority

Scrub Tasks

Storage
Directory S

sharing

£ earvicas
=  Senvices

TKHUDQVSBOWH FKDQJHV PDQ\RI WKH RSWIER QU HR K RZVSDHE F D MYIRIDN H G QIDRHW R 1 W
SRPWWKRGV BB FROXPQ WR LGHQWLIV\4HOGY ZKLFKDSSHDU ZKHQ WKDW PHWK

".. $0J0ODQVBRWWRGYV
44)66+

/$566+ 1(7&%$7
-0$/2&$/

R9k
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“&(1(*$&<
7DEOH 5HSOLFDWLRQ 7DVN 2SWLRQV
NANCE ~ 7UDQVSF 9DOXH 'HVFULSWLRQ
1DPH $00 VWULQJ '"HVFULSWLYH QDPH IRUWKH UHSOLFDWLRQ
"LUHFWLRQ 66+ 1&7| GURS 386NVHQGV VOQDSVKRWV WR D GH3BNEGQRW|LRQ V\V
/(* GRZQ QHFWV WR D UHPRWH VA\VWHP DQG UHWULHYHV V
PHQX DIDPLQJ6FKHPD
7UDQVSRUW | $00 GURS OHWKRG RIVQDSVKRW WUDQVIHU
GRZQ 664V VXSSRUWHG E\PRVW VI\VWHPV |[-W UHT
PHQX RXVO\ FUB®MWHGE QHS /IR Q
66+ 1(7&%YVHV 66+ WR HVWDEOLVK D FRQQHFV
WR WKH GHVWLQDWLRQ B\WWHRIWKHQ XVHV
KWWSV JLWKXE FRP IUHHQDV S\ QLE]JIV W
HQFU\SWHG GDWD VWUHDP IRU KLIKHU WUDC
VSHHGV %\ GHIDXOW WKLV LV WXBSYRUWHG I
WHPV ZLWK RUODWHULQVWDOOHG R
RPPHQGHG 'HVWLQDWLRQ V\VWHPV WKDW
JUHHP?$6 RU ODWHULQVWDOOHG PLJKW KDY
DO O\ L QZWIEQPG T
/2&$H]FLHQWO\UHSOLFDWHY VQDSVKRWV W
GDWDVHW RQ WKH VDPH V\VWHP
/(*$&XVHV WKH OHJDF\ UHSOLFDWLRIQ HQJLQ
JUHH?$6 DQG HDUOLHU
66+ 8aRQQHFWLR®+ 1&7| GURS &KRRVHABKIHRQQHS /IR Q
/(* GRZQ
PHQX
IHWFDW $SFWL[YH&GLGH | GURS (VWDEOLVKLQJD FRQQHFWLRQ UHTXLUHV WKDW
GRZQ WLRQ VIVWHPV KDV RSHQ 7&3 SRUWV /2KRRVH Zk
PHQX &$RB(027(ZLOO RSHQ SRUWV &RQVXOW[\RXU -7
WR GHWHUPLQH ZKLFK VI\VWHPV DUHDOQRZHG W
ITHWFDW $SFWLYH&LGH | VWULQJ -3 DGGUHVV RQ ZKLFK WKFWARQMEVEWLRY) ' H
ILVWHQ $GGUHVV IDXOWV WR
IHWFDW $FWLYH&GLGH | LOWHJHURZHVW SRUW QXPEHU RIWKHDFWLYH VLGH OLV'
0OLQ 3RUW RSHQ WR FRQQHFWLRQV
IHWFDW $SFWLYH&LGH | LQWHJHU+LJKHVW SRUW QXPEHU RIWKHDFWLYH VLGH OL
OD[3RUW LVRSHQ WR FRQQHFWLRQV 7KH 4UVW DYDLODE¢
PLQLPXP DQG PD[LPXP LV XVHG
IHWFDW $SFWLYH&LGH | VWULQJ +RVWQDPHRU -3DGGUHVV XVHG WR FRQQHFW W
&RQQHFW $GGUHVYV VIVWHP :KHQ WKH DFW&YMKLEHGENDXOWYV WR W
44)@$-*&HNDYLURQPHQW YDULDEOH :KHQ WKH DI
5(027(WKLV GHIDXOWV WR WKH 66+ FRQQHFWLRC
6RXUFH $00 0 "H4QH WKH SDWK WR D VIVWHP ORFDWLRQ WKDW
%URZVHUHSOLFDWH 0& @URZWKHWR VHH DOO ORFDWLRQ
VWULQJ VRXUFH V\VWHP RUFOLFNLQ WKH 4HOG WR PDQ X

WLRQ ([DRPCPMWM EBUBTBRXOWLSOH VRXU

FH ORFLC

FDQEHVHOHFWHG RUPDQXDOO\GH4QHG ZLWK L

VHSDUDWRU

*QMiBMm2/ QM

R9j

M2ti T ;

J
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BHWWLQJ

h #H2 3Xe
 7UDQVSF 9DOXH

+QMiBMm2/ 7°QK T°2pBQmb T ;2
"HVFULSWLRQ |

"HVWLQDWLRQ $00 0 "H4QH WKH SDWK WR D VIVWHP ORFDWLRQ WKDW
%URZVHFDWHG VQDSVKRWYV %URANHWWR VHH DODO ORFDYV
VWULQJ RQWKHGHVWLQDWLRQ VIVWHP RUFOLFNLQ WK1
W\SH D ORFDWLRQ SMWRM[EBIBABHOHFWLQJ
DORFDWLRQ GH4QHV WKH IXOO SDWK WR WKDW ¢
QDWLRQ $SSHQGLQJD QDPH WR WKH SDWK ZLOC
DWWKDW ORFDWLRQ
)RUH[DPSOH VEPRPMWEBUBZEOO VWRUH|VQDS
VKRWEB@WBTFEXW FOLFNLQJ WKH SDWKMIQG W\S!I
DIWEHBUBTFALOO FUMPMWRU VQDSVKRW VWRUDJH
SHFXUVLYH $00 FKHFNERPHSOLFDWH DOO FKLOG GDWDVHWOR®IBYKRWYV
&KLOG 'DEBNRMHN YLVLEOH
([FOXGH &KLO|G66+ 1&7 | VWULQJ ([FOXGHVSHFL4F FKLOG GDWDVHW VQDSVKRWV
"'DWDVHWV 12& FDWLRQ 8WHEXWKHBBLFDWLRQV /LVW FKLOG G
QDPHV WR H[FOXGH 6HSDUDWH PXOWLSIOH HQW
(IDPS@Q®PM EBUBTFU DKRWMEFXUVLYHUHSOL
FDWLRIPRM EBUBVBODSVKRWV LQFOXGHV DOO F
GDWDVHW VQDSVBRWE H[FHSW
BURSHUWLHV | 66+ 1&7| FKHFNERLQFOXGH GDWDVHW SURSHUWLHY ZLWK WKH UH ¢
12&
SHULRGLF 6QD $WKRW&7 | GURS 6QDSVKRW VFKHGXOH IRUWKLY UHSOLFDPWLRQ V
7DVNV 12& GRZQ FRQA4IJXBHGLRGLF 6QDSSPRAW 7DVRKLY UNSOLFD
PHQX WLRQ WDVN PXVW KBWHX\KHGEFOKGH &KL OG
"‘DWDWDMKHY DV WKH FKRVHQ SHULRGLF VQDSV|
OHFWLQJD SHULRGLF VQDSVKR WEFKKHEGIOMH U H I
4HOG
IDPLQJG6FKHPD66+ 1&7 | VWULQJ 9LVLEOBZLUWKSOLFDWLRQV 3DWWHUQ R|I| QDPLQ
128& VQDSVKRWY WR EH UHSOLFDWHG WQWH.B MW KH QL
KWWSV ZZZ IUHHEVG RUJ FJL PDQ<FJL"TXHU\
P G + DQ® VWULQJV WKDW PDWFK WK|H VQDS\
LQFOXGHLQ WKHUHSOLFDWLRQ
$OVR —QFOXGHA®®P 1&7 | VWULQJ| OLVLEOBZAMHKSOLFDWLRQV 3DWWHUQ RI QDPLC
LQJ6FKHPD 12& WRP VQDSVKRWY WR LQFOXGHLQ WKH UHSOLFD\
SHULRGLF VQDSVKRW VFKHGXIOH P{@QWHU WKH
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\
VWULQJV WKDW PDWFK WKH VQDSVKRWV|WR LQF
WLRQ
‘KHQ D SHULRGLF VQDSVKRW LV QRW OLQNHG WR
HQWHU WKH QDPLQJ VFKHPD IRUPDQXDQO\ FUHE
+DVWKHVDOPM G + DQ® VWULQJUHTXLUHPHQ\
DV WKHPLQJ 6 FKIQEDULRGLF VQD SWKRW WDV N
5XQ SXWRPDW|L6®O Q&7 | FKHFNERPHW WR HLWKHU VWDUW WKLY UHSOLFDWLRQ WD
12& OLQNHG SHULRGLF VQDSVKRW WDVN FRRSOHWH
DWH D VHSFUBB®ROM KLY UHSOLFDWLRQ
6FKHGXOH 66+ 1&7| FKHFNERPWDUW WLPH IRUWKH UHSOLFDWLRQ WD|VN 6HO
12& DQG GURRU FKREXWWWRR XVH WKHDGYDQFHG VFKHGXOHU
GRZQ %HIJRDQGQA@HOGV
PHQX
%HJLQ 66+ 1&7| GURS 6WDUW WLPH IRUWKHUHSOLFDWLRQ WD|VN
12& GRZQ
PHQX
(QG 66+ 1&7| GURS (QG WLPH IRUWKHUHSOLFDWLRQ WDVN |$ UHSO]
12& GRZQ UHDG\LQ SURJUHVV FDQ FRQWLQXH WR UXQ SDV
PHQX
*QMIiBMm2/ QM M2ti T ;
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6°22L a RRXj@I18 b2  :mB/2- _2H2 b2
h #H2 3Xe +QMiBMm2/ 7°QK T 2pBQmb T ;2
BHWWLQJ ~ 7UDQVSF 9DOXH 'HVFULSWLRQ |
5SHSOLFDWH 65186¢t4E&7 | FKHFNERRPQO\UHSOLFDWH VQDSVKRWY WKDW PDWFK D G+
6QDSVKRWV | /2& DQG GURSVLPH 7R VSHFLI\ZKLFK VQDSVKRWY ZLOO EH UH
GRZQ FKHFNER[DQG GH4QH WKH VQDSVKRW FUHDWLR
PHQX EHUHSOLFDWHG )RUH[DPSOH VHWWKQOWKLV
ZLOO RQO\UHSOLFDWH VQDSVKRWV WKDW ZHUH
QLQJRIHDFK KRXU
%HJILQ 66+ 1&7| GURS "DLOVWLPHUDQJH IRUWKH VSHFL4F SHULRGLF V
128& GRZQ FDWH LQ PLQXWHLQFUHPHQWY 3HULRGLFVQ
PHQX EHIRUHMHIWQPH ZLOO QRW EHLQFOXGHG LQ WK1
(QG 66+ 1&7| GURS "DLOVWLPHUDQJH IRUWKH VSHFL4F SHULRGLF V
/28& GRZQ FDWH LQ PLQXWHLQFUHPHQWY 6QDSVKRWV F
PHQX (QWWLPH ZLOO QRW EH LQFOXGHG LQ WKH UHSOL|
2QO0\5HSOLFDWHH+ 1&7| FKHEFNERPHW WR X6 AKMIGEOSIOD FH5H S\OKHFDW H 6 SHFL4F 6¢
6QDSVKRWYV 0D ¥RK VKRWIPH IUDP I8 FRKIBYXBOOHXHY DUH UHDG RYHU WK
LQJB6FKHGXOH S5HSOLFDWH 6SH F WIEPSH DIDWPKR W V
SHSOLFDWH IURB+ 1&7| FKHFNEREI WKH GHVWLQDWLRQ VIVWHP KDV VQDSVKRWYV
VFUDWFKLILQFR&PHQ KDYHDQ\GDWD LQ FRPPRQ ZLWK WKH VRXUFH V(
WDO LV QRW SRVVLEOH VWUR\DOO GHVWLQDWLRQ VQDSVKRWV DQG GR
'DUQLQUQDEOLQJ WKLV RSWLRQ FDQ FDXVH GDW
FHVVLYH GDWD WUDQVIHU LI WKH UHSOLFDWLRQ
+ROG 3HQGLQU66QDI&7 | FKHFNERBUHYHQW VRXUFH VIVWHP VOQDSVKRWVY WKDW KD
VKRWV 128& WLRQ IURP EHLQJDXWRPDWLFBQDSVYKRRYSHG E\
WHQWLRQ 3ROLF\
6QDSVKRW 5HWGBGWL&RQ GURS 'KHQ UHSOLFDWHG VOQDSVKRWV DUH GHOHWHG |
3ROLF\ 128& GRZQ WLRQ V\VWHP
PHQX 6DPH DV 6 RXUAMDSVKRW MDIOWHRHRP| WK H
VRXUFHULRGLF VQDSDKRW WDVN
&XVWRMH4QB@MDSVKRW IRIHWKPHE HVWLQDWL
VI\VWHP
1RQHHYHU GHOHWH VQDSVKRWV IURP WKH C
VI\VWHP
6QDSVKRW /LIHS\O® H LQWHJHUSGGHG ZIAAXKDWRPWHQWLRQ SROLF\ +RZ ORQJ D \
DQG GURSHPDLQVRQ WKH GHVWLQDWLRQ VI\VWHP (QWH!
GRZQ FKRRVHD PHDVXUH RI WLPH IURP WKH GURS GRZ
PHQX
6WUHDP &RP S|UG6I6/A+ GURS 6HOHFWD FRPSUHVVLRQ DOJRULWKP WR UHG XF|
VLRQ GRZQ GDWD EHLQJUHSOLFDWHG BQOVEFSKRNWBIQVMEKHQ
PHQX 7UDQVSRUW
JLPLW ([DPSO[H6/6 + LQWHJHU/LPLW UHSOLFDWLRQ VSHHG WR WKLV QXPEHU R
L% 0 =HUR PHDQV QR OLPKWP IJ& L VHIOSDIMG
7%
6HQG HGXSOLUFEPWHIR7 | FKHFNER[HGXSOLFDWH WKH VWUHDP WRDYRLG VHQGLQJ
6WUHDP /28& GDQW GDWD EORFNV 7KH GHVWLQDWLRQ V\VWH
DOVR VXSSRUW GHGXSOLFPDWHG VWUHDPV 6HH
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\
$OORZ %ORFNVE®UIRT | FKHFNERJOORZ VHQGLQJ ODUJH GDWD EORFNV 7KH GHVV
WKDQ .% 128& VI\VWHP PXVW DOVR VXSSRUWIODUJH EORFNV 6F
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\
$OORZ &RPSUHYVHG &7 | FKHFNERBVH FRPSUHVVHG :5-7( UHFRUGV WR PDNH WKH V
'5-7(5HFRUGY /2& PRUHH]FLHQW 7KH GHVWLQDWLRQ V\VWHP PXV
VXSSRUW FRPSUHVVHG :5-71{WHFRUGV 6HH
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\
*QMIBMmM2/ QM M2ti T ;
RO8
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IXPEHU RI UHWBGHVL&7
IRUIDLOHG UHYQ&FD
WLRQV

h #H2 3Xe +QMiBMm2/ 7 QK T 2pBQmb T ;2
6HWWLQJ ~ 7UDQVSF 9DOXH

LQWHJH

'"HVFULSWLRQ |
ULXPEHURIWLPHVY WKH UHSOLFDWLRQ LV
SLQJDQG PDUNLQJWKHWDVNDV IDLOHG

/IRJIJLQJ/HYHO $0O GURS OHVVDJH YHUERVLW\OHYHO LQ WKH UHS
GRZQ
PHQX
(QDEOHG $00 FKHFNER$}FWLYDWHY WKHUHSOLFDWLRQ VFKHGX
3XeXj 2THB+ iBQM h bFb

6DYHG UHSOLFDWLRQV WS @K RE @ BROQMOH/ N V

B RUNNOW # Eom

Direction

PUSH

)LJ

5HSOLFDWLRQ 7DVN /LVW

DWWHP

OLFDWL

OH

7TKHUHSOLFDWLRQ QDPHDQG FRQ4JXUDWLRQ GHWDLOV DUHVKRZQ LQ WKHOLVW 7
&2/801PHQXDQG VHOHFWWKHUHSOLFDWLRQ GHWDLOV WR VKRZLQ WKHQRUPDO W

7KIBWLOPRI®XPQ VKRZV WKH VWDWXV RI WKH UHSOLFDWLRQ WDVN 7R YLHZ WKH GHWEL
6 W DHQMV U\ ZKHQ WKH WDVN LV UXQQLQJRU 4QLVKHG

([SDQGLQRQJDQHQWU\VKRZV DGGLWLRQDO EXWWRQV IRUVWDUWLQJRUHGLWLQJD |

3XeX9 GBKBiBM; _2THB+ iBQM hBK2b

TKBFKHG®%EBBHIDR@@®WLPHY LQ D UHSOLFDWLRQ WDVN PDNH LW SRVVLEOH WR UHVWUL
7KHVH WLPHV FDQ EHVHW WR RQO\DOORZUHSOLFDWLRQ DIWHU EXVLQHVV KRXUV

R9e
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WLYLWNZLOO QRW VORZ GRZQ RWKHU RSHUDMWLEBOQWYO L N HAKHDGN KORMDOWRMHWWLQJV O
FDWLRQ WR RFFXUDWDQ\WLPH

7KHVH WLPHV FRQWURO ZKHQ UHSOLFDWLRQ WDVN DUHDOORZHG WR VWDUW EXW :
UXQQLQJ 2QFHD UHSOLFDWLRQ WDVN KDV EHJXQ LW ZLOO UXQ XQWLO 4QLVKHG

3XeX8 h"Qm#H2b?QQiBM: 2THB+ iBQM

5HSOLFDWLRQ GHSHQGV RQ 66+ GLVNV QHWZRUN FRPSUHVVLRQ DQG HQFU\SWLR
DOQ\RIWKHVHFDQ SUHYHQW VXFFHVVIXO UHSOLFDWLRQ

5HSOLFDWLRQ ORJIWBBHWHYH® UBSFQRIIMRHLQGLYLGXDO UHSOLFDWLRQ WDVNYV F|
FOLFNLQJ WKH GWBWIHFDWLRQ

3XeX8XR aa>

66+SDJH PXVW EHDEOHWR FRQQHFW IURP WKH VRXUFH VIVWHP WR WKH GHVWLQ
7KLV LV WH YV WHH-GS D RHP E\ PDNLSGJIBRJIH FRQQHFWLRQ IURP WKH VRXUFH V\VWH
QDWLRQ VI\VWHP )RU H[DPSOH WK LYOYWIR-HRWYY HFW L REQM D &RBKW ISHD J H RQ WKH
VRXUFH PDBIOISKHVKHQ HQWHU WKLV FRPPDQG

TTI WW

2Q WKH4UVW FRQQHFWLRQ WKH V\WWHP PLJKW VD\

/P NBUDIJOH IPTU LFZ GJOHFSQSJOU GPVOE JO %/4
"SF ZPV TVSF ZPV XBOU UP DPOUJOVF DPOOFDUJOH ZFT OP

9HULI\WKDW WKLV LV WKH FRUUHFW GHVWLQDWLRQ FRPSXWHU IURP WKMHTSWHFHG L
WKLV SR LEGWS DOH VKHOO FRQQHFWLRQ LV RSHQ WRMWB GHVWLQDWLRQ V\VWHP

-IDSDVVZRUG LVUHTXHVWHG 66+ DXWKHQWLFDWLRQLV QRW ZRUNLQJ $Q 66+ NH\
WLRQ V\\ORPIR® TTI BVUIPSJ[FE®DIHNBIS MPH BVUUOIRAEDQ VKRZ GLDJQRVWLF HUURU"
SUREOHPVRQ WKHGHVWLQDWLRQ FRPSXWHU DOVR

3XeX8Xk *QKT 2bbBQM

ODWFKLQJ FRPSUHVVLRQDQG GHFRPSUHVVLRQ SURJUDPV PXVWEHDYDLODEOHRQ
SXWHUV 7KLVLVQRWDSUREOHP ZKHQ ERWK FRP &XWHUNKHIHRBHUPWYOLIQ U MHIMVE B P V
KDY®] SLIRBO]JEBPSUHVVLRQ SURJUDPV LQVWDOOHG EA\GHIDXOW $Q HDV\ZD\WR G|
SHSOLFDWLRQ 6WUHIR&RPWKHWHERQLFDWLRQ UXQV VHOHFW WKH SUHIHUUHG FRF
WBS MPH EFCVRQWPKH JUMMIMWHP IRUHUURUYV

3XeX8Xj J Mm H h2biBM;

2Q$0SKMKH VRXUFH FRP SKB\SHM PW K\H T BBHHFFD Q DOVR VKRZ KHOSIXO PHVVDJHV WR O
OHP

2Q WKH VRXUFH FRPSKDS H® PHSD JH DQG PDQXDOO\VHQG D VLQJOHVQDSVKRW W
FRPSXWHHIMKH VQDSVKRW XVHG LQ WKLVBW[WPSOH LV QDPH®YV EHIRUH LW LV ORFDV
WKMHOSKDSRRO DETOKD\GHWRE RO VHSDUDWHY WKH QDPH RI WKH GDWDVHW IURP WKH
WKH FRPPDQG

[GT TFOE BMQIBQPPM BMQIBEBUBI!BVUP X1 TTI [GT SFDW CFUB@PPM

~-IDVQDSVKRW RI WKDW QDPHDOUHDG\H[LVWV RQ WKH GHVWLQDWLRQ FRPSXWHU
ZLWK WKH QHZ VQDSVKRW 7KHH[LVWLQJVQDSVKRW RQ WKH GHVWL@XWMDRQ FRPSX
SDJH REWOG UXQQLQJ WKLV FRPPDQG

R9d
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[GT EFTUSPZ 3 CFUBQPPM BMQIBEBUB!BVUP X

7KHQ VHQG WKH VQDSVKRW PDQXDOO\DJDLQ 6QDS\WKRWIW R @ WAKM HXHE NMIPQDRAH. R Q \
SDJH ZLGMKMJTU U TOBAUIRUBWRUDBBDSVKRWYV

(UURUPHVVDIJHVY KHUHFDQLQGLFDWHDQ\UHPDLQLQJ SUREOHPYV

3Xd _2bBHp2 S BQ Biv

5HVLOYHULQJ RUWKH SURFHVV RIFRS\LQJ GDWD WR D UHSODFHPHQW GLVN LV EH\
LQJWKH SULRULW\RIUHVLOYHUV FDQ KHOS W K H5 WIROFYRFUPSBUAR I8 BW K ¥ TW LFRWOAL £ R
WR LQFUHDVH WKH SULRULW\RIUHVLOYHULQJDW WLPHV ZKHUH WKH DGGLWLRQDO
6HOHBWINVBHVLOYHUMR GRYISWD\ WKH VFUHHQWKRZOQAGHVFULEHY WKH 4HOGV RQ W
VFUHHQ

day, Sunday

Plugins

)LJ 5HVLOYHU 3ULRULW\
7TDEOH 5HVLOYHU B3ULRULW\2SWLRQV
6HWWLQJ ‘ 9DOXH ‘ '"HVFULSWLRQ
(QDEOHG FKHENER] 6HW WR UXQ UHVLOYHU WDVNV EHWZHHQ WK
WLPHYV
%HJIJLQ 7LPH GURS GRZQ &KRRVH WKH KRXUDQG PLQXWH ZKHQ UHVLO
EHVWDUWHG

*QMIBMm2/ QM M2ti T ;

R93
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h #H2 3Xd +QMiBMm2/ 7°QK T 2pBQmb T ;2
6HWWLQJ ~ 9DOXH " '"HVFULSWLRQ
(QG 7LPH GURS GRZQ &KRRVH WKH KRXUDQG PLQXWH ZKHQ QHZ U}
FDQ QR ORQJHU EH VWDUWHG 7KLV GRHV QR
UHVLOYHU WDVNV
"D\W RIWKH :HHN FKHFNER[HV | 6HOHFW WKH GD\WWR UXQ UHVLOYHU WDVNYV

3X3 a+ m# h bFb

$ VFUXE LVWKH SURFHVV RI=)6 VFDQQLQJ WKURXJKWKH GDWD RQD SRRO 6FUXEV |
GHWHFW VLOHQW GDWD FRUUXSWLRQV FDXVHG E\WUDQVLHQW KDUGZDUH LVVXHV
XUHV J)UHWHIDI6HY LW HDV\WR VFKHGXOH SHULRGLF DXWRPDWLF VFUXEV

-WLVUHFRPPQHGHG WKDW HDFK SRRO LV VFUXEEHG DW OHDVW RQFHD PRQWK %L\
=)6 EXWRQO\ZKHQ WKDW GDWD LV UHDG 6FKHGXOHG VFUXEV FDQ 4QG ELW HUURU
QHHGHG IRUD VFUXE LV SURSRUWLRQDO WR WKH TXDQWLW\RI GDWD RQ WKH SRRO

7KHVFUXE SURFHVV LV - 2LQWHQVLYHDQGFDQ QHIDWLYHO\LPSDFW SHUIRUPDQF
HQGV WRPLQLPL]JHLPSDFWWR XVHUV ODNHFHUWDLQ WKDW VFUREWVDQRGRWWKKU GI
SDJH DUHVFKHGXOHG WR UXQRQ GL-HUHQW GD\VWRDYRLG GLVNFRQWHQWLR(

6FUXEV RQO\FKHFN XVHG GLVN VSDFH 7R FKHFNEXQ %VH G G&WNHYS D R H/ AKGIG XOH
6HOI WHRVWXQ RQFH RUWZLFH D PRQWK

6FUXEVDUHVFKHGXOHG DQ®PYIRGBUNE ZDWKYV

:KHQ D SRROLVFUHDWHG DVFUXELVDXWRPDWLFDOO\VFKHGXOHG $DONAWU\ZLW
I 6FUXE 7TDAVWNAWPPDU\RI WKLV HQWU\ FD @ EVMN\&HZ XE 7ZDMNOVMIH GLVSOD\V WKH GHIDXO
VHWWLQJV IRUWKHKERRO@MDIRHGHN RPSOMH. RQVGR®E D SRRO LV FOLFNHGOUR GLVSOL
VFUHAQEOHVXPPDUL]HV WKH RSWLRQV LQ WKLV VFUHHQ

RON
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on Sundays at 00:00 (12:00 AM)

Cron Jobs

S.MART. Tests

Periodic Snapshot Tasks

Replication Tasks

Resilver Priority

Network

Storage

Direct:

sharing

JLJ 9LHZLQJ 3RRO '"HIDXOW 6FUXE 6HWWLQJV
7DEOH =)6 6FUXE 2SWLRQV
3RRO GURS GRZQ &KRRVHD SRRO WR VFUXE
PHQX
7TKUHVKROGWGWWUWL QJ 'D\VEHIRUHD FRPSOHWHG VFUXELVDOORZHG WR UXQ DJ
WDVN VFKHGXOH )RUH[DPSOH VFKHGXOLQJD VFUXE WR
7TKUHVKROMGREEDQV WKH VFUXE DWWHPSWV WR UXQ GDLO\
VFUXE LV VXFFHVVIXO LWFRQWLQXHVY WR FKHFN GDLO\E
WLO VHYHQ GD\VKDYHHODSVHG 8VLQJD PXOWL|ISOH RI VI
DOZD\VRFFXUVRQ WKHVDPH ZHHNGD\
"HVFULSWLRWWULQJ '"HVFULEH WKH VFUXE WDVN
6FKHGXOHWXWRS GRZQ &KRRVH KRZRIWHQ WR UXQ WKH VFUREWDIVN &KIRLFHV DL
6FUXE 7TDVNPHQX HHNORQWHKREXVWRBP OHRXVQMRFPHQV WKHDODQFHG 6FKHG
XOHSDJH
(QDEOHG FKHFNER] 8QVHW WR GLVDEOH WKH VFKHGXOHG VFUXE ZLWKRXW GH

S5SHYLHZ WKH GHIDXOW VHOHFWLRQV DQG LIQHFHVVDU\ PRGLI\WKHP WR PHHW WK
FDOQQRWUXQIRUORFNHG RUXQPRXQWHG SRROV

6FKHGXOHG VFUXEV FDQ EH '@ 0CEMIHERZQ WVEKKWKRMHKLY LV Q BWWHERPPRIGGR®BLGH DQ
HDUO\LQGLFDWLRQ RI GLVN LVVXHV-HHI RBUXEQIWWNRBRULAPWHQVLYH IRU WKH KDUGZI
SRUDULO\ GHV H@HOREMEBQW WKE® IRUWKH VFUXE XQWLO WKH KDUGZDUH FDQ EH XSJUD
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3XN *HQm/ avM+ h bFb

JLOHVRU GLUHFWRULHV FDQ EH VIQFKURQL]JHG WR UHP RWRIXFORXQE W DAMRNWHH SURYL

:DUQLQJKLYVY &ORXG 6\QF WDVN PLIJKWJR WR D WKLUG SDUW\FRPPHUFLDO YHQGRU
WHPV 30OHDVHLQYHVWLIJDWHDQG IXOO\XQGHUVWDQG WKDW YHQGRU V JULFLQJ
&ORXG 6\QF WDVN L;VI\VWHPV LV QRWUHVSRQVLEOHIRUDQ\FKDUJHV LQHAXUUHG I
WKH &0ORXG 6\QF IHDWXUH

&ORXG &UHCSDIWLD®XVW EH GH4QHG EHIRUH D FORXG VIQF LV FUHDWHG 2QH VHW F
PRUH WKDQ RQH FORXG VI\QF )RUH[DPSOH DVLQJOHVHWRIFUHGHQWLDOV IRU $PI
VIQFV WKDW SXVK GL*HUHQW VHWV RI40HV RUGLUHFWRULHV

$ FORXG VWRUDJHDUHD PXVW DOVR H[LVW L WEKXFNHWH & X AMNKHW R OWW EBGOHOBWH !
IRUH D VI\QF WDVN FDQ EH FUHDWHG

$IWHU WKH FORXG FUHGHQWLDOVBEUNYERNKGQ 6 ROUVIXYMG WR GH4QH WKH VFKHGXO
QLQJD FORXG VIQF WDVN 7KH WLPH VHOHFWHG LV ZKHQ WKH &0RXG 6\QF WDVN LV L
VIQF PXVW FRPSOHWH EHIRUHDQRWKHU FORXG VIQF FDQ VWDUW 7KHFORXG V\QF L
OHFWHG HQGLQJWLPH 7RVWRS WKHFORXG VI\Q)F @WOWNHEWRRSE LWLV 4QLVKHG FOI

$Q H[DPSOH LV VKRZQH Q

)LJ &ORXG 6\QF 6WDWXV

7KH FORX G W\IMXFLFDWHYV WKH VWDWH RI PRVW UH F HOQWD IIQRNG VK® Z VDK IF NLBQWINAK
DQG LQFOXGHVDQ RSWLRQ WR GRZQORDG WKHP

R8R
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&OLFNWR GLVS GIZAMKHR X 8 16 QXFV K R 2)Q L)XQU H

)LJ $GGLQID &ORXG 6\QF

7TDEOHVKRZV WKH FRQ4JXUDWLRQ RSWLRQV IRU &0RXG 6\QFV

 BHWWLQJ

'"HVFULSWL

9DOXH 7\SH
ROV ULQJ

7DEOH &ORXG 6\QF 2SWLRQV

" 'HVFULSWLRQ
$ GHVFULSWLRQ RI WKH &ORXG 6\QF 7DVN

'LUHFWLRQ

GURS GRZQ PH@BE6VHQGV GDWD WR FOFRXG N WHRLUMHMGDWD |UR

VWRUDJH &KDQJLQJ WKH G LAUHDRYWL R QVORRRGE H W

P FORXC
WKH

&UHGHQWL

D®URS GRZQ PH@KOHFW WKHFORXG VWRUDJH SURYLGHU FUHG

&ORXG &UHCGSDIWLDOMKH FUHGHQWLDO LV WHYV.
GLVSOD\HG LID FRQQHFWLRQ FDQQRW G MR &
WR WKH FRQ4JXUDW LRQUFDIG &R Ul S/EKOHVIESO [V
GLVDEOHG XQWLO D YDOLG FUHGHQWLDO LV V1

%NXFNHW &

SUHGH4QHG 6 EXFNHW WR XVH
&RQWDIZ®HWBUH FRQ4JXUHG FRQWDLQHU QDPH

YROGHU

EURZVH EXWW

RMXKH QDPH RI WKH SUHGH4QHG IROGHU ZLWKLQ

WHP DQG FKRRVH WKHIROGHU

S HQWLDC
WHG DQ(
BIO&OLF N

HOHFWH

RQWREQ@WREZQ PHOXXFNH@O\DSSHDUV ZKHQ DQ 6 FUBHE& M DEGHMHOFIA WYKKHH

2Q0\ D

";63&#-O0RUVCI$SUHGHQWLDO LV VEROHEWH® DIVOV KH

WKH VHC

WDLQHU 7\SH WKH @DPHJRUV¥I®LWR OLVW WKH UHPRWH

BHUYHU 6LGBU®S GRZQ PH@RWLYH HQFU\SWLRQ RQ WKH FORXG SILRRORIUWGHU DFFR X
FU\SWLRQ $(6 2QO\YLVLEOH ZKHQ WKH FORXG SURYLGHU VXSS
*QMIBMmM2/ QM M2ti T ;2
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- BHWWLQJ
6WRUDJH &

9DOXH 7\SH

h #H4H2 3XN

O®WRS GRZQ PH

+QMiBMm2/ 7°QK T 2pBQmb T ;2
'HVFULSWLRQ

EDVHG RQ WKH VSHFL4F XVH FDVH RU SHUIRUP
UHTXLUHPHQWW]BEKW 6WRUDJH &ODVVHV
KWWSV GRFV DzZV DPD]JRQ FRP $PD]JRQ6 OD
FODVV LQWUR KWPO IRUPRUHLQIRUPDWLRQ
FKRRWWRUDJHRODDIDVBSHDUV ZKHQ DQ 6 FUHG
3URYLGHU

1T@ODVVLAFDWLRQ IRUHDFK 6 REMHFW &KRRVHDFODV

DQFH

WHVW G
RQ ZKLF
HQWLDO

8SORDG &KXIQNWHJHU JLOHV DUH VSOLW LOQWR FKXQNV RI WKLV VL]H EHIRUH X

6L]H OL% FKXQNV WKDW FDQ EH VLPXOWDQHRXV ONUWDWQNVQVIHUUH
IHQXPEHU 7KHVLQJOH ODUJHVW 40H EHLQJ WUDQVIH
PRUH WKDQ FKXQNV

8VH IDVW DEKWFNER] 8VH IHZHU WUDQVDFWLRQV LQ H[FKDQJH IRU PRUH 5%0
KWWSV UFORQH RUJ GRFV IDVW OLVW ORGLI\LQJ\

&UHGHQWLDO

VSHHGRAMBORZ GRZQ WKH WUDQVIHU 2QO\DSSHDUV ZLW

'LUHFWRU\

JEORIZVH EXWW

REHOHFW GLUHFWRULHV RU 40HV WRXENM\WOHFQWRMWR WKH F
WKH GHVWLQDWLRQ VBR &BQFUL WOMH® KRULR XV DERXW W
GHVWLQDMIM®ER WR DYRLG RYHUZULWLQJ H[L

VWLQJ 4

7TUDQVIHU

DREAHRS GRZQ PH@X1&LOHV RQ WKH GHWKD@DIWERR®WFK WKRVH
-1 D40H GRHV QRW H[LVW RB@ WHWHNR® X
WKHGHVWLQDWLRQFHFEWEBR@UH WR WKLV EHHK
&23<)LOHV IURP WKH ¥FREUW®R MKHH GHVWLQDW L
WKHVDPHQDPHV DUH SUHVHQW RQ WKRYEGHY WIL\ D W LR (

VRXUFH

WHQ
029( $IWHU 40FR/SDBIBRP WKH VRXUFH WR WKH G

WLQDWLRYHDZKMLWWHQ

DUBHOHWH® WKH VRXUFH )LOHV ZLWK WKH VDO

RQ WKH
UFH LW
DYLRU

RQ -1 4¢

HVWLQD
PHQDPF

7DNH6QDS

VRRMFNER ]

7DNH D VQDSVKRW RI WKH GB&HTKHW FEDHQ R RNV E
DEOHG ZKHQ WKH FKRV383p EDW QDWNW W&R GDWD

HHQ
HWV

3UH VFULS

WWULQJ

$ VFULSWWRH[HFXWH EHIRUH WKH &0RXG 6\Q

F 7DV N L\

3RVW VFUL

SWNVULQJ

$ VFULSW WR H[HFXWHDIWHU WKH &0RXG 6\QF

7TDVN LV

5HPRWH (Q
FU\SWLRQ

FKHENER]

BVWWFORQH KIWW8VY UFORQH RUJ FU\SW WR
WLRQ GEBG&QBS//WUDQVIHUV

386+ QFU\SW 40HV EHIRUHWUDQVIHU DQG VWR
WKH UHPRWH V\VWHP )LOHV DUH 8BB\BWWRIG 3
DQGQFU\SWLRRGDIOW
38//'HFU\SW 40HV WKDW DUH EHLQJ VWRUHG R
IRUH WKH WUDQVIHU 7UDQVIHUULQJWKH HQF
WKH VBIORU\SWLRQ TDQ/GEOFRNSW L R BIVOWD V XV |
HQFU\SW WKH 40HV
$GGV WIKHHQDPH (QRQFSWEWQRQ 3D QEZRUNS W L
RSWLRQV $GGLWLRQDO GHWDLOV DERXW WKH
GHULYDWLRQ DUH DYDOBGREGH LYMWKBH IRUPD
WLRKWWSYV UFORQH RUJ FU\SW 40H IRUPDW

PDQDJH

UH WKH
D\ \DZ R\

Q WKH UFH
U\SWHG .
HG WR

RQ 6DOW
HQFU\S
WV GRF X
Vv

JLOHQDPH
FU\SWLRQ

FKHFENER]

(QFU\S®6+RU GHFB83MWOH QDPHV ZLWK WK QF
GDUG 40H QDPH HQFU\KWWBSY PREORQH RUJ R
QDPH HQFU\SWLRQ PRGHV 7KHRULJLQDO GL
VHUYHG $40HQDPH ZLWK WKH VDPH QDPH DOZ
FU\SWHG 40HQDPH

38//WDVNV WKPVMDKQPRH (QAQBEMLHRR®DQG DQQ
FU\SWLRQ 3RYQERUSSW LRIQOE® QRW WUDQVIHU D
UHSRUW WKDW WKH WDVN ZDV VXFFHVVIXO 7R
IHUUHG VXFFHVVIXOO\ FOL¥FN WEBIJHD V.V RHRGV H

ORQH
FU\SW 4
UHFWRU
D\V KDV

DFRUUHF
Q\40HYV
YHULI\V
H D

OLVWRIWUDQVIHUUHG 40HV

*QMIiBMm2/ QM

M2ti T ;2

RS
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h #H2 3XN +QMiBMm2/ 7°QK T 2pBQmb T ;2

6HWWLQJ 9DOXH 7\SH  'HVFULSWLRQ

(QFU\SWLRQVWULQJ 3DVVZRUG WR HQFU\SW DQG G H:AU S WQUB B B WH/GID W D

3DVVZRUG FXUHO\EDFN XS WKLV SDVVZRUG /RVLQJWKHHQFU\SV
UHVXOW LQ GDWD ORVV

(QFU\SWL R QVe/DOLD J (QWHUD ORQJVWULQJRIUDQGRPFEDWDFWHUV IRU XV
KWWSV VHDUFKVHFXULW\ WHFKWDUJHW FRIP GH4QL
WLRQ SDVVZRQGQY¥OZD\V VHFXUHO\EDFN XS WKH HQF U\
YDOXH /RVLQJWKHVDOW YDOXH ZLOO UHVXOW LQ GDV

BFKHGXOH|WKWRS GRZQ PH@XRRVHKRZ RIWHQ RUDW ZKDW WLPH WRARXKDDW D V\Q

&ORXG 6\QF 'DLOQHHNOR QW KRE\X VW Pl O HFWIVQIRSH Q V WK H

7DVN YDQFHG 6FKSIDBXDHU

7UDQVIHUY LQWHJHU IXPEHU RIVLPXOWDQHRXVY 40H WUDQVIHUV (QWHU D G
DYDLODEOH EDQGZLGWK DQG GHVWLQDWURQ NOAWHP S
WUDQVKMUNVNSY UFORQH RUJ GRFV WUDQVIHUV Q

YROORZ 6\P FKHFNER] —QFOXGHV\PEROLF OLQN WDUJHWV LQ WKH WUDQVIHU

OLQNYV

(QDEOHG | FKHFNER] (ODEOH WKLV &0ORXG 6\QF 7DVN 8QVHW WR GLYDEOH W
ZLWKRXW GHOHWLQJ LW

%DQGZLGWK/WULQJ $VLQJOHEDQGZLGWK OLPLWRUEDQGZLGWK QLPLW VF

/LPLW PDW ([DPSOH 0% 0% R
8QLWV FDQ EH VSHFL4HG ZLWK WKH EHJLQQLQJ OHWWH
* BHHFORQH EZKWWMSY UFORQH RUJ GRFV EZOLPLW
VSHF

([FOXGH VWULQJ /JLVWRI40HVDQG GLUHFWRULHYV WR H[FOXGH [URP V\Q
KWWSV UFORQH RUJ ILOWHULQJ

7KHUH DUH VSHFL4F FLUF X PO &/Q@FNHNVGRHMGIFOW GHOHWH 40HV IURP WKH GHVWLQDYV

-UFORQHKWMSV UFORQH RUJ FRPPDQGYV UFORQHBV\QF HQFRXQWHUV DQ\ H
GHOHWHG LQ WKH GHVWLQDWLRQ 7KLV LQFOXGHVFAREBRPPRQVHUHIRMZKRIQ WKH '
KWWSV WHFKFUXQFK FRP KRZ GURSER[ NQRZV ZKHQ \RXUH VKDULQ.
DFWXDOO\ ORRNLQJ DW \RXU VWXe 5DJVD40OHDV FRS\ULJKWHG

6\QFLQJIM REERFNSDAUH GRHVQRWGHOHWH 40HV IURP WKH EXFNHW HYHQ ZKHQ
EHHQ GHOHWHG ORFDOO\ -QVWHDG 40HV DUHWDJJHG ZLWK D YHUVLRQ QXPEF
DXWRPDWLFDOO\GHOHWHROG RU XQZDQWHG %OHRW EWRRNWKH EXFNHWHB&MOXY W
KWWSV ZZZ EDFNEOD]H FRP EORJ EDFNEOD]H E OLIHF\FOH UXOHYV

JLOHV VWRUHG LQ $PD]JRQ 6 *ODFLHURU 6 *ODFLHU 'HHEGREKLINBFDQQRW EH C
KWWSV UFORQH RUJV JODFLHU DQG JODFLHU GHHS DUFKLYH 7KHVH 40F
PHDQV OLMNMDWK® 6 FRQKWWISY GRFV DZV DPD]RQ FRP $PD]JRQ6 ODWHVW XV
DUFKLYHG REMHFWV KWPO

7RPRGLI\DQ H[LVWLQJ FGR2SW LRI \F QLA FERFH VR(ZWVKIH' Gl O HRISKV L R Q V

3XNXR *HQm/ avM+ 1t KTH2

7KLV H[DPSOH BKREYMDXG VIQF WKDW FRSLHV 40 ISR RIORW P ) FIDHRX$® VHUYLFH SURYLG

7KH

FORXG VHUYLFH SURYLGHU ZDV FRQ4JXUHG ZLWK D ORFDWLRQYWRVHWRUH GDW I

~Q WKH)UHEHBEA QWHUIDEHW WRR/RRXG &UHDBQWODAMNR FRQ4IJXUH WKH FORXG VHU Y|
SURYLGHU FUHGHQWLDOV

R89
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yLJ ([DPSOH $GGLQJ &ORXG &UHGHQWLDOV

*RWRDVINMORXG PQREFFOLANR FUHDWH D FORXG'MVFRIMRY URIQHHG ZLWK D VLPSOH QRYV
VFULELQJ WKH MRE 'DWD LV EHLQJ VHQW B/ RVKOKRXSUWRWR G Bl UHF FIRHWK UR BPWIKXH FORX
WLDOV GH4QHG LQ WKH SUHYLRXV VWHS DQG WKH GHVWLQDWLRQ IROGHU ZDV FRQ-

7TKHLUHFWRUWV )L ®OWWR WKH 40H RUGLUHFWRU\WR FRS\WR WKH FORXG SURYLGHU
7TKHUDQVIHUWVYR/GIH2WRR WKDW RQO\ WKH 40HV VWRUHG E\ WKHFORXG SURYLGHU DL

7TKHUHPDLQLQJUHTXLUHPHQW LV WR VFKHGXOH WKH WDVN 7KHGHIDXOW LV WR VH
VFKHGXOH FBRQVERP 8 DG WR 4QH WXQH ZKHQ WKH WDVN UXQV

TKHQDE@GHOGG LVHQDEOHG E\GHIDXOW VR WKLV FORXG VIQF ZLOO UXQ DW WKH QHIJ\
$QH[DPSOHRIDFRPSOHWHG FORXG MVADFWMIDVN LV VKRZQ LQ

R88



6°22L a RRXj@I18 Ib2° :mB/2- _2H2 b2 RRX]

yLJ ([DPSOH 6XFFHVVIXO &0RXG 6\QF

R8e



*> Shil_
LAL1

L1hgqP_E

7TKH1HWZRUN VHFWLRQ RI WKHZHELQWHUIDFHFRQWDLQV WKHVH FRPSRQHQWYV IR
RQ WKH )UMHMIGWHP

*OREDO &RQ4JISDIHWLRQHQHUDO QHWZRUN VHWWLQJV

-QWH U SRV VHWWLQJVIRUHDFK QHWZRUN LQWHWDEBSID@E R SVDOINRYQIV WR F
JUHJD VSIDRI® DA SDJIH LQWHUIDFHYV

-30-SDJH VHWWLQJV FRQWUROOLQJFRQQHFWLRQ WR WKHDSSOLDQFH WKU|
PHOQWLQWHUIDFHLI WKH XVHULQWHUIDFHEHFRPHVY XQDYDLODEOH

6WDWLF SDIJWHY DGG VWDWLF URXWHYV
(DFKRIWKHVHLVY GHVFULEHG LQ PRUHGHWDLO LQ WKLV VHFWLRQ

1IRWHKHQ DQ\QHWZRUN FKDQJHV DUH PDGHDQ DQLPDWHG LFRQ DSSHDUV LQ WKH X
WR VKRZ WKHUH DUH SHQGLQJ QHWZRUN FKDQJHV :KHQ WKHLFRQLV FOLFNHG LW S
FKDQJHV 5HYLHZLQJWKH QHWZRHM ER DM N UIFRHINHEW R/ KH FKDQJHV FDQ EH SHUPDQ
DSSOLHG RUGLVFDUGHG

"KH@®333/< &+$1tMBFOLFNHG WKH QHWZRUN FKDQJHV DUH WHPSRUDULO\DSSOLHG IR
FDQEHFKDQJHG E\HQWHULQJD SRVLWLYHLQWHJHULQ WKHVHFRQGV 4HOG 7KLV I
WLQJY SUHYLHZ FDQ DXWRPDWLFDOO\UROO EDFNDQ\FRQ4JXUDWLRQ HUURUV WKD

~IWKHQHWZRUN VHWWLQJV DSSOLHEZRYNIDMMWXMHQGHE WRHFNDQJHY FDQ EH GL
FOLFNH6@B5' &+$1*(6

NXR :HQ# H *QM};m iBQM

IHWZRUR®REDO &RQ 4 MNHAURPYUH LV IRUJIJHQHUDO QHWZRUN VHWWLQJV WKDW DUF
WLFXODU QHWZRUN LQWHUIDFH

R8d
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yLJ

*OREDO 1HWZRUN &RQ4JXUDWLRQ

7TDEOHVXPPDUL]JHVY WKH VHWWLQJV RQ WKH *OGREVQBRRPAIXIUBOYGCGRPWHEUH 400HG
VKRZQ)LQXUH EXWFDQEHFKDQJHG WR PHHWUHTXLUHPHQWY RI WKHORFDO QHWZR

7DEOH *OREDO &RQ4JXUDWLRQ 6HWWLQJV
| BHWWLQJ 9DOXH  '"HVFULSWLRQ
+RVWQDPH VWULQJ 6\WWHP KRVW QDPH 8SSHUDQG ORZHU PM\GH DIOSKDQX
FKDUDFWHUV DUH BROWRB@EYKBILIQUH DOVR GLIVSOD\HC
XQGHU WKH L;V\VWHPV ORJRDW WKH WRS OHIW RI WKH
'"RPDLQ VWULQJ 6\WVWHP GRPDLQ QBRMWAQDRERPDLMUH DOVR GLYSOD\HG
XQGHU WKH L;VIVWHPV ORJRDW WKH WRS OHIW RI WKH
$GGLWLRQDOWRILQJ $GGLWLRQDO VSDFH GHOLPLWHG GRPDLQV WR VHDUFK
PDLQV PDLQV FDQFDXVHVORZ'16 ORRNXSV
-3Y 'HIDXOW3 DGGUHVV | 7\SLFDOO\ QRWNKHWQBHMH DERXSDIBIWHZBIWHW XVHG
*DWHZD\ LQVWHDG RI WKH GHIDXOW JDWHZD\SURYLGHG E\ '+&3
-3Y 'HIDXOQW3 DGGUHVV | 7\SLFDOO\ QRWNMHWQBMH DERXSDIBWHZD\V
*DWHZD\
IDPHVHUYHU3 DGGUHVV [ 3ULPDU\'16 VHUYHU
1DPHVHUYHU3 DGGUHVV | 6HFRQGDU\'16 VHUYHU
IDPHVHUYHUY3 DGGUHVV [ 7HUWLDU\'16 VHUYHU
+773 3UR[\| VWULQJ (QWHU WKH SUR[\LQIRUPDWLRQ IRUWKH QHWZRUN
LQ WKH IKWPBDS P\ SUR[\ W YHU
KWWS XVHU SDVVZRUG#P\ SUR[\ VHUYHU
*QMiBMm2/ QM M2ti T ;2
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h #H2 NXR +QMiBMm2/ 7 QK T°2pBQmb T ;2

- BHWWLQJ 9DOXH " 'HVFULSWLRQ

(QDEOH QHWZOHAMWN ER [ —IHQDEOHG QHWZRUNVHUYLFHV GR QRW VWD|UW DW E
IHDWXUH DEOH WR SLQJ WKH DG G U HIVHWHZ/DQ MV WBHEL VQVW K H
THWZDLW I3\OLVIWQJ 2Q0\DSSHDUWQDEDH QHWZRLWVW HHD WRWHIU D VEDFH

GHOLPLWHG OLVWRI -3 DGGUHVVHVY WR SLQJ (DFK D
RQHLV VXFFHVVIXO RUWKHOLVW LV HIKDXVWHG /HDY
IDXOW JDWHZD\
+RVW QDPH VWULQJ 8VHG WR DGGRQHHQWU\SHU OLQH ZKLFKIXLOO EHDSS
GDWDEDVH IPTUT8VH WKH IRBED®/GUHVYV VSDEKHKRN RXQMW HS O H
KRVWQDPHYVY FDQ EH XVHG LI VHSDUDWHG E\D VSDFH

:KHQ XVLQJ $FWLYH 'LUHFWRU\ VHW WKH -3 DGGUHMY RHWHHAMHOLSOP '16 VHUYHU LQ

-l WKH QHWZRUN GRHV QRW KDYH D '16 VHUYHU RU1)6 66+ RU )73 XVHUVDUH UHFH
URUV DGGDQHQWU\IRU WKH -3 D&GGWHNW/PRIQRNKHQ Bl Pl H $6D M/DE D V H

IRWHQPDQ\FDVHV D )RRMABEUDWLRQ GRHVY QRW LQFOXGH GHIDXOW JDWHZD\LQIR
PRUHGL]JFXOWIRUD UHPRWHDWWDFNHU WR FRPPXQLFDWH ZLWK WKH VHUYHU :KL
FRQ4IJXUDWLRRUGRMWLFW LQERXQG WUD]F IURP VRXUFHV ZLWKLQ WKH ORFDO QHW
JDWHZD\ZLOO SUHYHOW\WWH PUHRPHFORPPXQLFDWLQJ ZLWK '16 VHUYHUV WLPH VHU
WKDW DUH ORFDWHG RXWVLGH RIWKHORFDO QHWZRUNG6WQ WKESBPOWMHVLWREHHFR
DEOHWR UHDFKH[WHUQDO '16 173 DQG PDLO VHUYHUV ZKLFKDUH FRQ4JXUHG ZLW
WR WKH-QWHUQHW LVDGGHG PDNWWHPRHWXHRWHRWHEG E\ D SURSHUO\FRQ4JXUHG

NXk AMi2 7 +2b

IHWZRUMQWHWRRBAVDOO SK\WLFDO 1HWZRUN -QWHUIDFH &RQWUROOHVWHLP-&V FR(
7KHVH FDQ EH HGLWUHICGREH@HEZIJJU R WIMRX@ O /$LQWSHUIDFHVY FDQ EH FUHDWHG DQG
WKHLQWHUIDFH OLVW

%HFDUHIXO ZKHQ FRQ4JXULQJWKH QHWZRUN LQWHZH B ALK W K D ABIFERFRADUDRT- VW K HVY U
FDQ EH GRVW

7RFRQ4JXUH D QHZ QHW ZR U NLHQWZ R UHQ WHH UDR) BHRV® L F N

R8N
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yLJ

$GGLQIJD 1HWZRUN -QWHUIDFH

(DFK\SRI FRQ4JXUDEOH QHWZRUN LQWHUIDFH FK DI®Q EHOVHWKRIZL YZKLLE K B/AHRWRASLVQLI R W
DYDLODEOH ZLWK HDFK LQWHUIDFH W\SH

7DEOH -QWHUIDFH &RQ4JXUDWLRQ 2SWLRQV
BHWWLQJ 9DOXH 7\SH  '"HVFULSWLRQ
7\SH GURS $00 &KRRVH WKH W\SH R% UQ&BHDMHY D ORJLUFDO OLC
GRZQ EHWZHHQ PXOWLSQHQNHINZ B HRRYMELRYH V |P X O
PHQX WLSOH QHWZRUN FRQQHFWLRQV LQWR D|VLQJOH
/$1 9/$1SDUWLWLRQV DQGLVRODWHV D VHIPHQW
WLRQ
1DPH VWULQJ $00 (QWHU D QDPH WR XVH IRU WKH WKH LQWHUIDFH
ODJJ; YODQ; RUEULGJH; ZKHUH ; LVD QXPEHU U
QRQ SDUHQW LQWHUIDFH
'"HVFULSWLRQ| VWULQJ| $00 1RWHV RUH[SODQDWRU\WH[W DERXW WKLV LQW|
"+&3 FKHFNERBOO (QDEGK3 KWWSV HQ ZLNLSHGLD RUJ ZLNL "\QC
WR DXWR DVVLIQDQ-3Y DGGUHVV WR WKLV LQW
WR FUHDWH D VWDWLF -3Y RU-3Y FRQ4JXUDWLI
LQWHUIDFHFDQ EH FRQ4JXUHG IRU '+&3
$XWRFRQ4JXUHGABR'S $00 $XWRPDWLFDOO\FRQ4JXUH WHKH-XBRODGGUHVYV Z
GRZQ KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\
PHQX RQHLQWHUIDFH FDQ EH FRQ4JXUHG WKL|V ZD\

*QMiBMm2/ QM

M2ti T ;2

Rey
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BHWWLQJ
"LVDEOH +DUG
2 "RDGLQJ

h #H2 NXk
9DOXH  7\SH
ZKHFNER$ OO

+QMiBMm2/ 7°QK T 2pBQmb T ;2

'HVFULSWLRQ

LQJ

:$51-1*

GLVDEOLQJKDUGZDUH R”™R

QHWZRUN SHUIRUPDQFH DQG LV RQO\ UH
LOQWHUIDFH LVWDEDIHQ JS O X J ISV H
YLUWXDO PDFKEQBIN 90V

7XUQ R KDUGZDUH R*RDGLQJIRUQHWZRUN WUD

DGLQJF
FRPPHQ
RU

%ULGJH OHPEHGBWRS %ULGJH IHWZRUNLQWHUIDFHV WRLQFOXGH LQ WKH EULC
GRZQ
PHQX
/DJJ3URWRFROGURS /JLQN $J | 6BHOHFWURKHMRFRSDJHH /$&3V WKH UHFRP
GRZQ JUHJDW|LRBQGHG SURWRFRO LI WKH QHWZRUN VZLWFK LV
PHQX /$&3)DLORYHWKH GHIDXOW SURWRFRO FKRLFH DQ
EHXVHG LI WKH QHWZRUN VZLWFK GRHV QRW VXS
/DJJ - QWHUIDFBVURS /LQN$J | 6HOHFW WKHLQWHUIDFHV WR XDH QQQWK/H DJJUH.
GRZQ JUHJDW|LROQJ FUHDWLRQ IDLOV ZKHQ WKH VHOHFWHG LQW
PHQX DOO\DVVLIJQHG -3 DGGUHVVHYV
3DUHQW -~ QWHUWDRB 9/$1 BHOHFW WKH 9/$1 3DUHQW —QWHUIDFH 8VXDOO\
GRZQ FRQQHFWHG WR D VZLWFK SRUW FR GAUIXGWHG IRU
PHQX FDQQRW EH VHOHFWHG DV D SDUBQWILQWHUIDFH
JUHJDWSBJH/ DUHQRWDYDLODEOH XQWLO WK
UHVWDUWHG
90DQ 7DJ LQWHJIH[U9/$1 7KH QXPHULF WDJ SURYLGHG E\WKH VZLWFKHG Q
BULRULW)\ &RGHG3RRW| 9/$1 BHOHFWO\WKH/ RI 6HUYLFH
GRZQ KWWSV HQ ZLNLSHGLD RUJ ZLNL &ODVVBRIBV
PHQX DYDLODEOH S &ODVV RI 6 HBHMM HWIRQUM V IUR |
GHIDW®WWZRUN FRQWURO KLJKHVW
078 LQWHJHU$O0O OD[LPXP 7UDQVPLVVLRQ 8QLW WKH ODUPHVW SU
WKDW FDQ EH FRPPXQLFDWHG 7KH ODUJHVW ZR
YDULHV ZLWK QHWZRUN LQWHUIDFBQGQ|G HTXLS
DUHVWDQGDUG (WKHUQHW 078 VL]HVY /HDYLC
VWRUHV WKH 4HOG WR WKH GHIDXOW YDOXH RI
2SWLRQV VWULQJ $00 $GGLWLRQDO SDUDPHRMQHUV IURP
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\
6HSDUDWH PXOWLSOH SDUDPHWHUV ZLWK D VSD!
PWX LQFUHDVHV WKHO78 RULQWHUIDFHV ZKLF
MXPER IUDPHWK B M KSDW H DERXW 078 DQG ODJJ
LQWHUIDFHV
“3$GGUHVV LQWHJHUS$SOO BWDWLF -3Y RU-3Y DGGUHVVDQG VXEQHW PDV
DQG GURS DQG &OISENWR DGG DQRWKHU -3 DGGUHVYV
GRZQ LQI/(7(UHPRYHV-B$BWUHVV
PHQX

OXOWLSOH LEWRIQRBWFWHWEHUV RI WKH VDPHMXBQHW HEHWZRUN LOQOWHUIDFHV RQ D

KWWSV

IRUXPV I[UHHQDV RUJ LQGH[ SKS"WKUHDGYV PXOWLSOH QHWZRUN LQWH!U

LQIRUPDWLRQ &KHFN WKHVXEQHW PDVNLIDQHUURULVVKRZQ ZKHQ VHWWLQJ WK
6DYLQJD QHZLQWHUIDFH DGGV DL®I WQRWNDWRI WIKDH BYVW L Q
([SDQGLQJDQ HQWU\LQ WKH OLVW VKRZV IXUWKHU GHWDLOV IRUWKDW LQWHUIDFH
(GLWLQJDQLQWHUIDFH DO OIRZW H K DG H.STENB OROQMKRHH S W W K H \.SEMDKED FOHE H

NXkXR L2irQ ' F ""B/;2b

$ QHWZRUN EULGJH DOORZV PXOWLSOH QHWZRUN LQWHUIDFHV WR IXQFWLRQDV D V

R

eR
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7TRFUHDWHD EULEBWZRBNY/\WHUDBHWLFEKRR¥HLOYHWKISBQG FRQWLQXH WR FRQ4J)
WKHLOQWHUIDFHQWMHHIWRKH &RQ4IJXUDWBERQRSWIRQ GWODHEWLHSWLRQV RIHDFK RSWLR(

(QWESBJEHFOU WIDHP HZKHUHYV D XQLTXH LQWHUIDFH Q XREKU H2BHEERS W RZQ PHQ X
DQG VHOHFW HDFK LQWHUIDFH WKDW ZL 6 ®IFHRIDAGVVRK M & H ZLEHINGTIRI BHEARHFWI D F H V
DQG VKRZRSWLRQV WR FRQ4UP RUUHYHUW WKH QHZ QHWZRUN VHWWLQJV

NXkXk GBMF ;; 2; iBQMb

JUHHTPP$6VHYV WKH )UHH% &KWWSY ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ ODJJ LQWHF
JUHIJDWLRQDQG OLQNIDLORYHU VXSSRUW $ODJJLQWHUIDFHDOORZV FRPELQLQJ
WXDO LQWHUIDFH 7KLV SURYLGHVIDXOW WROHUDQFHDQG KLJK VSHHG PXOWL OL
SRUWHG E\ODJJ ERWK GHWHUPLQHVY WKH SRUWV WR XVHIRU RXWJRLQJWUD]F DQG |
7TKHOLQN VWDWH RI WKHODJJLQWHUIDFHLY XVHGWR YDOLGDWH ZKHWKHU WKH SR

$JJUHIJDWLRQ ZRUNV EHVW RQ VZLWFKHV VXSSRUWLQJ /$&3 ZKLFK GLVWULEXWHYV \
WR IDLOXUHRILQGLYLGXDOWVR @NSSRIHMWL ®FWLYH SDVVLYH IDLORYHU EHWZHHQ S
ORDG EDODQFHPRGHV VHOHFW WKH RXWSXW LQWHUIDFH XVLQJD KDVK WKDW LQFC
DGGUHVV 9/$1WDJ LIDYDLODEOH -3VRXUFHDQG GHVWLQDWLRQDGGUHVV DQG
EHREVHUYHG ZKHQ PXOWLSOH FOLHQUWRWIXWHL $/6) I & W |5-RIZJH Q WARMHIBE GHSHQGV RQ
WKH (WKHUQHW VZLWFK ORDG EDODQFH DOJRULWKP

7KHODJJGULYHU FXUUHQWO\VXSSRUWY VHYHUD O D)DILLUIRIYAUHR R BRIHRQ\CRHFR R Y (DHON
ZRUN VZLWFKHV WKDW GBGRB®RW VXSSRUW

)DLORYMKH GHIDXOW SURWRFRO 6HQGYV WUD]JF RQO\WKURXJK WKHDFWLYH SRUW -
WKH QH[W DFWLYH SRUW LV XVHG 7KH 4UVW LQWHUIDFHDGGHG LV WKH PDVWHU SR
IDLORYHU GHYLFHV %\ GHIDXOW UHFHLYHG WUD]JFLV RQO\DFFHSWHG ZKHQ UHFHL
FDQ EHUHOD[HG ZKLFKLV XVHIXO IRUFHUWDLQ E U BE\WE RXQOYERIHE\FIOW KSVQE\ JRI
$'"" WR DGG D WXQDEDHJ L6IMEROMW FOLQN ODJJ I\N EROKHRUB QB® QHUR LQW HIYSIW DQG Wi
WR\VFWO

/$&3VXSSRUWYV WKH —((( DG/LQN $JJUHJDWLRQ &RQWURO 3URWRFRO /$&3 DQG
DWHV D VHW RI DJJUHJDEOH OLQNV ZLWK WKH SHHULQWR RQHRU PRUH OLQN DJJUH
RI SRUWV RI WKH VDPHVSHHG VHW WR IXO0 GXSOH[RSHUDWLRQ 7UD]FLV EDODQF
JUHDWHVW WRWDO VSHHG -Q PRVW VLWXDWLRQV WKHUH ZLOO EH D VLQJOH /$* ZKL
LQ SK\WLFDO FRQQHFWLYLW\ OLQNDJJUHJDWLRQ TXLFNO\FRQYHUJHV WR D QHZ FF
WKH QHWZRUN VZLWFK DQG /$&3 GRHV QRW VXSSRUW PL[LQJLQWHUIDFHV RIGL*HU}
VDPH GULYHU LOBERMWYRDUH UHFRPPHQGHG IRU /$&3 8VLQJ/$&3 IRUL6B&6—- LV QRW L
EXLOW LQ PXOWLSDWK IHDWXUHV ZKLFK DUH PRUH HJFLHQW

IRWHKHQ XVUIRHS3YHULI\WKHVZLWFK LV FRQ4JXUHGIRUDFWLYH/$&3 3DVVLYH /$&3

/IRDG %DOEQ@PPRHOQFHY RXWJRLQJWUD]FDFURVV WKHDFWLYH SRUWV EDVHG RQ KDVK
DQGDFFHSWV LQFRPLQJWUD]FIURPDQ\DFWLYH SRUW 7KLV LV DVWDWLFVHWXSD
WKH SHHU RUH[FKDQJH IUDPHV WR PRQLWRU WKHOLQN 7KHKDVKLQFOXGHV WKH (
9/$1 WDJ LIDYDLODEOH DQG-3VRXUFHDQG GHVWLQDWLRQ DGGUHVYV 5HTXLUHYV
VWDWLF OLQNDJJUHIJDWLRQ

5RXQG 5RBLYFWULEXWHV RXWJRLQJWUD]F XVLQJD URXQG URELQ VFKHGXOHU WKU|
FRPLQJWUD]FIURPDQ\DFWLYH SRUW 7KLV PRGHFDQFDXVHXQRUGHUHG SDFNHW
H*HFW RIOLPLWLQJ WKURXJKSXWDV UHRUGHULQJ SDFNHWV FDQ EH &38LQWHQVLY
VXSSRUWYV —((( DG VWDWLF OLQNDJJUHJDWLRQ

IRQHWKLY SURWRFRO GLVDEOHV DQ\WUD]F ZLWKRXW GLVDEOLQJ WKH ODJJLQWHU

Rek
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NXkXkXR G *S- JSAP- L6a- M/ lasB

/$&3 ERQGY (WKHUQHW FRQQHFWLRQV WR LPSURYHEDQGZLGWK )RUH[DPSOH IRXI
DWHRQHPHIJDLQWHUIDFH +RZHYHU LW FDQQRWLQFUHDVH WKHEDQGZLGWK IRUT
FUHDVHEDQGZLGWK ZKHQ PXOWLSOH FOLHQWYV DUHVLPXOWDQHRXVO\DFFHVVLQJ
LW\ ( WKHUQHW KDUGZDUH LV XVHGDQG LW ZLOO QRW PDNHPXFK GL*HUHQFH ZKHQ >
SHDOWHN

/$&3 UHDGV WKH VHQGHU DQG UHFHLYHU -3 DGGUHVVHVY DQG LI WKH\DUH GHHPHG \
DOZD\VVHQGY WKH SDEFNHW RYHU WKH VDPH LQWHUIDFH WR HQVXUH WKDW 7&3 GRH
/$&3 LGHDO IRUORDG EDODQFLQJPDQ\VLPXOWDQHRXV 7&3 FRQQHFWLRQV EXW GR
RQH 7&3 FRQQHFWLRQ

03-2 RSHUDWHV DW WKH L6&6- SURWRFRO OHYHO )RUH[DPSOH LIIRXU-3DGGUHV'
WDQHRXV 7&3 FRQQHFWLRQV 03-2ZLOO VHQG WKH GDWD RYHUDOODYDLODEOHOL
WKH-3DGGUHVVHV RQWKHLQWHUIDFHV DUH FRQ4JXUHG WREHRQVHSDUDWH VXE
FRQ4JXUH VWDWLF URXWHV WR GR SRLQW WR SRLQW FRPPXQLFDWLRQ 2WKHUZLVI

/$&3 DQG RWKHU IRUPVRIOLQN DJJUHJDWLRQ JHQHUDOO\GR QRW ZRUN ZHOO ZLWK
LIHGHQYLURQPHQW FRQVLGHU WKH XVHRIL6&6-03-2 WKURXJK WKH FUHDWLRQ RI
ZRUN FDUGV RQ GL*HUHQW QHWZRUNV 7KLV DOORZVDQL6&6-LQLWLDWRU WR UHF]
IRULQFUHDVHG EDQGZLGWK RIURIZHGKRIQ\G BY F\I MWD ZRUGSUHVV FRP LVFVI
PXOWLSDWKLQJ DQG MXPER IUDPHV FRQWDLQV LQVWUXFWLRQVIRUFRQ4JXULQJ

1)6 GRHVY QRW XQGHUVWDQG 03-2 7KHUHIRUH RQH IDVW LQWHUIDFHLVY QHHGHG VI
SURYHEDQGZLGWK ZKHQ XVLQJ 1)6 /$&3 GRHV QRW ZRUN ZHOO WR LQFUHDVH WKH E
VHUYHU DQG RQH FOLHQW /$&3 LV D JRRG VROXWLRQ IRUOLQNUHGXQGDQF\RU IR

NXkXkXk **2 iBM; GBMF ;;°2; iBQM

%HIREBHDWLQJD OLQN DJJUBRDDW LRI WHH WKRXW FKDQJLQJ WKH LQWHUIDFH WKDV
XVHV

7R FUHDWH D OLQN DJJUMWEZ W URQVHBOWMBHASLFBKRRALION $JIJUHDD WKRB@® QG FRQ
WLQXHWR 400 LQ WKH UHPDLQLQJ FRQ4QX\WUDUWR R KSYWALRQ\D V6 BBIQMKSHV LRQ G W D E O
VFULSWLRQV RI HDFK RSWLRQ

(QWMBHHRU WIDHPHZKHYUHY D XQLTXH LQWHUIDFH Q XP E HJ J7XKUHRAR BXARIRYCHA &R W

LV SUHIHUUHG D& IORFRKMHD WKH QHWZRUN VZLWFK GRHV QRW/\DXS SRWHAH&BHAS HQ WK
GRZQPHQX WR DVVRFLDWH 1-&V ZLW i€ MMR@OGEIGC &KYLFHZ &0 HN DRVUER  WRID FHV
DQG VKRZRSWLRQVWRFRQ4UP RUUHYHUW WKHQHZ QHWZRUN VHWWLQJV

1IRWHILQWHUIDFHV DUH LQVWDOOHG EXW -SQRWHRY WDA-SH-KOHFE NQHRWISBI G U L Y H U
KWWSV ZZZ IUHHEVG RUJ UHOHDVHYV 5 KDUGZDUH KWPO HWKHUQHW IRU WK*#

NXkXkXj GBMF ;;°2; iBQM PTiBQMb

2SWLRQV DUH VHW DW W KIH &/Z RUOHY HO NILRAW KH ODJJ LQWHUIDFH H[SDQPG WKH HQ
SDQG DQG RGUBRUROO2VSRVWRIYG &KDQJHV DUH WA\SLFDOO\PDGH DW WKH ODJJ OF
PHPEHULQKHULWY VHWWLQJV IURP WKH ODJJ &RQ4JXULQJDW WKHLQWHUIDFH OH
HDFKLQWHUIDFH ZLWKLQ WKH ODJJ 6HWWLQJRSWLRQVDW WKHLQGLYLGXDO LQW!|
IDFHLQ WKHVDPH ZD\DV WKH ODJJLQWHUIDFH —-IWKHO078 VHWWLQJV RQ WKH ODJ.
WKHVPDOOHVW YDOXH LV XVHGIRUWKHO078 RI WKHHQWLUH ODJJ

IRWH UHERRW LV UHTXLUHG DIWHU FKDQJLQJWKH 078 WR FUHDWH D MXPER IUDPH C

/ILQN DJJUHIJDWLRQ ORDG EDODQFLQJFDQ EHWHVWHG ZLWK

Rej
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TZTUBU JGTUBU

ORUHLQIRUPDWLRQ DERXW WKLV FRPRUDQG FRIQ/BEN IRXDGIDDWHEVG RUJ FJL PDQ FJL

NXkXj oG Lb

JUHHPP$6VHMOD QKWWSY ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ YODQ WR GHPXOWL
WDJV 7KLV DOORZV QRGHV RQ GL*HUHQW 9/$1VWR FRPPXQLFDWH WKURXJK D OD\H!
PXVWEHDVVLIQHG D SDUHQW LQWHUIDFHDQG D QXPHULF 9/$1WDJ $VLQJOH SDUH
WHUIDFHY SURYLGHG WKH\KDYH GL*HUHQW WDJV

IRWH/$1 WDJJLQJLV WKH RQO\ TIHDWXUH WKDW LV LPSOHPHQWHG $GGLWLRQI
SRUW IXO0O 9/$1 SURFHVVLQJ 6HH WKH &9 KVBWBENFWARDIRKHHEVG RUJ FJL PDQ FJL
IRUGHWDLOV

7RDGG D QHZ 9/$1 LQWHIHWER U@ WHRUD RBHAO L' FRKRRYV/BIDV WKISBQG FRQWLQXH 400
LQJLQ WKH UHPDLQLQJ-4MOQIGY| DFHHARIQH J X UDWBRQHR SWILRQ G WADFEWLISWLRQV RI HDF

7KH SDUHQW LQWHUIDFHRID 9/$1 PXVW EH XS EXW LW FDQ HLWKHU KDYHDQ -3 DGG
XSRQ WKH UHTXLUHPHQWYV RI WKH 9/$1 FRQ4JXUDWLRQ 7KLV PDNHV LW GL]JFXOW IR
ZLWKRXW WUDPSOLQJWKH FRQ4JXUDWLRQ 7R UHPHG\ WK IL ¥ WDZARG)) KVHH @/ BEDIFBRQAN H U |
FOWFNSWLRQVGR®E WKH SDUHQW LQWH QI VEHN (RPHE DQBEEDWKMY EULQJIV XS WKH
SDUHQW LQWHUIDFH -1 DQ-3DGGUHVV LV UHTXLUHG FRQ4JXUHLW XVLQJWKH UH\

:DUQLQA&UHDWLQJD 9/$1 FDXVHVDQLQWHUUXSWLRQ WR QHWZRUN FRQQHFWLYLW
4UPLQIJWKHQHZ QHWZRUN FRQ4JXUDWLRQ EHIRUH LW LVPSHVRMHPHQWO\ D|SSOLHG

NXj ASJA

%HILQQLQJ ZLWK YHUVLR@URYLEHWD$BUDSKLFDO VFUHHQ IRUFRQ4JXULQJDQ -30-
ZLOO RQO\DSSHDU LI WKH VA\VWHP KDUGZDUHLQFOXGHV D %DVHERDUG ODQDJHPHQ

-30- SURYLGHV VLGH EDQG PDQDJHPHQW LIWKHJUDSKLFDODGPLQLVWUDWLYH LQ'
IRUDIHZ YLWDO IXQFWLRQV VXFKDV FKHFNLQJWKHORJ DFFHVVLQJ WKH %-26 VH)
UHTXLULQJ SK\VLFDODFFHVV WR WKH VI\VWHP -30-LVDOVR XVHG WRJLYHDQRWKF
DVVLVW ZLWK D FRQ4JXUDWLRQ RUWURXEOHVKRRWLQJLVVXH %HIRUHFRQ4JXULC
IDFHLV SK\VLFDOO\ FRQQHFWHG WR WKH QHWZRUN 7KH -30-GHYLFHPD\VKDUH WK
EHD GHGLFDWHG VHSDUDWH -30-LQWHUIDFH

:DUQLQIW LV UHFRPPHQGHG WR 4UVW HQVXUH WKDW WKH -30-KDV EHHQ §SDWFKHC
9XOQHUDELOLW\ EHIRUH HIMWE MM SB0-ZZKLIMV\VWHPV FRP EORJ KRZ WR 4[ WKH
PDQDJIJHPHQW YXOQHUDELOLW\ SURYLGHV PRUHLQIRUPDWLRQ DERXW W|KH YXOQ(

IRWHRPH -30-LPSOHPHQWDWLRQV UHTXLUH XSGDWHV WR ZR3bN ZIDMOQBZEDWHUYV
EUHDNV $65RFN V —-30- 9LKWWBSY¥ FRRYVRPWIUHHQDV RUJ LQGH[ SKS"WKUHDGV S
EUHDNV DVURFNV LSPL YLUWXDO FRQVROH IRUPRUH LQIRUPDWLRQ

-30-LVFRQ4IJXUHBARRHAS07KH -30- FRQ4JXUDWLRQ VRAUNH SWKRYZGHY D VKRUWFX
WR WKHPRVWEDVLF -30-FRQ4JXUDWLRQ 7KRVHDOUHDG\IDPLOLDU ZLWK -30- PD!
7TDEOHVXPPDUL]HV WKHRSWLRQV DYDLODEOH ZKHQ FROZHEJLQWHYIPEHWK WKH )U'l

Re9
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yLJ ~30- &RQ4JXUDWLRQ
7DEOH -30-2SWLRQV
6HWWLQJ 9DOXH  "HVFULSWLRQ
&KDQQHO | GURS GRZQ PH@KOHFWRWPRKQLFDWLRQKWRKDSM) HDZZ WKRPDV
NUHQQ FRP HQ ZLNL -30-B%DVLFV &KDQQHOBORGHO
FKDQQHO QXPEHUV YDU\ E\ KDUGZDUH
3DVVZRUG| VWULQJ (QWHU WKH SDVVZRUG XVHG WR FRQQHFW WR WKH -30-
EURZVHU 7KHPD[LPXP OHQJWK DFFHSWHG LQ|WKH 8- L
EXW GL*HUHQW KDUGZDUH PLJKW UHTXLUH VKRUWHU S
"r &3 FKHFNER] “TOHIW XQY H)G GUIW MV HWPDQ/ASY 'HIDXOW *DWHZD\
PXVW EH VHW
“3Y $GGUHWWULQJ “3DGGUHVV XVHG WR FRQQHFW WR WKH -30- ZHE LQWH
—3Y IHWPDWWRS GRZQ PH@GXEQHW PDVNDVVRFLDWHG ZLWK WKH -3 DGGUHVV
—3Y 'HIDXOWWULQJ "HIDXOW JDWHZD\DVVRFLDWHG ZLWK WKH -3 DGGUHVYV
*DWHZD\
9/$1 —' VWULQJ (QWHU WKH 9/$1 LGHQWL4HU LI WKH -30- RXW RI EDQG
IDFHLV QRW RQ WKH VDPH 9/$1 DV PDQDJHPHQW QHWZFR
—(17-)< EXWWRQ 6KRZD GLDORJWR DFWLYDWHDQ -30- LGHQWLI\ OLJKW
[—*+7 FRQQHFWHG KDUGZDUH

$IWHU FRQ4JXUDWLRQ WKH -30-LQWHUIDFHLVDFFHVVHG XVLQJD ZHE EURZVHU D
UDWLRQ 7KHPDQDJHPHQWLQWHUIDFH SURPSWV IRUD XVHUQDPHDQG WKH FRQ4J)>
GRFXPHQWDWLRQ WR GHWHUPLQH WKH GHIDXOWDGPLQLVWUDWLYH XVHUQDPH

$IWHU ORJIJLQJLQWR WKHPDQDJHPHQW LQWHUIDFH WKH GHIDXOW DGPLQLVWUDW

Re8
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XVHUV FUHDWHG 7KHDSSHDUDQFH RIWKH -30-XWLOLW\DQG WKHIXQFWLRQV WKL

ZDUH

NX9 L2irQ F amKK v
IHWZRUMWZRUN 6 XWPRRZNX D TXLFN VXPPDU\RI WKH DGGUHVVLQJLQIRUPDWLRQ RI H
JRUHDFK LQWHUIDFH QDPH WKH FRQ4JXUHG -3Y DQG -3Y DGGUHVVHV GHIDXOW L

SOD\HG

NX8 ai iB+ Qmi2b

I1RVWDWLF URXWHV DUH GH4QHQG RQVIWGIHI DA OW WMDHHUB B RXWH LV UHTXLUHG WR UH
QHWZRUN DGG WKH URXWW ZR BRLOQW MFARIRXGWVHY/ISFN 7LV LV VKRZQUR

yLJ $GGLQIJD 6WDWLF5RXWH

7TKHDYDLODEOHRSWLRQV DOHOXPPDUL]HG LQ
7DEOH 6WDWLF 5SRXWH2SWLRQV

 'HVFULSWLRQ
8VH WKH IRRURDRWZ KHUHV WKH &-'5 PDVN

(OWHU WKH -3DGGUHVV RIWKH JDWHZD\
*QMIBMm2/ QM M2ti T ;2

6HWWLQJ 9DOXH
'"HVWLQDW[LRQWHJIHU
*DWHZD\ LQWHJHU

Ree
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h #H2 NX9 +QMiBMm2/ 7' QK T 2pBQmb T ;2
6HWWLQJ 9DOXH '"HVFULSWLRQ
"HVFULSWLRWQWNULQJ 2SWLRQDO $GG DQ\QRWHV DERXW WKH URXW

$GGHG VWDWLF URXWHM\DZR BWRDZIQL EGRXYEFRBEWLRQV RQ D URXWH HQMWUMY®R DFFH)
'"HO HEMVWRQV

Red



*> Shil_
h1lL

ahP :1

7TKH6WRUDJH VHFWLRQ RIWKHZHELQWHUIDFHDOORZVY FRQ4JXUDWLRQ RI WKHVH R
6Z2DS 6 SIS H &KDQJH WKHVZDS VSDFH VL]H
SRRGWDJIH FUHDWHDQG PDQDJH VWRUDJH SRROV
6 QD SVK&RDW PDQDJH ORFDO VQDSVKRWYV
90ZDUH 6QDSSMXIAWY FRRUGLQDWH 2SHQ=)6 VQDSVKRWV ZLWK D 90ZDUH GDWD
'LVNSDJH YLHZDQG PDQDJH GLVN RSWLRQV

-PSRUWLQJSDIH/ N LP SRILQM®IHVN WKDW LV IRUPDWWHG ZLWK WKH 8)6 17)6 06"
40HV\VWHP

0X O WL S® NIV 9LHZ PXOWLSDWK LQIRUPDWLRQ IRUV\VWHPYV ZLWK FRPSDWLE

RyXR ar T aT +2

6ZDSLVVSDFHRQDGLVNVHWDVLGH WR EH XVHG DV \WMPHRRJVU X @Y Q RVKRIQ PHIIFPR3B O
XVHG GDWD FDQ EH VZDSSHG RQWR WKH GLVN ITUHHLQJ XS PDLQ PHPRU\

JRUUHOLDELORPWUHDMWHINMG®SZDS VSDFHDV PLUURUV RIVZDS SDUWLWLRQV RQ SDLUYV
SOH LIWKHV\VWHP KDVWKUHH KDUG GLVNV DVZDSPLUURULY FUHDWHG IURP WK
WKLUG GULYHLVY QRW XVHG EHFDXVH LW GRHVY QRW KDYHUHGXQGDQF\ 2Q D VA\VWH
FUHDWHG

6ZDS VSDFHLVY DOORFDWHG ZKHQ GULYHYV DUH SDUWIMNBIIRIGIHG EEIRU®% 5B UWNWLMA R
VZDS VSDFHLVY FUHDWHG RQ HDFK GDWD GULYHE\GHIDXOW 7KH VA\WWRHBSDFH WR L
YDQRHGWEZDS VLIH BQOIGE &KDQJLQJ WKH YDOXH GRHV QRW DeHFW WKHDPRXQW RIV
GLVNVDGGHG DIWHU WKH FKDQJH 7KLV GRHV QRWD*HFW ORJRUFDFKHGHYLFHV Z
EHGLVDEOHG E\ HEPWHWKQW RQJO\ GLVFRXUDJHG

RyXk SQQHbD

6WRUD3IRROWXVHG WR FUHDWHDQG PDQDJH =)6 SRROV GDWDVHWY DQG]YROV

SURSHU VWRUDJH GHVLJQ LV LPSRUDYDIQWHRG WEUIRPIK WKLY HQWLUH FKDSWHU EH
VWRUDJH GLVNYVY )HDWXUHV DUH GHVFULEHG WR KHOS PDNH LW FOHDU ZKLFK DUH E
FDYHDWV RUKDUGZDUH UHVWULFWLRQV ZKLFK OLPLW XVHIXOQHVYV

RyXkXR *2 iBM: SQQHDb

%HIRUH FUHDWLQJD SRRO GHWHUPLQH WKH OHYHO RIUHTXLUHG UHGXQGDQF\ KR
HILVWV RQ WKRVH GLVNVY &UHDWLQJD SRRORYHUZULWHY GLVN GDWD VR VDYHDQ
DGGLQJGLVNV WR D SRRO

Re3
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*RWGRWRUD3RRDYG FOLFREHOBBWDWH QPR SHFRGBEN ( 32®%/R RSHQ WKH VFUHHQ VKRZQ
XUH

yLJ &UHDWLQJD 3RRO

(QWHU D QDPH IRU W K HDFRFHDICQ) WKHKUH WKDW WKH FKRVHQ Q DPH ER Q FRWDPAH W R MR
KWWSV GRFV RUDFOH FRP FG ( B KWPO JEFSW KWPO &KRRVLQJD QL
LVUHFRPPHQGHG UDWKHU WKDQ JHQHULF QDPHV OLNH GDWD RU IUHHQDYV

7RHQFU\SW GDWD RQ WKH XQGHUO\LQJ GLVNV DV D SUR W® FWISRGE W QRIQQ \$VE 5B ORF [
GLVSOD\VD UHPLQGHU MRFEDEW XSDWHMH\ 7KH GDWD RQ WKH GLVNV LV LQDFFHVVLE
BHOKRWAWKHQ FGBLLFN667$1"

'DUQLQSHIHU WR WKH ZDDQDQIQLQQFU\SWBEH3RREMIRUH HQDEOLQJ HQFUNSWLRQ

YURP WSKHDLOD E O/Hi AWINR/Q VHOHFW GLVNV WR DG G W B LVOKVHHIRRLO/ NRQYBBIQUDIP MD O X H L ¢
WHU GLVNV EWFDBSKFFQW WKH GLVSOD\HG GLVN RUGH.US ( KK X B 2 H 0lGY/WXS/S RUDW
KWWS SKS QHW PDQXDO HQ UHIHUHQFH SFUH SDWWHUQ V\QWD [G8XSG VU 40WH
GLVNYYMLODEOW\®MEBE ] OWEQLOWHU GLVNV E\ QDPH

7\SHDQG PD[LPXP FDSDFLW\LV GLVSOD\HG IRU DY D5 R\ B &/H MEREHIUDCER V KA WX H G L
f ([SDQG

$IWHU VHOHFWLQJ GLVNVY FOLFN WKH ULDK® B WIWHFAMLR @ GTXKW KNP BVRHWIKSHD FH R1 HD |
YGHY LV OLPLWHG WR WKH VL]HRIWKHVPDOOHVWGLVNLQWKHYGHY $GGLWLRQD(
DVWKHLQLWLDO YGHY

ReN
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$Q\GLVNV WKDW DW B HDBIWHXVHG WR FUHDWH WKH SRRO 7RUHPRYHD GLVNIURP W
DQG FOLFNWKH OHIW DUUREWDR OB BVXH RW NRA@ R W K H

$IWHU DGGLQJRQH GDWD YGHY DGGLWLRQD G @DSVDKLY HFYN\HPWHEHDGGEE WE ZQWE Y G
VDPH OD\RXW DV WKH LQLWLDO YGHY 6HOHFW WKH GXPBRAIY'RIDGGLWLRQDO YGHYV

5(6(7/$<28AWXUQV DOO 6YUNYDMNRDAUKHY QPG FORVHV DWD EXMMNEQH
68** (67 /$<2BUWUDQJIJHV DOO GLVNVLQDQRSWLPDO OD\RXWIRUERWKUHGXQGDQF\D

7KH SRRO OD\RXW LV GHSHQGHQW XSRQ WK HQIOPE BWY\B IVGH N QX PEIW BIVDR DLODE O H
LQFUHDVHV DV GLVNV DUHDGGHG 7R YLHZ WKHDYDLODEOH OD\RJWM BI'GIWXUH WK
DQG VHOHFW WKH GURS GRZQ PHQX XQGHU WKLV VHFWLRQ 7KH ZH¥EW DRDHAH BPM RZW
UDZ GDWD FDISHDE DWAD\RXW LV VHOHFWHG 7KHVH OD\RXWV DUH VXSSRUWHG

6WULSHTXLUHY DW OHDVW RQH GLVN
OLUURIHTXLUHVY DW OHDVW WZR GLVNYV

5$—'= UHTXLUHV DW OHDVW WKUHH GLVNYV
5$—'= UHTXLUHV DW OHDVW IRXU GLVNV
5$—'= UHTXLUHV DW OHDVW 4YH GLVNYV
‘DUQLQSHIHU WR)WRH L PSDUH IRUPRUHLQIRUPDWLRQRQUHGXQGDQF\DQG GLVI

PRUHWKDQ 4YH GLYVNVDUH XVHG FRQVLGHUDWLRQ PXVWEHJLYHQ WR WKH RSWLF
DQG VFDODELOLW\ —-WLVLPSRUWDQW WR UHDOL]H WIGHW\SH F WUAHKQ WKOPS R KW W RR §
FDQ EH SHUIRUPHG RQ WKDW SRRO ODWHU )RUH[DPSOH GULYHVFDQEHDGGHG W
WKDW LV QRW SRVVLEOH ZLWK 5%$-'=DUUD\V

$IWHU WKH GHVLUHG OD\RXVW&E {$F B GADXQRGY KRZ¥ WM UHPLQGHU WKDW DOO GLVN FR(
&OLEFRQA4UVRPKEBR($7( 32W/R FUHDWH WKH SRRO

IRWHRLQVWHDG SUHVHUYH H[LV&$LQ HGE/WIR G DQ BNAS RHHUWN. R JSID JIH/ N D-@G
SRUWLQJSBRHRO WR VHHLIWKHH[LVWLQJIRUPDWLV VXSSRUWHG -IVR SHUIRUP
VWRUDJHIRUPDW LY QRW VXSSRUWHG LWLV QHFHVVDU\WREDFN XS WKH GDWD WR
VWRUH WKH GDWD WR WKH QHZ SRRO

'"HSHQGLQJRQ WKHVLIHDQG QXPEHU RI GLVNVY WKH W\SHRIFRQWUROOHU DQG ZKI
WKH SRRO PD\WDNH VRR WML\BRRER@RKPHZDY VHOHFWHG D GLD®RRDOURMDYA SRR @ UQ |
.H\ &OLFN WKHOLQNDQG VDYHWKHNH\WRDVDIHRORFDWLRQ :KHQ4QLVKHG FOLF]

JLIXUH VKRZV WKISRR@Q6HOHFW WKH SRRO WR VHH PRUH LQIRUPDWLRQ 7KH4UVWH
WKHURRWGDWDVHWDQG KDV WKHVDPHQDPHDV WKH SRRO

TKEBYDLOBPEOH Q VKRZY WKHHVWLPDWHG WRRUODBINVISOEH EHIRUH
KWWSV HQ ZLNLSHGLD RUJ ZLNL aSDMBB 6 R P Q WHKWRZIVROK HTKHWWLPDWHG VSDFH XV H
FRPSUHVVLRQ 7KHVH QXPEMUVMRPH IURP

2WKHU XWLOLWLHV FDQ UHSRUW GL*HUHQW VWRUDJH HVWLPDWRYPNR U HBWASOH W
WKH FXPXODWLYHVSDFHRIDOO GULYHVLQ WKHSRRO UHJDUGOHVV RI SRRO FRQ4

2WKHU LQIRUPDWLRQ VKRZQ LV WKH W\SH RI FRPSUHVVLRQ WKHFRPSUHVVLRQ UDV
ZKHWKHU GHGXSOLFDWLRQ KDVEHHQ HQDEOHG WKHPRXQWSRLQW SDWK DQG DQ\

3RRO VWDWXV LVLQGLFDWHG E\RQH RI WKHVH VIPEROYV

7TDEOH SRRO6WDWXV

6\PERO  &RORL OHDQLQJ |

W+($/7+< | *UHHQ| 7KH SRRO LV KHDOWK\

J (*5%'(' | 2UDQJH7/KHSRROLVLQD GHJUDGHG VWDWH
*QMIBMm2/ QM M2ti T ;2

Rdy
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h #H2 RyXR +QMiBMm2/ 7°QK T 2pBQmb T ;2

6\PERO  &RORL OHDQLQJ
0 81.12:1 | %OXH | 3RRO VWDWXV FDQQRW E
e 12&. (' <HOORZ/KH SRROLV ORFNHG

7 3RRO )DXGWG 7KH SRRO KDV D FULWLFD|O HUURU

HGHWHUPLQHG

7TKHUH LV DQ RESWNUDGWHERR®Y XSIUDGHV WKH SRR)G WHROWKK @ POVMVHWW 6HH WKH ZDUQ
LQJIJVESQQUDGLQJ D =$®3IRROEHIRUH VHOHFWLQJ WKLV RSWLRQ 7KLVEXWWRQGRHV
UXQQLQJ WKH ODWHVW YHUVLRQ RIWKHIHDWXUH 5DJV

yLJ 9LHZLQJ 3RROV

&UHDWLQJD SRRO DGG'VD DKBORENMER WBEOH VSDFH GLVN GHWDLOV DQG SRRO VWDW
7TKHEDFNJURXQG FRORURIWKHFDUGLQGLFDWHY WKH SRRO VWDWXYV

*UHHQ KHDOWK\RU ORFNHG
<HOORZ XQNQRZQ RALQH RUGHJUDGHG
5HG IDXOWHG RU UHPRYHG

RyXkXk J M ;BM; 1M+ vTi2/ SQQHD

JUHHPP$XV HVY/— KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ JHOL IXOO GLVNHQF
RIHQFU\SWLRQLVLQWHQGHG WR SURWHFW DJDLQVW WKHULVNV RI GDWD EHLQJ Ut
GRZQ ZKHQ WKH SRRO LVORFNHG RUZKHQ GLVNV DUH SK\VLFDOO\VWROHQ

RdR
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JUHHP$BQFU\SWYV GLYVNV DQG SRROV QRW LQGLYLGXDO 40HV\WVWHPV 7KH SDUWLWIL
EXWRQO\LGHQWL4HV WKH ORFDWLRQ RI SDUWLWLRQV RQ WKHGLVN 2QDQ HQFU\S
FU\SWHG 7KHVHDUHJHQHUDOO\FDOOHG HQFU\SWHG GULYHV HYHQ WKRXJK WKF
GULYH4UPZDUH WR FRPSOHWHO\ i BU\(SW WK W EDUHWH. WHA\H

IRWHURFHVVRUV ZLWK VX3 6 RUKWWIWEIWKHQ ZLNLSHGLD RUJ ZLNL $(6BLQVWUXFWL
DUHVWURQJO\UHFRPPHQGHG 7KHVH SURFHVVRUV FDQ KDQGOH HQFU\SWLRQ RI D
SHUIRUPDQFH LPSDFW 7KH\DOVR UHWDLQ SHUIRUPDQFH EHWWHU DV WKH QXPEHU
ZLWKRXW WKH $(6 1-LQVWUXFWLRQV VHH VLIJQL4FDQW SHUIRUPDQFHIIRRSTFW ZLW
SRVWWWSYV |IRUXPV I[UHHQDV RUJ LQGH[ SKS"WKUHDGVY HQFU\SWLRQ SHUIRUPDQ
SHUIRUPDQFH RIYDULRXVY SURFHVVRUV

$00 GULYHVLQDQ HQFU\SWHG SRRO DUH HQFU\SWHG LQFOXGLQJ/ $5& UHDG FDFF
WR DQ H[LVWLQJHQFU\SWHG SRRO DUHHQFU\SWHG ZLWK WKH VDPH PHWKRG VSHFL
PHPRU\ LQFOXGLQJ$5& LVQRWHQFU\SWHG =)6 GDWD RQ GLVN LQFOXGLQJ/ $5&
O\LQJGLVNV DUHHQFU\SWHG 6ZDS GDWD RQ GLVN LV DOZD\VHQFU\SWHG

(QFU\SWLRQ SHUIRUPDQFH GHSHQGYV XSRQ WKH QXPEHU RI GLVNV HQFU\SWHG 7KH
WKH PRUH HQFU\SWLRQ DQG GHFU\SWLRQ RYHUKHDG DQG WKGRW\ISIWHIELIS\RRB P SD
FRPSRVHG RIPRUH WKDQ HLJKW GULYHV FDQ VX+HU VH Y BOHDBHUERIQFEG DM IS HQB O W
SRROV EHIRUH XVLQJWKHP LQ SURGXFWLRQ

&UHDWLQJDQHQFU\SWHG SRRO PHDQV *(/— HQFU\SWV W KF-D® /W VR GBW K U\ G MW\ HOLQ/G
GDWD 7KLV PDVWHUNH\LVDOVR HQFU\SWHG /RVV RIDGLVNPDVWHU NH\GXH WR C
GLVNIDLOXUH DQGLQD UHGXQGDQW SRRO RWKHU GLVNV ZLOO FRQWDLQ DFFHV VI
SRVVMEFOWHSDUDWHO\EDFN XS GLVN PDVWHU NH\V LW LV XVXDOO\QRW QHFHVVDU\

7KHUH DUKWHZRNMHADW FDQ EH XVHG WR XQORFN WKH PDVWHU NH\DQG WKHGEBHFU\S'
XVHU NH\VDUH QPQ RG\®WHRQREHVUVKIHF RYHU\XHFDXVH GDWD FDQQRW EH UHDG ZLWKI
YLGLQJD NH\ HQFU\SWHG GLVNV FRQWDLQLQJVHQVLWLYH GDWD FDQ EH VDIHO\ UH
ZLSLQJRU SK\VLFDO GHVWUXFWLRQ RI WKHPHGLD

"KHQ GLVFDUGLQJGLVNV WKDW VWLOO FRQWDLQ HQFU\SWHG VHQVLWLYH GDWD W|
GHVWUR\HG RUVHFXUHO\GHOHWHG .H\VWKDW DUH QRW GHVWUR\HG PXVW EH VWF
I[IURP WKH GLVFDUGHG GLVNV 'DWDLVYXOQHUDEOH WRGHFU\SWLRQ ZKHQ WKH HQ
GLVNVRUFDQ EHREWDLQHG E\ WKHVDPH SHUVRQ ZKRJDLQVDFFHVV WR WKH GLVN

7KLV HQFU\SWLR @QRBWKRIUIHNVG WR SURWHFW DJDLQVW XQDXWKRUL]JHG DFFHVV ZKH
ORFNHG %HIRUHVHQVLWLYHGDWDLVY VWRUHGRQ WKHV\VWHP HQVXUH WKDW RQ(
LQWHUIDFHDQG WKDW SHUPLVVLRQV ZLWK DSSURSULDWHUHVWULFWLRQV DUH VH'

+HUH DUH VRPHLPSRUWDQW SRLEMWKRDDERXW)RIHHRHFPEHU ZKHQ FUHDWLQJ RU XVLQ
SRRO

$W SUHVHQW WKHUHLV QRRQH VWHS ZD\WR HQFU\SW DQ H[LVWLQJ SRRO 7KH
QHZHQFU\SWHG SRRO $IWHU WKDW WKHRULJLQDO SRRODQG DQ\XQHQFU\SW|
YHQW XQDXWKRUL]JHG DFFHVV DQG DQ\GLVNV WKDW FRQWDLQHG XQHQFU\SWHC

+\EULG SRROVDUH QRW VXSSRUWHG $GGHG YGHYV PXVW PO WFKQGK I B DL YRMAQ .
SDJH DXWRPDWLFDOO\HQFU\SWVDQHZYGHY EHLQJDGGHG WRDQH[LVWLQ

JUHHP$#B6QFU\SWLRQ GL*HUV IURP WKH HQFU\SWLRQ XVHG LQ WKH 2UDFOH SURSL
EHWZHHQ WKHVH IRUPDWY ERWK SRROV PXVW EH XQORFNHG DQG WKH GDWD FF

(DFK SRROKDVDVHSDUDWHHQFU\SWLRQ NH\ B3BRROVFDQ DOVR DGG D XQLTXH L
LVIRUIJIRWWHQ RUHQFU\SWLRQ NH\LQYDOLGDWHG

(QFU\SWLRQ DSSOLHVWR D SRRO QRWLQGLYLGXDO XVHUV 7KH GDWD IURP DQ
ZLWK SHUPLVVLRQV WR DFFHVV LW (QFU\SWHG SRROV ZLWK D SDVVSKUDVH FDC
NQRZWKH SDVVSKUDVH 3RROVDUHDXWRPDWLFDOO\ORFNHG ZKHQ WKH V\VWH

(QFU\SWHG GDWD FDQQRW EH DFFHVVHG ZKHQ WKH GLVNV DUH UHPRYHG RU WKI
UXQQLQJV\WWHP HQFU\SWHG GDWD FDQQRW EH DFFHVVHG ZKHQ WKH SRRO LV

Rdk
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(QFU\SWHG SRROV WKDW KDYH QR SDVVSKUDVH DUH XQORFNHG DW VWDUWXS 3
XQWLO D XVHUHQWHUYV WKH SDVVSKUDVH WR XQORFN WKHP

RyXkXkXR 1M+ vTiBQM M/ _2+Qp2'v E2vb

YUHHTPP$BHQHUDWHYV D U HQERREYHBKG @HYHU D QHZ HQFU\SWHG SRRO LV FUHDWHG 7
WKHVWHP GDSDIWHW -W LV WKH SULPDU\ NH\ XVHG WR XQORFN WKH SRRO HDFK WLP
SDVVSKUDVHIRUWKH SRRODGGV D SDVVSKUDVH FRPSRQHQW WR WKH HQFU\SWLRC

$ SRROHQFU\SWLRQ NH\EDFNXS FDQ EHGRZQORDGHG WR DOORZ GLVN GHFU\SWLR(
IDLOXUH RRUWRDOORY WKUHHGHHL1$%R EH GHOHWHG IRU H[WUD VHFXULW\ 7KH FRPEL
ORFDWLRQDQG SDVVSKUDVH XVDJH SURYLGH VHYHUDO GL*HUHQW VHFXULW\VFHQ

.H\ VWRUHG ORFDOO\ WRHSBHYNVIWSIWHEH SRRO LV GHFU\SWHG DQG DFFHVVLEOH Z|
SURWHFWY GDWDDW UHVW RQO\

.HA\VWRUHG ORFDOO\ AAKMKHBONVWSKMIHDEHRRO LV QRW DFFHVVLEOH XQWLO WKH !
JUHHTPP$BGPLQLVWUDWRU

.H\ QRW VW R UHGKOIRFQFOLWSWHG SRRO LV QRW D FF H \D\AFELOH. ¥ /W DOV R K X $OHRIDIGHG
40H :KHQ WKH NH\DOVR KDV D SDVVSKUDVH LW PXVW EH SURYLGHG ZLWK WKH |

(QFU\SWHG SRROV FDQQRW EH ORFNHG LQ WKH ZHE LQWHUIDFH XQWLO D SDVVSKUD

7KHUHFRYHU\NH\LVDQ RSWLRQDO NH\40H WKDPUWWRYVGHGHRD 8 R % @0 RDHH DEBG ZL SH
V\VWHP -WLVGHVLIQHGDVDQ HPHUJHQF\EDFNXS WR XQORFNRULPSRUWDQ HQF!
WHQ RUWKHHQFU\SWLRQ NH\ LV VRPHKRZLQYDOLGDWHG 7KLV &Q@NVIWHPRMNWW R UH
RQO\RQHUHFRYHU\NH\FDQ HI[LVW IRUHDFK HQFU\SWHG SRRO $GGLQJD QHZ UHFR
GRZQORDGHG UHFRYHU\NH\40H IRU WKDW SRRO

([LVWLQIJHQFU\SWLRQ RUUHFRYHU\NH\VFDQEHLQYDOLGDWHG LQ VHYHUDO VLWX
$QHQFU\SWLRQUH NH\LQYDOLGDWHV DOO HQFU\SWLRQDQG UHFRYHU\ NH\V D

8VLQIJD UHFRYHU\NH\40H WR LPSRUWDQ HQFU\SWHG SRROLQYDOLGDWHYV WK
IRUWKDW SRR® JHHHIBWHY D QHZ HQFU\SWLRQ NH\IRUWKHLPSRUWHG SRRO E
EHFUHDWHG EHIRUH WKH SRRO FDQ EH ORFNHG

&UHDWLQJRUFKDQJLQJD SDVVSKUDVHLQYDOLGDWHV DQ\H[LVWLQJUHFRYHU
$GGLQIJDQHZUHFRYHU\NH\LQYDOLGDWHY DQ\H[LVWLQJUHFRYHU\NH\40OHV I
([ WHQGLQJ) BRRO LQYDOLGDWHV DOOHQFU\SWLRQDQG UHFRYHU\NH\V DV ZH

%HVXUHWR GRZQORDG DQG VHFXUHO\VWRUH FRSLHVY RI WKHPRVW FXUUHQW HQFU
EDFNXS HQFU\SWLRQ NHARBDMYISWKBWWU\SWLRQ DQG UHFRYHU\ NH\V RU WKH SDVV
LQLUUHYRFDEO\ORVLQJDOODFFHVVWR WKHGDWD VWRUHG LQ WKHHQFU\SWHG S

RyXkXkXk 1M+ vTiBQM PT2" iBQMb

(QFU\SWLRQ RSHUDWLRQV D& H@RU\GBALRILESIWQRQV IRU W KARUDBER/GG SRRO LQ
7KHVH RSWLRQV DUH DYDLODEOH

/IRFNQO\DSSHDUV DIWHU D SDVVSKUDVH LV FUHDWHG /RFNLQJD SRRKQUHVWUL
WLO WKH SRRO LV XQORFNHG 6HOHFWLQJ WKLVDFWLRQUHTXLUHVY HQWHULQJ
-0$,&BRRO 2SHUDWH.@ QF/LWSFRUWR'LVFRQHRWU\SWLRQ 2SWLRQd FRORBNV WR

8QORPNFU\SW WKH SRRQIEBPOIRFAN. @R G HQW H U L Q JRAMS-DRM\GULSKIUWDR/H UHFRY H U\
40H 2QO\WKH SDVVSKUDVH LV XVHG ZKHQ ERWK D SDVVSKUDVH DQG D UHFRYH L
LGHVWDUW BHVUWIDRHY ZKHQ WKH SRRO LV XQORFNHAGR EKUYV® Q BEDWHWLQUHWM K $16G H
GDWD -QGLYLGXDO VHUYLFHV FDQ EH SUHY HGW W% DWR\PBUEHBGHD\NWMOLHFMEL REW R |
'"HVHOHFWLQJVHUYLFHV FDQ SUHYHQW WKHP IURP SURSHUO\DFFHVVLQJ WKH X

Rdj
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(QFU\SWLRQ .H\ 3BVHPRWUDRY FKDQJH WKH HQFU\SWLRQ NH\ SDVVSKUDVH DQG G
HQFU\SWLRQ NH\ 8QOLNHD SDVVZRUG D SDVVSKUDVH FDQ FRQWDLQ VSDFHV D
JRRG SDVVSKUDVH LV HDV\WRUHPHPEHU EXW KDUG WR JXHVV

)LJ (QFU\SWLRQ .H\ 3DVVSKUDVH 2SWLRQV

7TKHDGPLQLVWUDWRU SDVVZRUG LV UHTXLUHG IR b HRRYMNSIDLRAZKEDIWKDIMWHV ¢
WKHFXUUHQW SRRO SDVVSKUDVH &UHDWLQJRUFKDQJLQJD SDVVSKUDVH LQY

S5SHFRYHUYHHDOHUDWH DQG GRZQORDG D QHZUHFRYHU\NH\40HRULQYDOLGDWHI
JUHHIPP$BGPLQLVWUDWLYH SDVVZRUG LV UHTXLUHG *HQHUDWLQJD QHZ UHFRYH
GRZQORDGHG UHFRYHU\NH\40OHV IRUWKH SRRO

5HVHW SHVHW WKH HQFU\SWLRQ RQ WKH SRRO *(/-PDVWHU NH\DQG LQYDOLGDV
NH\V DQGDQ\SDVVSKUDVH IRUWKH SRRO $GLDORJRSHQVWRVDYHDEDFNXS
SDVVSKUDVHFDQEHFUHDWHGDQGD QHZ SRRO UHFRYHU\NH\40HFDQ EH GRZQ
ZRUG LV UHTXLUHG WR UHVHW SRRO HQFU\SWLRQ

—IDNHVUHVHW IDLOV RQ D PXOWL GLVN V\"\RWHRRPN D QCROHHIWBNEIBHOEHIMRAP-DG
UHVXOWLQ WKHORVV RIGDWD

RyXkXj //IBM; * +22 Q" GQ: .2pB+2b

SRRGDJIH FDQ EH XVHG HLWKHU GXULQJRUDIWHU SRRO FUHDWLRQ WR DGG DQ 6
SHUIRUPDQFH RIWKH SRRO XQGHU VSHFL4F XVHFDVHV %HIRUHDGGRQUMHADFKH R
SDJH WR GHWHUPLQH LI WKH VA\VWHP ZLOO EHQH4W RU VX*HU IURP WKH DGGLWL

Rd9
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7TRDGGD &DFKHRU/RJGHYLFHGXULQJ $8RGPBRBW L ERWVORE®NOMAIOH FW WKH GLVN |
$YDLODE ®H G XN HAUW KKIW UHJ RWRDRKH SRWRI 9" W R DGG LW WR WKDW VHFWLRQ

7TRDGGDGHYLFHWR DQ(HVIVBEBRDH SRRKDW SRRO

RyXkX9 2KQpBM: * +?22 Q" GQ; .2pB+2b

&DFKH RU ORJGHYLFHV FDQ EH U6WRUY B 6RR GKIRRIWMRVKH GHVLUHG- SBRRWB/QQFROLFH
I 6WDWKWRRVH WKH ORJRUFDFKHGHYLFH WRSWHRRBHPWXHQ FOLFN

RyXkX8 //IBM; aT "2 .2pB+2b

=)6 SURYLGHV WKH DELOV®D WHRKKINVHHD KREULYHYV WKDW DUH FRQQHFWHG WR D SRR
SRROH[SHULHQFHV WKHIDLOXUH RID GDWD GULYH WKH V\VWHP XVHV WKH KRW VS|
IDLOHG GULYHLVUHSODFHG ZLWK D QHZ GULYH WKH KRW VSDUH GULYHLV QR ORQJ
-l WKHIDLOHG GULYHLY GHWDFKHG IURP WKH SRRO WKHVSDUHLY SURPRWHG WR L

+RWVSDUHV FDQEHDGGHG WR D SRRO GXULQJ RWKBW WSDAWHH DM RRQ ¥ @ YHHHPISSG H P
]JIVvVG KWWSV Z7ZzZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ ]IVG

7TRDGGDVSDUH GXULQJ SRRO¥WE bS\ERHY WRQ F B8 HOKH W $WKOH. G DEDHY'® RN YA W K H
ULJKW IMWHJWABRUH OWVRRYDGG LW WR WKH VHFWLRQ

7TRDGGDGHYLFHWR DQ(HWIMBRHDH SRAMKDW SRRO

RyXkXe 1ti2zM/BM; SQQH

7RLQFUHDVH WKH FDSDFLW\RIDQ H[LVWLQJ 6RW & LRIVPNWRKEHDSRRO QDPH

-1 WKH H[LVW LHQ FR R 8MHNH DQDGGLWLRQDO ZDUQLQJPHVVDHHWKRGBGY @IULHPLQG
SRRO UHVHWVY WKH SDVVSKUDVH ((DWB QGIFRYBQ\HNHU\SWHG SRRO RSHQV D GLDORJ\
QHZHQFU\SWLRQ NH\40H 5HPHPEHGE WRRQ/HSHBIEHNVLRWYR VHW D QHZ SDVVSKUDVH L
DWHDQHZUHFRYHU\NH\40H

KHQ DGGLQJ GLVNVWRLQFUHDVH WKHFDSDFLW\RID SRRO =)6 VX¥SIRUWR B@ KH DG
HILVWLQJ =)BI®RRD YGHY LV FUHDWHG PRUH GULYHV FDQ QRXWEMH QHBLGHEGHY FF VE B W
VWULSHG ZLWK D QQROWPKIHVM\ RLRIFUHDVH WKH RYHUDOO VL]HRIWKH SRRO 7R H[WHQ
DGGHG PXVW EH WKH VDPH W\SH DV(HI(VBAQWRQHYWYVR FRHHQDEOHG ZKHQ WKH YGHY
WKH VDPH W\SHDV WKH H[LVWLQJYGHYV 6RPHYGHY HI WHQGLQJH[DPSOHV

WR H[WHQG D =)6 PLUURU DGG WKHVDPH QXPEHURIGULYHYVY 7KHUHVXOWLYV D"
QHZ GULYHVDUHDYDLODEOH DPLUURURIWZR GULYHVY FRXOG EHFUHDWHG LQI
PLUURURIWZR GULYHVY DQGUHSHDWLQJWKUHHPRUHWLPHY XQWLO DOO WHQ (

WRH[WHQG DWKUHH GULYH5%$-'= DGGDQRWKHU WKUHH GULYHV 7KH UHVXOW
VLPLODU WR 5%$-"' RQ DKDUGZDUH FRQWUROOHU
WR HIWHQG DIRXU GULYH5%$-'= DGGDQRWKHU IRXU GULYHVY 7KHUHVXOW LV D

RQ DKDUGZDUH FRQWUROOHU

RyXkXd 1tTQ if.Bb+QMM2+i SQQH

([SRUW 'LVARQQHRMVR FOHDQO\GLVFRQQHFW D SRRO IURP WKH VA\VWHP 7KLV LV X
LQIJWKHSRROVRLWFDQEHLPSRUWHG RQDQRWKHU VI\VWHP RUWRRSWLRQDOO\C
EHUHXVHG

7RH[SRUW RU GHVWUR\DQ H[LVWLQJ SRREH WO LBN WKRUSRBIO/ERBSABEPRI VKRZV
ZKLFK V\\BWIKF LS DIIH ZLOOEH GLVUXSWHG E\H[SRUWLQJWKH SRRODQG DGGLWL
SRROV .HHS RUHUDVH WKHFRQWHQWYV RI WKH SRRI2EXVHWWLQJWKHRSWLRQV VK

Rd8
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yLJ ([SRUW 'LVFRQQHFW D 3RRO

'‘DUQLQR QRW H[SRUW GLVFRQQHFW DQ HQFU\SWHG SRRO L I$QKHQFDN 8 ®KIGD VH KD
SRRO FDQQRW EHUHLPSRUWHG ZLWKRRW Q SRYEWKNBMMWKH DQYWUXFWORQV LQ

Rde
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FU\SWHG 3=ROV

TKH[SRUW 'LVFRQWHFWHERRLORYLGHV WKHVH RSWLRQV

7DEOH ([SRUW 'LVFRQQHFW 3RRO 2SWLRQV
6HWWLQJ  'HVFULSWLRQ |
'"HVWUR\GDWD RQ WKLV SRRO" '"HVWUR\DOO GDWD RQ WKH7&LYNMW W) W&H SF

FDQQRWEH XQGRQH
'"HOHWH FRQ4JXUDWLRQ RIVKDUHYV '"HOHWH DQ\ VKDUH FRQ4JXUDWLRQV|IVHW XS
&RQ4UP H[SRUW GLVFRQQHFW &RQ4UP WKH H[SRUW GLVFRQQHFW RSHUDW|

-l WKH SRRO LV HQFR2WSWHKHEGY DOVR VKRZQ WR GRZRO\FEMNG BB IMHH\ IRU WKDW SRRO

7R(ISRUW 'LVRARIQHSIRWO DQG NHHS WKH GDWD DQG F R QRIQ @RI UR QI SRR V¥ W DBIHVE R/GIY
DQG FOQBRE7 '-6&211(&7

7TRLQVWHDG GHVWUR\WKH GDWD DQG VKDUH FRQ4JXWDWJUIRR GV RQ R RIB/KR R @ RRIDV' R
YHULI\WKDW GDWD RQ WKH SRROLVWREHGHVWUR\HGE; 32\sH'WKE2Q DBIWRIRMKH SRR
WKH SRROLVGHVWUR\HG LQFOXGLQJVKDUHFRQ4JXUDWLRQ JYROV GDWDVHWYV I
ubzZzvVWDWH

'DQJHWHIRUH GHVWUR\LQJ D SRRO HQVXUH WKDW DQ\QHHGHG GDWD KD EHHQ E
WHP

RyXkX3 AKTQ iBM: SQQH

$ SRROWKDW KDV EHHQ H{SRUWHG DQG GLVFRQQHFWHG IURBWKWMHDI\WRHWP FDQ EH U
$GGWKHQ VHORBWUQ®@IDQ HILVWLR ZBRRY IRU SRROV WKDW ZHUH H[SRUWHG GLVFRQ
VI\VWHP FUHDWHG RQDQRWKHU VIVWHP RUWRUHFRQQHPWD/SWRHRO DIWHU UHLQVW

"KHQ SK\WLFDOO\LQVWDOOLQJ =)6 SRRO GLVNVQBR R DRYRVPIS K UQRFRIPEPEDNIY R W K H
DZHE LQWHUIDFHHTXLYDOHQW WR H[SRUW WKH SRRO RQ WKDW V\VWHP 7KHQ VKXV
JUHHPP$$\VWHP 7KLV SUHYHQWV DQ LQ XVHE\DQRWKHU PDFKLQHPHUURU GXULQJ W

([LVWLQJ=)6 SRROV FDQ EH LP 8 RRW B 8RR BPO®&'F NGO HFSWR UW D Q H [ L WWKLHIY BQRIRFN
1(;7DV VKRZQ URQUH

Rdd
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)LJ 3RRO -PSRUW

7TRLPSRUWD SRROFRQWHN) XH ZWWHQ@FBRVWRZQ IRQUH

Rd3
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)LJ -PSRUWLQJD 3RRO

6HOHFW WKH SRRRREBRIRWKIRZQ PHQX DQBNROERR4UP WKH RSWAFRGW DQG

-1 KDUGZDUH LY QRW EHLQB S B WHEFSHMG ERXRNE KHUWS O JH -l WKH GLVN GRHVY QRW D
WKHRXWSXW FKHFNWRVHHLIWKHFRQWUROOHU GULYHU LWVXRO SEBBWHG RU LI LW

%HIRUHLPSRUWWEQIDQHSDRIMRO GLVNV PXVW 4UVW EHE M F G HFW NSW SWRKLY ® VV N V
VKRZQ)LQXUH

RdN
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)LJ '"HFU\SWLQJ 'LVNV %HIRUH -PSRUWLQJD 3RRO

8VH WKMNSWRSGRZQ PHQX WR VHOHFW WKH GLUWRNAWR R HEGIHF DWSWK & BOFNU\SWLRQ NH\ ¢
RQWKHFOLHQW VA\VWBEBERVSXKUAYRFKBWHG ZLWK WKH HQFUUWWMRRFNRFQWW & K EDS RN

LQJWKH SRRO

'DQJHUKH HQFU\SWLRQ NH\40OHDQG SDVVSKUDVHDUHUHTXLUHG WR GHF

J\SW WK

FU\SWHG LWFDQQRWEHUH LPSRUWHG DIWHU D IDLOHG XS JUDIUH R B SSRRUOMVDER/Q 4 J

WR VDYHD FRS\RIWKHNH\DQG WR UHPHPEHU WKH SDVVSKUDVH WKIDWOZ D
(QFU\SWHGSTRIRMMOV IRULQVWUXFWLRQV RQPDQDJLQJ NH\V

JFRQ4J)

6HOHFW WKH SRRO WR LPSRUW DQG FREBL2LW R K€ MHWWKHD S VY R&EB VKN

I1RWHRU VHFXULW\UHDVRQV HQFU\SWHG SRRO NH\VDUH QRW VDYHG LO® RFRQ4JIXU
EHHQLQVWDOOHG WRDQHZGHYLFHDQGD VDYHG FRQ4JXUDWLRQ 40HUHVWRUHG \
SUHVHQW DQG WKH V\VWHP ZLOO QRW UHTXHVW WKHP 7R FRUURRQWKILIWHH[SRUW

([SRUW 'LVFRDRHEW X UHWWIRY GDWD RQWKWNWRROHIQ LPSRUW WKH SRRO
LPSRUW WKHHQFU\SWLRQ NH\VFDQEHHQWHUHG DV GHVFULEHG DERYH

DJDLQ

RyXkXN oB2rBM; SQQH a+ m# ai imb

6FUXEVDQG KRZWR VHW WKHLU VFKHGXOH DUH GHVFIBDEWG LQ PRUH GHWDLO LQ

R3y
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7TRYLHZ WKH VFUXE VWDWXV RI D SRRO 6 HOMW NQV KW BVRENEA QBIRFKKOWLQJ VFUHHQ ZLOC
WKHVWDWXVDQG HVWLPDWHG WLPH UHPDLQLQJIRUD UXQQLQJVFUXE RUWKHVWLELC

$&$1&EXWWRQLY SURYLGHG WR FDQFHO D VFUXE LQ SURJUHVV :KHQ D VFUXE LV FIL
VFUXE WR UXQ VWDUWYV IURP WKH EHJLQQLQJ QRW ZKHUH WKH FDQFHOOHG VFUXE C

RyXkXRy [//IBM; . i b2ib

$Q H[LVWLQJ SRROFDQEHGLYLGHGLQWR GDWDVHWY 3HUPLVVLRQV FRPSUHVVLR
DSHU GDWDVHW EDVLVY DOORZLQJPRUHJUDQXODU FRQWURO RYHUDFFHVV WR VW
VLRQVFDQEHVHWRQ GDWDVHW 'DWDVHWV DUHDOVR VLPLODU WR 40HV\VWHPV L
SUHVVLRQ FDQ EHVHW DQG VQDSVKRWYVY FUHDWHG

IRWH)6 SURYLGHYVY WKLFN SURYLVLRQLQJXVLQJTXRWDV DQG WKLQ SURYLVLRQLQJ

7RFUHDWH D GDWDVHW VHO HFMRRI® BIRIRVAAND IDRIISRRICRIQY W KHEGV B O/ BRBMAZ L O O
GLVSOD\WKH VFUHHQMKRZQ LQ

)LJ &UHDWLQJD =)6 'DWDVHW

7TDEOH VKRZV WKH RSWLRQVDYDLODEOH ZKHQ FUHDWLQJ D GDWDVHW

6RPH VHWWLQJV DUH RG®$DEDORNEANW HB WKHVH VHWWLQJY 98 LYK B Y EGMFN WKH
WRQ RUFRQ4JXUH WKH VI\VWHP WR DOZD\V GLVSOD)\ & REZ QRO QHWE/ & B 0G E\EH GHIE
RSWLRCQMWHBGYDQFHG

R3R
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7DEOH 'DWDVHW 2SWLRQV
BHWWLQJ 9DOXH $GYDQ 'HVFULSWLRQ
ORGHﬁ
1DPH VWULQJ 5HTXLUHG (QWHUD XQLTXH QDPHIRU WKH GDWDVH
&RPPHQWYV VWULQJ (QWHUDQ\DGGLWLRQDO FRPPHQWV RU XVHU QRWH
6\QF GURS 6HW WKH GDWD ZULWH V\QKH@RV@ UDMM W& H|V\QF VH
GRZQ WLQJV IURP WKH SD 6MDW GW® WKW VIQF VHWWLQJ
PHQX WKDW KDYHEHHQ UHTXHVWHG E$WEKBABQWHWQWW RIW
GDWD ZULWHV WR FRROERWEBHDZBGLWYV IRU ZULWHYV
FRPSOHWH
&RPSUHVVLRQ GIYRID 5HIHU WR WKH V&FRGLRQ/BERRR I[RUD GHVFULSWLR
GRZQ RIWKHDYDLODEOHDOJRULWKPV
PHQX
(QODEOH DWLPH-QKHULW &KRRYZBWR XSGDWH WKHDFFHVV WLPH IRU 40HV ZKH
2Q RU UHDG &KRRWR SUHYHQW SURGXFLQJORJWJUD]F ZK}t
2. 40HV 7KLV FDQ UHVXOW LQ VLJQL4FDQW SHUIRUPD
4XRWD IRU WK[LVQW H JHU "HIDXOWGRIVDEOHV TXRWDV 6SHFLI\LQJD YDOXH PH
GDWDVHW PRUH WKDQ WKH VSHFL4HG VL]JHDQG LV VXLWDEOH I
SUHYHQW XVHUV IURP KRJJLQJDYDLODEOH|VSDFH
4XRWD ZDUQLRQU@WH KU 6HW —QKHULW WR DSSO\WKH VDPH TXRWD ZDUQLQJ
DW SDUHQW GDWDVHW
4XRWD FULWLFDQWBHKW 6HW —QKHULW WR DSSO\WKH VDPH TXRWD FULWLFD
DW SDUHQW GDWDVHW
4XRWD IRU WK/LVQW H JHU $ VSHFLAHG YDOXHDSSOLHV WR ERWK WKLY GDWD V|
GDWDVHW DQG DOO FKLO GDWDVHWYV
GUHQ
4XRWD ZDUQLQUQ@WHIJRU BHW —QKHULW WR DSSO\WKH VDPH TXRWD ZDUQLQJ
DW SDUHQW GDWDVHW
4XRWD FULWLFDQW®HKW 6HW —QKHULW WR DSSO\WKH VDPH TXRWD FULWLFD
DW SDUHQW GDWDVHW
SHVHUYHG VSDEB WU XU "HIDXOWLRIXQOLPLWHG 6SHFLINLQJD YDOXH PHDQV
WKLV GDWDVHW OHDVW WKLV PXFK VSDFHIUHHDQG LV VXLWDEOH IR
ORJV ZKLFK FRXOG RWKHUZLVH WDNH XS DAO DYDLC
SHVHUYHG VSDEB WRU XU $ VSHFLAHG YDOXHDSSOLHV WR ERWK WKLY GDWD V|
WKLV GDWDVHW DQG DOO GDWDVHWYV
FKLOGUHQ
=)6 HGXSOLFDWURG 5HDG WKH VHFMARQORO@ODWIIRQ EHIRUH PDNLQJD
GRZQ FKDQJH WR WKLV VHWWLQJ
PHQX
5HDG RQO\ GURS | X &KRLFHVQKHLQ RD-
GRZQ
PHQX
([HF GURS | X &KRLFHVYQKHAQ WDe 6HWWLER2R BWRYHQWY WKH LQVWE
GRZQ ODWLRQRILSDJH U SDJIH
PHQX
6QDSVKRW GLUBBRR X &KRRVH LI RMDSVKRW GLUHFWRU\LV 9LVLEOH RU
GRZQ WKLV GDWDVHW
PHQX
&RSLHV GURS | X 6HW WKH QXPEHU RIGDWD FRSLHVY RQ WKLV|GDWDVF
GRZQ
PHQX

*QMiBMm2/ QM

M2ti T ;2

R3k
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BHWWLQJ 9DOXH $GYDQ 'HVFULSWLRQ
ORGHﬁ
5HFRUG 6L]H | GURS | X 'KLOH =)6 DXWRPDWLFDOO\DGDSWV WKH UHFRUG VI
GRZQ DGDSW WR GDWD LIWKH GDWD KDV D 4[HG L]H VXF
PHQX UHFRUGY PDWFKLQJLWV VL]HPLIJKW UHVXOW LQ E
'DUQLQ@XKRRVLQJDVPDOOHU UHFRUG VL]H WKDQ WK
YDOXH FDQ UHGXFH GLVN SHUIRUPDQFH DQG VSDFH
$&/ ORGH GURS | X "HWHUPLQHW KRZG
GRZQ KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ FKF
PHQX KDYHV ZKHQ DGMXVWLQJ 40¥ $&JVOPHRKEW KK RS HU W\
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ ]IV
3DVVWKBR®IKSGDWHY $&/ HQWULHV WKDW|DUH UHZC
RUGLUHFWRU\ PRGH
5HVWUGRWWQRWDDOPW®R PDNH FKDQJHV WR $OHV RU
UHFWRULHV ZLWK D QRQ WULYLDO $&/ $Q $&/LV WU
H[SUHVVHG DV D 40H PRGH ZLWKRXW ORVLQJ DQ\ DF
WLQJMKIBRGWHRHVWULFWHSLFDOO\ XVHG WR|RSWLPL
G DW DV W% R/ D USLDIH EXW FDQ UHTXLUHK IXUWKFE
WLPL]DWLRQV )RUH[DPSOHVFEPIHKULZLWR
WKLV GDWDVHW FRXOG O H TR SNIDVE IGH. (PAD WV IN
RS W LRHDG
&DVH 6HQVLWLGIWRS &KRLFHWBOML®HNKXOW DVVXPHV 40HQDPHV DUH FI
GRZQ VLW LR/ H Q VRWMXYRHY 40HQDPHV DUH QRW FIDVH VHQ
PHQX PLIHEQGHUVWDQGY ERWK W\SHV RI 40HQDPHV 7Kl
VHW ZKHQ FUHDWLQJ D QHZ GDWDVHW
6KDUH 7\SH GURS 6HOHFW WKH W\SHRIVKDUH WKDW ZLOO EH|XVHG RQ
GRZQ EHWZHHQHLRWFPRVW VKDULQJ6R SR URQ¥N R U
PHQX VKD LS JH & KR BYBHIW V&K BR HRHVWULFWH G
DQ&DVH 6HQWRQMHWMKNIWAHOG LV RQO\DYDLODEC
FUHDWLQJD QHZ GDWDVHW

$IWHU D GDWDVHW LV FUHODMWRHDBWPEBOHBEREWQRRQYV RQDQH[LVWLQIJGDWDVHW WR
RSWLREBWG 'DWD¥HWDWHD QHVWHG GDWDVHW RUD GDWDVHW ZLWKLQ D GDWDVHW

$GG =YRGG D ]YRO WR WKH GD®¥WPb¥HW SHHiHV WRIRUPRUHLQIRUPDWLRQ DERXW JYRC

(GLW 2SWHBQW WKH SRRO SUR S HUMDLEHO/HG H R FUH. OB IMWOH WOL@& BV H 6 H Q WIUWIL Y L W\
UHDG RQO\DV WKH\FDQQRWEHHGLWHG DIWHU GDWDVHW FUHDWLRQ

(GLW 3HUPLVWHIRFH@WWRWLQJ 3HWDIMVLRQPRU PRUHLQIRUPDWLRQ DERXW SHUPLVVLR

'‘DQIJHBLHPRYLQIJD GDWDVHW LV D SHUPDQHQWDFWLRQDQG UHVXOWV LQ GDWD OR

(GLW $¥H#H&/ 0DQDJHPIDIW IRUGHWDLOV DERXW PRGLI\LQJDQ $FFHVV &RQWURO

'"HOHWH 'DWDHRRWHY WKH GDWDVHW VQDSVKRWV RI WKDW GDWDVHW DQGDQ\REM
PRYH WKH G D WOR/MANFPOHWMN? ('$7$6(YHULI\ WKDW WKHFRUUHFW GDWDVHW WR EH GH!
E\HOQWHULQJWKH GDWDVHW(QOKH QO Y& GDAMMDVHW KDV DFWLYH VKDUHV RULV VWL
SDUWV RIWKH VA\VWHP WKHGLDORJVKRZV ZKDW LV VWLOO XVLQIDXWDLERRUFQQRZV |
WKHGHOHWLRQRIDQLQ XVHGDWDVHW FDQ FDXVH GDWD ORVV RURWKHU SUREOHF

SURPRWH 'DWIQMMHWSSHDUVY RQ FORQHY :KHQ D FORQHLYVY SURPRWHG WKHRULJLQ ¢
WKHFORQHPDNLQJLW SRVVLEOHWR GHVWUR\WKH40HV\VWHP WKDW WKH FORQH Z
EHGHOHWHG ZKLOH WKH RULJLQ 4OHV\VWHP H[LVWYV

&UHDWH 6 Q DEWHKRWH D RQH WLPH VQDSVKRW $GLDORJRSHQV WR QDPH WKH VQDS\
GDWDVHWV LQ WKHVQDSVKRWDQG VIQFKURQL]H ZLWK 90ZDUH FDQ DOVR EH VKRZQ
SBHULRGLF6QDSWORW 7DVNYV

R3]
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RYyXKkXRyXR .2/mTHB+ iBQM

'"HGXSOLFDWLRQLV WKHSURFHVV RI=)6 WUDQVSDUHQWO\UHXVLQJDVLQJOH FRS\
LQIJRQWKHDPRXQWRIGXSOLFDWH GDWD GHGXSOLFDWRQFDQLPSURYHVWRUDJH
+RZHYHU GHGXSOLFDWLRQLV5%0LQWHQVLYH $JHQHUDO UXOH RIWKXPE LV *L%
VWRUBQHPRVW FDVHV FRPSUHVVLRQ SURYLGHV VWRUDJH JDLQV FRPSDUDEOH WR G
RQ SHUIRUPDQFH

~Q)UHH1EHGXSOLFDWLRQ FDQ EHHQDEOHG GXULQJ GD W DWKHN FILLWDQRLRI) WRIXR G|
HGXS WKH GDWD ZLWKLQ D GDWDVHW RQFH GH\GE5VDLE O WQRGQHF M KEMKEOR Q KDV

H[LVWLQJ GDWD 7KHPRUH GDWD ZULWWHQ WR D GHGXSOLFDWHG GDWDVHW WKH P
VWRULQJWKH "7V GHGXS WDEOHV RQ GLVN EHFDXVH WKH\ QR ORQJHU 4W LQWR 5%
SRUWLQJDQ XQFOHDQ SRRO FDQ UHTXLUH EHWZHHQ *L% RI5$0 SHUWHUDE\WH R
QRW KDYH WKH QHHGHG 530 LW ZLOO SDQLF 7KHRQO\VROXWLRQKVQNRFD&G PRUH
IXOO\EHIRUH HQDE OKQIVG\H GGYWBW SV FRQVWDQWLQ JOH] GH JIV WR GHGXS
SURYLGHV DJRRG GHVFULSWLRQ RI WKH YDOXH YHUVXV FRVW FRQVLGHUDWLRQV IF

8QOHVV DORWRI53%0DQG DORWRIGXSOLFDWHGDWD LVDYDLODEOH GR QRW FKDQ
RI' 2« )RUSHUIRUPDQFHUHDVRQV FRQVLGHU XVLQJFRPSUHVVLRQ UDWKHU WKDQ"

—-lGHGXSOLFDWLRQAQY GXPQUHBWHRGDWD EORFNV DUHUHPRYHG VIQFKURQRXVO\ 7
GDWD LV VWRUHGDQG FRPPRQ FRPSRQHQWYV DUH VKDUHG DPRQH4UOHY ZLICGHGR HOL
E\WH WR E\WH FRPSDULVRQ ZKHQ WZR EORFNV KDYH WKH VDPH VLIQDWXUH WR PDN
WLFDO 6LQFHKDVKFROOLVLROHWDUMXWXWOBPRWIIDRUHWK WKH SHUIRUPDQFH KLW

IRWHIIWHU GHGXSOLFDWLRQLVHQDEOHG WKHRQGOGTZDFWREBEVQHEOHELW LV WR XV
EBUBTFU@POBMFDQG IBRPSDJH +RZHYHU DQ\GDWD WKDW KDV DOUHDG\EHHQ G|
EHXQ GHGXSOLFDWHG 2QO\QHZO\VWRUHG GDWD DIWHU WKH SURSHUW\ FKDQJH Z
UHPRYH H[LVWLQJGHGXSOLFDWHG GDWD LVWRFRS\DOO RIWKHGDWD R RI WKH GI
WKH GDWD EDFNLQ DJDLQ $OWHUQDWHG)6FHS R B/ LO-HIWEERHRYPRVE D WKW & DWHD WR WKH
GDWDVHW DQG GHVWUR\WKHRULJLQDO GDWDVHW

7TLS'HGXSOLFDWLRQLVRIWHQ FRQVLGHUHG ZKHQ XVLQJD JURXS RIYHU\VLPLODU Y
RWKHU IHDWXUHV RI =)6 FDQ SURYLGH GHGXS OLNHIXQFWLRQDOLW\PRUHH]JFLHQW
VWDQGDUG 90 WKHQ FORQHD VQDSVKRW RI WKDW GDWDVHW IRURWKHU 90V 2QO\\
DQG WKHPDLQ GDWDVHW DUH VDYHG JLYLQJWKHH*HFWRIGHGXSOLFDWLRQ ZLWK

RyXkXRyXk *QKT 2bbBQM

KHQ VHOHFWLQJD FRPSUHVVLRQ W\SH EDODQFLQJ SHUIRUPDQFH ZLWK WKH DPRX
LVUHFRPPHQGHG &RPSUHVVLRQLV WUDQVSDUHQW WR WKHFOLHQWDQG DSSOLFLD
DVLWLVZULWWHQ WR D FRPSUHVVHG GDWDVHW RU]JYRODQGDXWRPDWLFDOO\ GHF
SUHVVLRQ DOJRULWKPV DUH VXSSRUWHG

/= GHIDXOWDQG UHFRPPHQGHG FRPSUHVVLRQ PHWKRG DV LW DOORZV FRPSUH
UHDO WLPHVSHHG 7KLV DOJRULWKP RQO\FRPSUHVVHY 40HV WKDW ZLOO EHQF

*=—30HYHOV DQAIZKHUWHYHYMO JLYHV WKH OHDVW]ERPSUIHARIHRKOD QSUR
YLGHY WKHEHVW FRPSUHVVLRQ EXWLV GLVFRXUDJHG GXHWR LWV SHUIRUPDQT

=/(IDVWEXW VLPSOHDOJRULWKP ZKLFKHOLPLQDWHV UXQV RIJ]HURHV

-R))LVVHOHFWRERPYUWHVH L RQHIHFUHOD WLQJ D GDWDVHW RU]JYRO FRPSUHVVLRQ ZL¢
GDWDVHW ]JYRO 7KLV LV QRW UHfF KPVHRGHOLYDEOAKWIHUIRUPDQFH LPSDFW DQG D(
DJH FDSDFLW\

R39
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$]YROLVDIHDWXUHRI=)6 WKDW FUHDWHV DUDZ EORFN GHY LR EBYHY =)6 GHKH J]YRC

YLFHH[WHQW

7TRFUHDWHD]YRO VHOHFWDQ H[LVWLQ@J 2 BN RRR/ R A& BIWHRORISW QFDKAN FUHHQ VKR

LQLIXUH

yLJ $GGLQJD=YRO

7TKHFRQ4JXUDWLRQ RSWLRQAMDEOMH GHVFULEHG LQ

7DEOH ]JYRO &RQ4JXUDWLRQ 2SWLRQV
BHWWLQJ 9DOXH $GYDQ 'HVFULSWLRQ
ORGH
]JYRO QDPH VWULQJ (QWHU D VKRUW QDPH IRUWKH ]YRO 8VLQJD]YROQ
FKDUDFWHUV FDQ SUHYHQW DFFHVVLQJ]YROV DV
SOH D]YRO ZLWKD FKDUDFWHU40HQDPH|RU SDW
DQL6&6— H[WHQW 7KLV VHWWLQJLY PDQGDWRU\
&RPPHQWV VWULQJ (QWHUDQ\QRWHV DERXW WKLV JYRO
6L]H IRU WKLV[]YR®HJHU 6SHFLI\VLIHDQG YDOXBJB DR QWADQLEMHXVHG | 7KH

VLIHRIWKH]YROFDQEHLQFUHDVHG ODWHU

EXW FI

WKH VL]JHLV PRUHWKDQ RIWKHDYDLODEOHFDSD
ZLOO IDLO ZLWK DQ RXW RI YBDFH MLJMORAR DO HV V

DEOHG

*QMIiBMm2/ QM

R3

M2ti T ;

8
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h #H2 RyX9 +QMiBMm2/ 7 QK T 2pBQmb T ;2
BHWWLQJ 9DOXH $GYDQ 'HVFULSWLRQ

oROH
ERJ

JRUFH VL]H FKHFEN %\ GHIDXOW WKHV\VWHP ZLOO QRW FUHDWH D ]YRO
EULQIJWKH SRROWRRYHKLOWDR3IDBHWRPPHQGHG

HQDEOLQJ WKLV RSWLRQZLOO IRUFHWKHFWYHDWLR

6\QF GURS 6HWV WKH GDWD ZULWH VQXFKQIRDU [ W MRIQH |[V\QF V H
GRZQ WLQJV IURP WKH SD 6MPW GW® WHKW VIQF VHWWLQJ\
PHQX WKDW KDYHEHHQ UHTXHVWHG E$SWERBABQWHWJ RU/ R IW

GDWD ZULWHV WR FRREEDWHHDQ@GLWYV IRU ZULWHV '
FRPSOHWH

&RPSUHVVLRQ GHRISO &RPSUHVV GDWD WR VD Y HARSTSRH \6$D B WRIR U
GRZQ DGHVFULSWLRQRIWKHDYDLODEOH DOJRULWKPYV
PHQX
=)6 'HGXSOLFDWEURG =)6 IHDWXUH WR WUDQVSDUHQWO\UHXVHD VLQJOH
GRZQ GDWD WR VDYBUVGDGMKLY RSWLRQ LV 5$0 LQWHQVLY
PHQX WKH VHFWHRQ RQLFSDVIHRQ EHIRUH PDNLQJD FKDQJ
WR WKLV VHWWLQJ
6SDUVH FKHFENER] 8VHG WR SURYLGH WKLQ SURYLVLRQLQJ 8VH ZLWK F
IDLO ZKHQ WKH SRRO LV ORZ RQ VSDFH
%ORFN VL]H GURS | X 7KH GHIDXOW LVEDVHG RQ WKH QXPEHU RI GILVNV LG
GRZQ FDQ EHVHW WR PDWFK WKH EORFN VL]H RI WKH 40HV
PHQX IRUPDWWHG RQWR WK B U Q& EIKRIRWILHN D VPDOOHU

UHFRUG VL]H WKDQ WKH VXJJHVWHG YDOXH FDQ UHG
PDQFHDQG VSDFH H]FLHQF\

&OLFN2SWLRQV QH[W WR WK H &RV IDBRE \DRRIDFLFG VIV OMRAHH BYLRMO=8MRHDWH 6 QDSVKRW
DQG IRUDQH[LVWLQJ BUR® R Q/BIS RWMW R @V

6LPLODUWR GDWDVHWY D]JYRO QDPHFDQQRWEH FKDQJHG
&KRRVLQJIJD]YROIRUGHOHWLRQ VKRZV D ZDUQLQJWKDW DOO VQDSVKRWYV RI WKDW

RyXkXRk a2iiBM; S2 ' KBbbBQMDb

6HWWLQJ SHUPLVVLRQVLVDQLPSRUWDQWDVSHFWRIPDQDJLQJGDWDR@Q@FWHMN® 7K
SHUPLVVLRQVIRUD SRRORUGDWDVHW WR PDNHLWDYDLODEOHDYVY D VKDUH :KHQ |
DWLQJ VI\VWIRR BPQGD BDUJH LVXVHG WR4QH WXQH WKH SHUPLVVLRQV RI WKH 40H
FUHDWHG E\ WKH FOLHQW

6 KDULSDJIH FRQWDLQV FRQ4JXUDWLRQH[DPSOHV IRUVHYHUDO W\SHV RI SHUPL\
YLGHVDQRYHUYLHZ RIWKHRSWLRQVDYDLODEOH IRUFRQ4JXULQJWKHLQLWLDO V

I1RWHRU XVHUVDQG JURXSVWREHDYDLODEOH WKH\PXVW HLWKHWERRYYWWUHD\
SDJH RULPSRUWHG IURPD GLUHFWRU\ VHUYLBHKXWRQJ &AM GWVWWUKHF EWURQV LQ
GRZQ PHQXV GHVFULEHG LQ WKLY VHFWLRQ DUHDXWRPDWLFDOO\WUXQFDWHG WR
DQ XQOLVWHG HQWU\ EHJLQ W\SLQJWKH GHVLUHG XVHURU JURXS QDPH IRU WKH G

7TRVHW WKH SHUPLVVLRQV RQ DEGIRW D8R RFVOH;G R BW L RVQ\\VY G WHIH U P I7\D\ELCRQ V
GHVFULEHVY WKH RSWLRQV LQ WKLV VFUHHQ

R3e
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2H2 b2

yLJ (GLWLQJ 'DWDVHW 3HUPLVVLRQV
7DEOH 3HUPLVVLRQ 2SWLRQV
BHWWLQJ 9DOXH 'HVFULSWLRQ
3DWK VWULQJ| 'LVSOD\V WKH SDWK WR WKH GDWDVHW RU]JYR® GLUHF
8VHU GURS BHOHFW WKH XVHU WR FRQWURO WKH GDWDVHW 8VHU
GRZQ SRUWHG IURP D GLUHFWRU\VHUYLFHDSSHDU LQ WKH C
PHQX
*URXS GURS BHOHFW WKH JURXS WR FRQWURO WKH GDWDVHW *UR>
GRZQ LPSRUWHG IURP D GLUHFWRU\VHUYLFHDSSHDU LQ WK
PHQX
$FFHVV ORGH FKHFNERPMW WKH UHDG ZULWH DQG H[HFXWH SHUPLVVLRQV IF
$SSO\3HUPLVVLRQWNKSH-HAKER$SSO\ SHUPLVVLRQV UHFXUVLYHO\WR DOO GLUHFWRU
VLYHO\ FXUUHQW GDWDVHW
7UDYHUVH FKHFNERPRYHPHQW SHUPLVVLRQ IRUWKLY GDWDVHW $0O0ORZV
DFW ZLWK FKLOG GDWDVHWYV HYHQ ZKHQ WKRV|H XVHU\
VLRQ WR YLHZ RUPDQDJHWKH FRQWHQWYV RI WKLV GD\

RyXkXRj *G J M ;2K2Mi

$Q $FFHVV &RQWURO /LVW $&/

LVDVHWRIDFFRXQW SHUPLVVLRQV DVVRFLDWHG Z

40HV ZLWKLQ WKDW GDWDVHW 7KHVH SHUPLVVLRQVFRQWURO WKHDFWLRQV XVHL
DUHW\SLFDOO\ XVHG WR PDQDJH XKBDW HGQVERDS\DFRHVRQ\D MWK WY ZLWK'DQ $&/ KDYH
DSSHQGHG WR WKHLU QDPHLQ WKH GLUHFWRU\EURZVHU

R3

d
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7KH $&/ IRUD QHZ 40H RU GLUHFWRU\LV W\SLFDOO\GHWHUPLQHG E\WKH SDUHQW G
WKHUH D)LI® B R QRUHUHWWR U\SDQKSDUIHW LQ WKH SPXKOFWHSEN QRBWFSZP @B!
WULHV 7KHVH QRQ LQKHULWLQJHQWULHV DUHDSSHQGHG WR WKH $&/ RI WKH QHZC
6DPED FUHDWHDQG GLUKWWS8V\ PZZZNVDPED RUJ VDPED GRFV XVLQJBVDPED FK K
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ XPDVN VHNWLRQ YDOXH

%\ GHIDXOW D 40H $&/LV SUHVHUYHG ZKHQ LW LV PRYHG RU U#HQYD P HEGPALDNKR-@X\DKIH
SDJH FDQRYHUULGH WKLV EHKDYLRUWRIRUFHDQ $&/ WR EHUHFDOFXODWHG Z
VDPH GDWDVHW

'DWDVHWY RSWLPL]JHG IRU 60% VKDULQJ FD G &HORNEUG AR b/ &/NVRHOD Q 3 MALSRBLBNHW D E O H

$&/VDUH PRGL4HG E\DGGLQJRU UHPRYLQJ $FFH%WRHE Q RFRPYQ@EVW K H\G H\&I( U HIGY
GDWDVHW ESWERQV DQG L M/ ODQDRBHQV 7KH $&/ PDQDJHU PXVW EH XVHG W
SHUPLVVLRQV RQ D GDWDVHW ZLWK DQ $&/

yLJ $&/ 0DQDJHU

7KH $&/ 0ODQDJHU RSWLRQV D)L WSOl R/UFEIAR/W &R Q W QBOY D QWH BW LRG0 H
VRUWY WKHVH RSWLRQV E\ WKHLU VHFWLRQ

7DEOH $&/ 2SWLRQV
6HWWLQJ 6HFWLR‘ 9DOXH ‘ 'HVFULSWLRQ
3DWK JLOH - Q|RMMWULQJ /RFDWLRQ RI WKHGDWDVHW WKDW LV EHLQJPRGL4H
PDWLRQ

*QMIiBMm2/ QM M2ti T ;2

R33
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h #H2 RyXe +QMiBMm2/ 7 ' QK T 2pBQmb T ;2
6HWWLQJ 6HFWLR 9DOXH 'HVFULSWLRQ
8VHU J)LOH -QJRBWRS 8VHU ZKR FRQWUROV WKH GDWDVHW 7KLV X[VHU DOZ
PDWLRQ GRZQ WR UHDG RU ZULWH WKH $&/ DQG UHDG RU ZU[LWH DW\
PHQX DWHG PDQXDOO\RU LPSRUWF\GRUBPHDHY LFB|S
SHDULQ WKH GURS GRZQ PHQX
$SSO\8VHU)LOH —QIRFRKHFNERRRQ4UP FKDQJHV WR 8VHU 7R SUHYHQW HUURUV FK
PDWLRQ DUH VXEPLWWHG RQO\ ZKHQ WKLV ER[LV VHW
*URXS YLOH —QJRBIURS 7KHJURXS ZKLFK FRQWUROV WKH GDWDVHW| 7KLV JLU
PDWLRQ GRZQ VLRQV WKDW DUH J¥ DQRW-SGTUR WEKWHFUHDWH|G PDQX
PHQX DOO\RULPSRUVEHG HFERMRD SDHHYLFBSSHDU LQ WKH
GURS GRZQ PHQX
$SSO\*URXS _)LOH|-RKRBRERRKRRQ4UP FKDQJHV WR *URXS 7R SUHYHQW HUURUV F
WLRQ *URXS DUH VXEPLWWHG RQO\ZKHQ WKLV ER[LV VHW
"HIDXOW $&JLOH —QIRBIURS "HIDXOW $&/V &KRRVLQJDQ HQWU\ORDGV D|SUHVHW
2SWLRQV | PDWLRQ GRZQ XUHG WR PDWFK JHQHUDO SHUPLVVLRQV VLWXDWLR
PHQX
KR $FFHVV| GURS $FFHVV &RQWURO (QWU\ $&( XVHURU JURXS 6HOHF
&RQWURGRZQ FL4VHRUURXNKU WKLVRIZQHWR DSSO\ WKLV
/LVW PHQX HQWU\ WR WK VHIOMHMSMGDSSO\ WKLV HQWU\ WR
WKH VHOHRRXERE YHU\RQR®SSO\ WKLV HQWU\ WR
DOO XVHUV DQG JWHRWSW GHHL)6Y $&/ (175—(p
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ VHW
S8VHU $FFHVV| GURS 8VHUDFFRXQW WR ZKLFK WKLV $&/ HQWU\DSSOLHV
&RQWURGBRZQ 8VHW WKH FRRVYHQ
/ILVW PHQX
*URXS $FFHVV| GURS *URXS WR ZKLFK WKLV $&/ HQWU\DSSOURWSZQO\ YLV
&RQWURGBRZQ WKH FKRDHQ
ILVW PHQX
$&/ 7\SH $FFHVV| GURS +RZWRHUPLVDIURQD/SSOLHG WR:WR K& K RRVBIQR Z
&RQWURGBRZQ WR JUDQW WKH VSHFL4HG'SIQWPR VWVRQM BWE KH VS
/ILVW PHQX 4HG SHUPLVVLRQV
3HUPLVVLR®RMFHVV| GURS &KRRVH WKH W\SH R SHDWERZVRIGMQHUDO SHUPLYV
7\SH &RQWURGBRZQ VLR®GGYDQWKRZY HDFK VSHFL4F W\SHRI SHUPLVVLR
/ILVW PHQX FRQWURO
3HUPLVVLR®FMFHVV| GURS BHOHFW SHUPLVVLRQV WR DABIG KWK R VHR/HF KIOR\M H Q
&RQWURGRZQ GHSHQGLQJFRHUWKWVLRGWRA\SBKHKW PLVVLRQV OLVW
/ILVW PHQX SDJH IRUGHVFULSWLRQV RIHDFK SHUPLVVLRQ
YODJV 7\SH $FFHVV| GURS BHOHFW WKH VHW R $Eq DWR FCUMBDQEER ZV X|Q
&RQWURGRZQ VSHFL4F LQKHULWBGFD Q@BMRERQWSHFLA4F LQKHULWD
/LVW PHQX VHWWLQJV IRU4QHU FRQWURO
YODJV $FFHVV| GURS +RZ WKLV $&(LVDSSOLHG WR QHZO\FUHDWHG GLUHF
&RQWURGERZQ ZLWKLQ WKH BDWIFVHWQDEOH RUGLVDEOH $&( LQKH!
/LVW PHQX $GYDQFMIB/ DOORZ IXUWKHU FRQWURO RI KRZ WKH $&
40HV DQG GLUHFWRULHV LQ WKHHGDWDDHW 5EHN W KV
SDJH IRU GHVFU$GWLGEBUGRIULWDQFH 5DV
$SSO\SHUP$G®YDQFHEBKHFNERPSSO\ SHUPLVVLRQV UHFXUVLYHO\WR DOO GLUHFWF
VLRQV UHFXU FXUUHQW GDWDVHW
VLYHO\
$SSO\SHUPS®YDQFHEKHFNERPSSO\ SHUPLVVLRQV UHFXUVLYHO\WR DOO FKLOG GL
VLRQV WR|FKLOG GDWDVHW 2QO\ Y$¥EBOSHAKALY VLR QW WHIFK UV LY H O\
GDWDVHWV
*QMIBMm2/ QM M2ti T ;2
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h #H2 RyXe +QMiBMm2/ 7 QK T 2pBQmb T ;2

BHWWLQJ 6HFWLR 9DOXH 'HVFULSWLRQ

6BWULS $&/V$GYDQFHBKHFNERFHW WR UHPRYH DOO $&/V IURP WKH FXUUHQW GDWD)\
FXUVLYHO\VWULSSHG IURP GLUHFWRUBSIS80OQG FKLC
SHUPLVVLRQV DOBSSOLBHOPLYVVLRQV WIRUAKLOG GD\
VHW

$GGLWLRQDO $&(V DUH FU$ D¥H G THDRCGLAFRNQQIXULQI WKHDGGHG 4HOGV 2QH $&(LV
$&/

6HNHWIDKWWSY ZZZ IUHHEVG RUJ FJL PDQI¥JIBDFOHU\ VHWIDFO

KWWSV OLQX[ GLH QHW PD)@ 9HUV |IBROF Of & D\Q&MWEY WRROV LHWI RUJ KWPO GU
QIVY DFOV IRUPRUH GHWDLOV DERXW $FFHVV &RQWURO /LVWV SHUPLVVLRQV

VKRZ HDFK SHUPLVVLRQ RU5DJ WKDW FDQ EHDSSOLHG WRDQ $&( ZLWK D EULHI GHV
EDVLFRUDGYDQFHG SHUPLVVLRQV

%DVLF 3HUPLVVLRQV

5HDGYLHZ 40H RUGLUHFWRU\FRQWHQWY DWWULEXWHYV QIUMDHGSIHWIVILM E X W H V
VLRQ

ORGLIDGMXVW 40H RUGLUHFWRU\FRQWHQWY DWWULEXWHY DQG QDPHG DWW!
ULHV -QFOXGBIYHWKHPLYVLRQ &KDQJLQJWKH $&/ FRQWHQWYV RURZQHU LV QRW

7TUDYHWMHXWH D 40HRUPRYHWKURXJKD GLUHFWRU\ '"LUHFWRU\FRQWHQWV D
5HD&SHUPLVVLRQLVDOVRDSSOLHG 7RWUDYHUVHDQG YLHZ40OHVLQDGLUHFW
40HV VHW DIMWKHBIMNGH DESHUPLVVLRQV WKHQ DG'G WHKAHADCRGMBPBQIKH G L W

)XOO0 &RGPWHABODOO SHUPLVVLRQV

$GYDQFHG 3HUPLVVLRQV
5HDG 'DWDHZ 40H FRQWHQWYV RUOLVW GLUHFWRU\FRQWHQWYV
"ULWH 'DAMIIHDWH QHZ 40HV RUPRGLI\DQ\SDUW RID 40H
$SSHQG 'DPWB QHZ GDWD WR WKH HQG RI D 40H
5HDG 1DPHG $WWUHEXWHWDPHG DWWULEXWHY GLUHFWRU\

":ULWH 1DPHG $ WAAWUHIIEWYXWEB QY DPHG DWWULEXWH GLUHFWRRND GOXIVR\HEHS VDN U IHESXZAL
SHUPLVVLRQ

([HFEXWHFXWH D 40H PRYH WKURXJK RUVHDUFK D GLUHFWRU\

'"HOHWH & KIGH®WHMWH 40HV RUVXEGLUHFWRULHV IURP LQVLGH D GLUHFWRU\
5HDG $WW ULIEFKAVHOMH RU GLUHFWRU\QRQ $&/ DWWULEXWHYV

:ULWH $SWWBKERWH ¥OH RUGLUHFWRU\QRQ $&/ DWWULEXWHYV

'"HOHWHPRYH WKH 40H RUGLUHFWRU\

5HDG $&/ILHZ WKH $&/

"ULWH $RHYDQJH WKH $&/ DQG WKH $&/ PRGH

"ULWH 2Z®KDQJH WKH XVHUDQG JURXS RZQHUV RIWKH 40HRU GLUHFWRU\
6\QFKURYAPHFKURQRXVY 40H UHDG ZULWH ZLWK WKH VHUYHU 7KLV SHUPLVVLRQ

%DVLFLQKHULWDQFH5DJVRQO\HQDEOH RU GLVDEOH $&(LQKHULWDQFH $GYDQFH
$&(WR QHZ40HV RUGLUHFWRULHYV

JLOH - QRKUIL$E&( LV LQKHULWHG ZLWK VXEGLUHFWRULHV DQG 40HV -WDSSOLHV
'LUHFWRU\ QQKHWUABMGLUHFWRULHY LOQOKHULW WKH IXOO $&(
1R3URSDJIJDWH7HQK$HULAMDPQ RQOVEH LQKHULWHG RQFH

- QKHULWHP®YH WKH $&(IURP SHUPLVVLRQ FKHFNV EXW DOORZ LW WR EH LQKH!
ULHWQKHULW2WHORRYHG IURP WKHVH QHZ REMHFWYV
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- QKHULMHMGZKHQ WKH $&( KDVEHHQ LQKHULWHG IURP DQRWKHU GDWDVHW

RyXj aM Tb?Qib

7RYLHZDQG PDQDJH WKH OLVWLQJ RI 6WR D WHBDSYXRPKE VS @M H V \f KRZIQHL Q

IRWH-I VQDSVKRWY GRQRW DSSHDU FKHFN WKDW WH B LFRXALUFHGQGMD B/ ERBW RQY BIXUHG
GRHV QRW FR Q5L %W QG QEHNV HHUHWW LQJYV -1 WKH VQDSVKRW ZDV DWWHPSWHG EX
DGGHGWHBS MPH NFTTBKIEVM ORJ40H FDQ BH MSHWIHG LQ

)LJ 9LHZLQJ $YDLODEOHG6QDSVKRWYV

(DFK HQWU\LQ WKH OLVW LQFOXGHY WKH QDPH RFWKS B DWR WLBIQ VKO D S \RSRVL R8
'$7(&5($7(VKRZV WKH H[DFW WLPH DQG GDWH RI WKH VQDSVKRW FUHDWLRQ

86('LVWKHDPRXQWRIVSDFHFRQVXPHG E\WKLV GDWDVHWDQG DOORILWYVY GHVFH
WKHGDWDVHW TXRWDDQG UHVHUYDWLRQ 7KHVSDFH XVHG GRHV QRW LQFOXGH W
DFFRXQW WKHUHVHUYDWLRQVRIDQ\GHVFHQGHQW GDWDVHWYV 7KHDPRXQW RIVS
HQW DV ZHOO DV WKHDPRXQWRIVSDFHIUHHG LI WKLY GDWDVHW LV UHFXUVLYHO\
LWV UHVHUYDWLRQ :KHQDVQDSVKRWLVY FUHDWHG WKHVSDFHLVLQLWLDOO\ VKD
WHP DQG SRVVLEO\ZLWK SUHYLRXV VQDSVKRWYV $V WKH 40HV\VWHP FKDQJHV VS|
XQLTXHWR WKHVQDSVKRW DQGLVFRXQWHGLQ WKH XVHG VSDFHRIWKHVQDSVKR
DPRXQW RIVSDFH XQLTXHWR DQG XVHG E\ RWKHU VQDSVKRWY 7KHDPRXQW RIVS

RNR
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GRHV QRW WDNH LOQWR DFFRXQW SHQGLQJ FKDQJHV :KLOHSHQGLQJFKDQJHV DUH .
RQGV GLVN FKDQJHV GR QRW QHFHVVDULO\JXDUDQWHH WKDW WKH VSDFH XVDJH L

7LS6SDFH XVHG E\LQGLYLGXDO VQDSVKRWNGADQEH V WH QCEB QU@ HED J H

50)(5(1&('LQGLFDWHYV WKHDPRXQW RI GDWD DFFHVVLEOH E\ WKLV GDWDVHW ZKLFK
GDWDVHWV LQ WKH SRRO :KHQDVQDSVKRWRUFORQHLYVY FUHDWHG LWLQLWLDOO
40HV\VWHP RUVQDSVKRW LW ZDV FUHDWHG IURP VLQFHLWYV FRQWHQWY DUHLGHQ

"(/(7T(VKRZV D FRQ4UPDWLRQ GLDORJ &KLOG FORQHV PXVWEHGHOHWHG EHIRUH W
:KLOH FUHDWLQJD VQDSVKRW LVLQVWDQWDQHRXV GHOHWLQJD VQDSVKRWFDQ E
SHFLDOO\ZKHQ GHGXSOLFDWLRQLVHQDEOHG -QRUGHU WR GHOHWH D EORFN LQ I
EORFNVWR VHH LI WKDW EORFNLVY XVHG DQ\ZKHUH HOVH LILWLV QRW LWFDQEH|

&/21(721(: '$7$6(SURPSWV IRUWKH QDPHRIWKHQHZ GDWDVHW FUHDWHG IURP WK
QDPHLY SURYLGHG EDVHG RQ WKH QDPH RI WKH6B9 EX\W\WRQ/ W B SNQKRW FORIANIW WHK
VKRW

$ FORQHLV D ZULWDEOH FRS\RIWKHVQDSVKRW 6LQFHD FORQHLVDFWXDOO\D GD
WKIRROWUHHQ UDWKHEQWE N RW¥NHQ %\ GBMPAMWDWGGHG WR WKH QDPH RI D VQDSVKI
FORQHLVY FUHDWHG

SROOEBRPMNFNLQRIWLRBROODBYANN IRUFRQ4UPDWLRQ EHIRUHUROOLQJEDFN WR WKt
&OLFNHEDXVHV DOO 40HVLQ WKHGDWDVHW WR UHYHUW WR WKH VWDWH WKH\ ZHUF

1IRWHROOEDFNLV D SRWHQWLDOO\GDQJHURXV RSHUDWLRQ DQG FDXVHV DQ\ FRQ4
UHSOLFDWLRQ V\VWHP XVHV WKH H[LVWLQJVQDSVKRW ZKHQ GRLQJDQ LQFUHPHQW
VQDSVKRW WKHUHFRPPHQGHG VWHSV DUH

&ORQH WKHGHVLUHG VQDSVKRW

6KDUHWKHFORQH ZLWK WKH VKDUH W\SH RU VVHWAYMFHHPUXQQLQJ RQ WKH J)UHH1$

$IWHU XVHUV KDYHUHFRYHUHG WKHQHHGHGBEWWYDHWERBRBOIWH WKHFORQH LQ WK
7KLVDSSURDFK GRHV QRW GHVWUR\DQ\RQ GLYVN GDWD DQG KDVQRLPSDFW RQ UH?

$UDQJHRIVQDSVKRWY FDQ EHGHOHWHG 6HW WKHOHIW FROXPQ FKBAMWER]JHV IRU |
DERYH WKHWDEOH %HFDUHIXO ZKHQ GHOHWLQJPXOWLSOHVQDSVKRWYV

3HULRGLF VQDSVKRWYVY FDQ EH FRQ4JXUHG WR DSSHDU DV VKDGRZ FRSLHV LQ QHZH!
VFULER®DQJIJXULQJ 6KDGROBRSLHYVHUYV FDQ DFFHVV WKH 40HV LQ WKH VKDGRZ FR
RXW UHTXLULQJDQ\LQWHUDFWEZRE@ ZQWK WIOHFHIHH1$6

7R TXLFNO\VHDUFK WKURXJK WKH VQDSVKRWY OLVW E\ Q PLROHW WU SGHQD I8 [IWKVEFMK D J FU
7KHOLVWLQJZLOO FKDQJHWR RQO\GLVSOD\WKHVQDSVKRW QDPHV WKDW PDWFK \

':DUQLQY VQDSVKRW DQG DQ\40HV LW FRQWDLQV ZLOO QRW EH DFFHVVLEdQH RU VH
VODSVKRW LY ORQJHU WKDQ FKDUDFWHUV 7KH GDWD ZLWKLQ WKH VQDYVKRW Z|
DFFHVVLEOH DJDLQ ZKHQ WKH PRXQW SDWK LV VKRUWHQHG )RUGHWDLOY RI WKL\
PRXQW SDWIOWKBQG 1DPH SDJHW KV

RyXjXR ""QrbBM; aM Tbh?Qi *QHH2+iBQM

$00 VQDSVKRWV IRUD GDWDVHW DUH DFFHVVLEOH DVDQ RUGLQDU\KLHUDUFKLFDC
GHQGT40OH ORFDWHG DW WKH URRW RIHYHU\ GDWDVHW $ XVHU ZLWK SHUPLVVLRQ \
DOO VQDSVKRWYV IRUD GDWDVHW O L NgH TRQ\ RIWIK i 6 KIEDHHIVY 1l EJHRWP W\BKRHE D)BD Q G
)737KLVLVDQDGYDQFHG FDSDELOLW\ ZKLFK UHTXLUHV VRPH FRPPDQG OLQH DFWL
FKDQJHV WR VHWWLQJV WKDW DUH UHTXLUHG DUH

RNk
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6QDSVKRW YLVLELOLWA\PXVW EHPDQXDOO\HQDEOHG LQ WKH =)6 SURSHUWLHYV

-Q6DPED DX[LOODU\WHWNGQNRAWBEG PXVW EHPRGL4HG WRKEQROHKDQ B WIKH
VHWWEDOBDM FYQPTF@TOB@EXMWUEHBGGHG

7TKHHeHFW ZLOO EHWKDW DQ\ XVHU ZKR FDQ DFFHVV WKH GDWDVHW FRQWHQWYV ZLC
QDYLIJDWLQJ)GVR WKHWRU\RI WKHGDWDVHW 7KH\ZLOO DOVREHDEOH WR EURZVH
SHUPLVVLRQ WR DFFHVV WKURXJKRXW WKHHQWLUH VQDSVKRW FROOHFWLRQ RI WK

$ XVHU VDELOLW\WR YLHZ 40HV ZLWKLQ D VQDSVKRW ZLOO EHOLPLWHG E\DQ\ SHU
VQDSVKRW ZDV WDNHQ 6QDSVKRWV DUH 4[HG DV UHDG RQO\ VR WKLV DFFHVV GR
40HVLQ WKHVQDSVKRWY RUWRPRGLI\RUGHOHWHDQ\VQDSVKRW HYHQ LI WKH\ K
VQDSVKRW ZDV WDNHQ

IRWH)6 KDY®T EJFRPPDQG ZKLFKFDQ OLVW WKH 40HV WKDW KDYH FKDQJHG EHWZ
VLRQV ZLWKLQ D GDWDVHW RUEHWZHHQ DQ\VQDSVKRWDQG WKHFXUUHQW GDWD

RyXjXk * 2 iBM; aBM;H2 aM Tb?Qi

7TRFUHDWHD VQDSVKRW VHSDURWHOAQURF BDWH FKHEKWRUDGR DSV IPRWWOLFN
$II

yLJ 6LQJOHG6QDSVKRW 2SWLRQV

6HOHFWDQ H[LVWLQJ =)6 SRRO GDWDVHW RU]JYROWRVQDSVKRW 7RHFRXAROMGETH FKI

RNj
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7TKHVQDSVKRW FDQ KOYH R B )EVHWRKRVRPDWLF D OD RIDPIHEG ESPIDQIMPLQJ 6 FKHPD
DOORZV WKH VQDSVKRW WHSEH EQ PO 8@QBI® VQ VIO LQJ 6 FIGHURES GRZQ LV SRSXODWH
ZLWK SUHYLRXVO\ FUHDWHGIVRIGH F W DURFOR W 7DV NV

RyX9 oJr "2@aM Tb?Qib

BWRUD9BZDUH 6QDBYKRWE WR FRRUGLQDWH =)6 VQD SV KRIW X HADX\HL@D WUDH/ALFS 6
:KHQ D =)6 VQDSVKRW LV FUHDXWHRSP PWHHDSBO\ VQDSVKRWY DQ\UXQQLQJ90ZDUH YL
IRUH WDNLQJD VFKHGXOHG RUPDQXDO =)6 VQDSVKRW RI WKH GDWDVHW RU]JYRO EC
PDFKL@®XVW EH SRZHURG RIHHM MBDSVKRWY WR EH FRSLHG WR 90ZDUH 7KH WHPSRU
VKRWV DUHWKHQ GHOHWHG RQ WKH 90ZDUH VLGH EXW VWLOO H[LVW LQ WKH =)6 VQI
WLRQ SRLQWV LQ WKDW VQDSVKRW 7KHVH FRROUGLYDIGEEH QDSVKRWY DUH OLVWH

JLIXUH VKRZV WKHPHQXIRUDGGLQJD 90ZDWHOMQODSKKRW.DHNGWKH DYDLODEOH RS

)LJ $GGLQJD 90ZDUH 6QDSVKRW
7DEOH 90ZDUH 6QDSVKRW 2SWLRQV
 6HWWLQJ 9DOXH " 'HVFULSWLRQ
+RVWQDPH| VWULQJ (QWHU WKH -3 DGGUHVV RUKRVWQDPH RI WKH
WHULQJ XVHWKH-3DGGUHVV RUKRVWQDPH R
FOXVWHU
8VHUQDPH| VWULQJ (QOWHUD XVHUDFFRXQW QDPH FUHDWHG RQ WK

PXVW KDYH SHUPLVVLRQ WR VQDSVKRW YLUWX

*OQOMIBMm2/ QM

90ZDUH |
| WKH Yé

H90zZzDU
DO PDFK
M2ti T ;2

RN9
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h #H2 RyXd +QMiBMm2/ 7°QK T 2pBQmb T ;2
6HWWLQJ 9DOXH  "HVFULSWLRQ
3DVVZRUG| VWULQJ (QWHU WKH SDVVZRUG DBMARFQDRHH G ZL WK
=)6 )LOHV\VWEHRZVH EXWWRQURAWRIWKH 40HV\VWHP WR VQDSVKRW
DWDVWRUHGURS GRZQ PHG@KWHU HQ W HAR\QN QBKAH U Q DIPQED V V Z RADG. FN& +
'$7$6725\WR SRSXODWH WKH PHQX WKHQ VHOHFW WKH ¢
VIQFKURQL]HG

JUHHPP$BRQQHFWYV WR WKH 90ZDUH KRVW DIWHU W K H=F 8 HICOHHMY \DREEVY IDVUEBHRBW H U H G
GRZQ PHQXV DUH SRSXODWHG ZLWK LQIRUPDWLRQ IURP WKH 90ZDUH KRVW &KRRVL
RXVO\PDSSHG GDWDVHW

RyX8 .BbFb

7RYLHZ DOO RIWKH GLVNV UH FR QL MAGHEP\ G¥WRIU) D M N$S/ VHHQ LQ WKH HEDPSOH LQ

XUH HDFK GLVN HQWU\ GLVSOD\V LWV GHYLFH QDPH VHULDO QXPEHU VL]H DGYI
DFRXVWLF OHYHO VHW WAL Q XV 5 SQGHE KHWKHWY DUH HQDEOHG 7KH SRRO DVVRFLDW
GLVSOD\HGREFWRNBQXVHGGLVSOD\HG LI WKH GLVN LV QRW EBR2BDX®BOG VO O SRR O
DGGLWLRQDO LQIRUPDWLRQ WREHVKRZQ DV FROXPQVLQ WKHWDEOH $GGLWLRQTC
VHHQ E\ FOLFNBQ®D G

yLJ 9LHZLQJ 'LVNV

7RHGLW WKH RSWLRQWIRASEWGRQN RQLF BEGEWWR WEHQ WKH VFUHHQYKIRZQDBOH
OLVWV WKH FRQ4JXUDEOH RSWLRQV

RN8
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7TREXONHGLW GLVNV VHW WKH FKHFNER[ IRU HD KK GWV NVINQIWKKOHIM/ G ESUCHLW IGM Q@ FO L F
SOD\V ZKLFK GLYVNVDUHEHLQJHGLWHG DQG D VKRUW ONZ®VRI FBSDIWEKEDHE QKBRS WLF
FDWHV WKHRSWLRQVDYDLODEOH ZKHQ HGLWLQJPXOWLSOH GLVNYV

7TRRA"LQH RQOLQH RU RU UHS GDIFH W KIHQG HY)LOSHDIVHE H- V N

yLJ (GLWLQJD'LVN

7DEOH 'LVN 2SWLRQV
6HWWLQJ 9DOXH %XON 'HVFULSWLRQ

(GLW

1DPH VWULQJ 7KLV LV WKH )UHH%6' GHYLFH QDPH IRU WKH|GLVN
6HULDO VWULQJ 7KLV LV WKH VHULDO QXPEHU RI WKH GLVN
"HVFULSWLRQ| VWULQJ (QOWHUDQ\QRWHV DERXW WKLV GLVN
+  6WDQGE\ GURS | X 7LPHRILQDFWLYLW\LQ PLOQXWHV EHIRUH WKH GULY

GRZQ VWDQGE\PRGH WR FRQVHURHXRQBHRNW 7KLV

PHQX KWWSV IRUXPV IUHHQDV RUJ LQGH[ SKS"WKUHDC

LI D GULYH LV VSLQQLQJ GRZQ SURSHUO\ VKR

PLOQHLIDGULYHKDVVSXQGRZQ 7HPSHUDWXUH PR
DEOHG LI WKH GLVNLV VHWWRHQWHU VWDQGE\

$GYDQFHG 3RZIBWRS | X GHOHFW D SRZHU PDQDJHPHQW SUR4OH IURP WKH PF
ODQDJHPHQW| GRZQ YDOXHYBEOHG
PHQX

*QMIiBMm2/ QM M2ti T ;

RNe
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h #H2 RyX3 +QMiBMm2/ 7°QK T 2pBQmb T ;2
6HWWLQJ 9DOXH %XON 'HVFULSWLRQ
(oLw
$FRXVWLF /HYH®URS | X "HIDXO'WWIVE CWGKHU YDOXHV FDQ EH
GRZQ VHOHFWHG IRUGLVNV WKDW XQGHUVWDQG
PHQX KWWSV HQ ZLNLSHGLD RUJ ZLNL $XWRPDWLFBDF
(QDEOH 6 0 $ 5 FKHFNBR] (QODEOHG E\GHIDXOW ZKHQ WKH GLVN VXSSRUWV 6 0
60%57 WHYWV SUHYHQWYV FROOHFWLQJ QHZ WHP:
WKLV GLVN +LVWRULFDO WHPSHUDWXWHRGDIWD LV V
LQBDJH
60%57 HWUMRSLQX (QWHU DG GULRVLRQMDWD O
WLRQV KWWSV ZZZ VPDUWPRQWRROV RUJ EURZVHU WU X
RSWLRQV
&ULWLFDO VWULQJ 7KUHVKROG WHPSHUDWXUH LQ &HOVLXV —1WKH GUI
KLIJIKHU WKDQ W KQ {/@r$803HY 0 ORJ HQWU\ LV FUHDW
DQ HPDLO LVOAH@EOHY WKLV FKHFN
L HUHQFH VWULQJ 5HSRUW LI WKH WHPSHUDWXUH RID GULYH KDV FKDC
GHJUHHV &HOVLXV VLQFH @IKHDE DWW WK SIRIHES R UW
_QIRUPDWLRQDONULQJ 5HSRUW LIGULYH WHPSHUDWXUH LV DW RUDOERYH W
VLXVGLVDEOHV WKH UHSRUW
6(' 3DVVZRUG | VWULQJ 6HW RU FKDQJH WKH SDVVZRUG RI WKLV 6(' TKLV SD\
LQVWHDG RI WKH JORE D O 8B G2 PQGEHHGE
6HOI (QFU\SWISDUHLYHV
&OHDU 6(' 3DVVERWBN[ER] &OHDU WKH 6(' SDVVZRUG IRUWKLV GLVN

7LS-1WKH VHULDO QXPEHU IRUD GLVN LV QRW GLVSBDYBHRPE WKGEVORRIHHQ XVH WK
SDJH JRUH[DPSOH WRGHWHUPLQH WRIUDMUEINEG SXPEMU BRI GEWNBEB ] HSFQ
4FSJBM

TKHLSHXQFWLRQ LV XVHG WR GLVFDUGDQ XQXVHG GLVN

'DUQLQUQVXUHDOO GDWD LV EDFNHG XSDQG WKH GLVNLV QRORQJHULQ XVH 7UL:
EHLQJVHOHFWHG WR EH ZLSHG DV UHFRYHULQJ GDWD IURP D ZLSHG GLVN|[LV XVXC
SK\WLFDOO\UHPRYH WKH GLVN YHULI\WKDW DOO GVOW I HP? VINQL.® DLSHHW K i) & LR/QN W ¢
VHSDUDWH FRPSXWHU

&OLFNL®)RRHUV VHYHUD @ XKRUBNWWY RQO\ WKH SDUWLWLRQLQJLQIRUPDWLRQ RQ D
UHXVH EXW ZLWKRXW FOHDULQJ RWKHU ROIOGDWE Y HRURRR WH V MAKKHIHWYWLUH GLVN Z
ZKLPHOO ZLWK UD@RGRRGDWIOHY WKH HQWLUH GLVN ZLWK UDQGRP ELQDU\NGDWD

4XLFN ZLSHY WDNH RQO\ D)HQO/HIF\WRLEHA BVD ODUJH GLVN FDQ WD NH WOYAHIID/MKK R X U
UDQGRP@®DWBY ORQJHU $ SURJUHVV EDULV GLVSOD\HG GXULQJWKH ZLSHWR WUD

RyX8XR _2TH +BM; 6 BH2/ .BbF

LWKDQ\IRUPRIUHGXQGDQW 5%-' IDLOHG GULYHVPXVWEHUHSODFHGDV VRRQDV
RIWKH5%$-'" " HSHQGLQJRQ WKHKDUGZDUH  FDSDELOLWLHYV LWPLJKWEHOQHFHVVDL
+DUGZDUH WKDW VXSSRUWYV $+&—- GRHVY QRW UHTXLUH D UHERRW

6WULSLQJ 5%-' GRHV QRWSURYLGHUHGXQGDQF\ 'LVNIDLOXUHLQDVWULSHUHV
UHFUHDWHG DQG GDWD VWRUHG LQ WKH IDLOHG VWULSH ZLOO KDYHWREHUHVWRU

RNd
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:DUQLQUQFU\SWHG SRROV PXVW KDYHD YDOLG SDVVSKUDVHWR UHSODFHP IDLOH(
XS WKH HQFU\SWLRQ NH\(QWFILUQ I WIKFHSRISIIHV ERHQRDOMW WHPSWLQJ WR UHSODFH WKI
GULYH

%HIRUH SK\VLFDOO\UHPRYLQJ W kW ROLOID3HRGR GNYCOLHFHW MRKWMHRS RR O Q D PAHWRNH.@BW LF N
6HOBMWID/AE® ORFDWH WKHIDLOHG GLVN 7KHQ SHUIRUP WKHVH VWHSV

&OLWFNSWLRQV RQ WKH GLYN. D@W FK MWKHQVKH GLVN VWDWXV WR 2))/-1( 7KLV \
WKH GHYLFH IURP WKH SRRO DQG S:DHYOH @W ¥ WASMEHLG/ 8 K YN V2W)K DI DQ G RAM W
EHVHW ED/FN (-1 WKH KDUGZDUH VXSSRUWYV KRW SOX23DEBXWGW R R\D FO 5K & MHK
GLVN WKHQ VNLS WR VW 3 L QEIXWKRENS DWEKRH GLVN LV DOUHDG\ RALQHG DQG WK
EHVNLSSHG

IRWHI WKH SURFHVV RI FKDQJLQJ WKH GLVN VWDWXV WR 2))/-1(IDLOV ZLWK D C
PHVVDJH WKH SRRO PXVW EH VF UKEEXHE ZXROW BOVRD Y KRR BVYWHU WKH VFUXE FR
SOHWH2\VWBUDLQ EHIRUH SURFHHGLQJ

$IWHU WKH GLVN LV UHSODFHG DQG LWV RBMLRIQDN RQ/MWKH BQ VRISHPQ QRAH) G WK |
BHOHFW WKH UHSODFHPHQW GLVN IURP WKH GUR$ &3 R-ZBX RHAQRQD @ GAFHOLL F ® IWFKIHL Q
WKH3/$&('-BXWWRQ WKH SRRO EHJLQV UHVLOYHULQJ (QFUHSWHGSRROWHHT:
SDVVSKISDVH ZKHQ FKRRVLQJ D UHSODF HR B/3W (G £BHJ LGOOL WKIHQSIURFH VYV WR L
PDWWKH UHSODFHPHQW DSSO\WKHFXUUHQW SRRO HQFU\SWLRQ DOJRULWKP
HQFU\SWLRQ NH\DQG SDVVSKUDVH UHPDLQV YDOLG EXW DQ\SRRO UHFRYHU\ N
PHQW SURFHVV 7R PD[LPL]H SRRO VHFXULWAVHW S\RRDFHSERHGC G/HE WR

$IWHU WKH GULYH UHSODFHPHQW SURFHVV LV FRPSOHW B SUH DSEGEWMWKH UHSODF
VFUHHQ

7R UHIUHVK WKH VFUHHQ ZLWK XB(GDWHGHRVBURHEWY HFOLRRFXU GXULQJ D GLVN UHSC
FHVV RQHRIWKHGLVNVFDQEHGHWDFKHG 7R GHWDFKD GLVNLQ WKHUHSODFHPF
DQG FOLEEWLRQWWDFK

JLIXUH VKRZVDQ H[DPSOH RIWRUQ3IRROBWDWQRE UHSODFLQJD GLVNLQDQDFWLYF

RN3
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)LJ 5HSODFLQJD )DLOHG 'LVN

$IWHU WKH UHVLOYHU LV FRPSOHW K RPISKD 8URRIGO WHDIUWKW YW R Y \DRQ G L Q GIDFDW HYV D Q)
LQGLFDWHY WKDW WKHGLVN UHSODFHPHQW ZDV VXFFHVVIXO LQ WKLV H[DPSOF

IRWHE GLVN WKDW LV IDLOLQJEXW KDV QRW FRPSOHWHO\IDLOHG FDQ EHUHSODFHC
KHWKHU WKLV LVDJRRGLGHD GHSHQGV RQ WKHRYHUDOO FRQGLWLRQ RIWKHIDLC
WKDW LV RWKHUZLVH I IXQFWLRQDO FDQ EHOHIWLQ SODFHGXULQJWKHUHSODFHPH
LVH[SHULHQFLQJFRQWLQXRXVHUURUV  FDQDFWXDOO\VORZGRZQ WKHUHSODFHP
SUREOHPV PLIJKWVSHQG VR PXFKWLPHUHWU\LQJIDLOXUHY WKDW LW FRXOG SUHY |
SOHWLQJEHIRUHDQRWKHU GULYH IDLOV

RNN
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yLJ 'LVN5HSODFHPHQW LV &RPSOHWH

RYX8XRXR _2KQpBM; GQ; Q * +?22 .2pB+2
$GGHG ORJ RU FDFKH GH BIWR Y DIRFHDIRIRD 6 WOMDFWLQJ WKH GH Y LFHISFODIEO HV W K H
5HPRENWWRQV

/IRIDQG FDFKHGHYLFHVFDQ EHVDIHO\UHPRYHG RUUHSODFHG ZLWK WKHVH EXWW|
IRUPDQFH DQG WKURXJKSXWFDQ EHLPSDFWHG E\WKHLU UHPRYDO

RyX8Xk 2TH +BM: .BbFb iQ :"Qr SQQH

7TKHUHFRPPHQGHG PHWKRG IRUH[SDQGLQJWKH VL]HRID=)6 SRROLVWR SUH SODC
VWULSHDGGLWLRQGREB®HMY IUBP DGGLWLRQDO FDSDFLW\LV QHHGHG

%XWDGGLQJYGHYVLVOQRWDQRSWLRQLIWKHUHDUH QRWHQRXJK XQXVHG GLVN S
SRUWRU GULYHED\ DVLQJOHGLVNDWDWLPHFDQEHUHSODFHG ZLWK D ODUJHU G
LQFOXGH WKHQHZ GLYVNLQWR WKH SRRO UHPRYLQJWKHROG GLVN WKHQ UHSHDW
GLVNV KDYHEHHQ UHSODFHG $W WKDW SRLQW WKH SRRO FDSDFLW\DXWRPDWLFD

20HDGYDQWDJH RI WKLV PHWKRG LV WKDW GLVNUHGXQGDQF\LV SUHVHQW GXULQJ

1RWHF SRRO WKDW LV FR@NIXKEMOBY D HQ ZLNLSHGLD RUJ ZLNL 6WDQGDUGB5%$-"'BC
EHLQFUHDVHG E\ IROORZI QHW & H VINSTERHL®

&RQQHFW WKHQHZ ODUJHU GLVN WR WKH XQXVHG GLVN SRUW RU GULYH ED\

Kyy
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*RWoRVNRUD3RROV
6HOHFW WKH SRR O6 HIQVGVHQAIWE W X V

6HOHFW RQH RI WKH ROG VPDOOHY GASMVR@MKXHDSRRBOY & QWIKANQHZ GLVN DV WK
SODFHPHQW

7KHVWDWXV RI WKHUHVLOYHU SURFHVV LV VKRZQ ROQOWZPKRHIVFUBILKTRWEKB QHBA YLHZ
GLVN KDV UHVLOYHUHG WKHROGRQHLVDXWRPDWLFDOO\RALQHG -WFDQ WKHQ E
ED\XVHG WR KROG WKH QH[W QHZ GLVN

-1 DXQXVHG GLVN SRUWRUED\LVQRWDYDLODEOH DGULYHFDQGEBS OBSIODIFHG ZLW
)DLOHG SIDVIM 7KLV SURFHVV LV VORZDQG SODFHV WKH VI\VWHP LQ D GHJUDGHG \
FRXOG EH GLVOR YRWRXOMWWHPSW WKLV PHWKRG XQOHVYVY WKH V\'8WS$® KRH/ R-DQUHH®UW IDYEH
DWDWLPHDQG ZDLW IRUWKHUHVLOYHU SURFHVV WR FRPSOHWHRQ WKHUHSODFH
DOOWKHGULYHVDUHUHSODFHGDQG WKH4QDO UHVLOYHU FRPSOHWHY WKH DGGH

RyXe AKTQ iBM; .BbF

7KBWRUDJASRUWEVNHQ VKRZQWE® LV XVHG WRLPSRUW GLVNV WKDW DUH IRUPD\
8QL[ )$7 06'26 RU17)6 :LQGRZV RU (;7 /LQX[ 40HV\WVWHPV 7KLV LVDGHVLJIQHC
SRUW FRS\LQJWKH GDWD IURP WKDW GLVN PQWRAHE D MDO\HRAD R GG W\KN B D B EHSBP S R U
WLPH

IRWHPSRUWV RI (;7 RU(;7 40HV\VWHPV DUH SRVVLEOHLQ VRPHFDVHY DOWKRXJk
MRXUQDOLQJLVY QRW VXSSRUWHG VR WKRVH 40%WREANYWGEIPW\POVWHKYKH RQ H [SWHRWYQ B
(IVSURJV XWKWWSLHY IVSURJY VRXUFHIRUJH QHW UXQRQ WKHP EHIRUHLPSRUW
DWWULEXWHV RULQRGHV JUHDWHU WKDQ E\WHV DUH QRW VXSSRUWHG (;7 40H\
DQAVFNXQ RQ WKHP EHIRUHLPSRUW DV GHVFULEHG DERYH

kyR
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yLJ -PSRUWLQJD 'LVN

8VH WKH GURS GRZQ PHQX WR VHOHFW WKHGLVN WRLPSRUW FRQ4UP WKH GHWHFW
WKH =)6 GDWDVHW WKDW ZLOO KR @G 'W&K) PRI\ WM I&D WADV HOW K W 1 6 26 P6DARFDADLHR Q D
GURS GRZQ PHQX LV GLVSOD\HG 8VH WKLV PHQXWR VHOHFW WKHORFDOHLIQRQ $

$IWHU FOLSONWEBH GLYVN LV PRXQWHG DQG LWV FRQWHQWY DUH FRSLHG WR WKH VSHF
PRXQWHG DIWHU WKH FRS\RSHUDWLRQ FRPSOHWHYV

$IWHULPSRUWLQJD GLVN DGLDORJDOORZV YLHZLQJRUGRZQORDGLQJWKHGLVN

RyXd JmHIBT i?b

7KLVRSWLRQLVRQO\GLVSOD\HG RQ VI\IVWHPV WKDW FRQWDLQ PXOWLSDWK FDSDE
GXDO 6%$6 H{[SDQGHU EDFNSODQH RUDQ HIWHUQDO -%2' WKDW LV ZLUHG IRU PXOWLS

JUHHPP$XVHW XOWLSCKWWSY ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHWXOIPXOOMLISD WK
KWWSV HQ ZLNLSHGLD RUJ ZLNL OXOWLSDWKB- 2 VXSSRUWRQ V\VWHPV FRQWD

OXOWLSDWK KDUGZDUHDGGV IDXOW WROHUDQFHWRD 1$6 DV WKH GDWD LV VWLOO
XUH

JUHHTPP$BXWRPDWLFDOO\GHWHFWYV DFWLYH DFWLYHDQGDFWLYH SDVVLYHPXOWLS
PXOWLSDWK FDSDEOH GHYLFHVDUH SODFHG LQ PXOWLSDWK XQLWV ZLWK WKH SDU
SOD\HGWRUDOKOWLSDWKYV

kyk



*> Shil_
1GlollL

Pol S PoAaAPLAL:

2YHUSURYLVLRQLQJ 66'V FDQ EH T RIS+ ANVRR DMXKGL @ WWHKSD J H 7KLV FDQ EH XVH
IXOIRUPDQ\GL*HUHQW VFHQDULRY 3HUKDSV WKHPRVW XVHIXO EHQH4W RIRYHUS
RIDQ66'"JUHDWO\ 2YHUSURYLVLRQLQJDQ66'GLVWULEXWHYVY WKHWRWDO QXPEHU

EORFNVRQ WKH GULYH 5HDG PRUH DERXW BNWWSWRYEZ¥ Y RMHIDQDMWHVFRP WHFK LQV
RYHU SURYLVLRQLQJ EHQH4WYV PDVWHU WL

7KH FRPPDQG WR RYHUSURELUMILRAEBPBDJ 6 EFWIDEKHIGMYLFAWKH GHYLFH QDPH RI WK
66' DQBLIW WKH GHVLUHG VL]H RI*WRK %4 RYHUOMRMQA B[DPSOH RI WKIH E@BFD Q[G
BEB (#:KHQ QR VL]H LV VSHFL4HG LW UHYHUWV WKH SURYLVLRQ EDFN WKH IX0OO0 V

)LJ GLVNBUHVL]H &RPPDQG

IRWHRPH6%$7$GHYLFHVY PD\EHOLPLWHG WR RQHUHVL]H SHU SRZHU F\FOH 6RPH %
DQG UHTXLUHDOLYH SRZHU F\FOH

Ky]j



*> Shil_
hglGol

A_1*hP _ual oA*la

JUHHPP$$XSSRUWV LOQWHJUDWLRQ ZLWK WKHVH GLUHFWRU\VHUYLFHV
$FWLYH 'LUSDRWRU\ IRU:LQGRZV DQG KLIJKHU QHWZRUNYV
/'$3 SDJH
1-6SDJH

JUHHPP$BOVR VXS SIREWNVRYV 58IDIHPV.HUEHURYV .IB\DIHEYV DQG WKH DELOLW\WR DGG F
UDPHWHWWWHRURY 6 BD/IHLQJIV

7KLV VHFWLRQ VXPPDUL]HV HDFK RI WKHVH VHUYLFHV DQG WKHDYDLODEH FRQ4JX
LQWHUIDFH $IWHU VXFFHVVIXOO\HQDPSE®@DDGLQMAWRVURS NWMRRWEY K RRW K&EHO LF N
'LUHFWRU\6HUY PHQXORQLWRMHQX VKRZV WKH QDPHDQG VWDWXV RIHDFK GLUHFWR

RkXR +iBp2 .B 2+iQ v

$FWLYH 'LUHFWRU\ $' LVDVHUYLFHIRUVKDULQJUHVRXUFHVLQD:LQGRZV QHWZR
$' FDQEHFRQ4JXUHGRQD :LQGRZV VHUYHU WKDW LV UXQQLQJ:LQGRZV 6HUYHU
RUKLJKHURURQD 8QL[ OLNHRSHUDWLEQUPAYWHBWKRIW LV UXQQLQJ

KWWSV ZLNL VDPED RUJ LQGH[ SKS 6HWWLQJBXSB6DPEDBDVBDQB$FWLYHB'LUH
6LQFH $' SURYLGHV DXWKHQWLFDWLRQ DQG DXWKRUL]DWLRQ VHUYLFHV IRU WKH X
DWH WKH VDPH XVHU DFFR X QWM RW MPK H QWMHLE6 FRQ4JXUH WKH $FWLYH 'LUHFWRU
LQIRUPDWLRQ DQG LPSRUWHG XVHUV FDQ EH DXWKRUL]JHG WR BPFMMF WKH 60% VKD

ODQ\FKDQJHVDQG LPSURYHPHQWYV KDYHEHHQ PDGH WR $FWLYH-WUHFWNWRWR @ XG'SRH
RPPHQGHG WR XSGDWH WKH VIVWHPPWR VEKHRODAMHVWH P EW198 $FWLYH 'LUHFWRU\ L

(QVXUH QDPH UHVROXWLRQ LV SURSHUO\FRQ4JXUHG EHIRUH FRIDW KH IGRPWKE $FW
QDPHRIWKH $FWLYH 'LUHFWRU\ G RAKCLEDIRIQ W URDW K H JURRAWSEP -Q JOHIBIL O V
FKHFN WKH '16 VHUYHU DQG G HIDXOMA WY\R kb IOR BVIHOVARLGUBQUMKNH. RUM M 1\6\W H P

%\ GHIDX@MRZ '16 XS@DWKHNWLYH 'LUHFWBDJRSWULR/HQDEOHG 7KLV @6 WHIUMHE 1$6
-3 $GGUHYNHH '16 UHFRUGV WR WKH $FWLYH 'LUHFWRU\ '16 ZKHQ WOXORERPOLQ LV
XSGDWHIVQV WKDW WKH $FWLYH 'LUHFWRU\'16 UHFRUGV PXVW EH XSGDWHG PDQXDC

$FWLYH 'LUHFWRU\UHOLHV RQ .HUEHURYV D WLPH VHQVLWLYH SBRWRKRO®WRWLQJ V
)602 URKMWWSY GRFV PLFURVRIW FRP HQ XV RSHQVSHFV ZLQGRZVBSURWRFROV
F GEEFDF VHUYHULVDGGHG DVWKH SUHIHUUHG 173 ¥MUWWHHP DIQHG WM KPHH $R-QVIWY K H
UHFWRU\'RPDLQ &8RQWUROOHU FDQQRW EH RXW RI VI\QF E\PRUH WKDQ 4YH PLQXWH"
PHQW $$WMHEDJIH LVVHQW ZKHQ WKH WLPH LV RXW RIV\QF

7TRHQVXUH ERWK VA\VWHPV DUH VHW WR WKH VDPH WLPH
XVH WKH VDPH 173 VHAAYMHRHBWHQ RUWKH )UHMHMINGWH P
VHW WKH VDPH WLPH]RQH
VHW HLWKHU ORFDOWLPH RU XQLYHUVDO WLPH DW WKH %-26 OHYHO

ky9
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JLIXUH VKRZNUHFWR U\ 6 HUFYALLIFYHH/ ' L M H PAWR. Q\J V

yLJ

&RQ4IXULQJI $SFWLYH 'LUHFWRU\

2H2 b2

7DEOH GHVFULEHV WKH FRQ4JXUDEOH RSWLRQV 6RPHVHWWLQJV DUH BRQO\DYDLO
9$1&(' 02'EXWWRQ WR VKRZ WKH $GYDQFHG 6 RG\HHE-BND DB GG ¥ R WWHRRKZHD GYDQFH G
4HOGV E\ GREWXRQWWR DOZD\V VKRZDGYDQFHG RSWLRQV

7DEOH $FWLYH 'LUHFWRU\ &RQ4JXUDWLRQ 2SWLRQV
6HWWLQJ 9D O X H $GYDQF 'HVFULSWLRQ
ORGH
'RPDLQ 1DPH | VWULQJ 1DPHRIWKH $FWLYH 'LUHHFMRS OGRPDR. Q
FKLOG GRPDQBYV H[DPSOKLVRPMOG LV PDQGDWR!
6DYZAH. OO EHLQDFWLYH XQWLO YDOLG LQSXW LV
ZKHQ.BIUEHURYV 3UY @ FICSDFW H G
"RPDLQ $SFFRXQWWULQJ IDPHRIWKHSFWLYH LUHFWRU\DGPLQLVWUDW
1DPH 4HOG LV PDQGDYHRO® EH LQDFWLYH XQWLO YDO
HQWHUHG +LGGHYEKN®D 3UY YHIOHDFWH G
"RPDLQ $FFRXQWNULQJ 3DVVZRUG IRUWKH SFWLYH LUHFWRU\DGPLQL)\
3DVVZRUG 5HTXLUHG WKH 4UVW WLPH D GRPDLQ LV FRQ4JX
FRQ4JXUDWLRQ WKH SDVVZRUG LV QRW QHHGH
VWRS WKH VHUYLFH
*QMIBMm2/ QM M2ti T ;

ky8
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BHWWLQJ

(QFU\SWLRQ 0

h #H2 RkXR

9DOXH

RGWRS GRzZQ X

$GYDQF
ORGH

+QMiBMm2/ 7°QK T 2pBQmb T ;2
"HVFULSWLRQ

&KRLFHR2D®6 /'$36 SURWRFR®RIRUWS3
SURWRFRO SRRUWWS LQIR VVO FRP D

DQeWWSY KSEQ FR WUDQVSRUWRU
PRUHLQIRUPDWLRQDERXW 66/ DQG 7/6

&HUWL4FDWH

GURS GRZ
PHQX

BHOHFW WKH $SFWLYH LUHFWRU\ VHUYH
WLRQV DUH XVHG -1D FHUWL4FDWH GR
SRUWHUWLAFDWHSDXIHKRULWKHQ FUHDW
FDWHRQ WKH $FWLYH 'LUHFWRU\ VHUY H
WR WKH ) PHHY$BHP XV L&QH WWKIH! 8 D YWHH V
PHQX -WLVUHFRPPHQGHG WR OHDYH V)
ZKHQ FRQ4JXULQJ /'$3V
7RFOHDUD VDYHG FHUWL4FDWH FKRR\
F O L6F5I (

UWLFOH
OD\HU \

UFHUWI
HV QRW
VH D FHL
iU —-PSF
VKLV GU

HWKHE

9DOLGDWH &H

UMKLHFFNDBARH

&KHFN VHUYHU FHUWL4FDWHV LQ D 7/6

HVVLRC

9HUERVH ORJJLKKHFNER

6HW WR ORJDWWHPSWV WR WREQWPKH G
NFTTBHFT

RPDLQ \

$OORZ TUXVW
PDLQV

HEKRFNER

"RQRW VHW WKLV XQOHVV WKHS@HWZRU
PDLQ IRUHVWKWWSYWVGRFV PLFURVRIW
XV SUHYLRXV YHUVLRQV ZLQGRZV LW
FF Y zV DQG PDQDJLQJ 40HV
GRPDLQV LV UHTXLUHG 6HWWLQJ WKLYV
ZLQELQGG WUD]JFDQG VORZV GRZQ 40W
JURXSLQIRUPDWLRQ -IHQDEOHG DOV
UDQJHV DQG D EDFNHQG IRUHDFK WUXYV,
URQPHQW LV UHFRPPHQGHG

N KDV DI
FRP HC
SUR ZLQ
RQ PXO
RSWLR
HULQJ Z
RFRQ4J
WHG GR

8VH 'HIDXOW '

RPRHONER

8QVHW WR SUHSHQG WKH GRPDLQ QDPH
VHW WR SUHYHQW QDPH $RORZVURY W EK
LV VHW DQG PXOWLSOH GRPDLQV XVH W

WR WKH
GHRPDL (
KHVDPH

$O0ORZ'16 XSGQ

DAKHV N ER

6HW WR HQDEOH 6DPED WR GR '16 XSGDWHYV ZKH

GRPDLQ

'LVDEOH )UHH
&DFKH

L$EKHFNER

'LVDEOH FDFKLQJ $' XVHUVDQG JURXSYV
DOO $" XVHUVDQGJURXSV IURP ZHE LQW
PHOXVDQG DXWR FRPSOHWLRQ VXJJHV
WHULQJ QDPHVLVVWLOODOORZHG 7K
ELQG WR D GRPDLQ ZLWK D ODUJH QXPE

6HWWL
HUIDFH
WLRQV
[V FDQ K
HU RI XV

6LWH 1DPH

VWULQJ

$XWR GHWHFWHG VLWH QDPH 'R QRW F
GHWHFWHG VLWH QDPH LV LQFRUUHFW I
URQPHQW

KDQJH W
RU WKH

.HUEHURYV 5HL

@GURS GRZ

PHQX

6HOHFW WKH UHDOP FUHDWHG XVHQ & WKW QVW

5HDOBDJIH

.HUEHURYV 3UL

QGURBGRZ

PHQX

6HOHFW D NH\WDE FUHDWHG XVLRQU MKH
.H\WDEBJH 6HOHFWLQJ D SULRPIDI.]

RLVQ VW U
O KLGH\

$FFRXQWDOQBRPDLQ $FFRXQWBHDYEYRYGH |

LVWLQIJDFFRXQW QDPHLY QRW RYHUZU

LWWHQ

&RPSXWHU $F
28

FRWQWQ J

7TKH28 LQ ZKLFKQHZ FRPSXWHU DFFRXQ
7KH28 VWULQJLVUHDGIURP WRS WR ER
60ODVKHNUH XVHG DV GHOSPNWHUKNSDLN
4FSWFST /TKH EDFN¥ODNVXVHG WR HVFD
DFWHUV EXWQRWDVDVHSDUDWRU %D

DWPXOWLSOHOHYHOVDQG PLIJKW UHT X

GUXSOLQJWR WDNHHHFW :KHQ WKLYV
SXWHUDFFRXQWYV DUH FUHDWHG LQ WK

WV DUH
WWRP Z
H

SH FKDU
FNVODYV
LUH GR
4AHOG LV
HS$SFWLY

28

*QMIiBMm2/ QM

kye

M2ti T ;
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h #H2 RKXR +QMiBMm2/ 7°QK T 2pBQmb T

12

6HWWLQJ 9DOXH $GYDQF 'HVFULSWLRQ
oRok
$"7TLPHRXW LQWHJHU X —QFUHDVH WKH QXPEHU RI VHFRQGV EH|[RUH WL
VHUYLFH GRHV QRW LPPHGLDWHO\VWDUW DIWF
GRPDLQ
"16 TLPHRXW | LQWHJHU X —QFUHDVH WKH QXPEHU RIVHFRQGV EH|[RUH D W
$''16 TXHULHV WLPHRXW
_GPDS EDFNHQGURS GRZQ X &KRRVH WKHEDFNHQG WR PDS :LQGRZV|VHFXUL
PHQXDQG 6-'V WR 81—; 8-'VDQGBE0 H HRIU D VXP
(GLW -GPpDS PDU\RIWKH DYDLODEOH EDLAMN HGBRYS ROALF N
EXWWRQ XUH WKH VHOHFWHG EDFNHQG
'LQGELQG 166/-QURS GRZQ X &KRRVH WKH VFKHPD WR XVH ZKHQ TXHU\LQJ $' |
PHQX XVHU JURXS LQIRUPDWLROWKH 5)& VIFKHPD
VXSSRUW LQFOXGHG LQ :L\QBRZIRU 6 HBUY|LFHV
JRUBQL[ RU VIEQ® IRUBHUYLFHV)RU 8QL]
6$6/ ZUDSSLQD GURS GRZQ X &KRRVH KRZ/'$3 WUD]JFLV WUDQVPBMWIHG &KR
PHQX SODLQ BVHIWLJQHG R@O$/VRUQHG DQG HQ
FU\SWHG :LQGRZV 63 DQG QHZHU FIDQ EH F
WR HQIRUFH VLIJQHG /'$3 FRQQHFWLRQV 7KLV V
3/$-ZKHQ XVLQJOLFURVIW $FWLYH 'LUHFWRU\
7KLV FDQ EH6VHRIBNRZKHQ XVLQJ 6DPED $FWLYH
"'LUHFWRIO\ORZ VDV RRWEHHMQONW[SOLFLWO\ HQDE
WKH 6DPED 'RPDLQ &RQWUROOHU FRQ4JXUDWLF
(QDEOH UHTXLEKNFNER $FWLYDWH WKH $FWLYH 'LUHFWRU\ VHU|YLFH
SDVVZRUG RU|.HU
EHURV SULQFLSDO
IHWELRV IDPHVWULQJ X IDPHIRU WKH FRPSXWHU REMHFW JHQHUDWHG
FKDUDFWHUV $XWRPDWLFDOO\SRSXODWHG
KRVWQDPH RI WKH VPXW®A GIlkelHWUH QW IURP WKH
'RUNJURBS®H
1HW%-26 DOLDVWULQJ X JLPLWHG WR FKDUDFWHUV

7DEOH VXPPDUL]JHV WKH EDFNHQGV ZKL FK-IEUPH B EDIFNDRERSIE R WRHQX (DFK EDFNHC

KDV LWWRZQS D

KXW WS

VDPED RUJ UX VDPED GRFVY PDQ PDQSDJHV WKDWJLYHV L

&KDQJLQJLGPDS EDFNHQGV DXWRPXWQEDQOHVRHOYHYKHDWFWHKHEH\ VHQGLQJ 6-*+83 VL
KDQJ XS WR WKHISECH@GRRFHVY 7R 4QG WKLV SDUH@WSSILRIFHHVV VHW B URVODAYL W K W K
JUHHIP$W\VWHP DQGTHQWHBINF TBNCB@TFSWHFR POBMDPDO\VHQG WKHILBHWME 3)HQWHU
QJEZKHBHGY WKH SDUHQW SURFHVYV -'

7TDEOH

—'"0ODSSLQJ %DFNHQGYV

9DOXH
DG

'HVFULSWLRQ
$" VHUYHU XVHV 5)& RUBHUYLFHV )RU 8QL[ VFK
SLQJVPXVWEH SURYLGHGLQDGYDQFHE\DGGLQ
IRUXVHUV DQG JLG1IXPEHU DWWULEXWHV IRU JU

HPD H[WHQVLF
JWKH XLG1XPE
RXSV LQ WKH $'

DXWRULG

BLPLOWUBRW DXWRPDWLFDOO\FRQ4JXUHV WKH
GRPDLQ VRWKHUHLYV QR QHHG WR VSHFLI\D VSH
LQ WKHIRUHVW 7KHRQO\QHHGHG FRQ4JXUDWL
WR XVH IRU XVHU DQG JURXS PDSSLQJVDQGDQR

UDQJH WR EH X
FLAF UDQJH IR
RQLVWKHUDQ
SWLRQDO VL]H

OGDS

6WRUHVDQG UHWULHYHV PDSSLQJWDEOHV LQD
IDXOWIRU /'$3 GLUHFWRU\ VHUYLFH

Q/'$3 GLUHFWR

QVV

BURYLGHV D VLPSOHPHDQV RIHQVXULQJ WKDW WKH 6-"IRU D 8CQ

SRUWHG DV WKHRQHDVVLIQHG WR WKH FRUUHYV

SRQGLQJ GRPD

*QMIBMm2/ QM

M2ti T ;2

kyd
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h #H2 RkXk +QMiBMm2/ 7°QK T 2pBQmb T ;2
9DOXH " 'HVFULSWLRQ
UIF —"VIRU $ XVHUV VWRUH&XBMSY WRROV LHWI RUJ KWPO UIF
OGDS VFKHPD HIWHQVLRQV 7KLV PRGXOHFDQ HLWKHU ORRN X¢
$'/'$3VHUYHUV RUDQ H[WHUQDO QRQ $' /'$3 VHUYHU
ULG "HIDXOW IRUS$" 5HTXLUHVDQ H[SOLFLW LGPDS FRQ4JXUDWLRQ |
PDLQ XVLQJGLVMRLQW UDQJHV ZKHUH D ZULWHDEOH GHIDXOW
EH GH4QHG XVLQJDEDFNHQG OLNH WGE RU OGD|S

VFULSW 6WRUHVY PDSSLQJ WDEOHV IRUFOXVWHUHG HQYLURQPHQWYV LQ
WGE
WGE '"HIDXOW EDFNHQG XVHG E\ZLQELQGG IRUVWRULQJPDSSLQJ WL

5(%8-/'""-5(&725< 6(59-LkPRH&G+tODWHO\ UHIUHVKHVY WKH ZHE LQWHUIDFH GLUHFWRU\\
DXWRPDWLFDOO\RQFHD GD\DVDFURQ MRE

-l WKHUH DUH SUREOHPV FRQ QHFWIKMWMWSR/WKWKSBHBROW PLFURVRIW FRP HQ XV KHO
FRQYHQWLRQV LQ DFWLYH GLUHFWRU\ IRU FRPSXWHUV GRPDLQV VLWHYV DQG WK
DFWHUV $FWLYH'LUHFWRGBXORBDY¥WRWWIOD'RPDLQ RU1HW%-26 QDPHY 7KH OHQJW
DOVR OLPLWHG WR FKDUDFWHUV 7KH $GPLQLVWUDWRU PKkPBRERWHWDVVZRUG FDQ

-WFDQ WDNHD IHZ PLQXWHV DIWHU FRQ4JXULQJWKH $FWLYH'LUHFWRU\VHUYLFH I
WKH )UHHI$BSWHP 7R FKHFN WKH $' MRLQ SURJUHVY RSHQ WKH ZHE LQWHUIDFH 7DV
QHU $Q\HUURUV GXULQJWKH MRLQ SURFHVVDUHDOVR GLVSOD\HGLQ WKH 7DVN OI

2QFH SRSXODWHG WKH $' XVHUVDQG JURXSV ZLOO EH DYDL SHDEPIH VERGMGRIRS G F
GDWDVHW

7KH $FWLYH 'LUHFWRU\ XVHUV DQG JURXSV WK DW DWHHP B B H W K B AVQREW W MS)IUHIHFLS B P
LQ WKH )UHGKLI$SS D JH

9LHZ XVKHOYOGP V
9LHZ JURXGYOGP H

~Q DGGLYCLURGPVIKRZY WKH GRPIXICQQ® G REH VWY WKH FRQQHFWLRQXCKIOG N XEFHVVIX
VKRZV D PHVVDJH VLPLODU WR

DIFDLJOH UIF USVTU TFDSFU GPS EPNBJO :063%0."*/ WJB 31% DBMMT TVDDFFEFE

TR PDQXDOO\FKHFN WKDW D VSHFL4HG XVHUSKDBI@D XMW KH QW GFIEHHMRISHOQ W K H
4)"3& 6 %0."*/=VTFSOBRKFBHS$S5(V WKH 60% VKD LHKDIPHWKH QDPH RI WKH WUXV'
GRPDLQ XWDVHUQDWWKH XVHUDFFRXQW IRUDXWKHQWLFDWLRQ WHVWLQJ

HFUFOU QBDDBEUFOU HEFPWVQSURYLGH PRUH WURXEOHVKRRWLQJLQIRUPDWLRQ LI
OLVWHG LQ WKH RXWSXW

7LS6RPHWLPHV QHWZRUN XVHUV GR QRW DSSHDU 8B WP & ERGHRRZQPVOGEH R | D
FRPPDQGV GLVSOD\WKHVH XVHUV 7KLV LV W\ NVRMDHPOW G X HQUROWR RH B UMHKIBZO WKH G|
VHFRQGV WR MRLQ $FWLYH 'LUHFWRUWLPHERWWHFREBGEDOXH RI

RkXRXR G2 pBM; i?2 .QK BM

$/HDYH 'RPAXVQWRQ DSSHDUV RQ WKH VHUYLFH GLDORJZKHQ D GRPDLQ LV FRQQHFW
EXWWRQDQG HQWHU FUHGHQWLDOV ZLWK SULYLOHJHV VX]JFLHQW WR SHUPLW OHD"

RKXRXk h"Qm#H2b?QQiBM; hBTh

$FWLYH 'LUHFWRU\ XVHV '16 WR GHWHUPLQH WKH ORFDWLRQ RI WKH GRPDLQ FRQWL
WKH QHWZRIPNWBVH TSW @MEBQ @UDQ EPNBRGHBNWHUPRRH WKH 659 UHFRUGYV RI WK

ky3
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ZRUNDQG FKDQJH WKH ZHLJKW DQG RU SULRULW\RIWKH 659 UHFRUG WR UH5HFW W
WLRQ DERXW 659 UHFRUGV FDQ EH IRXQREQIW KW THKKQHWIDIAMUIFOHLUHFWRU\ :RUI
KWWSV GRFV PLFURVRIW FRP HQ XV SUHYLRXV YHUVLRQV ZLQGRZV LW SUR ZL(

7TKHUHDOP XVHG GHSHQGV RQ WKH SULRULW\LQ WKH 659 '16 UHFRUG '16 FDQ RYHU
WLQJV KHQ XQDEOHWRFRQQHFW WR WKHFRUUHFW UHDOP FKHFN WKH 659 UHFRU

$Q H[SLUHG SDVVZRUG IRUWKH DGPLQLVMWOIW R UDLRF RQYW ZH Q& ABOWHW ZRUG LV V\
GRXEOH FKHFN WKH SDVVZRUG RQ WKH $' DFFRXQW EHLQJ XVHG GRHV QRW LQFOXG
QRW XQXVXDOO\ORQJ

~IWKH:LQGRZV VHUYHU YHUVLRQ LV ORZH U&RCHEX WO UWRD WKHDWQRGRR DV VHUYHU :
]JDWLRQDO 8QLW 28 :KHQ FUHDWLQJ WKPWKRYW QD MHQQQPEHMXG YUHHL ¥&KUH LW LV X
GHU FKDUDFWHUV WKH VDPH QD P H+RW W R BHREH KM DRUOWRED O &R Q 4 IXQP® WKRIQ
VDPHHW % —-26LMDUBFWRUY 6 HEWLFH 'LIUKSBWRQFHEWLQJV

~I'WKH FDFKH EHFRPHV RXW RI V\QF GXHWR DQ $' VHUYHU EHLQJ WDNHQ R+ DQG EDF
UHFWRU\!6 HEWLFHH LU BBRWRU '—5(&725< 6(59-& ( &$ &+

- IDQV\RIWKH FRPPDQGV IDLORUUHVXOW LQ DWUDFWED FNE kU\H D W N VDREXBIXIGHHSWR K MV
FRPPDQGV LQWKHRUGHU LQ ZKLFKWKH\ZHUH UXQ DQG WKHH[DFW ZRUGLQJ RI WK

RkXk G. S

JUHHP$IBQFOXGHVDQ ' $KWWS ZZZ RSHQOGDS RUJ FOLHQW IRUDFFHVVLQJLQIRU
VHUYHU $Q/'$3VHUYHU SURYLGHV GLUHFWRU\VHUYLFHV IRU4QGLQJQHWZRUN UH
FLDWHG SHUPLVVLRQV ([DPSOHV RI/'$3VHUYHUV LQFOXGH ODF 26 ; 6HUYHU 1RYHC
QLQJRQD %6' RU/LQX[V\VWHP —1DQ/'$3VHUYHULV UXQQLQJRQPWIB QHWZRUN FF
YLFH VR QHWZRUN XVHUV FDQ DXWKHQWLFDWH WR WKH /'$3 VHUYHU DQG KDYH DXW|
)UHH PP$B\VW H P

IRWH'$3DXWKHQWLFDWLRQ IRU60% VKDUHV LV GLVDEOHG XQOHVV WKH /'$3 GLUHF
DQG SRSXODWHG ZLWK 6DPED DWWULEXWHY 7KHPRVW SRYPEDGVBULBWORU SHUII
KWWSV ZLNL VDPED RUJ LQGH[ SKS BVPEOGDS WRROV 7KH/'$3VHUYHU PXVYV
IRUWKH/'$3 VHUYHU &% PXVW EHVRASRBNVHEFPEZRWKWIBRY &$ FHUWLAFDWHY DUH QRW F>
VXSSRUWHG

7LS$SSOMSWQ 'LUHFKMRWSY PDQXDOV LQIR DSSOH FRP 0$18%$/6 0$ HQB86 2SH(
LVDQ/'$3 FRPSDWLEOH GLUHFWRU\ VH b FDRHEHQORVHK IUFDKW H @ HL B B HR B & B ISR W
2SHQ 'LUHFWRU\LQ ODF 26 : HOWWMSVQ PIRUXRPY IUHHQDV RUJ LQGH[ SKS"WKUHDGV |
RSHQ GLUHFWRU\ LQ PDF RV [ HQYLURQPHQWYV KDV PRUH LQIRUPDWLRQ

JLIXUH VKRZV WKH /'$3 &RQ4JXUDW L RQJWHFFMVMRIUR 1 HHUIRSE F H V

kyN
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yLJ &RQ4JXULQJ/'$3

7DEOH VXPPDUL]HV WKHDYDLODEOH FRQ4JXUDWLRQ RSWLRQV 6RPHVHWWLQJV DI
&OLFNSVOISH& (' 02'EXWWRQ WR VKRZ WKH $GYDQFHG 6 RG\EHHEBND DB @G VR W R KH
6KRZDGYDQFHG 4HORSMEL O WK DWZD\V VKRZ DGYDQFHG RSWLRQV

7TKRVHQHZ WR /'$3 WHUPLQRORJRVKRXO®EARH /G WMKH $GPLQLVWUDWRU V *XLGH
KWWS 7ZZZ RSHQOGDS RUJ GRF DGPLQ

7DEOH /'$3 &RQ4JXUDWLRQ 2SWLRQV
BHWWLQJ 9D O XH $GYDQF 'HVFULSWLRQ
ORGH
+RVWQDPH VWULQJ /"$3 VHUYHU KRVWQDPHY RU-3DGGUHVNVHV 6H

ZLWK DQ HPSW\VSDFH OXOWLSOHKRVWQDPHV
FDQEHHQWHUHG WR FUHDWHDQ /'$3 IDLORYHU
KRVW GRHY QRW UHVSRQG WKH QH[W KRVW LQ \
DQHZFRQQHFWLRQLVHVWDEOLVKHG

%DVH '1 VWULQJ 7RSOHYHO RIWKH /'$3 GLUHFWRU\WUHH WR EH
VHDUFKLQJIRU UHVRXGFHW HYBPS B HR U J
%LQG '1 VWULQJ $GPLQLVWUDWLYHDFFRXQW QDPHRQ WKH /'$3"
SORQ 0DQDJHU GF WHVW GF RUJ
%LQG 3DVVZRUBGWULQJ 3DVVZRUG IRUQKEBOIBFE: +—'( 3$66:28VR
YLHZ RUREVFXUH WKH SDVVZRUG FKDUDFWHUV
$OORZ$SQRQ\PRKHFNER X “QVWUXFW WKH /'$3 VHUYHU WR GLVDEOH DXWK
%LQGLQJ ORZUHDG DQG ZULWH DFFHVV WR DQ\FQLHQW

*QMIBMm2/ QM M2ti T ;

kRy
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h #H2 RkXj] +QMiBMm2/ 7°QK T 2pBQmb T ;2
BHWWLQJ 9DOXH $GYDQF 'HVFULSWLRQ
ORGH
_HUEHURV 5HDGURS GRZQ X 7KH UHDOP FUHDWHG XVLQJ WKHLQMWUXFWLR G
PHQX 5HDOBDJIH
"HUEHURV 3ULQFUBBG@GRZQ X 7KH ORFDWLRQ RIWKH SULQFLSDO LQ WKH NH\W
PHQX VFULEHIBWEHURYV . IS\DUBE V
(QFU\SWLRQ ORGWRS GRZQ X 2SWLRQV IRUHQFU\SWLQJ WKH /'$3 FRQIQHFWLR
PHQX 2)) GR QRW HQFU\SW WKH /'$3 FRQQHFWLRQ
21 HQFU\SW WKH /'$3 FRQQHFWLRQ ZLWK 66/
67$57BH/@FU\SW WKH /'$3 FRQQHFWLRQ ZLW
7/6 RQ WKH GHIDXOW /'$3 SRUW
&HUWL4FDWH| GURS GRZQ X &HUWLADUOMH WR XVH ZKHQ SHUIRUPLIQJ /'$3
PHQX FHUWL4FDWH EDVHG DXWKHQWLFDWLR|Q 7R FR
FHUWL4FDWH EDVHG DXWKHQWLFDWLR|Q FUHD
LQJS5HTXHVW IRUWKH /'$3 SURYLGHU WR VLJQ
QRW UHTXLUHG ZKHQ XVLQJ XVHUQDPH |[SDVVZR
DXWKHQWLFDWLRQ
9DOLGDWH & H|URMKIHIFNDE\RY X 9HULI\FHUWL4FDWH DXWKHQWLFLW\
"LVDEOH /'$3 | FKHENER X "LVDEOH FDFKLQJ/'$3 XVHUVDQG JURXSVLQ OD
8VHU *URXS &DFKH YLURQPHQWY :KHQ FDFKLQJLV GLVDEOQHG /'$3
JURXSVY GR QRW DSSHDU LQ GURSGRZQ PHQXV [
DFFHSWHG ZKHQ PDQXDOO\HQWHUHG
"$3 WLPHRXW| LQWHJHU X “QFUHDVH WKLV YDOXHLQ VHFRQGV LI REWDLQ
WLPHV RXW
"16 WLPHRXW | LQWHJHU X —QFUHDVH WKLV YDOXHLQ VHFRQGV LI 116 TXHU
—GPDS %DFNHQGURS GRZQ X %DFNHQG XVHG WR PDS :LQGRZV VHFXULW\ LGH
PHQX WR 81-;8-'VDQG *7NVE®HHRU D VXPPDU\RI
WKHDYDLODEOHEDFNHQGY 7R FRQ4JX|[UH WKH
FOLFN -'0$3
6DPED 6FKHPD FKHFNER X 6HW LI /'$3 DXWKHQWLFDWLRQ IRU 6M@&G/KDUHV
WKH /'$3 VHUDXGIWHB/RBQ4JXUHG ZLWK 6DPED DW
WULEXWHYV
$X[LOLDU\ 3DUD/RHULQJ X $GGLWLRQDO RBMWIIFRQNVARU
WHUV KWWSV DUWKXUGHMRQJ RUJ QVV SDP OGDS
6FKHPD GURS GRzZQ X “BDPED 6 FKIWPDHW VHOHFW WKH VFKHPD WR XV
PHQX DUMIF DQGIF ELV
(QDEOH FKHFEFNER 8QVHW WR GLVDEOH WKH FRQ4JXUDWLR|Q ZLWKT

/'$3 XVHUV DQG JURXSV DSSHDU LQ WKH GBRS FARMERE® R\RR DVEKOW DVHW DIWHU FRC

WKH /'$3 VHUYLHRFURGH QBIOQ@X\EKH )UHEHKISSDOJIH

WR YHULI\WKH XVHUV KD

YH EHHC

7T\SHFUFOU HSPR/QHULI\WKH JURXSV KDYH EHH Q6ICPRSEHRIUMFHKIGBVWPHMDEW KB /'$3 XVHUV
DOVR DSSHDU LQ WRBRPENEXW RI

~IWKH XVHUV DQG JURXSV DU H@GRWFROLVWHBU Y HIGIRRMRWHUHG ZKHQ XVLQJ 2SHQ/'$

KWWS

WKH )UHHASE SDJIH

ZZZ RSHQOGDS RUJ GRF DGPLQ

$Q\/'$3ELQG HUURUV DUH GLVSOD\HG GXULQJWKH /'$3 ELQG SURFHVV
DQGOMIQM®DE DROGBGRUWBS MPH NFTTBHFGDPED VFKNADQ

DSSHQGL[ FRPPRQ HUURUV KWPO
"KHQ WURXE

IRU F

DEOHG DQ\6DPED HUURUYV DMBF S UMHFFRUBNGB QM P HGTANIGELRQDO GHWD MOB/SDUH VD Y H

MPH NJEEMFXB

SFE MPH

7RFOHDU /'$3 XVHUV DQG JUR XS\ RURR HFMHRL$ 66 H UBBLIF @ M D 4 RAKMQDHPBIG X QVHW
(QDEDKG FOELFRRQA4UP /'$3 XVHUV DQG JURXSV DUH F O GIHOHENEE E\LHRZLQIIWRK W IREK W S X
WKHHFUFOU QBDOQBEUFOU HEFRPEDQGV

kR
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RkXj LAa

7TKH1HWZRUN -QIRUPDWLRQ 6HUYLFH 1-6 PDLQWDLQVDQG GLVWULEXWHY D FHQW
PDWLRQ KRVWQDPHY HPDLODOLDVHV DQG RWKHU WH[W EDVHG WDEOHV RILQIRU
QHWZRUN WKH YYHWHP6FDQ EH FRQ4IJXUHG WR LPSRUW WKH XVHUV DQG JURXSV IUR

&OLFNSWEKLOG 'LUHFWRUESHWWRRH. &EDRMKHE 1 -6 XVHU QHHGV LP P HGL DKL RAFFFEKNUW W
DXWRPDWLFDOO\RQFH D GD\DVDFURQ MRE

IRWH-Q :LQGRZV 6HUYHU OLFURVRIWUHPRYHG WKH-GHQWLW\0DQDJHPHQW IR
-'08 DQG 1-6 6HUYHWHDRAH 46BWMVLRQ UHIJDUGLQJ WKH VWDWXV RI —-GHQWLW\0DQD.
IRU8QL[ -'08 1-66HUYHUBS5ROHLQ :LQGRZV 6HUYHU 7THFKQLFDO 3UHYLHZ DQG |
KWWSVY EORJV WHFKQHW PLFURVRIW FRP DFWLYHGLUHFWRU\XD LGHQW
GHSUHFDWHG LQ ZLQGRZV VHUYHU

JLIXUH VKRZV WKHFWRU\!6 HHUWIHFHWERBROH VXPPDUL]HV WKH FRQ4JXUDWLRQ RSWLF

yLJ 1-6 &RQ4JXUDWLRQ
7DEOH 1-6 &RQ4IJXUDWLRQ 2SWLRQV
| 6HWWLQJ 9DOXH  'HVFULSWLRQ
1-6 GRPDLQ VWULQJ 1DPHRI1-6 GRPDLQ
1-6 VHUYHUVYWULQJ &RPPD GHOLPLWHG OLVW RI KRVWQDPHV RU-3DGGUH\

*QOMIiBMm2/ QM M2ti T ;2

kRk
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h #H2 RkX9 +QMiBMm2/ 7 QK T 2pBQmb T ;2

- BHWWLQJ 9DOXH " 'HVFULSWLRQ

6HFXUH PRGHKHFNER] 6HW WR\SEY® GKWWSYV Z2ZZ IUHHEVG RUJ FJL|PDQ FJL
UHIXVHWRELQG WR DQ\1-6 VHUYHU QRW UXQQLQJDV L
RYHU

ODQ\FDVW | FKHFENER] 6HW WR KQGTHWR ELQG WR WKH VHUYHU WKDW UHVSRQG
7KLV LV XVHIXO ZKHQ QR ORFDO 1-6 VHUYHU LM DYDLOD
QHW

(QDEOH FKHFNER] 8QVHW WR GLVDEOH WKH FRQ4JXUDWLRQ ZLWKRXW GH

RKkX9 E2 #2 Qb _2 HKbD

$ GHIDXOW .HUEHURV UHDOP LV FUHDWHG IRU W K H FOVRRE D 06 H\&Y WEHPUMRY ) FHDI I CERHY
XVHGWRYLHZDQGDGG . HUEHURV UHDOPV —-I WKH QHWZRUN FRQWDLWR DGH3\ 'LVWLU
WKHUHDOP 7KHFRQ4JXUDWLRQIVMRKUHHQ LV VKRZQ LQ

yLJ $GGLQJD .HUEHURV5HDOP

7TDEOH VXPPDUL]HV WKH FRQ4JXUDEOHRSWLRQV 6RPHVHWWLQJVDUHRQO\DYDLC
WKHVH VHWWLQJ%' B K2 FFROLFRQ4JXUH WKH VI\VWHP WR DOZD\V GLVSOD\ WKHVH
6KRZDGYDQFHG 4HOIC\EWGHI G XDQFHG

KR
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7DEOH .HUEHURV 5HDOP 2SWLRQV
6HWWLQJ 9DOXH $GYDQF 'HVFULSWLRQ
ORGH
5HDOP VWULQJ 1DPHRIWKHUHDOP

& VWULQJ 1DPHRIWKH .H\'LVWULEXWLRQ &HQWHU

X
$GPLQ 6HUYHU VWULQJ X 6HUYHU ZKHUH DOO FKDQJHV WR WKH GDWDEDYV
3DVVZRUG 6HUYWMWLQJ X 6HUYHU ZKHUH DOO SDVVZRUG FKDQJHVY DUH SH

RkX8 E2 #2° Qb E2vi #b

.HUEHURV NH\WDEV DUH XVHG WR GR $FWLYH 'LUHFWRU\RU /'$3 MRLQV ZLWKRXW D ¢
WKH $FWLYH 'LUHFWRU\RU /'$3 DGPLQLVWUDWRUDFFRXQW GRH¥RERW QUH\E VRR) E H
GDWDEDVH ZKLFKLVDVHFXULWN\ULVNLQ VRPHHQYLURQPHQWYV

"KHQ XVLQJ D NH\WDE LWLV UHFRPPHQGHG WR FUHDWHDQG XVHD OHVV SULYLOHJI
TXLUHG TXHULHV DV WKH SDVVZRUG IRUWKDW DFFRXQQYZIXUDEAH RY BOM®D EQ WHKH )
7R FUHDWH WKH NH\WDE RQ D :LQGRWZY% MWWWWIKEFK XGRMKRLFURVRIW FRP HQ XV ZLQC
VHUYHU DGPLQLVWUDWLRQ ZLQGRZV FRPPDQGV NWSDVV FRPPDQG

LUQBTT FYF PVU GSFFOBT LFZUBC QSJOD IUUQ VTFSBDDPVOU!&9".1-& $0. NBQV[TFS VTF
, L,3# @/5@13*/$*1"- DSZQUP "-- QBTT VTFSQBTT

ZKHUH
GSFFOBT LFEVUBWKH 40H WR XSORDC® WIRUWKIHJ)UHH1$6

VTFSBDDRAWOMKH QDPH RI WKH XVHU DFFRX® WU R UNIKH)HIADANY $ies LIQUHFWRU\ 8V H!
DQG &RPSXWWWSYV WHFKQHW PLFURVRIW FRP HQ XV OLEUDU\ DD Y H[FK.

IlUUQ VTFSBDDPVOU!&9"LV-WIBH.SULQFLSDO QDPH ZULWWHQ LQ WKHIRUPDW
KRVW XVHU DFFRXQW#.(BWRKBRDBY BHEGWLRQ WKHNHUEHURV UHDOP LV ZULWWHQ L
EXWPDNH VXUH WKH FDVHXKEHGR R GBHMXEHP PDWFKHV WKHUHDOP QDPH

6HM/ KLV ORWWSY GRFV PLFURVRIW FRP HQ XV ZLQGRZV VHUYHU DGPLQLVWU
FRPPDQGYVY NWSDVV %.0.BUHPDUQSJORRXPRNWVIGHWDLOV

VTFSQBNIWKH SDVVZRUG DVVRFS B WHRBVOLW K

6HWWDOZQ WHR//DOORZV XVLQJDOO VXSSRUWHG FU\SWRJUDSKLF W\SHV $KHHVH NH\
"(6 &%& &58XVHG IRUFRPSDWLELOLW\
'(6 &% & ODGKHUHV PRUH FORVHO\WR WKH 0-7 LPSOHPHQWDWLRQ DQG LV XVHG |
5& +0$& XVHV ELWHQFU\SWLRQ
$(6 6+XVHV $(6 &76 +0$& 6+$ HQFU\SWLRQ
$(6 6+XVHV $(6 &76 +0$& 6+$ HQFU\SWLRQ

7KLV ZLOO FUHDWH D NH\WDE ZLWK VX]FLHQW SULYLOHJHV WR JUDQW WLFNHWV

$IWHU WKH NH\WDE LV JHQHUDWH & VD\GWHPRVW RGWR UHHB B EFHHAR V |H \BAEIBE V
.HUEHURYV .H\WDE

TRLQVWUXFW WKH $FWLYH 'LUHFWRU\VHUYLFH WR XVHWKH NH\WDE \HHEHRW W KH
SBULQFRIBO® LQHFWRU\!I6 HIFYW.IFHY/'LBEFIVRENG ORGH :KHQ XVLQJ D NH\WDE ZLWK $F\
PDNH VXUH WKDW XVHUQDPHDQG XVHUSDVV LQ WKH NH\WDE PDWFKHV WKH 'RPDLQ
3DVVZRUG 4 HQGWF MR U\ 16 HIUFWLIFHH/'LUH FW R U\

TRLQVWUXFW /'$3WR XVHD SULQFLSDO IURP WKH NH\WDE VHBUEWURKHBEUQGESEHS DI
PHOX LQUHFWRU\!6 HUPBISEHY\DQFHG ORGH

kRO9
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RkXe E2 #2 Qb a2iiBM;b

&RQ4IJXUHDGGLWLRQDO . HUEHURVY B BW B P MHIBHBUSEHRUN ¥ IHHFW ILRIVUH VKRZV
WKH4HOGV DYDLODEOH

)LJ $GGLWLRQDO . HUEHURV 6HWWLQJV

$SSGHIDXOWYV $X[LOLDU\'HPQBPHWBGEBLWLRQDO VHWWLQJV IRU XVH E\ VRPH .H
SOLFDWLRQV 7KHDYDLODEOH VHWWLQDY PQIGI ¥XIWD[@WEEWNRG RQNKEHFR Q|
KWWS ZHE PLW HGX NHUEHURV NUE GRF DGPLQ FRQIB40OHV NUE BFRQI

ILEGHIDXOWYV $X[LOLDU\BDQB POYWHRHIWWLQJIV XVHG E\ WKH . HUEHURY OLEUDU\
WLQJVDQG WKHLU V\QW D} OUEHCAHL DWEHEVLQ WKHWKW®W B NAHEFRLON HGX NHUEHUF
GRF DGPLQ FRQIB4OHVY NUE BFRQI KWPO OLEGHIDXOWYV

kR8



*> Shil_
h>A h11L

a> AL:

6KDUHVY SURYLGHDQG FRQWURO DFFHVVWRDQDUHD RIVWRUDJH &RQVLGHU IDFW|
IHUVSHHG DQG XVHUDFFHVVY EHIRUHFUHDWLQJD QHZ VKDUH 7KLV LQIRUPDWLRQ
PXOWLSOHGDWDVHWY DUHQHHGHG WR GLYLGH WKHVWRUDJHLQWRDUHDV ZLWK G
SOH[LWN\RIVHWWLQJ XS SHUPLVVLRQV

1RWHWKDW VKDUHVY DUHRQO\ XVHG WR SURYLGHDFFHVV WR GDWD 'HOHWLQJD VK
WKDW ZDV EHLQJ VKDUHG

7TKHVH W\SHV RI VKDUHVDQG VHUYLFHVY DUHDYDLODEOH

$)3 SDJH $SSOH )LOLQJ3URWRFRO VKDUHV DUH XVHG ZKHQ WKH FOLHQW FRI
GHSUHFDWHG $)3 EQ®WBPRKW Rl 8VLQJ$)3LQ PRGHUQ QHWZRUNV LV QR ORQJHU L

8QL[ 1)8DJH I1HWZRUN )LOH 6\VWHP VKDUHVY DUHDFFHVVLEOH IURP PDF26 /
VLRQDODQG HOQWHUSULVH YHUVLRQV EXW QRW WKHKRPHHGLWLRQV RI:LQGR
WKHFOLHQW FRPSXWHUV GR QRWDOO UXQ WKHVDPHRSHUDWLQJV\VWHP EXW

WKHP

"HE'$9SDJH ‘HE'$9 VKDUHV DUH DFFHVVLEOH XVLQJDQ DXWKHQWLEDWHG Zt
'$9 FOLHKQMWSY HQ ZLNLSHGLD RUJ ZLNL :HE'$9 &0OLHQWBVXSSRUW UXQQLQJ
60%SDJH BHUYHU OHVVDJH %ORFN VKDUHV DOVR NQRZQ DV &RPPRQ —QWHU

DFFHVVLEOH E\:LQGRZV PDF26 /LQX[ DQG %6' FRPSXWHUV $FFHVV LV VORZHLU
VLQIJOH WKUHDGHG GHVLIJQ RI6DPED 60% SURYLGHV PRUHFRQ4JXUDWLRQ RSV
RQDQHWZRUNIRU:LQGRZV RUODF VI\VWHPVY +RZHYHU LWLV D SSRRVWKRLFH LI
LVOLPLWHG —-ILWLVPD[HGRXW XSJUDGH WKH &38 RUFRQVLGHUD GL*HUHQW !

%ORFN LSSRIH- %ORFNRUL6&6—-VKDUHV DSSHDUDVDQ XQIRUPDWWHG GLVN \
VRIWZDUHRUD YLUWXDOL]DWLRQ VROXWLRQ VXFKDV 90ZDUH 7KHVHDUH XVXL

J)DVWDFFHVV IURPDQ\RSHUDWLQJ V\VWHP FDQ EH/RBEWDH QH & HUFR ® & IDOMWQPH WK R |
VKDUH DQG XVLQJD FURVYV SODWIRUP )73 40H PRIDGQH]KMWVDS\E O 4RHYVILERQDY SBIR MY FW
)73 FDQEHFRQ4JXUHG LI WKH GDWD QHHGV WR EHHQFU\SWHG

KHQ GDWD VHFXULW\LV D FRQFHUQDQG WKHQHWZRUN XVHUV DUH IDPeOI DU ZLWK
KWWSV ZLQVFS QHW HQJ LQGH][ S&6StSBRQVLGHUXVERILWKWHDG RID VKDUH -W
XQHQFU\SWHG )73 GXHWR WKHHQFU\SWLRQ RYHUKHDG EXW WKH GDWD SDVVLQJ W

IRWHWLVJHQHUDOO\D PLVWDNH WR VKDUH D SRRORUGDWDVHW ZLWK PRUH WKDC
IHUHQW W\SHV RI VKDUHV DQG VHUYLFHV XVH GL*HUHQW 40H ORFNLQJPHWKRGV )F
WR XVHERWK 1)6 DQG )73 1)6 ZLOO ORFND 40HIRUHGLWLQJE\DQ 1)6 XVHU EXW DQ
GHOHWH WKDW 40H 7KLV UHVXOWY LQ ORVWHGLWV DQG FRQIXVHG XVHUV $QRWKHt
DQG60% :LQGRZV XVHUV FDQ EH FRQIXVHG E\WKH H[WUD 40HQDPHV XVHG E\ODF ¢
UXSWV WKH40HV RQ WKH $)3 VKDUH 3LFNWKHRQH W\SHRIVKDUHRU VHUYLFH WKD
FOLHQWV DFFHVVLQJ WKDW SRRO DQG XVH WKDW VLQJOH W\SHRIVKDUHRU VHUYL
WKHSRROLQWR GDWDVHWYVY DQG XVHRQHGDWDVHW SHU VKDUH

7KLV VHFWLRQ GHPRQVWUDWHY FRQ4JXUDWLRQ DQG 4QH WXQLQJRI$)3 1)6 60%
66+ FRQ4JXUDWLRQV DUMHGHNVSBIEHG LQ

kRe
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RjXR TTH2 U 6SV a? 2b

JUHHPP$6VHV WKW D WOMOWS QHWDWDON VRXUFHIRUJH QHW $)3 VHUYHU WR VKDUH
VHFWLRQ GHVFULEHV WKH FRQ4JXUDWLRQ VFUHHQ IRU 4QH WXQLQJ$)3 VKDUHV -\

FRQ4IJXULQJ7LPHODFKLQH WR EDFN XS WR D\GVWHEP HDW 8 QRWKAR UHHHAWE QJ WR WKH '
PDF26 FOLHQW

&UHDWH D VKD UHBKFWLBEBEQH $WEHOQ
1HZ $)3 VKDUHYV DUH Y I6\IDED ISES O/ K HEHI X

7KH FRQ4JXUDWLRQ RS WILRQMVIKRZHDUOD IWH Y FOSWNRQY RQ DQ H[LVWLQJ VKDUH [
LQJ WRBHRMWLRQ 7KH YDOXHV VKRZLQJIRUWKHVHRSWLRQV ZLOO YDU\ GHSHQGLQ.
WKH VKDUH ZDV FUHDWHG

yLJ &UHDWLQJDQ $)3 6KDUH

1IRWHDEOH VXPPDUL]JHV WKH RSWLRQV DYDLODEOH WR 4QH WXQHDQ $)3 VKDUH /H
IDXOW VHWWLQJV LV UHFRPPHQGHG DV FKDQJLQJ WKHP FDQ FDXVH XQH[SHFWHG EF
ZLWIGYDQFHG ORRERAKDQJIJH DQ DGYDQFHG RSWLRQ ZLWKRXW IXOO\ XQGHUVWDQGLQ
SHIHUBWR/WLQJ XS 1IKIWWPS/D QMWDWDON VRXUFHIRUJH QHW KWPOGRFV FRQ4JXU
H[SODQDWLRQ RI WKHVH RSWLRQV

kRd
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7DEOH $)3 6KDUH &RQ4JXUDWLRQ 2SWLRQV
ENANCE 9DOXH $GYDQF 'HVFULSWLRQ
oRak
3DWK EURZVH EXW %URZVH WR WKH SRRO RUGDWDVHW WR|VKDUH
WRQ WLRQDO SRROV GDWDVHWYV RUV\PERQLF OLQN
EHFDXVH 1IHWDWDON GRHV QRW IXOO\ VXSSRUW
1DPH VWULQJ (QWHU WKH SRRO QDPH WKDW DSSHDUV|LQ PDF2
*RIC &RQQHFW WRWHKIH HWGHU PHQX /LPLWHG \
FKDUDFWHUV DQG FDQQRW FRQWDLQ D SHULRG
&RPPHQW VWULQJ X 2SWLRQDO FRPPHQW
$OORZ OLVW | VWULQJ X &RPPD GHOLPLWHG OLVW RIDOORZHG XVHUV D¢
ZKHUH JURXSQDPH EHULIRMWHWKDW DGGLQJ DQ
HQWU\ ZLOO GHQ\DQ\ XVHU JURXS WKDW LV QR\
"HQ\OLVW VWULQJ X &RPPD GHOLPLWHG OLVW RI GHQLHG XV[HUV DQ¢
ZKHUH JURXSQDPH EHULIRMWH WKDW DGGLQJ DQ
HQWU\ ZLOO DOORZ DOO XVHUV JURXSV|/WKDW D
5HDG 2QO\ $FEHMVULQJ X &RPPD GHOLPLWHG OLVW RI XVHUV DQG RU JUR
KDYHUHDG DFFHVV ZKHUH JURXSQDPH EHJLQV .
5HDG :ULWH $FVMW\ QJ X &RPPD GHOLPLWHG OLVW RI XVHUV DQG RU JUR
UHDG DQG ZULWH DFFHVV ZKHUH JURXSQDPH EF
7LPH ODFKLQH FKHFNER 6HW WR DGYHUWLYW DUHIRHSGD FKLQH GLIVN VR L\
EHIRXQG E\ODFV 6HWWLQJPXOWLSOH|VKDUHYV
FKLQH XVH LY QRW UHFRPPHQGHG :KHQ PXOWL
WKH VDPH SRRO ORZ GLVNVSDFHLVVXHV DQG L
IDLOHG EDFNXSV FDQ RFFXU
7LPH ODFKLQH LQWHJHU $SSHDUV ZKFRB ODFKYQ@HW (QWHUD VWRUDJH T
4XRWD IRUHDFK 7LPH ODFKLQH EDFNXS RQ WKLV VKDUF
PXVWEH UHPRXQWHG IRUDQ\FKDQJHV WR WKL\
HeHFW
8VH DV KRPH VKIPKUHFE NER $OORZV WKH VKDUH WR KRVW XVHU KRPH GLUHF
LVJLYHQ D SHUVRQDO KRPH GLUHFWRU} ZKHQ F
VKDUH ZKLFK LV QRW DFFHVVLEOH E\RWKHU XV
IRUD SHUVRQDO G\QDPLFVKDUH 2QO\|RQH VKI
DVWKHKRPH VKDUH
=HUR 'HYLFH IXPKHFNER X (ODEOH ZKHQ WKH GHYLFH QXPEHU LV QRW FRQ'
EHUV UHERRW
IR 6WDW FKHFENER X “TVHW $)3GRHV QRW VWDW WKH SRRO $SDWK ZK
WKH SRROV OLVW 8VHIXO IRUDXWRPRXQWLQJ |
D SUHH[HF VFULSW
$)3 81—, 3ULYVFKHFNER X 6HW WR HQDEOH 8QL[ SULYLOHJHV VXSSRUWHG
DQG KLJKHU 'R QRW HQDEOH LI WKH QHWZRUN K
RUORZHU FOLHQWY 7KRVHV\VWHPY GR QRV
IHDWXUH
"HIDXOW 40H SHKMPNER[HV X 2QO0\ZRUNV ZLWK 8QL[ $&/V 1HZ 40HV FUHDWHG
VLRQV DUH VHW ZLWK WKH VHOHFWHG SHUPLVVLRQV
"HIDXOW GLUHFMKRIFWER[HV X 200\ ZRUNV ZLWK 8QL[ $&/V 1HZ GLUHFWRULHV
SHUPLVVLRQV VKDUH DUH VHW ZLWK WKH VHOHFWHG SHUPLVV
"HIDXOW XPDVINLQWHJHU X 8PDVN LV XVHG IRUQHZO\FUHDWHGDADHY 'HID>
RQHFDQ UHDG ZULWH DQG H[HFXWH
+RVWV $OORZ| VWULQJ X (QWHUD OLVW RIDOORZHG KRVWQDPHV RU -3 D
UDWH HQWULHV ZLWK D FRPPD VSDFH RU WDE
QRWSDJH IRUPRUHLQIRUPDWLRQ
+RVWV "HQ\ VWULQJ X (QWHUD OLVWRIGHQLHG KRVWQDPHV RU -3 DG
HQWULHV ZLWK D FRPPD VSDFH RQRWDH 3O0HD\
SDJHM IRUPRUHLQIRUPDWLRQ
*QMIiBMmM2/ QM M2ti T ;

kR3



6°22L a RRXj@I8 1b2" :mB/2- _2H2 b2

h #H2 RjXR +QMiBMm2/ 7°QK T 2pBQmb T ;2
BHWWLQJ 9D O XH $GYDQF 'HVFULSWLRQ

ORGH

$X[LOLDU\3DUDPRHILQJ (QWHU DQ\ D GGIISWRRQID O
WHUV KWWSV zZ7ZZ IUHHEVG RUJ FJL PDQ FJL"TXHU'
SDUDPHWHUV QRW FRYHUHG E\RWKHU RSWLRQ

1RWH-1 QHLWERKWWYV RURR/AVYV FROQWDLQV DQ HQWU\ WKHQ $)3 VKDUH DFFHVV LV DOOR
—1 WK HUHRMMDY $90 & RIZEXRW @R/ 'BIIOAW WKHQ RQO\ DOGRY WR\ERWRD W K H
—1 WK H UHRMMDY ‘GILOAW EXRW @R/ $AORZ WKHQ DOORZ DO O KR VMRWWXDBMNOAWH QRW RQ WK

I WKHUH LV ERWYX DAGERY WV GIOAW WKHQ DOORZ DOO KRRANWVWIBIINRD Y HVRIQHW IKIH. V D
KRVW QR W RR)VWKHDAAERFZR W R® WWH BILOAW WKHQ DOORZ LW

RiXRXR *2 iBM; 6S :m2bi a? 2b

$)3 VXSSRUWV IJXHVW ORJLQV PHDQLQJWKDW PDF26 XVHUV FDQ DFFHVV WKH $)3 VK
FRXQWV WR 4UVW EH FUHDWHG RQ RU PPE\RVUWWAIFG LOQWR WKH )UHH1$6

I1RWHKHQ D JXHVW VKDUHLV  FUHDWHG DORQJZLWK D VKDUH WKDW UHTXLUHV DXWK
ORJ LQXONWWW WKH JXHVW VKDUH —-ID XVHUORJVLQ WR WKHVKDUH WKDW UHTXLUHYV
JXHVW VKDUH FDQ SUHYHQW WKDW XVHU IURP ZULWLQJ WR WKH JXHVW VKDUH 7KH |
WLFDWHG XVHUV WR ZULWH WR DJXHVW VKDUH LV WR VHW WK HMNWRHMNEE VWK Q X W K H/Dk
FDWHG XVHUV WR DJXHVWJURXSDQG YHW WKH SHUPLVVLRQV WR

%HIRUH FUHDWLQJ D JXBWWYKAHZE QIRAMORFN WKH VOLGLQJ EXWWRQ WR V&RWQ RQ W
4IJXUH WRRSHQ WKH VFUHMQNKRAZHQYW $FPRXDWKH GURS GRAG BMRROYHWH ¥ W
$FFHDQ G FOLHN

kKRN
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yLJ &UHDWLQJD *XHVW $)36KDUH

1H[W FUHDWHD GDWDVHW IRU W KHCIXIHYW V\KEDIHHWEH IRU WRUH LQIRUPDWLRQ DERX

FUHDWLRQ
$IWHU FUHDWLQJ WKH GDWDVHW | BW RKHB3RRW D/ L\FRIDA2KSHM IRRWQR EXWWRQ IRU WKH G
WKHQ RKOLANSHUP L&YR/RERQNWH WKH 4HQIGMNKVUKIRZQ LQ

8VHBVH WKH GURS GRZDRER®HOHFW
& O 16N (

kky
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)LJ (GLWLQJ'DWDVHW 3HUPLVVLRQV IRU *XHVW $)3 6KDUH

7R FUHDWH D JXHVW $)3 VKDUH
*R WK DUIL@BSOH $)3 BIQIUHHLFN
%URZWRIWKH GDWDVHW FUHDWHG IRUWKH JXHVW VKDUH
)LOO RXW WKH RWKHU UHTXLB$9 4HOGY WKHQ SUHVV

PDF26 XVHUV FDQ XVH)LQGHU WR FRQQHFW WR WHRH JBRQYWHFNW WKRIBIMISAHRPD F 8 0@ J
VKRZQLOXUH WKH XVHU HB@®WHURIGORZHG E\ WKH -3 DGGUHNVV\RMMKH JUHH1$6

&OLFNCWRIQHXWWRQ 2QFHFRQQHFWHG )LQGHU RSHQV DXWRPDWLFDOO\ 7KH QDP|
LQWKH6+$5(' VHFWLRQLQ WKHOHIWIUDPHDQG WKHFRQWHQWY RIDQ\GDWD VDYH
IUDPH

kkR
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)LJ &RQQHFW WR 6HUYHU 'LDORJ

TR GLVFRQQHFW IURP WKHN HERWW WROQ & KDWKHEG HED U

RjXk "HQ+F UBa*aAV

L6&6—- LV D SURWRFRO VWDQGDUG IRUWKHFRQVROLGDW PRQRRDPMWE UDH B ¢ DWR D DLIGH
QHWZRUN 6%$1 RYHUDQH[LVWLQ) (WKHUQHW QHWZRUN 6SHFL4FDOO\ LW H[SRUW'
WKDW L6&6- FOLHQWY FDOOHG LQLWLDWRUYV FDQ DWWDFK WR DQG PRXQW 7UDGL
ZKLFKUHTXLUH D 4EUH FKDQQHO LQIUDVWUXFWXUH VXFKDV 4EUH FKDQQHO +%$V -
EOLQJ L6&6-FDQ EH XVHGRYHUDQH[LVWLQJ (WKHUQHW QHWZRUN DOWKRXJK GH(
4FLQDQ H*RUWWRERRVW SHUIRUPDQFH L6&6-DOVR SURYLGHVDQDGYDQWDJH LC
SURJUDPV WKHVH SURJUDPV WHQG WR40OWHU 1HWZRUN /RFDWLRQ EXW L6&6- PR

%HIRUH FRQ4JXULQJWKHL6&6-VHUYLFH EHIDPLOLDU ZLWK WKLV L6&6-WHUPLQR

&+$3DQ DXWKHQWLFDWLRQ PHWKRG ZKLFK XVHV D VKDUHG VHFUHW DQG WKUHH ZD!'
WHP LVDXWKRUL]HGWRDFFHVV WKHVWRUDJHGHYLFHDQG WR SHULRGLFDOO\FRQ
E\DQRWKHU VAIVWHP -QL6&6- WKHLQLWLDWRU FOLHQW SHUIRUPV WKH &+$3 DXW

OXWXDO &PPBXSHUVHW RI &+$3 LQ WKDW ERWKHQGV RIWKHFRPPXQLFDWLRQ DXWKI

- QLWLDWRUHQW ZKLFK KDV DXWKRUL]JHG DFFHVV WR W KWHVWWHRJ Oy XHH G-IDW B R\WQ WHKTHX)L
LQLWLDWRU VRIWZDUHWR LQLWLDWH WKHFRQQHFWLRQ WR WKH L6&6—- VKDUH

7TDUJHDWWRUDJH UHVRXUFH R§\WWH PUKHHYEWDUJIJHW KDV D XQLTXH QDPH NQRZQ DV
1DPH -41

- QWHUQHW 6 WRUDJH 1DPH SURWIRFHR Q2 6RB8 WKH DXWRPDWHG GLVFRYHU\RIL6&6—- GH
ZRUN

((WHOMWKH VWRUDJH XQLW WR EH VKDUHG -WFDQ HLWKHU EHD 40HRUDGHYLFH
SRUWIDIDGLFDWHY ZKLFK -3 DGGUHVVHVDQG SRUWV WR OLVWHQ RQIRUFRQQHFWLR

/81 /RIJILFDO 8QLW HSREHNBWQWLQJ D ORJLFDO 6&6—- GHYLFH $Q LQLWLDWRU QHJRWLI
QHFWLYLW\WRD /81 7KHUHVXOWLVDQL6&6-FRQQHFWLRQ WKDW HPXODWHV D FR

k kk
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L6&6—/81V DV LI WKH\ZHUHD UDZ 6&6—- RU 6$7%$ KDUG GULYH 5DWKHU WKDQ PRXQWL
PDWDQG GLUHFWO\PDQDJH 40HV\VWHPV RQ L6&6-/81V :KHQ FRQ4JXULQJPXOWLS
IRUHDFK /81 6LQFHL6&6— PXOWLSOH[HV D WDUJHW ZLWK PXOWLSOH /81V RYHU WKF
FRQWHQWLRQ ZKHQ PRUH WKDQ RQH WDUJHW D PRHASSRUWK/HXEDPRI /81/9UHH1$6

- Q)UHH1$6&6- LV EXLOWLQWR WKH NHUQHO 7KLV YRUNLRQRILLG K 66— N WHSRIUDVDW | H
2';, KWWSV GRFV PLFURVRIW FRP HQ XV SUHYLRXV YHUVLRQV ZLQGRZV LW SUF

KK Y ZV PHDQLQJWKDW 40H FRSLHVY KDSSHQ ORFDOO\ UDWKHU WKDQ R
WKH$-SDJIH Y6WRUDJH $3-VIRU $UUD\ -QWHJUDWLRQ SULPLWLYHVIRUH]FLHQ!'
RQ WKH1$6 7RWDNHDGYDQWDJH RF WHKIHV9E S-DIBIOP L W QO GHWFH HWWHRD GHYLFH H[WH
SDJH

RjXkXR Ba*aA qBx '/

7TRFRQ4JXUH L6&6=$5DCENROORZ HDFK VWHS
&UHDWH RU &€KRRVH %ORFN 'HYLFH

I1DPH(QWHU D QDPHIRU WKHEORFNGHYLFH .HHSLQJWKHQDPHVKRUW LV UF
ORQJHU WKDQ FKDUDFWHUVY FDQ SUHYHQW DFFHVV WR WKH EORFN GHYLFH

T\SHEHOHFRWHYLBM WKH W\SH Rl EORIFN &R YEGHY YLUWXDO VWRUDJH DFFHYV
VQDSVKRWYV RU SK\V)LEIMORGH®HWMHWLUWXDO VWRUDJH DFFHVV WR DQ LQGLYL

'"HYLFGAHOHFW WKH XQIRUPDWWHG GLVN FRQWURO&®UKD WHRIHRBWLRQVQDS\
WR FUHDWH D Q&UH DRV L WHOHFWHG XVH WKHEURZVHU WR VHOHFW DQ H[LV
VWRUH WKHQHZ]YRO (QWHU WKH GHV]1HREAC\NLLM RO DAKS [BVRNDRLVE WIRF H

JLOWURZVH WRDQ H[LVWLQJ40H &UHDWHDQHZ 40HE\EURZVLQIJWR D GDW
WR WKH SDWK :KHQ WKH 40H DOUHDGWR XWW W K WHWXDWL{BRVL]H )RU QH.
WKHVL]HRIWKH40H WR FUHDW H7 \SMHO\WVGHW EBRD\HG ZKHQ

KDW DUH\RX XVL@KWRVY MRRKH SODWIRUP WKDW ZLOO XVH WKLV VKDUH 7KH
SOLHG WR WKLV VKDUH

3RUWDO
SRUWOH®OHFW DQ HI[LVWLQJ SKRJUHD VAWRRHBIFFRKRARIKRWH D QHZ SRUWDO

'LVFRYHU\ $XWHDHWRRBZYV DQRQ\PRXV GLEFRFQOIX WKKIDAHEHFXLUH DXWKHQ
WLFDWLRQ

'LVFRYHU\ $XWEKRRXIS DQ HIKWWRQL]HGEPRIHHVVIURXS - RUFUHDWH D QHZ D
ULIJHG DFFHVV 7KLV LV UHTXERHN @ ZK$FDOQMKNONHNMEHTR O XW XDO &+$3

-36HOHFW -3 DGGUHVVHV WR EH OLVWHQHERDESG WKXEGRUMMVH\EDUWNK D GL-
QHWZRUN SRUW 7KHDGBDAY¥YW VHOHFWHG WR OLVWHQ RQ BMROOLINN BQ RQH V
DOO -3Y DGGUHVVHYV

SRUW&3 SRUW XVHG WR DFFHVV WKH L6&6—- WDUJHW 'HIDXOW LV
- QLWLDWRU
- QLWLDMRMHWVEODQN WR DOORZ DOO RUHQWHU D OLVW RILQLWLDWRU KRVWC

$XWKRUL]JHG 1HWWRRJINWN/'DGGUHVVHV DOORZHG WR XVH WKLV LQLWLDWRU /H
RUOLVWQHWZRUNDGGUHVVHV ZLWKD &-'5PDVN 6HSDUDWH PXOWLSOHDG

&RQ4UP 2SWLRQV
SHYLHZ WKH FRQ4JXU DB LFROGMROVCGHMOXENVKH L6&6—- VKDUH
7TKHUHVW RI WKLV VHFWLRQ GHVFULEHV L6&6—- FRQ4JXUDWLRQLQPRUHGHWDLO

kkj
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RjXkXk h “;2i :HQ# H *QM}:m  iBQM

6KDULQ@IORFN !L&&BFIHW *OREDO &RRGWOULDW MRHQVWLQJV WKDW DSSEOWRGBHIOO L6&6-
VFULEHV HDFK RSWLRQ

6RPHEXLOW LQYDOXHV DeHFWL616 XVDJH )HWFKLQJRIDOORZHG LQLWLDWRUV IU
PXVWEHFRQ4JXUHG PDQXDOO\ 7RPDNHL616 UHJLVWUDWLRQ XVHIXO L6&6—- WDUJ
SRUW -3 DGGUHVVHY 7KLVDYRLGVLQLWLDWRUVDWWHPSWLQJWR GLVFRYHU XQFF

7TKHL616 UHJLVWUDWLRQBRIQQEGRGIMWILVWHUHG 1HWZRUN (QWLWLHY QRW XSGDWHG
LVWHUHG 7KH WLPHRXW IRWHGEFIRBQGNMN XHVWYV LV

yLJ L6&6—- 7TDUJHW *OREDO &RQ4JXUDWLRQ 9DULDEOHYV
7DEOH 7DUJHW *OREDO &RQ4JXUDWLRQ 6HWWLQJV
BHWWLQJ " 9DOXH 'HVFULSWLRQ
%DVH LDPH VWULQJ /RZHUFDVH DOSKDQXPHULF FKDUDFWHUV SOXY GRW

DUHDOORZHG 6HH WKH &RQVWUXFWLQJLG&6—- QDF
PDW VHFWW)RQ RIKWWSVY WRROV LHWI RUJ KWPO UIF
-616 6HUYHUV VWULQJ (QWHU WKH KRVWQDPHV RU-3DGGUHVVHV RI 4616 VHU
ZLWKL6&6- WDUJHWV DQG SRUWDOV RI WKH V\VWHP 6
ZLWK D VSDFH
3RRO $YDLODEOH|6S@WHJIHU(QWHU WKH SHUFHQWDJH RITUHH VSDFH WR UHPDLQ LC

7KUHVKROG SHUFHQWDJH LY UHDFKHG WKH V\VWHP LVVXHV DQ DO
DUH XVH G $6HID J H 7KUHVKROG :DUQLQJIRUPRUH L
WLRQ

kk9
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RjXkXj SQ i Hb

$ SRUWDO VSHFL4HV WKH -3 DGGUHVV DQG SRUW QXPEHU WRKIDHJX @GR RN L8885 —F R (
| 3RUWDIDBVF®LANR GLVSOD\ WKH VFUHHQWKRZQ LQ

7TDEOH VXPPDUL]JHV WKH VHWWLQJVY WKDW FDQ EHFRQ4JXUHG ZKHQ DGGLQJD SRUW

6HWWLQJ

)LJ $GGLQIDQL6&B6-—3RUWDO

7DEOH 3RUWDO &RQ4JXUDWLRQ 6HWWLQJV
" 9DOXH 'HVFULSWLRQ

RPDWLF

XKW K

GWKH ST

"HVFULSWLRQ VWULQJ 2SWLRQDO GHVFULSWLRQ 3RUWDOV DUH DXW
JURXS
"LVFRYHU\ $XWK OH®/KRS L6&6SDJH VXSSRUWV PXOWLSOHDXWKHQWLFDWLRC
GRZQ XVHG E\ WKH WDUJHW WR GLVER@BIOOOL B GRINIPAR-XW
PHQX GLVFRYHURZEDQBXWXDO BR$BK UHTXLUH DXWKHQWLFI
"LVFRYHU\ $XWK *UBK®S BHOHFW D *URXS — UMPDRUHGHR SFENFRYHU\ $
GRZQ OHWKIRGVH®HWRWXWXDO &+$3
PHQX
“3DGGUHVV GURS BHOHFW -3 DGGUHVVHV WREH OLVWHRHGRQ G
GRZQ ~3DGGUHVVHV ZLWK D GL*HUHQW QHWZRUNFPRUW 7K}
PHQX EHVHOHFWHG WR OLVWHQ RQ DO\R-GYVIGQRR)VEOT B
DGGUHVVHV
3RUW LQWHJH[U7&3 SRUW XVHG WR DFFHVV WKH L6&6- WDUJHW 'HIDXC

JUHHIPP$8\VWHPV ZLWK PXOWLSOH -3 DGGUHVVHV RULQWHUIDFHVY FDQ XVHD SRUWD

Kk k
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IDFHV RUVXEQHWY 7KLV FDQ EH XVHG WR FRQ4JXUHPXOWL SDWK - 2 03-2 03-21L
WLRQ

-l WKH )UAMAMISWHP KDV PXOWLSOHFRQ4JXUHG LQWHUIDFHY SRUWDOV FDQ DOVR E}
FRQWURO )RUH[DPSOH FRQVLGHUD V\VWHP ZLWK IRXULQWHUIDFHVY FRQ4JXUHG Z

$ SRUWDO FRQWDLQLQJ WKH 4UVW WZR -3 DGGUHVVHV JURXS -' DQG D SRUWDO FI
JURXS -' FRXOG EHFUHDWHG 7KHQ D WDUJHW QDPHG $ZLWK D 3RUWDO *URXS -'
ZLWK D 3RUWDO *URXS -'RI FRXOGEHFUHDWHG -Q WKLV VFHQDULR WKHL6&6—- VF
EXWFRQQHFWLRQV WR WDUJHW $ ZRXOG EH OLPLWHG WR WKH 4UVW WZR QHWZRUN\
LWHG WR WKHODVW WZR QHWZRUNYV

$QRWKHU VFHQDULR ZRXOG EH WR FUHDWH D SR UW B OFHISIBAKW R @ QG HW H GHY \D-B D
DIJHPHQW LQWHUIDFH 7KLV ZRXOG SUHYHQW L6&6- FRQQHFWLRQV WR WKH PDQDJH

RjXkX9 AMBIiB iQ b
7KHQH[WVWHSLVWRFRQ4JXUHDXWKRUL]JHGLQLWLDWRUYV RUWKH V\VWHPV ZKLF

RQ WKH )UMMIMWHP 7R FRQ4JXUH ZKLFK V\VW H P&KTDUL BAQ RN W 6EBLWRIDWCR U V
FOLSFNDV VKRZLIRQUH

)LJ $GGLQIJDQL6&6— -QLWLDWRU

kke
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7TDEOH VXPPDUL]HV WKH VHWWLQJVY WKDW FDQ EHFRQ4JXUHG ZKHQ DGGLQJDQ LQL

7DEOH ~QLWLDWRU &RQ4JXUDWLRQ 6HWWLQJV
BHWWLQJ 9DOXH 'HVFULSWLRQ
$O0ORZ $00 —QLWLDAKRIEWERSFFHSW DOO GHWHFWHG LQLWLDWRUV :KHQ VIHW DOC
GLVDEOHG

&RQQHFWHG —QLWDMMRQVY| —-QLWLDWRUYV FXUUHQWO\FRQQHFWHG WR WKH V\VWH
ZLWKDQ -3DGGUHVV 6HW LQLWLDWRUV DQG FOLFN D¢
WR HLW K$HUOWREH G - @ LHXMKWRRIWYH G DHWERUBGLFENLQJ

5()5(6%¥SGDWH&ERMKIHFWHG OQYWLDWRUYV
$OORZHG —~QLWLDWRUWLOA1-QLWLDWRUV DOORZHG DFFHVV WERWKLXYVOVWHE (QW
1DPH —-4KWWSV WRROV LHWI RUJ KWPO UIF VHFV
DQG FOWRNDGG LW WR WKH DRO®W ([ D PSOIH
GSFFCTE GSFFOBT MPDBM

$XWKRUL]JHG IHWZRWNVY.QJ] IHWZRUNDGGUHVVHY DOORZHG WR XVH WKLV LQLWLD
FOXGHDQ RSWER@M®BY HQ ZLNLSHGLD RUJ ZLNL &O
'RPDLQB5RXWLQJ QHWRRWDNE GWKFHNQHWZRUN DGGUHYV
OLVW ([DPSOH

"HVFULSWLRQ VWULQJ $Q\QRWHV DERXW LQLWLDWRUYV

&OLFN2SWLRQV RQDQLQLWLDWR U G BMWHO HRWHR SWLRQV WR

RjXkX8 mi?Q Bx2/ ++2bb

"KHQ XVLQJ &+$3 RUPXWXDO &+$3 WR SURYLGH DXWKHQWLFDWLRQ FUHDWLQJDXW
E\JRLQEKWMRULQPIORFN !L&BXOBMKRUL]HBGERFOM¥FNLQKIH VFUHHQ LV)VKRZB LQ

1RWH KLY VFUHHQ VHWV ORJLQ DXWKHQWLFDWLRQ 7KLV LV GL*HUHQWOBRPGLVFR
&RQ4JXUBDURQ

kkd
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)LJ

$GGLQIDQL6&E- SXWKRUL]JHG $FFHVV

7TDEOH VXPPDUL]JHV WKH VHWWLQJVY WKDW FDQ EHFRQ4JXUHG ZKHQ DGGLQJDQ DXW

7DEOH $XWKRUL]JHG $FFHVV &RQ4JXUDWLRQ 6HWWLQJV

- BHWWLQJ 9DOXH " 'HVFULSWLRQ

*URXS —' LQWHJHU | $OORZ GL*HUHQW JURXSV WR EH FRQ4JXUHG ZLWK GLeHL
WLRQ SUR40HV ([DPIRQHD GG WAHHU V WQ *LURMU LW W K H
*URXSDXWKHQWLFDWLRQ SUR40H *URXS —'V WKDW DUH |
XUHG ZLWK DXWKRUL]HG DFFHVV FDQQRW EH UHXVHG

8VHU VWULQJ B8VHUDFFRXQW WR FUHDWH IRU &+$3 DXWKHQWLFDWLRQ
UHPRWH VI\VWHP ODQ\LQLWLDWRUV XVHWKH LQLWLDWF
QDPH

6HFUHW VWULQJ 8VHIDVVZRUG O0XVW E HODQNGGHRDAVRAUH WKDQDFWHUV

ORQJ

3HHU 8VHU| VWULQJ

2Q0\HQWHUHG ZKHQ FRQ4JXULQJ PXWXDO &+$3 8VXDOC

DWB8VHU

3HHU 6HFUHWWULQJ

OXWXDO VHFUHW SDVVZRU G HFHUTSNAMINBHONZ KOEKQY W EH

GL-HUHQW WKIFQ WKW EH DW ORGVQR PRUH WK
FKDUDFWHUV ORQJ

bQ

IRWH+$3 GRHVY QRW ZRUN ZLWK *OREDO6%$1 LQLWLDWRUV RQ PDF26

1HZ DXWKRUL]JHG DFFHVVHYV DB HKIUNQEORIFIN R OMKRULIHBB@RHYY WKH H[DPSOH

kk3
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VKRZQ)LOQXUH WKUHH XWHHVWWH VDWW HVIMQ G WZR JURRESVKDYH EHHQ FUHDWHG ZLWK J
FRQVLVWLQJRIRQH &+$3 XVHUDQG JURXS FRQVLVWLQJRIRQHPXWXDO &+$3 XVHL
ULJHG DFFHVV HQW U \ &/IR/\G GVCEHRRMLWR/Q V

yLJ 9LHZLQJ $XWKRUL]JHG $FFHVVHV

RjXkXe h ";2ib

1H[W FUHDWH D 7DUJI8 WDBILU@ACRAMNRL 6/868)-JBQYE FOLFNDYNKRZQ IRQUH $ WDU
JHW FRPELQHV D SRUWDO -' DOORZHG LQLWLDWRU7DEDQ®G/RXQ MXWHHQ W KHDWAHMRW LR

WKDW FDQ EHFRQ4JXUHG ZKHQ FUHDWLQJD 7DUJHW

IRWHQL6&6- WDUJHW FUHDWHYVY DEORFNGHYLFH WKDW PD\EHDFFHVVLEOH WR P X(
UHTXLUHG RQ WKH EORFNGHYLFH VXFKDV 90)6 XVHG E\90ZDUH (6; (6;L LQRUGHU |
EORFNGHYLFHUHDG ZULWH -IDWUDGLWLRQDO 40HV\VWHP VXFKDV (;7 ;)6 )$7 1
GHYLFH FDUHPXVWEHWDNHQ WKDWRQO\RQHLQLWLDWRU DWD WLPHKDV UHDG Z
FRUUXSWLRQ -IPXOWLSOHFOLHQWV QHHG DFFHVV WR WKH VDPH GDWD RQ D QRQ |
RIL6&6—- RUFUHDWHPXOWLSOHL6&6-WDUJHWY RQHSHUFOLHQW

kKkN
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6HWWLQJ

yLJ

$GGLQIDQL6&E-7DUIJHW

7TDEOH 7TDUJHW 6HWWLQJV

‘ 9DOXH ‘ '"HVFULSWLRQ

7DUJHW 1DPH VWULQJ| 5GHTXLUHG 7KHEDVH QDPHLV DXWRPDWLFDOQ\SUHSF
JHW QDPH GRHV QRWTQRZWHW ZDWHKD OSKDQXPH|[ULF FKD
DFWHUV SOXV GRW GDVK DQG FRORQ DUH DOC
VWUXFWLQJL6&6— QDPHV XVLQJWKHK]L&TQ IRUPDW VH
KWWSV WRROV LHWI RUJ KWPO UIF KWPO
7DUJHW $OLDV VWULQJ (QWHUDQ RSWLRQDO XVHU IULHQGO\QDPH
3RUWDO *URXS —' | GURS /JHDYH HPSW\RU VHOHFW QXPEHU RITH[LVWLQJ|[SRUWD(
GRZQ
PHQX
“QLWLDWRU *URXSGURS BHOHFW ZKLFK H[LVWLQJ LQLWLDWRU JURXS KDV DFFH
GRZQ
PHQX
$XWK OHWKRG GURS IRQBEXWERF$3ROUXWXDO &+$3
GRZQ
PHQX
$XWKHQWLFDWLRQGURSS | 6HOARWRIUDQ LOQWHJHU 7KLV QXPEHU UHSUHVHQWYV W
QXPEHU GRZQ H[LVWLQJDXWKRUL]HG DFFHVVHYV
PHQX

Kjy
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RjXkXd 1ti2Mib

L6&6—- WDUJHWY SURYLGH YLUWXDO D FF H\WWRMHHPW RNDQUIFNHX/VRHEG WWRHG H HBIH $)6H VR X U F
VKDUH ZLWK FOLHQWY 7KHUH DU& NWARMESHHY RI HIWHQWYV

'"HYLFH H{fWHURWLGH YLUWXDO VWRUDJHDFFHVV WR ]JYROV JYRO VQDSVKRWYVY RU SK
KDUGZDUH 5%$-'YROXPH

JLOH HITWHODRWLGH YLUWXDO VWRUDJHDFFHVV WR DQLQGLYLGXDO 40H

7LS )RUW\SLFDO XVHDV VWRUDJHIRU YLUWXDO PDFKLQHVY ZKHUH WKH YLUWXDOL
GHYLFHH[WHQWY ZLWK]YROV SURYLGH WKH EHVW SHRB BMWKXKHRHIEGE® PRYWLR QW X3
HIWHQWYV VKDULQJD UDZGHYLFHFDQEHDSSURSULDWH )LOHH[WHQWY GR QRW KD
HIWHQWYV EXWGRDOORZFUHDWLQJPXOWLSOHH[WHQWV RQDVLQJOH40HV\VWHP

9LUWXDOL]HG ]YROV VXSSRUYWEB®OOMNKH PJUHRLYE.YHY DQG DUH UHFRPPHQGHG IRU X
WLRQ VRIWZDUH DV WKH L6&6-LQLWLDWRU

7TKH $76 :5-7(6%0( ;&23<DQG 6781 SULPLWLYHVDUHVXSSRUWHG E\ERWK40HDQG
SULPLWLYHLVVXSSRUWHGE\]YROVDQGUDZ66'VY 7TKHWKUHVKROG ZDUQLQJV SULI
WLDOO\VXSSRUWHG E\4O0OH H[WHQWYV

9LUWXDOL]LQJDUDZGHYLFHOLNHDVLQJOH GLVNRUKDUGZDUHO5%$-'"YROXPHOLPL
YLFH %HFDXVH WKLV E\SDVVHV =)6 VXFKGHYLFHV GR QRWEHQH4W IURP =)6 FDFKL
VXPV RUVQDSVKRWYV

9LUWXDOL]LQJD]YRODGGYV WKHEHQH4WV RI=)6 VXFKDVUHDGDQG ZULWH FDFKH
ZLWK D GL*HUHQW 40HV\VWHP WKH GDWD VWLOO UHVLGHV RQ D =)6 SRRODQG EHQF
DQG VQDSVKRWYV

:DUQLQYRU SHUIRUPDQFH UHDVRQVDQG WRDYRLG H[FHVVLYHIUDJPHQWDWLRQ N
EHORZ ZKHQ XVLQJ L6&6—- 7KHFDSDFLW\RIDQ H[LVWLQJ HWRQWQRD®IE\H LQFUH
SDJH

7RDGG DQ H[W HEKD WIRIVRRFN 'L GEEFHQWE FOLFNQ WKH H[DPSOH)VKRZIQ L@ KH
GHYLFHH[WHQW EYQ@RSDRAWWKDW ZDV SUHYLR XV O \NQUW QW PSR RWOR P W K H

7TDEOH VXPPDUL]HV WKH VHWWLQJV WKDW FDQ EHFRQ4JXUHG ZRHMHFWVHQW IFUHDQ H
DWLRQ IDLOV XQOHVV WKHQDPH RIWKH40HWREHFUHDWHGLVDSSHQGHG WR WKH

kjR
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6HWWLQJ

)LJ

7TDEOH
‘ 9DOXH ‘ '"HVFULSWLRQ

$GGLQJIJDQ L6&6E- ([WHQW

(IWHQW &RQ4JXUDWLRQ 6HWWLQJV

(IWHQW QDPH VWULQJ| (QWHU WKH H[WH Q W [WWDHPHW. VIQMRKWMAW FDQQRW EH DQ H[L\
LQJ 40H ZLWKLQ WKH SRRO RU GDWDVHW
(IWHQW W\SH GURS JLOHKDUHV WKH FRQWHQW YV R BQLFE®U\GXQ 6|@ &/ U H
GRZQ GHYLFH
PHQX
3DWK WR WKH H[WHBWRZVH| 2Q0\ DSSHDUMAOKWHQHOHFWHG %URZVH WRDQ H[LVWLC
EXWWRQDQHZ 40H E\EURZVLQJWR D GDWDVHW DQG DSSHQGLC
WKH SDWK ([WHQWY FDQQRW EH FUHDWHG LQYVLGH D N
(IWHQW VL]H LOWHJHU2QO\DSSHDUMDRHOHOHFWHG X QMMHWEK®JIDFWX[DO 40H
DQG UHTXLUHV WKDW WKH 40H DOUHDG\ H[LVWV 2WKF
VL]H IRU WKH QHZ 40H
"HYLFH GURS 200\ DSSHDUWXKE®WVHOHFWHG 6HOHFW WKH XQIRUPI
GRZQ FRQWUROOHU ]YRO RU]YRO VQDSVKRW
PHQX
/JRILFDO EORFN VL]JEBURS /HDYH DW WKH GHIDXOW Rl  XQOHVV WKH LQLWLDWR!
GRZQ EORFN VL]H
PHQX
*QMIBMm2/ QM M2ti T ;

kijk
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h #H2 RjXd +QMiBMm2/ 7' QK T 2pBQmb T ;2

BHWWLQJ 9DOXH 'HVFULSWLRQ

"LVDEOH SK\VLFDO EXORRFNWERPFHW LI WKH LQLWLDWRU GRHY QRW VXSSRUW SK\VLFDC

VLIHUHSRUWLQJ 0664/ B6HWWLQJFDQ FEVR SYDKYHBOWRFN VL]H ZDUQ
KWWSV ZZZ YLUWHQ QHW WKH SK\VLFDO EOR
WKH GHYLFH LV QRW VXSSRUWHG ZKHQ XVLQJ WKLV

$YDLODEOH VSDFH WKUHYXRQG\ DSSHOLWRALD [YRO LV VHOHFWHG :KHQ WK/H VSHFL
DJHRIIUHHVSDFH LV UHDFKHG WKH V\VOWHP LVVXHV D
SDJH 7KUHVKROG :DUQLQJ

"HVFULSWLRQ VWULQJ IRWHV DERXW WKLV HIWHQW

(QDEOH 73& FKHFNERPHW WR DOORZ DQ LQLWLDWRU WR E\SDVV QRU|PDO DFF
WURO DQG DFFHVV DQ\VFDQQDETHRWDUJIJHW 7KLV DOC
KWWSV GRFV PLFURVRIW FRP HQ XV SUHYLRXV YHL
SUR ZLQGRZV VHUYHU 5 DQG FF Y zV |
WLRQV ZKLFK DUH RWKHUZLVH EORFNHG E\DFEHVV FR

"HQ LQLWLDWRU FRPISDAWERPHW ZKHQ XVLQJ ;HQ DV WKH L6&6—- LQLWLDWRU

PRGH

/81530 GURS "R127FKDQJH WKLV VHWWLQJ ZKHQ XVLQJ :LQGRZV DV

GRZQ 2Q0\QHHGV WR EH FKDQJHG LQ ODUJH HQYLURQPHQW"
PHQX EHURIV\WWHPV XVLQJD VSHFL4F 530 LV QHHGHG IRU D

VWDWLVWLFV

5HDG RQO\ FKHFNERPHW WR SUHYHQW WKH LQLWLDWRU IURP LQLW[LDOL]LC

(QDEOH FKHFNERPHW WR HQDEOH WKH L6&6- HIWHQW

1HZ HIWHQWYV KDYH E H&KD D'G GHIERWR 'L §&WH QAKW DVVRBHMWERG 1HWZRUN $GGUHVYV §
WKRULSSDUH VKRZQ DORQJ ZLWK WKH H[WHQW QDPH

RjXkX3 bbQ+B i2/ h ";2ib

7KH ODVW VWHS LV DVVRFLDWLQJ DQ H[S\WDQW @R R FAND!L GHR/AER I B WHLD\W B 5 OH\W N

LQY"

&OLFOWR DGG DQ HQWU\IRU WKH /81

Kjj

7KHVFUHHQ LV)VKRZ L@VH WKH GURS GRZQ PHQXV WR VHOHFW WKH H[LVWL(
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)LJ $VVRFLDWLQJD 7DUJHW :LWK DQ ([WHQW

7TDEOH VXPPDUL]JHV WKH VHWWLQJVY WKDW FDQ EHFRQ4JXUHG ZKHQ DVVRFLDWLQJ \

7DEOH $VVRFLDWHG 7DUJHW &RQ4JXUDWLRQ 6HWWLQJV
BHWWLQJ 9DOXH " 'HVFULSWLRQ

7DUJHW GURS GRZQ PH@GKOHFW DQ H[LVWLQJ WDUJHW

/81 — LQWHJHU 6HOHFW RUHQWHU D YDQGH EGRWPZAHH@LWLDWRUYV H[SHF

YDOXH OHVV WKD®QH WKLY 4HOG EODQN WR DXWRPDWLF
QH[W DYDLODEOH -
(IWHQW GURS GRZQPH@KOHFWDQ H[LVWLQJ H[WHQW

$0ZD\VDVVRFLDWLQJH[WHQWV WR WDUJHWV LQ D RQH WR RQHPDQQHU LV UHFRPP
DOORZPXOWLSOHH[WHQWYVY WR EHDVVRFLDWHG ZLWK WKH VDPH WDUJHW

IRWHDFK /81 HQW (UG KDBMMWAH O HBXMWWRQV IRU PRGLINLQJ WKH VHWWLQJY RUGHOHWLQJ
LAFDWLRQ SRSXS DSSHBOVEARHQRYKXIHV FOLFNHG —-IDQLQLWLDWRUKDVDQDFWLYH
LQGLFDWHG LQUHG WH[W &OHDULQJWKHLQLWLDWRUFRQQHFWLRQV WR D /81 EHII

$IWHU L6&6—- KDVEHHQ FRQ4JXUHG UHPHPBHU YWRIMN¥B YMOWKMLIQHBWNEHRAH LEXWWRQ

RiXkXN *QMM2+iBM; iQ Ba*aA

7TRDFFHVV WKH L6&6- WDUJHW FOLHQWV PXVW XVHL6&6-LQLWLDWRU VRIWZDUH

kjo
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$QL6&6--QLWLDWRUFOLHQW LV SUH LQVWDOOHG ZLWK :LQGRZV $ GHWDLOHG KF
KHUKWWS WHFKJHQL[ FRP &RQQHFWLQJ :LQGRZV L6&6- 6%1 $ FOLHQW IRU :LC
FDQ EH IRKKFQUKWWS ZZZ PLFURVRIW FRP HQ XV GRZQORDG GHAWNWROV DVS["LG
KWWSV Z7ZzZzZ SOXUDOVLJKW FRP EORJ VRIWZDUH GHYHORSPHQW IUHHQDV LVF\
DQL6&6—-— WDUJHWIRUD:LQGRZV V\VWHP

PDF26 GRHV QRW LQFOXGBH PROLAKWMWBWRUEZZ VWXGLRQHWZRUNVROXWLRQV FRP JO
LVDFRPPHUFLDO HDV\ WR XVHODFLQLWLDWRU

%6' VIVWHPY SURYLGH FRPPDQGVIR@MWLIKMMWEVWRUZY I UHHEVG RUJ FJL PDQ FJL"TXI
FRPHV ZLWK )UHH%6' YHUVLRQVFVIDFABWRYHUZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\
FRPHV ZLWK )UHH%6' YHUVLRQVVFVDQ® K\ KMWOWISRUQHWEVG JZ FRP FJL ELQ PDQ FJI
LOLWLDWRU 1HW%6' FXUUHQW FRRHVIZEWWSHWDE MIHDEVG RUJ FIJL ELQ PDQ F
FXUUHQW PDQ LVFVLG "TXHU\ LVFVLG FRPHV ZLWK 2SHQ%6"'

6RPH/LQX[ GLVWURYV SURYLGH WKH FRPPHEN PLIQH XWKWWE\ ZZZ RSHQ LVFVL FRP
8VH D ZHE VHDUFK WR VHH LI D SDFNDJH H[LVWV IRUWKH GLVWULEXWLRQ VKRXOG W
WHP

-ID/81LVDGGHG RRUBEWDOUHDG\ FRQQHFWHG LW ZLOO QRW VHH WKHDJHZ /81 XQW
BEN N OPEF$GWHUQDWHDRIEEN N EJTDPWFSZ U TU QWRPSUBWERHNOHZ /81 DQG
JTDTJBEN N OPEF 5 -6/ @QWBRNGRMLQWR WKH /81

- QVWUXFWLRQVIRUFRQQHFWLQJIURP D 90ZD UHR ¢6\WLR6 HRIY HIXKEDBIQ EHH RXEQ G MWL6 &6
DQG FRQQHFW WWWESVL ZZZ YODGDQ IU KRZ WR FRQ4JXUH IUHHQDV IRU LVFVL D
WKDW WKHUHTXLUHPHQWV IRUERRWLQJY6SKHUH [ReL6&6- GL*HUEHWZHHQ (6;D
L6&6—- DGDSWHU ZKLOH (6;LUHTXLUHV VSHFL4F L6&6- ERRW 4UPZDUH VXSSRUW 7Kt
PHDQLQJWKDW WKHUH LV QR GL*HURQHEREXWDWKRQUBBHHSBKERRQ4IXUDWLRQ *XLGH
KWWSV Z7ZzzZ YPZDUH FRP SGI YVSKHUH U YVSB BLVFVLBVDQBFIJ SGI IRUGHW

7KH90ZDUH 4UHZDOO RQO\DOORZV L6&6—- ERQRRIIDEFWMR QY RQ ISRHWW QW SRUW KDV EH
RXWIJRLQJFRQQHFWLRQV WR WKDW SRUW PXVW EHPDQXDOO\DGGHG WR WKH 4UHZI

~IWKH WDUJHW FDQ EH VHHQ EXW GRH Y \QFRRY A B Q EEVAN DB K BLIW WEKRIED O & RQ4JXUDW
~IWKH /81 LV QRW GLVFRYHUHG E\(6;L PDNH VXUH W KEFWHSQYRPKLN FERXWPIRGH LV VH

RjXkXRy :"QrBM; GILDb

7KHPHWKRG XVHG WR JURZ WKH VLIHRIDQH[LVWLQJL6&6-/81 GHSHQGV RQ ZKHWK
RUD]JYRO %RWKPHWKRGV DUHGHVFULEHG LQ WKLV VHFWLRQ

(QODUJLQIJD /81 ZLWK RQHRI WKHPHWKRGY EHORZJLYHV LW PRUHXQDOORFDWHG"
VLIH4OHV\VWHPV RURWKHU GDWD RQ WKH /81 7KLV LV WKHVDPHDVELQDU\ FRS\LC
ORUHVSDFHLVDYDLODEOHRQ WKHQHZGLVN EXW WKH SDUWLWLRQV DQG 40HV\VW
VSDFH 5HVL]ILQJYLUWXDO GLVNLPDJHV LV XVXDOO\GRQHIURP YLUWXDO PDFKLQH
ZDUHWR UHVL]H40HV\VWHPV LY GHSHQGHQW RQ WKH W\SHRI4O0OHV\VWHP DQG FOLI
PDFKLQH )RULQVWDQFH FRQVLGHUD :LQGRZV 90 ZLWK WKH ODVW SDUWLWLRQ RQ
/81 LVH[SDQGHGDQG WKH SDUWLWLRQ WDEOHHGLWHG WRDGG WKHQHZVSDFH WR
DJHUPXVW VWLOO EH XVHG WR UHVL]H WKH 17)6 4O0HV\VWHP RQ WKDW ODVW SDUWL'

RiXkXRYyXR wpQH " b2/ GIL

7RJURZD]YRO EDVHGYWRUDBRRFVYFRSWLRQV RQ WKH]YRO WR EHGIWRIYRWKHQ F
WKH H[DPSOH VKRXQHQ WKH FXUUHQW VL]H Rl WKW RQBDPHG

kj8
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)LJ (GLWLQJDQ ([LVWLQJ=YRO

(QWHU WKH QHZ VL]H IR USWKHI RMRW K )OPKRQG § DIZKM QHZ VL]H IRUWKH JYRO LV LPPH
VKRZQ L BWHBROXPQ REWRHD3RRWDEOH

IRWHKHZHELQWHUIDFHGRHVY QRW DOORZUHGXFLQJWKHVL]HRIWKH]YRO DV GRI
DOVR GRHV QRWDOORZLQFUHDVLQJWKHVL]HRIWKH]YRO SDVW RI'WKH SRRO VL

RiXkXRyXk 6BH2 1ti2Mi " b2/ GIL

7TRIJURZD 40HH[WHQW EDVHG /81

*R WRH U YIL FIHA\RI6-&2 1) —* 815 (([WH QaMOMYF R SW LR Q V ( G KBI'\DX U H( IMKHHQ WLM ¥ HW WR 40H DQ
HQWHWBD\WK WR WKRASH® WEWSDJH WR JURZ WKH 40H HIWHQW ROV GPFPRMSOH JUR
EBUB\ *L%

USVODBUF T H NOU QPPM EBUB

5HW X UBHW RIL FHB\RI6 & 21)—*85 (([WHQROWFRSWLRQV RQ WKH GHVLUHG 4 Q0GILMHNWHQW W
WKHVLIDWWRKLY FDXVHVY WKHL6&6—- WDUJHW WR XVHWKH QHZ VL]HRIWKH40H

kje
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RjXj IMBt UL6aV a? “2b

JUHHTPP$$XSSRUWV VKDULQJ SRROV GDWDVHWY DQG GLUHFWRULHV RYHU WKH 1HW:
NPVGFRPPDQG WR PRXQW WKH VKDUH ORXQWHG 1)6 VKDUHV DSSHDU DVDQRWKHU G
6RPH/LQX[ GLVWURV UHTXLUH WKHLQVWDOODWLRQRIDGGLWLRQDO VRIWZDUH WR
HQDEOH 6HUYLFHVIRU1)6 LQ WKH8OWLPDWHRU (QWHUSULVHHGLWLRQV RULQVWI

1RWHRU SHUIRUPDQFH UHDVRQV L6&6- LV SUHIHUUHGLW R Q YGDKIDAHGY Z®& K& ) U HHHLG
VLGHULQJ FUHDWLQJ1)6 VKDUHV RQ (6;:L UHDG WKURXJK WKHNSEUORUP®RFH WD QBO\
DV D90ZDUH BKMRWSY WLQ\XUO FRP DUFKLYH ]IV RYHU QIV YPZDUH

&UHDWH DQ 1)6 VKDUHEDURIEIIWRL)6 6 IEHVOLFNDQIXUH VKRZV DQ H[DPSOH RI
FUHDWLQJDQ 1)6 VKDUH

)LJ 1)6 6KDUH &UHDWLRQ

5SHPHPEHU WKHVH SRLQWYV ZKHQ FUHDWLQJ 1)6 VKDUHYV
&OLHQWYV V S3HDAZK KPR XQWLQJ WKH VKDUH

7TKEDSURRMWBDSDROSONLRQV FDQQRW ER WK EMSHEBA/Q R Q VAKNS H U $HIGRRRBWK H
WLRQV 7R UHVWURRWRQGSHWRHYV YV LRIDS WVAFRBWIKRLQ 7R UHVWULFW SHUPLVVLRQ
VHW WK$IDROSOVLRQV

(DFK SRRO RUGDWDVHW LY FRQVLGHUHG WR EHD XQLTXH 40HV\VWHP —-QGLYLC
WHP ERXQGDULHV $GGLQJSDWKV WR VKDUH PRUH GLUHFWRULHV RQO\ZRUNV L
40HV\VWHP

kjd
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7TKHQHWZRUNDQG KRVW PXVWEH XQLTXHWR ERWKHDFKFUHDWHG VKDUHDQG
WKDW VKDUH BFHFBXQRPSVUQRWDQDFFHVV FRQWURO OLVW $&UDWKHWPXSOHRYV FR
EHFRPH XQGH4QHG ZLWK RYHUODSSLQJ QHWZRUNV RUZKHQ XVLQJ WKH VDPH VI

7KHOO BBMWM.RQ FDQ RQO\EH XVHG RQFH SHU VKDUH SHU 40HV\VWHP
7REHWWHU XQGHUVWDQG WKHVH UHVWULFWLRQV FRQVLGHU VFHQDULRY ZKHUH W
WZR QHWZRUNV DQG
D=)6 SRRO QDFPHMBLWK D GDWDVEBUBOFHG
EBUBTFRRQWDLQV GLUHF\ERSEBIYREISH® UP IYQBJSFDUPSZ
%HFDXVH RIUHVWULFWLRQ DQHUURULYV VKRZQ ZKHQ WU\LQJWR FUHDWH RQH 1)
$XWKRUL]HG YHWZARRI NV

3SDWKIWWR WKHKEOWDRPRW EBUBNIFOGGLWLRQDO SDWWKOW RQELIPWH FEABRIWB\T F U
EJSFDUPBY DGGHG

7KH FRUUHFW PHWKRG WR FRQ4JX U H3/DKMKRNXWD QHF B M WRBWUHB\VY BUK H \§ VKGR V
7KLV DOORZV WKH FOLHQM® WR PPMR PRXBTW U EJIKHOYROD QPPM EBUBVFU
PRXQWHG

$GGLWLRQDO SDWKV DUH XVHG WR GH4QH VSHFL4F GL EBPE REUIDHWVWKR EHH GKDUHIEG )
WRULHV 7R VKDOQOW REPM EBUBTFU EJPRKDNPEZQPPM EBUBTFU EJSFOWNPWH
SDWKVEIRRFDUPBREISFDUPBEZWKLQ WKH VKDUH EKENH]PBXRGPHW KH VKDUH

SHVWULFWLQJD VSHFL4F GLUHFWRU\WR D VLQJOH QHWZRUNLV GRQHE\FUHDWLQJ
VKDUH IRUWKH GLUHFWRU\ ZLWKLQ WKDW YROXPHRUGDWDVHW 'H4QH WKH DXWKR

YLUVW 1)6 VKDUH
$XWKRUL]JHG YHWZARRI NV
3DWKW WRU QPPM EBUBTFU
BHFRQG 1)6 VKDUH
$XWKRUL]HG YHWZARRI NV
3DWKIW WRU QPPM EBUBTFU EJSFDUPSZ
7KLV UHTXLUHVY WKH FUHDWLRQ RI WZR VKDUHV -W FDQQRW EH GRQH ZLWK RQO\ RG

7DEOH VXPPDUL]JHV WKH DYDLODEOH FRQ 4 BKDDMW DR Q R65 WEH G Q \6& TR WK(HO0 2 ' W R
VHH DOO VHWWLQJV

7DEOH 1)6 6KDUH 2SWLRQV
BHWWLQJ 9D O X H $GYDQF 'HVFULSWLRQ

ORGH

3DWK EURZVH EXW %URZVH WR WKH GDWDVHW RUGLUH¥FWRU\ WR E
WRQ WR VSHFLI\PXOWLSOH SDWKV

&RPPHQW VWULQJ 7TH[WGHVFULELQJ WKH VKDUH 7\SLFDO|O\ XVHG
VKDUH -1 OHIW HPSW\ 3\DKWHN) WKURLAHW R K ¥ K H
VKDUH

$00 GLUV FKHFENER $OORZWKHFOLHQW WR DOVR PRXQW DQ\VXEGL
VHOHFWHG SRRO RUGDWDVHW

5HDG RQO\ FKHFENER BURKLELW ZULWLQJ WR WKH VKDUH

A4XLHW FKHFENER X 5HVWULFW VRPH VI\VORJ GLDJQRVWLFV WR DYRI
VRPH HUURU PHVVID[ERW \B K H
KWWSV zZ7ZZ IUHHEVG RUJ FJL PDQ FJL"TXHU'
IRUH[DPSOHYV

*QMIBMm2/ QM M2ti T ;

kj3
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h #H2 RjXN +QMiBMm2/ 7°QK T 2pBQmb T ;2
BHWWLQJ 9DOXH $GYDQF 'HVFULSWLRQ
ORGH
$XWKRULJHG QWWULQJ 6SDFH GHOLPLWHG OLVW RIDOORZHG QHWZRUTI
ZRUNV &-'5 QRWDWLRQ ([DPSOMIDYHHPSW\WR DOORZ
DOO
SXWKRULJHG 4 RMWOL QJ X 6SDFH GHOLPLWHG OLVW RIDOORZHG -3 DGGUF
DQG -3DGGUHVVHV /HDYHHPSW\WR DOORZ DOO
ODSURRW 8VHUGURS GRZQ X "KHQ D XVHU LV VH QHRARMHIG M/KGILPLWHG WR SHU
PHQX VLRQV RI WKDW XVHU
ODSURRW *URK&SURS GRZQ X "KHQ D JURXS LV VH QHRARMWHIG MWKIMOVR OLPLWHG
PHQX SHUPLVVLRQV RI WKDW JURXS
0DSDOO 8VHU| GURS GRZQ X JUHHP$$VHU RU XVHU LP SRAOMLGI ZILWHKF W R U\
PHQX SDJH 7KH VSHFL4HG SHUPLVVLRQV|RI WKDV
E\DOO FOLHQWYV
0DSDOO *URX$ GURS GRZQ X JUHHP$BURXS RU JURXS LP SRUUMLGI ZILWHKF W R U\
PHQX SDJH 7KH VSHFL4HG SHUPLVVLRQV|RI WKDV
XVHG E\DOO FOLHQWYV
BHFXULW\ VHOHFWLRQ X 2Q0\ DSSHOQDEIOH 1)8HQDE GHG YIOFH) %
&KRLFHWDRHWKHVH .HUEHUR Y RISXWLIRKDYW L
FDWLRQ ROBORXWKHQWLFDWLRQ DNGELQWHJIULV
DXWKHQWLFDWLRQ DQG SULYDF\ —-1PXOWLSO
QLVPV DUH DG GHIBOMEWBEBPQ XVLQJ WKH DUURZ
XVH WISRURZEXWWRQV WR OLVW LQ RUGHU RI S|

*R WRKDUILBRL[ 1PQG FOLEEWLRQVGWRE HGLW DQ H[LVWLQUH KDKRZV WKH FRQ4JX
UDWLRQ VFUHHQ IRQIW R MKIBHBHWH QSWLRQV DUH WKH VDP)H B ¥ GV E BSB G U Q

kjN
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)LJ 1)6 6KDUH 6HWWLQJV

RjXjXR 1t KTH2 *QM};m  iBQM

%\ GHIDXOOMD SWAHD GV DUH QRW VHW 7KLV PHDQV WKDW ZKHQ D XVHU FRQQHFWV WR
SHUPLVVLRQV DVVRFLDWHG ZLWK WKHLU XVHUDFFRXQW 7KLV LWB BWRMKKHW\LWLO/ N
KDYHFRPSOHWHDFFHVV WR WKH VKDUH

$ EHWWHU RSWLRQ LV WR GR WKLYV
6SHFLI\ WKHERERBRERXQW WR EH XVHG IRU 1)6 DFFHVYV

- Q WKDQJH SHUPALAMYHRQRI WKH SRRO RUGDWDVHW WKDW LV EHLQJ VKDUHG FK
QRERBQG VHW WKH SHUPLVVLRQVDFFRUGLQJWR WKHGHVLUHG UHTXLUHPHQW\

6HOBRERIG) WIKOHS D O OBY BSD OO0 *FRRKS GRZQ PHQXV IR U SMKHULKEIXUH L1 6
6KDUHV

'LWK WKLV FRQ4JXUDWLRQ LWGRHV QRW PDWWHU ZKLFK XVHU DFFRXQW FRQQHFW
WKMHRERGMHU DFFRXQWDQG ZLOO RQO\KDYH WKH SHUPLVVLRQV WKDW ZHUH VSHFL/
SOH HYHQIRR¥WKH) LV DEOH WR FRQ Q HRW RUWF ANV QVRRWKHDWLIKD U H

RiXjXk *QMM2+iBM; iQ i?72 a? 2

7TKHIROORZLQJH[DPSOHVY VKDUH WKLV FRQ4JXUDWLRQ
7KH)UHHMA¥WHP LVDW -3DGGUHVYV

$ GDWDVHW ROBHIEPPM OGT@UVESHDWHG DQG WKH SH U PQRERRWQHUVHHINF RORQMK H
DQG WXRERBJIRXS

k9y
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$Q 1)6 VKDUH LV FUHDWHG ZLWK WKHVH DWWULEXWHYV
3DWKOU QPPM OGT@TIBSF
$XWKRUL]HG 1HWZRUNYV
$00 GBWML.RQ LV HQDEOHG
0DS$00 I8WMHQYRER G\
0DS$00 *U\RXB YRER G\

RjXjXkXR 6 QK "a. Q" GBMmt

1)6 VKDUHV DUH PRXQWHG RQ %6' RU/LQX[FOLHQWYV ZLWK WKL VUWFRRRRDDIGVHK[HFXWH
TVEP

NPVOU U OGT NOU QPPM OGT@TIBSF NOU

W QVSHFL4HY WKH 40HV\VWHP W\SHRIWKH VKDUH
LVWKH-3DGGUHVYV RIWKWHPHH1$6
PQW SRRO QIVBVRKUHQDPH RI WKH GLUHFWRU\ WR EH VKDUHG D GDWDVHW LQ

PQWY WKHPRXQWSRLQW RQ WKH FOLHQW V\VWHPFS \@ KU W PW R W\E R KOH) G-I} WWDALLGDW |
VKDUH DSSHDUV LQ WKLV GLUHFWRU\RQ WKH FOLHQW FRPSXWHU

6XFFHVVIXOO\PRXQWLQJ WKH VKDUH UHWXUQV WR WKH FRPPDQG SURPSW ZLWKRX!

IRWH-I WKLV FRPPDQG IDLOVRQD/LQX[V\VWHF RIYNBVYXUH WKDW WKH
KWWSV VRXUFHIRUJH QHW SURMHFWY QIV 40HV QIV XWLOV SDFNDJHLV LQVWI

7KLV FRQ4JXUDWLRQ DOORZV XVHUV RQ WKH FO L HQNOWW KW PRXR) RRSR UQWV \§ 8 @ 9T
RZQHGERERG\ QRERMBOJHY WR DQ\ 40HV R IN®LAHFWRW R HWKIHY UWHMHNEBBU QP P M
OGT@TIBGBWDVHW

1)6 VKDUH VHWWLQJV FDQQRW EH FKDQJHG ZKHQ WKH VKDUH VWP R®Q WRIBQRSQ D FOL
LV XVHG WR XQPRXQW WKH VKDUH RQ %6'DQG /LQX[ FOLH QW RIXIQOLAK IF\D WHKGW KRR F |
SXWHU

VNPVOU NOU

RjXjXkXk 6°QK JB+ QbQ7i

'LQGRZV 1)6 FOLHQW VXSSRUW YDULHV ZLWK YHUVLRQV IDIREGRUN OHDY H\K D RIKVEH VW |
SDJH

RjXjXkXj 6°QK K +Pa

$ PDF26 FOLHQW XVHV )LQGHU WR PRXQWRN K&RIQ @ M R'W X\PR{® KEKMIRUH U $ GISQE VIVQ
WHUVIROORZHG E\WKH -3 DG G UHYV\RMWPH POHHY &6! QDPH RI WKH SRRO RU GDWDVH
1)6 7KHH[DPSOH VKRZQHQFRQWLQXHV ZLWK WKH H[DPS®BWISRRO QIVBVKDUH

J)LOGHU RSHQV DXWRPDWLFDOO\DIWHU FRQQHFWR §UV WKIH -G3LD S G D HWIRWW K 16 4 B Bi(*
WLRQ RI WKH OHIW IUDPHDQG WKH FRQWHQWYV RI WKHIWKDIUNKERYZS ODQ\H.[®WKGIH LK)
ZKHUNOU EBKBY RQH IROGHINGBFRIGH XVHU FDQ QRZ FRS\40HV WR DQG IURP WKH VK
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)LJ ORXQWLQJWKH1)6 6KDUHIURP PDF26

k 9k
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)LJ 9LHZLQJWKH 1)6 6KDUHLQ )LQGHU

RjXjXj h"Qm#H2b?QQiBM: L6a

6RPH 1)6 FOLHQWY GR QRW VXSSRUW WKH 1/0 1THWZRUN/RFNODQDJHU SURWRFRO :
FOLHQW UHFHLYHVDQ HUURU WKDW DOO RUSDUW RI WKH40HPD\EH ORFNHG ZKHQ
HUURU DGG WKPH BBWRABIH Q UXQQLMORWIKRIPPDQG RQ WKH FOLHQW WR DOORZ ZULWH
VKDUH

1D WLPHRXWJLYLQJXS HUURULV VKRZQ ZKHQ WU\LQJWR PRXQW WKH VKDUH IUR
SRUWPDSSHU VHUYLFH LV UXQQLQJRQ WKH/LQX[FOLHQW -1 SRUWPDSSHU LV UXQC
XVHRI7&3 E\LQFOXNORQ WKV FRPPDQG

-1B1$ 1SPHSBN OPU SFHHUOURS®HAE/ VKRZQ XSJUDGH WR WKH ODWHE WH\HW I U RVQMKIH
1)6 VHUYLFHDIWHU WKH XSJUDGH WR FOHDU WKH 1)6 FDFKH

-lFOLHQWYV VHH UHYHUVH '16 HUURJUNGDG & WKERQ)W IRIBPH6 G D MWOERWHZIR UN
*OREDO &RQ4JXUDWLRQ

-l FOLHQWVY UHFHLYH WLPHRXW HUURUV ZKHQ WU\LQJ WR PRXQW WKH VKDUH DGG W
+RVW QDPH GOMDERPQH RUNMREDO &RQ4JXUDWLRQ

6RPHROGHU YHUVLRQV RI1)6 FOLHQWY GHIDXOW WR 8'3LQVWHDG RI17&3 DQG GR QF
JUHHP$BVHY 7&3 7R VXSSRUW 8'3 FR QGHHUFL ERE V & RRQWRR Q6 HQDE O HUNKIHE '3 1) 6
FOLHRGWVRQ
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TKIDGTTUBURWGTTUBUFRPPDQGY FDQ EH KHOSIXO WR GHWHKWSORHEOHPY KLBRR WKH
SURSRUWLRQ RIUHWULHVDQG WLPHRXWV FRPSDUHG WR UHDGV XVXDOO\LQGLFDW

RjX9 gq2#. 0 a? 2b

-Q)UHH1$HBE'$9 VKDUHV FDQ EH FUHDWHG VR WKDW DXWKHQWLFDWHG XVHUV FDQ E
SRRO GDWDVHW RUGLUHFWRU\IURP D ZHE EURZVHU

&RQ4JXULQJ:HE'$9 VKDUHV LVDWZRVWHS SURFHVYV )LUVW FUHDWH WKH :HE'$9 VI
DFFHVVHG 7KHQ FRQ4JXUH WKH :HE'$9 VHUYLFH E\VSHFLI\LQJWKH SRUW DXWKHC
SDVVZRUG 2QFH WKHFRQ4JXUDWLRQLVFRPSOHWH WKHVKDUHFDQ EHDFFHVVHG

QSPUPDPM *1@BEESFTT QPSU@OVNCFS TIBSF@OBNF

ZKHUH

SURWRIFRBLWWHRIEWWESNSHQGLQJ XBIRRWREROIXUBBWOLFHE '$0 &21)—*
85 (

-3 DGGUHWWKH -3 DGGUHVV RUKRVWQ@DRAMWHWKHD)NHH AD®EH ZKHQ FRQ4JIJXULQJ D
DGGUHVV WR HQVXUH WKDW WKH QHWZRUN 4UHZDOO RQO\DOORZV DFFHVV WR L

SRUWBQXREHRQ4IXBHOYIFHNE"'$Y &21)-*854] WKH )UHW\MWHP LV WR EHDFFHVVI
XVLQJIJD SXEOLF-3DGGUHVYV FRQVLGHU FKDQJLQJWKH GHIDXOW SRUW QXPEHL
RQO\DOORZVDFFHVV WRDXWKRUL]JHG VI\VWHPV

VKDUHBQDWPHRQ4JXUHG E6 RDUEQBE@I$9 6 KD WHKWE'Q

(QWHULQJ WKH 85/LQ D ZHE EURZVHU EULQJV XS DQ DXWKHQWLFDWEZREGRBGXS PHV
WKH SDVVZRUG FROMUXURBE GO &21)-*85(

:DUQLQIW WKLV WLPH REGRWHKHLY VXSSRUWHG )RU WKLV UHDVRQ LWLV [LEPSRUW
ZRUG IRUWKLVDFFRXQWDQG WR RQO\JLYH WKH SDVVZRUG WR XVHUV ZKL[FK VKR X

7TRFUHDWHD :HE'$9 VICKDH!ILIFB\E R 9 6 KDDOIFT FOLFRKLFK ZLOO RSHQ WKH VIHRUHHQ VKI
XUH
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yLJ $GGLQJD :HE'$9 6KDUH

7TDEOH VXPPDUL]HVWKHDYDLODEOHRSWLRQV

7DEOH "HE'$9 6KDUH 2SWLRQV

BHWWLQJ - 9DOXH " 'HVFULSWLRQ

6KDUH 3DWK 1DPWULQJ (QWHU D QDPH IRU WKH VKDUH

&RPPHQW VWULQJ 2SWLRQDO

3DWK EURZVH EXWWR®U WKH ®DWEVRUNVKH SRRO RU GDWDVHW WR VKDUH

LQIJDQHZ QDPH WR WKH SDWK FUHDWHV D QHZ GDWDVH
PQW SRRO QHZGDWDVHW

5HDG 2QO\ FKHFNER[ | 6HW WR SURKLELW XVHUV IURP ZULWLQJ WR WKH VKDUF
&KDQJH 8VHU | FKHFNER[ | 2ZQHUVKLS RIDOO 40HVLQ WKH VKDUNEZCED®W®& FKDQJ|
*URXS JURXF CEBWLVWLQJSHUPLVVLRQV ZLOO QRW EH FKDQJ

HUVKLS FKDQJH PLJKW PDNH 40HV LQDFFHVLEQH WR Wt
7KLV RSHUDWLRQ FDQQRW EH XQGRQH -1 XQVHW RZQF

FHVVHG WKURXJK :HE'$9 PXVW EH PXGRBBR®KX\HW WR Wi
XVHU JURXS

&OLNOWR FUHDWH WKH VKDOEHUYKRB\EIJRIRGC FOLFN3IRKHU EXWWRQ WR WXUQ RQ W
YLFH

$IWHU WKH VHUYLFH VWDUW YV 6B ILHFEH\E K619 V&N W-1* @ DWW WK H\ DUH XVHG WR GHWHUP

ZKLFK 85/ LV XVHG WR DFFHVV WKH :HE'$9 VKDUHDQG ZKHWKHU RUQRW DXWKHQWLF
7TKHVH VHWWLQJV DUHHE HWBSWUIEHG L Q

k98
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RjX8 gBM/Qrb UaJl"V a? “2b

JUHHTPP$6VHM PEIKWWSY ZZZ VDPED RUJ WR VKDUH SRROV XVLQJOLFURVRIW V 60
WKH:LQGRZVDQG PDF26 RSHUDWLQJ VI\VWHPV DQG PRVW/LQX[DQG %6' VIVWHPV SL
WR SURYLGH VXSSRUW IRU60% -1 WKHGLVWURGLG QRW LQVWDOO WKHG6DPED FOL

7TKH60% SURWRFRO VXSSRUWV PDQ\GL*HUHQW W\SHV RIFRQ4JXUDWLRQ VFHQDULF
7KHFRPSOH[LWA\RIWKHVFHQDULR GHSHQGVY XSRQ WKH W\SHVDQG YHUVLRQV RI WK
QHFW WR WKH VKDUH ZKHWKHU WKH QHWZRUN KDV D :LQGRZV VHUYHU DQG ZKHWKI|
SHQGLQJRQ WKHDXWKHQWLFDWLRQ UHTXLUHPHQWY LW PLJKWEHQHFHVVDU\WR

6DPED VXSSRUWV VHUYHU VLGH FRS\RI 40HV RQ WKH VDPH VKDUH ZLWK FOLHQWYV I

LQJEHWZHHQ WZR GL*HUHQW VKDUHV LV QRW VHUYHU VLGH :LQGRZ3REROLHQWYV V)

FRSKWWSV GRFV PLFURVRIW FRP HQ XV SUHYLRXV YHUVLRQV ZLQGRZV LW SUR
FF Y ZV

7KLV FKDSWHU VWDUWYV EA\ VXPPDUL]LQJWKHDYDLODEOHFRQ4JXUDWLRQ RSWLRQ\
WLRQ VFHQDULRV DV ZHOO DV R*HULQJ VRPH WURXEOHVKRRWLQJWLSY 5HDGLQJW
DQ\60% VKDUHV LV UHFRPPHQGHG WRJDLQD EHWWHU XQGHUVWDQGLQJRIWKH FR(
FLAF QHWZRUN UHTXLUHPHQWYV

60% 7LSV DQG KWMWSIW IRUXPV IUHHQDV RUJ LQGH[ SKS"UHVRXUFHV VPE WLSV DC
KHOSIXO KLQWV IRUFRQ4JXULQJDQG PDQDILQIIBEDQEVEPRERNLQJ) & KIH U
PLVVLRKOWWSY ZZZ \RXWXEH FRP ZDWFK"BGJIQEHB®GDPE® &-)6 SHUPLV

VLRQV RQ )UKMWMSY ZZZ \RXWXEH FRP ZDWFK"Y 4KZ2\/W$UZ YLGHRV FODULI\VH
PLVVLRQV RQ 60% VKDUHV $QRWKHUKMHIOBEXO RM)HYH KLY J 6DPED 3HUPLVVLRQ"
KWWSV IRUXPV IUHHQDV RUJ LQGH[ SKS"WKUHDGY PHWKRGV IRU 4QH WXQLQJ "

:DUQLQAO0O% LV GLVDEOHG E\ GHID XWWIRW VAEXZWL[WWVWHPY FRP EORJ OLE|JUDU\ GR
VPE -l QHFHVVDU\ 60% FD@HUWHLBEOGBRERQHIXUH

JLIXUH VKRZV WKHFRQ4JXUDWLRQ VFUHHQ WIKBWWSHHDEARZNYI\E 6% 6 QEKEBHMNQ J
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)LJ $GGLQIJDQ 60% 6KDUH

7DEOH VXPPDUL]JHV WKHRSWLRQVDYDLODEOH ZKHQ FUHDWLQJD 60% VKDUH B6RP}
WHU FOLFHR19GIKB2'EXWWRQ )RUVLPSOH VKB'OSQ& (VPR GESMNWRRQV DUH QRW QHHGH
YRUPRUH FRPSOH[VKDULQJVFHQDBI9BYAR'PA\REDWQRY DOWHU IXOO\ XQGHUVWDQGL
WLRQ RI WKDWPESMARKRWWSY ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ VPE FRQI SU]
HDFK FRQ4JXUDEOH RSWLRQ

7DEOH 60% 6KDUH 2SWLRQV
BHWWLQJ 9DOXH $GYDQF 'HVFULSWLRQ
ORGH
3DWK EURZVH EXW 6HOHFW WKH SRRO GDWDVHW RUGLUHFWRU\V
WRQ SDWK FDQ EH XVHG E\ PRUH WKDQ RQH VKDUH
IDPH VWULQJ IDPH WKH QHZ VKDUH (DFK VKDUH QDPH PXVW E

7KH QDPIIO\RBECRPHIQSUL QUMW VHVHUYHG DQG
FDQQRW EH XVHG

*QMIiBMm2/ QM M2ti T ;

kod
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h #H2 RjXRR +QMiBMm2/ 7' QK T ' 2pBQmb T ;2
9DOXH $GYDQF 'HVFULSWLRQ
ORGH

6HWWLQJ

8VH DV KRPH VKIBKUHF N ER 6HW WR DOORZ WKLV VKDUH WR KROG XVHU KRP
RQHVKDUHFDQ EH WKH KRPH VKDUH 1RWH WK

QDPHVIRU XVHU KRPHGLUHFWRULHVY DUH VWUR

PHQGHG DV 6DPED PDSV XVHUQDPHV W
HIDPSOH WKH XVHUQDPH -RKQ ZLOO EH

R DOO O
PDSSHC

GLUHFWRUX®@DO-HGWXKHWKR WKH KRPH VKDUH LQ
FOXGHVDQ XSSHU FDVH XVHUQDPH GHOHWH W|

DQG UHFUHBARRMQ BYHDVWK DQ DOO OR

ZHU FDV

8VHUQDFHNVX oKX /RL BDWR FUHDWH WKH KRPH

VKDUH DQG VRBDWKMDWKHRQWDLQV WKH
XVHUQDPH

QHZ OR:

'"HVFULSWLRQ

VWULQJ

'"HVFULSWLRQ RI WKH VKDUH RUQRWHYV

RQ KRZ L

7LPHODFKLQH

FKHFENER

(QDEDOIHPH ODFKLQH

KWWSVY GHYHORSHU DSSOH FRP OLE
&+ 6:
D7LPHODFKLQH EDFN X SIWNWHWK\RZY LS W K

UDU\ DU

EDFNXSVIRU WKLV VKDUH 7KH SURFHV\

HQWLF

DQG 7LPH ODFKLQSDAKDUHV&KDQJLQJ WKLV VHW
RQDQH[LVWLQJVKDWBHWUWSDXWHY MNEUYLFH

UHVWDUW

([SRUWGHDG 4

) FEHFNER

SURKLELW ZULWH DFFHVV WR WKLV VKD

UH

%URZVDEOH W
ZRUN &OLHQW,

RFKH\WN ER

\%

'"HWHUPLQH ZKHWKHU WKLV VKDUH QDPH LV LQF

EURZVLQJ VKDUHYVY +RPHVKDUHV DUHR
RZQHU UHJDUGOHVV RI WKLV VHWWLQJ

QO\YLV

([SRUW 5HF\F(

D I RN E R

JLOHV WKDW DUH GHOHWHG IURP WKH VDPH GDW
WR WKH5HF\FOH %LQ DQG GR QRW WDNH DQ\DG

7TKLVLVRQO\DSSOLHV RYHU WBHWQ® XS4
RYHU 1)6 ZLOO UHPRYH WKH 40 H\X B RUWPK
40HVDUHLQD GL-HUHQW GDWDVHW RU
FRSLHG WR WKHGDWDVHW ZKHUH WKH 5
SUHYHQW H[FHVVLYH VSDFH XVDJH 40H

JARWWR F R
DHO HQW C
DFKLOG
HF\FOH
V ODUJI

GHOHWHG UDWKHU WKDQ BRMHG DIG 13 B Y W/ PHKAHH

DSPTTSFOBNF TJ[FWMHWWLQJ WR DOORZ
JRUH[DP®GRTTSFOBNF TJ[FMDNIRZV P
RI 40HV XSWR OL% LQ VL]H 7KHUHF\O
IXQFWLRQDOLW\ 7KLV PHDQV 40HV FDQ
RUPRYHG IURP WKH UWHENWOIPHERW D UHS
IRY)6 6QDSVERNY

ODUJHU
RYHV

FHELQ |
EH SHU
ODFHPH

6KRZ +LGGHQ

LFaKHHVF N E R

"LVDEOH WKH KQG®IMPWULEXWH RQ D QH
GHQ 40H 8QL[KLGGHQ 40HQDPHGRRYD U
LVWLQJ 40HV DUH QRW D*HFWHG

Z8QL[K
W ZLWK

$OORZ *XHVW

SFRH¥NXNER

BULYLOHJHV DUH WKH VDPH DV WKH JXH
FHVV LV GLVDEOHG E\GHIDXOW LQ :LQG
DQG :LQGRZV 6HUYHU YHUVLRQ $GG
FRQ4JXUDWLRQ LV UHTXLUHG WR SURYL
FOLHQWYV

VW DFFF
RZV Yt
LWLRQE
GH JXH)

ODF26 FOLHQWYV $WWHPSWLQJWRFRQQHFW DV

GRHV QRW H[LVWPLOQRMWWBR¥WRPDWLFDO
QHFW DV WKH JXHVWOREGAMNBDW $ RSKX HV

WLRQ PXVWEH VSHFL4FDOO\FKRVHQ LQ

DV WKH JXHVW DFFRXIB/M0 H6E R AKKRH Q W D
KWWSV VXSSRUW DSSOH FRP JXLGH
VKDUHG FRPSXWHUV VHUYHUV PFKOS

D\ FRQ
W
ODF26 \
WLRQ
PDF KH(
IRU |

*QMIiBMm2/ QM

k93
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6HWWLQJ

h #H2 RjXRR
$GYDQF
ORGH

9DOXH

+QMiBMm2/ 7°QK T 2pBQmb T ;2
"HVFULSWLRQ

2QO0\$00ORZ *AHAKWM FNER X BHTXLYBOURZ IXHVWROFEMREH HQDEOHG )RUFH

$FFHVV JXHVW DFFHVVIRUDOO FRQQHFWLRQV

$FFHVV %DVHG BKBEMER X 5HVWULFW VKDUH YLVLELOLW\WR XVHUV ZLWK

(QXPHUDWLRQ UHQW :LQGRZV 6KDUH $&/ DFFHVV RIUHDG RU
ZULWH 8VH:LQGRZVDGPLQLVWUDWLRQ@ WRRO\
MXVW WKH VKDUH SHWPIEVNRRQV 6HH
KWWSV 7Z7ZZ IUHHEVG RUJ FJL PDQ FJL"TXHU!

+RVWV $O0ORZ| VWULQJ X (QWHU D OLVW RIDOORZHG KRVWQDPHV|RU -3 D
UDWHHQWULHV ZLWK BFRHPPROU WDE 3OHDVH VE
QRWSDJH IRUPRUHLQIRUPDWLRQ

+RVWYV "HQ\ VWULQJ X (QWHU D OLVW RIGHQLHG KRVWQDPHV RU -3 DG
LIV--DQG OLVW DQ\ KIRRAWWI SNBRRIRZY H WK RV H
KRVWY WDNH SUHFHGHQFH 6HSDUDWHHQWULTF
VSDFH RUWDE 30KQBWHYMHIWKHRUH LQIRU

PDWLRQ

9)6 2EMHFWV | VHOHFWLRQ X $GG YLUWXDO 40H VIVWHP REMHFWV WR HQKDQ

7TDEOH VXPPDUL]JHVWKHDYDLODEOHREMHFWYV

(QODEOH 6KDGREZKHFNER ([SRVH=)6 VODSVKBWNDN6KDGRZ

&RSLHYV &RSLHKWWSYV GRFV PLFURVRIW FRP HQ
XV ZLQGRZV GHVNWRS YVV VKDGRZ FR|SLHV D(
FRS\ VHWYV

$X[LOLDU\3DUDPRHILQJ X $GGLWIVR@DORQI

WHUV KWWSV zZ7ZZ IUHHEVG RUJ FJL PDQ FJL"TXHU'

SDUDPHWHUV QRW FRYHUHG E\RWKHU RSWLRQ

1RWH-1 QHLWRWWYV RURR/AVYV FRQWDLQV DQ HQWU\ WKHQ 60% VKDUH DFFHVV LV DOO
—1 WK H UHRLMADY 900 RIZEXRW @R/ ‘BIIOAW WKHQ RQO\ DO GRX WR\ERW®RD W K H
—1 WK H UHRMMDY GILOAW EXRW @R/ $AORZ WKHQ DOORZ DO O KR VMRWW K DBMOAWH QRW RQ WK

I WKHUH LV ERWY DAGERE WV GIOAW WKHQ DOORZ DOO KRRANWVWIBIINRD Y HVRIQHW IKIH. V D
KRVW QR W RRVWKHDAAERFZR W R® WW W GILOAW WKHQ DOORZ LW

+HUH DUH VRPH QRWHM B ERRW HWWLQJV

+RVWQDPH ORRNXSYVDGG VRPHWLPHWRDFFHVVLQIJ WKH 60% VKDYRIVWI RQO\ X\
QDPHV /RRAXBW BRIULYQ FGOMHL i &RQ4JXUH

KHQ WKHRZVDEOH WR 1HR' W URIGOLMRQWNFWHG WKH VKDUHLY YLVLEOH WKURD
RUWKURRUKWIEFKHQ WBMWH DV KRPHRSGWIWURD LV VHOHFWHG%W®RVN O HBW MR VWHRWHZ R
&QOLHRGEWWN.RQ KLGHVY WKH KR PR QIXMDHWGRQO\ WKH G\QDPLFDOOVJHQHUDWHG VKD
DXWKHQWLFDWHG XVHU KRPH GLUHFWR U\ KIRPOWEKD VIHVD § G MV KA XS\HH D XKARW HWEKLH |
DUHERWKYLVLEOH 8VHUVDUHQRWDXWRPDWLFDOO\JUDQWHG UHDG RU ZULW
RSWLRQ SURYLGHV QR UHDO VHFXULW\EHFDXVH VKDUHVY WKDW DUH QRW YLVLE
FHVVHG Z8 M&K DW K

-IVRPH40HV RQDVKDUHG SRRO VKRXOG EH KLGGHQYHHNGRLADMHOWAHHRXWIE@® H WR X\
LDU\3DUDRHWGE UMH VIQWBPHMRREBWHI/RQ DQG VRPH H[DPSOHVY FD/PEHRXQG LQ \
PDQXDO SRWMWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ VPE FRQI

6DPED GLVDEOHV 17/0Y DXWKHQWLFDWLRQ E\GHIDXOW IRUVHFXULW\ 6WDQGDUG
FRQ4IJXUDWLRQV RIODWHU FOLHQWY OLNH :LQGRZV ZLOO QRW EFXHOH WR.ERQQH
DQFHIRU 17/0Y DQG /0 QHWZRUN RWWISNQ WIXFSBIRIURM PLFURVRIW FRP HQ XV KHOS
JXLGDQFH IRU QWOPY DQG OP QHWZRUN DXWKHQWLFDWLRQ KDV LQIRUPDWLRQ I
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HOQDEOH 17/0Y RQWKRVHFOLHQWY —-1FKDQJLQJWKHFOLHQW FRQ4JXUDWLRQLVQ
HQDEOHG E\ VHOHHF WY QQUXRMBENM L R6H UQILFaOMh i &RQ4JXUH

7TDEOH SURYLGHVDQRYHUYLHZRIWKHDYDLODEOH 9)6 REMHEWYR &6 &/IXQUHRWR UH\
GHOHWLQJ LWHORIFWBEPQ RIMREMAURDYE RI WKH VKDUH 6RPHREMHFWY QHHG DGGL
UDWLRQ DIWHU WKH\DUK\DGBMGBE GHIHB WROWSVYHVZZZ VDPED RUJ VDPED GRFV ROC
+2:72 9)6 KWPO DQIGBRKHQ SIKWWSV zZzZzZ VDPED RUJ VDPED GRFV FXUUHQW PDQ
GHWDLOV

k8y
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VFRQQHFWV GL
HV DQG 40H
V FKPRGV WR V\VOR

7DEOH $YDLODEOH 9)6 2EMHFWV

9DOXH "HVFULSWLRQ ‘
DXGLW /RIVKDUHDFFHVV FRQQHFWV GL
UHFWRU\RSHQV FUHDWHV UHPRY

RSHQV FORVHV UHQDPHV XQOLQN

FDWLD ~PSURYHODFLQWHURSHUDELOLW

DFWHUV WKDW DUH XQVXSSRUWHG

FURVVUHQDRP}

H$OORZVHUYHU VLGH UHQDPH RSHU
VRXUFH DQG WDUJHW DUH RQ GL+H
5HTXLUHG IRUWKH UHF\FOHELQ W
ERXQGDULHV $XWRPDW L KPOROUW G
F\FOHL%IHQDEOHG

GLUVRUW 6RUW GLUHFWRU\HQWULHYVY DOSKHI
LQJWKHP WR WKHFOLHQW
IUXLW (QKDQFH PDF26 VXSSRUW E\ SURYL

$$3/ H{IWHQVLRQ DQG 1HWDWDON L
WRPDWLFD®0WA®PS\E Y H D P VB KMWWMH
W KZAD U Q LSDJI H EHORZ

IXOOBDXGLW

5HFRUG VHOHFWHG FOLHQW RSHU
ORJ

L[QDV

—PSURYHV $&/ FRPSDWLELOLW\ ZL
'26 DWWULEXWHV DV 40H 5DJV RS
VHQVLWLYLW\WR LPSURYH SHUIR
8VHU 4XRWD $GPLSDYKM UDWRR:LQ
GRZV (QDEOHG E\ GHIBXOMD LAHMH
HWIBWW DYDLODHQEBVZLWK
8VHUVSDFH 4XRWD 6 HWWLQJV
L[QDV EDV HBXWHHM YV ORW® X V H
RQ HYHU\ XVHU WKDW FRQQHFV
DPSOH OBT CBTF@VTFS@RVPU
VHWV WKH TXRWD WR
L[QDV ]IVBTXRW DIBRHDEDHYH/X S
IRUXVHUVSDFH TXRWDWMU XHKRL
RYDOVHIDXOM KH[DPS QN
OBT [GT@RVPUB@FOBCMFE
+RPH 'DWDVHW 6HWWLQJV
L[QDV FKRZQBKRPHEIHY WKH R
RID FUHDWHG KRPH GDWDVHW
DXWKHQWLFD\WGIBVX MM B D XW R E
PXVW EH VHM BIRR L F H Y DXGH
)DOVHDPSAONOBT DIPXO@IPNFE
5SVF
L[QDV KRPHGLVYBWYRDVIDXRW D R
QHZ =)6 GDWD[QHDWV]IVBDXWR B i
PXVW EH VHIX W BP S QN
OBT IPNFEJS@RVPUBHWV(WKH
WR *L%
L[QDV ]IVBDXW RBKRPMBY QH Z
GDWDVHWV IRU XVHUV FRQQHHR
VKDUHV LQVWHDG RI IROGHUYW
RYDOVHIDXOWQVHDP S AN
OBT [GT@BVUP@IPNFEJS

'BM

E\WUDQVODWLQJF
E\:LQGRZV
UDWLRQV HYHQ LI
UHQW SK\VLFDO GHY
RZRUNDFURVV GDW
5BHG ZKHQ

)EHWLFDOO\EHIRUH
GLQJWKH 60%
QWHURSHUDELOLW\
B

DWLRQV WR WKH V\V\
WK :LQGRZV VWRUH)
WLPL]JHV VKDUH FDVF
UPDQFH DQG HQDEO
DDO P

UTXRWD

VV WR WKH VKDUH
B (

([

SRUW
FHVY DUH

5SVF

ZQHU
WR WKH FXUUHQWO\
KRPHGLU

JS

Q
RPHGLU

TXRWD

:)6

WLQJ WR KRPH
&KRLFHV DUH

TF

PHGLDBKDUPH

RGOORZSYLGHGLWLQIZRUNVWDWL
GULYH

RQV WR VKDUH D QH\

QRDFO

'LVDEOH 17 $&/ VXSSRUW —-1DQ H[W
$&/1VSUHVHQW I Q WKHVKDUH ER

VHQGHG
NQHEWLRQ

SDWK DOODFFHVV WR WKLV VKDU
QLHG KH@MWKH RQO\DWWULEXWH
KWWSVY 777 RUHI OO\ ERP RSHO

HZLOO EH B&R

FRRN VDPED ERRN F
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:DUQLQ%H FDUHIXO ZKHQ XVLQJ PXOWLSOH60% VKDUHYV IVRIPW Z2&VKODLGIQ@ WK RHHZJIRW
WLDWH60% $$3/ SURWRFRO H[WHQVLRQV RQ WKH4UVW FRQQHFWLRQ WR WKH VHU
IUXLW ZLOO JOREDOO\GLVDEOH $$3/ LI WKH4UVW FRQQHFWLRQ RFFXUV ZLWKRXW
WR GLVFRQQHFW IURPDOO 60% VKDUHV DQG WKH4UVW UHFRQQHFWLRQ WR WKH VI

7KHVH 9)6 REMHFWVY GR QRW DSSHDU LQ WKH GURS GRZQ PHQX

UHF\FPRYHY GHOHWHG 40HV WR WKH UHF\FOH GLUHFWR U\ L Q\$WR{\DVG RH B\FOHW L
% LIQQ WEKOM6 VKD UH RSD/IHRQV

&UHDWLQJRUHGLWLQJDQ 60% VKDWHLRQ D@ PMFDIWVHW. RDWKIBO /LVW $&/
KWWSV 7Z27ZZ L[V\VWHPV FRP FRPPXQLW\ WKUHDGYV PHWKRGV IRU 4QH WXQLQJ V|
FRQ4JXUH WXDUJ#&/ IRUWKHGDWDVHW

7RYLHZDOODFWLYHG60% FRQQHFWNRQV BDWQEGWHMHHIBD HOQWHWI R ORJ PRUH GHWDLOV
FOLHQWYV WKDW DUH DWWHPSWLQJ WR DXW K H 6MULY¥DBENR\SRVL. @ @ ¥ % \p IEEDUSHE \R B M Q W K
BVUI@BVEJWR VWKHLOLDU\ 3DUDPHWHUYV

RjX8XR *QM};m BM; IM mi?2MiB+ i2/ ++2bb

60% VXSSRUWV JXHVW ORJLQV PHDQLQJWKDW XVHUV FDQ DFFHVV WKH 60% VKDUH
RUSDVVZRUG 7KLV W\SHRIVKDUHLV FRQYHQLHQW DV LWLV HDV\WR FRQ4JXUH HI
XVHUV WR EH FRQ4JXUHG RQ\WWHBUHKIUG B \SH RI FRQ4JXUDWLRQLVDOVR WKH OHD
WKH QHWZRUN FDQ DFFHVV WKH FRQWHQWV RI WKH VKDUH $GGLWLRQDOO\ VLQFH
XVHULQSXWV D XVHUQDPH RU SDVVZRUG WKHUH LV QR ZD\WR GL*HUHQWLDWH ZKL
RQWKHVKDUH 7KLV W\SHRIFRQ4JXUDWLRQLV EHVWVXLWHGIRUVPDOO QHWZRUN
LVPRUHLPSRUWDQW WKDQ WKH VHFXULW\RIWKHGDWD RQ WKH VKDUH

IRWHLQGRZV 'LQGRZV 6HUYHU YHUVLRQ DQG:LQGRZV 6HUYHU GLVDEC
5HDG WKHURVRIW VHFXKWW&IWRWYKSSRUW PLFURVRIW FRP HQ KN KHOS JXH\
GLVDEOHG E\ GHIDXOW LQ ZLQGRZV DQG ZLQGRZV VHU IRUGHWDLOV DERXW VF
DFFHVVDQG LQVWUXFWLRQVWR UH HQDEOH JXHVW ORJLQV RQ WKHVHOLFURVRIW

7RFRQ4JXUH DQ XQDXWKHQWLFDWHG 60% VKDUH
*R WK DUILQIQGRZV 60% BRD U\ FN
J)LOO RXW WKH WKH 4HQGX¥ WD VKRZQ LQ
(QDE$XHORZ *XHVW $FFHVV
3UH&S/9 (

I1RWHIDGDWDVHW IRUWKH VKDUH KDV Q BW EHMHY' B UWHDRIMHHWGE WHRIHQGVRXW PRUH DER
GDWDVHW FUHDWLRQ

k 8k
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)LJ &UHDWLQIJDQ 8QDXWKHQWLFDWHG 60% 6KDUH

7TKHQHZ VKDUH D$&EBDURL@QGRZYV 60% 6KDUHYV

%\ GHIDXOW XVHUV WKDW DFFHVV WKH VKDUHIURP DQ 60% FOLHQW ZLOO QRW EH S|
HI[DPSOH WRDFFHVV WKH VKDUHIURP D :LQGRZV V\VWHIRV REBUIQN KSORHY B R DAHE BA/NT
WHP QDPRHHG1$PSSHDUV ZLWK D VKDGM QDK XVHU FDQ FRS\GDWD WR DQG IURP WKI|

7KHJIJXHVW DFFRXQW FDQ EH FKD GHUYEFRPRSWQRWKID QG VHOHFWLQJ D GL*HUHQW
WKHKHVW $FERRGWRZQ

TKHIXHVWDFFRXQW FDRFPOVR KBYMDR GOIWU\ MKDW JRYHUQV WKH SHUPLVVLRQ
DFFRXQWWRDFFHVV WKH GL*HUHQW SRROVDQG GDWDVHWY RQ WKH VI\VWHP 7R FK
WKH GDWDVHW $FFHVV &RQWURO /LVW $&/ :BEQGH/\BY RQIGXY HIHMPVE R WKW DIFFRXQW
IRUJXHVW DREREBWGHIDXOW 7KH $&(FDQ WKHQ EHDGMXVWHG WR GH4QH WKH DFFt
VHVVLRQ¥&BBIMHQ D JH PSDIW IRUPRUHGHWDLOV DERXWHDFKDYDLODEOH VHWWLC

&KDQJIJLQIJWKH *XHVW $FFRXQW SHUPLVVLRQV ZLOO QRW JUDQW DFFHVV IRUDQRQ\
E\FUHDWLQJRU F&F8ZR MK WKH GDWDVHW $&/ 1RWH WKDW DQRQ\PRXV VHVVLR
JXHVW6-"LQ WKH VHFXULW\WRNHQ

RjX8Xk *QM};m"BM; mi?2MiB+ i2/ ++2bb gqBi? GQ+ H1b2 b

ORVW FRQ4JXUDWLRQ VFHQDULRV UHTXLUH HDFK XVHU WR KDYH WKHLU RZQ XVHU D
FHVVLQJ WKH VKDUH 7KLV DOORZV WKHDGPLQLVWUDWRUWRFRQWURODFFHVV WF
WKDW GDWD DQG WR GHWHUPLQH ZKR DFFHVVHV DQG PRGL4HV VWRUHG GDWD $:L
IRUDXWKHQWLFDWHG 60% VKDUHYV ZKLFK PHDQV WKDW DGGLWLRQDO OLFHQVLQJF
WKHUHLVY QR GRPDLQ FRQWUROOHU WR SURYLGH DXWKHQWLFDWLRQ IRUWKH QHWZ

k8j
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WKH )UHHI$SBWHP 7KLV W\SH RIFRQ4JXUDWLRQ VFHQDULR LV RIWHQ XVHG LQ KRPH
VFDOH ZHOO LI PDQ\ XVHU DFFRXQWV DUH QHHGHG

TR FRQ4JXUHDXWKHQWLFDWHG DFFHVV IRUIDQ %$®PaJWK D UR U LDO/ANWWKH BWAHXOVHU DFF
JUHHTP$6R WBBFFRX QWM XBQG FOLFRVH D GHVFULSWLYH QDPH INRRID/B KHDITUNRCXS \OTLANSHT

&RQ4JXUH WKH 60% VKDUH GDWDVHW ZLWK SHUPLVNURQW LRU W IQIHE QEHPZAJ\RNKEBW : K H
WKEKDUH TWBOI%$IWHU WKH GDWDVHW LV FUH DM E VR SHRQ W K RIDIWDW DAY G DG G D
QHZ HQWUNKRBWRURXBQG VHOHFW WKH 60 % *<JURXSE. QREHWIKOH Q J WKH S HSDPIH/ VL RRY
WKH 60% JURXSHBBONUV RI WKEDIJHRXQRZ KDYHDFFHVV WR WKH GDWDVHW

yLJ 'H4QLQJ3HUPLVVLRQVIRUD *URXS

'"HWHUPLQH ZKLFK XVHUV QHHG DXWKHQWLFD WH 6DV R VA WERDNRKHD G0N DY IHWSDB Q G
-WLVUHFRPPHQGHG WR XVH WKH VDPH XVHUQDPHDQG SDVVZRUG IURP WKH FOLHQ
XVHU DFFRXQW $GG WKH 68%[1ORRE VORRMWS&XULQIJ DFFRXQW FUHDWLRQ

JLODOONDWH WKH 69DJJWKDUDNH VDOMIWISRLOQWHG WR WKH GDWDVHW WKDW KDV G
IRUWKHG60% JURXS DQ@NSRDMW WKWHUYLFH LV DFWLYH

THYVWLQJ WKHG6KDUH

7TKHDXWKHQWLFDWHG VKDUH FDQ EHWHVWHG IURPDQ\60% FOLHQW )RUH[DPSOH
'LQGRZV VA\VWHP ZLWK QHWZRUN GLVFRYHU\ HQ D E QHGV Z83HNQ H V6 DRRWNH G IDUFR F 8 UK N\
DEOHG RSHQ ([SORUHWDWOPDNGWRMWBGEGGUHVVEBUILVZWHKHKHH3 DGGUHVV RUKRVWQDPH RI
VI\VWHP 7KLV H[DPSOH VKRZV P5V{V#BHWRQ DPHKD U@ BEBWIGD UH

$IWHU FOLFRBRWVKD UHQGRZV 6HFXULW\GLDORJ SURPSWV IRUWKH XVHUQDPHDQG SD
DWHG X¥IPERVKBUMHHU DXWKHQWLFDWLQJ WKH XVHU FDQ FRS\GDWD WR DQG IURP WK
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ODS WKH VKDUHDV D QHWZRUN GULYHWR SUHYHQW :LQGRZV ([SORUHU IURP KDQJLC
FOLFN WKH VKD U 8IIDSQGHWHORAFNEK R RNHH D GULYH OHWWHU IURP WKH GUMRAE GBRRZQ PHQ

':LQGRZV FDFKHVY XVHUDFFRXQW FUHGHQWLDOV ZLWK WKH DXWKHQWLFDWHG VKDU
DVKDUH HYHQ ZKHQ WKH FRUUHFW XVHUQDPHDQG SDVVZRUG DUH SURYLGHG /RJJ
7TKHDXWKHQWLFDWLRQ GLDORJUHDSSHDUV WKH QH[W WLPH WKH XVHU FRQQHFWYV

RjX8Xj Ib2  ZmQi /KBMBbi® iBQM

JLOH ([SORUHU FDQ PDQDJH TXRWDV RQ 60% VWD Y H VLRBQFOMHRRW M 8 WRHDQ % RWK WKH "

DQG GDWDVHW EHLQJ VKDUHG PXVW EH FRQ4JXUHG WR DOORZ WKLV IHDWXUH
&UHDWHDQ DXWKHQWLEBWBIDOVBEPEWEZFRWK WKH XVHU DQG 2D@MN B \QKILRH LQ
(GLW WKH 60% VKD UMDGFGWIGGO L VW R) 6VHOHFBWHIG

-Q:LQGRZV ([SORUHU FRQQHFWWRDQG PDS WKHVKDUH ZLWK D ERRNBJDFFRXQYV
BENJOQURXS ZKRWDINVE EHFRPHV DFWLYH

RjX8X9 *QM};m BM; a? /Qr *QTB2b

6KDGRZ &REMHWSY HQ ZLNLSHGLD RUJ ZLNL 6KDGRZBFRS\ DOVR NQRZQDV WKH
966 RU3UHYLRXV9HUVLRQV LVDOLFURVRIWVHUYLFHIRUFUHDWLQJYROXPHVQL
UHVWRUH SUHYLRXV YHUVLRQV RI 40HV IURP ZLWKLQ :LQGRZV ([SORUHU 6KDGRZ &
:LQGRZV 'LQGRZV ;3 RU XVHUV QHHOWR I Q R W/\DROV WEW 2Z2Z PLFURVRIW FRP H(
XV GRZQORDG GHWDLOV DVS["GLVSOD\ODQJ HQ LG

:KHQ D SHULRGLFVQDSVKRW WDVN LV FUHDWHG RQ D =)6 SRRO WK BW MVLFRXWRUH G
PDWLFDOO\FRQ4JXUHG WR VXSSRUW VKDGRZ FRSLHV

%HIRUH XVLQJ VKDGRZ FRSIPHERZ DWEB YHHH WKkH IROORZLQJFDYHDWYV

-l WKH:LQGRZV VAIVWHP LV QRW IXOO\ SDWFKHG WR WKH ODWHVW VHUYLFH SDFI
YLRXV YHUVLRQVRI4OHVWR UHVWRUHDUH YLVLEOH XVH:LQGRZV 8SGDWH WR

6KDGRZ FRS\VXSSRUW RQO\ZRUNV IRU =)6 SRROV RUGDWDVHWY 7KLV PHDQVV
XUHG RQ D SRRORUGDWDVHW QRWRQDGLUHFWRU\

'DWDVHWV DUH 40HV\VWHPV DQG VKDGRZFRSLHVYFDQQRW WUDYHUVH 40HV\VW
FKLOG GDWDVHWY FUHDWH VHSDUDWH VKDUHV IRU WKHP

6KDGRZFRSLHV ZLOO QRW ZRUN ZLWK D PDQXDO VQDSVKRW &UHDWLQJD SHUL|
GDWDVHW EHLQJ VKDUHG E\60% RUD UHFXUVLYH WDVNIRUD SDUHQW GDWDVHYV

7KH SHULRGLF VQDSVKRW WDVN VKRXOG EH FUHDWHG D QB IRW KHIDW WOR QWHKWQ D §
60% VKDUH -1WKHG60% VKDUH ZDV FUHDWHG 4UVWWUYHNMADUW WKH 60% VHUYLFL!

$SSURSULDWH SHUPLVVLRQV PXVW EHFRQ4JXUHG RQ WKH SRRO RUGDWDVHW E

8VHUV FDQQRW GHOHWH VKDGRZ FRSLHV RQ WKH :LQGRZV VIVWHP GXH WR WKH .
PLQLVWUDWRU FDQ UHPRYH VQDSWKRVWWIQWRRWRHAHUAHKH RO\ ZD\ WR GLVDEOH
FRPSOHWHO\LV WR UHPRYH WKH SHULRGLF VQDSVKRW WDVN DQG GHOHWH DOO

7TRFRQ4JXUH VKDGRZ FRS\VXSSRUW X&RQM K K WIQQVMBUNFWHLLRQIVFIDQVH G $FFHVV : LWK
SDJH WR FUHDWH WKH GHVLUHG QXPEHU RI VKDUHYV

7TRHQDEOH VKDGRZ FRS L@V EBPKHFANW REAVRE LYY ZKHQ RFURHDWKLEGDHDKD

RjXe *2 iBM; mi?2MiB+ i2/ M/ hBK2 J +?BM2 a? 2b

PDF26 LQFOXGHNHMIOH- KKQYMVSY VXSSRUW DSSOH FRP HQ XV +7 IHDWXUH ZKL
PDWLF EDFNXSV’ YXBBR$ONYV 7LPH ODFKLQH EPEMEBYHRU EDRMBIS D JH VKDUHYV

k88



6°22L a RRXj@I18 Ib2° :mB/2- _2H2 b2 RRX]

7KH

SURFHVVIRUFUHDWLQJDQ DXWKHQWLFDWHG VKDUH IRUD XVHU LV WKH VDPHL

XVHU
&UHDWH 7LPHODFKLQH RUDXWKHQWA EDWBFNWDUHY RQ D

&KDQJH SHUPLVVLRQV RQ WKH QHZ6GIRWDE R WEW DRHIFW WRH G YW DSW WRIGKDLGFINH
SHUPLVVLRQV

(QWHU WKHVH VHWWLQJV

8VHBVH WKH GURS GRZQ WR VHOHFW WKH GHVLUHG XVHUDFFRXQW -t WKH XVH
VI\VWHP FUHDW HRRRXDBAK UBVH KV H $\D J H IRUPRUH LQIRUPDWLRQ

*URXSHOHFW WKH GHVLUHG JURXS QDPH —-IWKHJURXS GRHVWR®W W BN W QRH
ZLWBKFRXQWMXSBHHURX SWJIH IRUPRUHLQIRUPDWLRQ

& O 16819 (

&UHDWH WKHDXWKHQWLFDWHG RU7LPHODFKLQH VKDUH

*RWBKDULQUQGRZV 60% BRWBOUNGBSOH $)3 PIQBUHM FESSCGHSUHFDWHG WKH
$)3 SURWEKMWRMSY VXSSRUW DSSOH FRP HQ XV +7 DQGUHFRPPHQGYV XVLQ

%URZWRIWKH GDWDVHW FUHDWHG IRUWKH VKDUH
'KHQ FUHDWLQJ D 7LPH 0DFKL @HPWKOLAR BHRY K H
)LOO RXW WKH RWKHU UHTXLUHG 4HOGYV

& O L6FSI9 (

:KHQ FUHDWLQJ PXOWLSOH DXWKHQWLFDWHG RU7LPH ODFKLQH MKIXUHY UHSHDW V
VKRZV FUHDWLQJ D 7LPH 0 DKLU HIFKIOAM B3 6 KDUHYV

yLJ &UHDWLQJDQ $XWKHQWLFDWHG RU7LPHODFKLQH 6KDUF

k8e
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&RQ4IXULQJD TXRWD IRUHDFK7LPHODFKLQH VKDUH KHOSVY SUHYHQW EDFNXSV IUF
JUHH1P$W\VWHP 7LPHODFKLQH ZDLWV WZRPLQXWHV EHIRUHFUHDWLQJD IXOO EDFN
GDLO\ ZHHNO\ DQG PROQM{KIREGHWNWIEDFNXSY DUH GHOHWHG ZKHQ D 7LPH ODFKLQF
PDNHVXUH WKDW WKH TXRWD VL]HLVY ODUJH HQRXJK WR KROGRW{H W KU IWJIH G HIDXBR
LOQVWDOODWLRQRIPDF26 LV RYHU *L%

&RQ4JXUH D JOREDO TXRWD XV L QIHWKHSLQ\PWWOFWLRQVRQPXOWLSOH PDFKLQHV ZL
6W\OH 4XRKWW\SYV [IRUXPV IUHHQDV RUJ LQGH[ SKS"WKUHDGV KRZ WR VHW XS WL
ZLWK RV[ VHUYHU VW\OH TXRWDYV RUFUHDWHLQGLYLGXDO VKDUH TXRWDV

RjXeXR az2iiBM; aJ" M/ 6S a? '2ZmQi b

60% 4XRWD

*R WRKDUILQUQGRZV 60% GCIHFBWLRQV RQ WKH 7LPH 0D F(3IQ&HOWSHENCHY PH)G O R G H
DQG HQWHWBDUXKWWSY ZZZ VDPED RUJ VDPED GRFV FXUUHQW PDQ KWPO YIVBIU
$X[LOLDU\ 3D UMLPHHVWOBBKLQH TXRWIBWAVHWMKF NBDIJOF NBXYUDPIRWHU )RU H[DPSOH
VHW D TXRWDLBH QWY JU UJNF NBDIJOF NBY TJ[F (

$)3 4XRWD

*RWEKDUILGBSOH $)3 6KOYHMSWLRQV RQ WKH 7LPH 0D FKEIQAHOWKDH H[DRSOH VKRZQ
LQLIXUH WKH7LPHODFKLQH VKHEOFIN@BBNQRNIHU D YD OXIPIHQOWRKKLQH HRBWDQ G
FOLGRM (-Q WKLY H[DPSOH WKH 7LPHODFKLQH VKDUH LV UHVWULFWHG WR *L %

)LJ 6HWWLQJDQ $)3 6KDUH 4XRWD

ksd
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RjXeXk *HB2Mi hBK2 J +?BM2 *QM};m iBQM

1RWHKH H[DPSOH VKRZQ KHUH LV LQWHQGHG WR VKRZ WKH JHQWKDWHSIUR FIHRH (R D (
FKLQH 7KH H[DPSOHPLJKW QRW UH5HFW WKH H[DFW SURFHVV WR FRQ4JXUH 7LPH 0
6HH WBKSEEOH GRFXPH EWMMBVRQVXSSRUW DSSOH FRP HQ XV +7 IRUGHWDLOHG 7
WLRQ LQVWUXFWLRQV

7RFRQ4JXUH 7LPH ODFKLQH RQ WK H G\ M\2H FF ®UL H W HIRF\E B F KLQG! FDLIFQNWKH OHIW
SDQHO

)LJ &RQ4IXULQJ7LPHODFKLQHRQ PDF26

&OLGFHNOHFWLQWNKH ULJKW SDQHO WR 4/QBWHFPHZ)IWHK WH6H VKDUH +LJKOLJEAKWMAWKH VKI
%DFNXS $ VRQQHFWLRQ GLDORJ SURPSWV WR\O/RVMHR) WR WKH )UHH1$6

-bJNF .BDIJOF DPVME OPU DPNQMFUF UIF CBDLVQ 5IF CBDLVQ EJTL JNBHF DPV
FSSPS LVVKRZQ ZKHQ EDFNLQJ XSMWR WXHP) UHHWIBEVHEXQGOHLPDJH PXVWEHFU
WKHVH LQVWKWNMWSVR QWRPPXQLW\ QHWJHDU FRP W 6WRUD /HIJDF\ 6ROXWLRQ WR
FRPSOHWH WKH EDFNXS WG S

-bJNF .BDIJOF DPNQMFUFE B WFSJGJDBUJPO PG ZPVS CBDLVQT 5P JNQSPWF SF
5JNF .BDIJOF NVTU DSFBUF B OFX CBOMWWKEBPG FRVORZ WKH WEVWEBRFWLRQV LQ
KWWS 7zZZZ JDUWK RUJ DUFKLYHYV 4] WLPH PDFKLQH VSDUVHEXQGOH (
DYRLG PDNLQJDQRWKHU EDFNXS RUORVLQJSDVWEDFNXSV
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al oA*la

6HUYLFHV WKDW VKLSDQUWRRBRQHUBHABBEG VWDUWHEBURUMWRBENEQRGHY WKHVH EXLO
VHUYLFHYV

$)3 SDJH
"\QDPLF '1$DJH
)73 SDJH
L6&6SDJIH
//'3 SDJH
1)6 SDJH
5V\QSDJH

6 SDJH

6 0% 5SDJH
60%SDJH
6103 SDJH
66+SDJH
7)73SDJH
836 SDJH
"HE'$9SDJH

7KLV VHFWLRQ GHPRQVWUDWR VY MWDLPMLII® WKHHIMBLODEOH FRQ4JXUDWLRQ RSW
VHUYLFH

ROXR *QM};m 2 a2 pB+2b

TKBHUYBSPHIW VKRZIQXQH OLVWVYV DOO VHUYLFHV 7KHOLVWKDV RSWLRQV WR DFWL
WRBWDUW $XW RORDWVRDHOPROERRW DQG FRQ4JXUH D VHUYLFH 7KH6 0 $5 7 VHUYLFH |
UXQV LIWKHVWRUDJH GHOY BFHY VOKBBWEW HQ ZLNLSHGLD RUJ ZLNL 6 0 $ 5 7 2W
IDXOWWRWLO VWDUWHG

k8N
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)LJ &RQ4IJXUH 6HUYLFHYV

6WRSSHG VHUYLFHV VKRZ WKH VOLGLQJEXWWRQRQ WKHOHIW $FWLYHVHUYLFHV"'
VOLGHU WR VWDUW RUVWRSD VHUYLFH 6WRSSLQJD VHUYLFH VKRZV D FRQ4UPDWL

7LS8VLQJD SUR[\VHUYHU FDQ SUHYHQW WKHOLVW RIVHUYLFHVIURP EHLQJGLVSO
FRQ4JXUH LW WR SUR[\ORFDO QHWZRUN RU ZHEVRFNHW FRQQHFWLRQV 931 VRIWZI
VHUYLFHV LV GLVSOD\HG ZKHQ FRQQHFWLQJRQ WKHORFDO QHWZRUN EXW QRW ZK¥F
931 VRIWZDUH FRQ4JXUDWLRQ

6HUYLFHV DUH FRQ4IJXUH&GREQFDILFMLQJ

—-IDVHUYLFH GRHV QRWVWWBGWDDBERRHQBERAFRQVROH RHRWOQADRGIN PHVVDJHV DSSFH
DWWKHERWWRP RI WKHEURZVHU &OLFNLQJWKHFRQVROHPHVVDJHDUHD PDNHV 1L
WKURXJK RUFRS\LQJ WKHPHVVDJHVY :DWFKWKHVH PHVVDJHV IRUHUURUV ZKHQ VW
VHUYLFH

7RUHDG WKH VA\VWHP ORJV IRUPRUH LQIRUPDW L REXDIBSPOXW D VB QGNPISHD VXS H RS
MPH NFTTBHFT

R9Xk 6S

7KH VHWWLQJV WKDW DUH FRQ4JXUHG ZKHQ FUHDWLQJ $)3 VKDUHV LQ DUH VSHFL4F
VKDUH LV FUHDWHG E6®D YILIRBEIOH MR G FOISFN E@IFRQWUDVW JOREDO VHWWLQJV
DOO $)3 VKDUHV DUH BRQ¥ILRHKBGE&RQ4JIXUH

key
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JLIXUH VKRZV WKH DYDLODEOH JOREDO $)3 FRQ4JXUDWLRTQOE®SWLRQV ZKLFK DUH Gt

yLJ *OREDO $)3 &RQ4JXUDWLRQ

7TDEOH *OREDO $)3 &RQ4JXUDWLRQ 2SWLRQV

9DOXH ‘ 'HVFULSWLRQ
RGQUWS GRZQPHBKOHFWDQDFFRXQW WR XVHIRUJXHVWDFFHYV 7KHD
SHUPLVVLRQV WR WKH SRRO RUGDWDVHW EHLQJ VKDU

| BHWWLQJ
*XHVW $FF

*XHVW $SFFH¥XHFNER] “THQDEOHG FOLHQWV DUH QRW SURPSWHG WR DXWKH
$)3 VKDUHV

0D[ &RQQHFLQWHJHU OD[LPXP QXPEHU RIVLPXOWDQHRXV FRQQHFWLRQV SH!

WLRQV 7KH GHIDXOW OLPLW LV

"DWDEDVH BEWRZVH EXWWREHWY WKH GDWDEDVH LQIRUPDWLRQ WR EH VWRUHG LQ

URRW RIWKH SRRO 7KH SDWK PXVWEHZULWDEOHHYH

RQO\

&KPRG 5H GURS GRZQ PH@®KW KRZ $&/V DUH KD Q G O H&J GQRIRHFHRARBUHPIS O H
TXHVW
0DS $&/V GURS GRZQ PH@XRRVHPDSSLQJRIH*HFWLYH SHUPLVVLRQV IRU DXWK

5LIKWMIDXOW 8QL[ VW\OHBEMRLY VIRRQN
6SHFLI\WKH-3DGGUHVVHV WR OLVWHQ IRU)7BFRQQH
VLUHG -3 DGGUHVVHV LQ WKH O %W \W GVRQDNMEHEINIK-HPVW R W

%LQG —QWH WIIDGHNWWLRQ

*OREDO DX
SDUDPHWH

[DMOLDILUQ J
uv

$GGLWDR®PBQKWWSY ZZZ IUHHEVG RUJ FJL

PDQ FJI

SDUDPHWHUV QRW FRYHUHG HOVHZKHUH LQ WKLV VFUl

keR
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ROXKXR h"Qm#H2b?QQiBM; 6S

&KHFNIRU HUURU P MAB\SDNIIPW LBRIGQ MPH
'"HWHUPLQH ZKLFK XVHUV DUH FRQQHFWHGBGCRVDRIE VKDUH E\ W\SLQJ

-BRPHWKLQJ ZURQJZLWK WKHWYRRRPA VXOQ-WKALV FRKPMBOGHURP UHSODFLQJ WKH S
WR WKH SUREOHPDWLF $)3 VKDUH

ECE SG QBUI UP TIBSF

7KLV FRPPDQG FDQ WDNH VRPH WLPH GHSHQGLQJ XSRQ WKH VL]HRIWKH SRRO RU G
GDWDEDVHLV ZLSHGDQG UHEXLOW IURP WKH &1-'VVWRUHG LQ WKH $SSOH'RXEOQOH ¢

R9Xj .vM KB+ .La

‘\QDPLF '16 '"'16 LV XVHIXO LI MWKNWMHPHUIMERQQHFWHG WR DQ -63 WKDW SHULRGLFD
GUHVV RI WKH VA\VWHP :LWK G\QDPLF'16 WKHV\VWHP FDQ DXWRPDWLFDOO\DVVRF
PDLQ QDPH DOORZLQJDFFHYVVWR/WRHYBQHUSBKH -3 DGGUHVYV FKDQJHV ''16 UHTXI|
ZLWKD '""16 VHUYLFHQYXBEKKWWSY G\Q FRP GQV

JLIXUH VKRZV WKH '""16 FRQ4JXUDW LRXEOHUWHRPDQGIHY WKH FRQ4JXUDWLRQ RSWLF
XHVIRUWKHVH4HOGV DUH SURYLGHG E\WKH ""16 SURYLGHU $IWHU FRQ4JXULQJ"'1
YLFHOHQ YLFMQDPLF '16

)LJ &RQ4JXULQJ'"'16

k ek
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7TDEOH ""16 &RQ4IXUDWLRQ 2SWLRQV

‘ 6HWWLQJ 9DOXH ‘ '"HVFULSWLRQ
JURYLGHU| GURS GRZQ PH@KYHUDO SURYLGHUV DUH VXSSRUWHG —-IDVSHFL4F S
VHOBRWWRP 3URGGGHHWHU WKH LQIR&RDWR R @ H. Q YWHKIH
DQ&XVWRP 8BWKV

&KHFN-3 6 HEXHENER[ 8VH +7736 IRUWKH FRQ Q& KkMHNR-(BWR WK
66/
&KHFN-3 6 HWYWHJILQJ 1DPHDQG SRUWRIWKHVHUYHU WKDW UHSRUWYV WKH H

H[IDPSOH HOWHDILIJ EZOEOT XS/HHVQ -3 GHWHHRWLRQ
KWwWSV KHOS G\Q FRP UHPRWH DFFHVV DSl FKHFENL
WKHUHPRWH VRFENHW -3 DGGUHVV

&KHFN-3 3DWWULQJ SDWK WRKHFEN-3 6 HRWYHDPQRH S KRRWBHFN-3
6HUWRHEZOBNJD [POFFEDRQBRNFN-3R3IMWKDLJQ
IUNM

66/ FKHENER] 8VH +7736 IRUWKHFRQQHFWLRQ WR WKH VHUYHU WKD\
UHFRUG

&EXVWRP 6 HUWWULQJ ""16 VHUYHU QDPH )RUNHPMECBS®HEZOEWHRERMWHYV D
VHUYHU VLPLODU WR G\QGQV RUJ

&EXVWRP 3IDWWULQJ '"'16 VHUYHU SDWK 3DWK V\QWD[ YDULHV E\SURYLGHU

EHREWDLQHG IURP WKDW SURW.GHEBUFRU H[DRSOH
IPTUOBNA D VLPSOH SDWE&HRBUFRVBXPERXVEF
WRP 6HUXHUKRVWQDPH LV DXWRPDWLFDOO\D$SHQGHC
IDXOW ORUH H[DPSOHY BUHQLQRVK®PHQWDWLRQ
KWWSV JLWKXE FRP WURJORELW LQDG\Q FXVWRP G
"RPDLQ QDPWWULQJ YXOO\TXDOL4HG GRPDLQ QDPH RI WKH KRVW ZLWK WKH
6HSDUDWH PXOWLSOH GRPDLQV ZL\WK I NBDFRIORRPPD

(IDPS®MQDPH G\QGQV RUJ P\RWKHUQDPH G\QGQV

8VHUQDPH| VWULQJ 8VHUQDPHIRUORJILQJLQ WR WKHSURYLGHU PQG XSG
3DVVZRUG| VWULQJ 3DVVZRUG IRUORJIJLQIJLQWR WKH SURYLGHU DQG XSG
8SGDWH SHUWQRMGHJIHU +RZRIWHQ WKH-3LVFKHFNHGLQ VHFRQGYV

"KHQ XVLQJMV&FABURYLBEWHU WKH GRPDBQHWDPBRBWHQWHU WKH ''16 NH\JHQHUDWH
GRPDLQ V $ HQWU\ DWWWIBY KH QHW3DPNEYRWE IRU

R9X9 6hS

JUHHPP$$VHV WKRIWKWWS ZZZ SURIWSG RUJ )73 VHUYHU WR SURYLGH )73 VHUYLF
FRQ4IJXUHGDQG VWDUWHG FOLHQWYVY FDQ EURZVHDQG GRZQORDG GDWD XVLQJD Z
DGYDQWDJHRI)73 LV WKDW HDV\ WR XVHFURVYV SODWIRUP XWLOLWLHV DUHDYDLGOG
IURP WKH ) UPHHV$BHP 7KH GLVDGYDQWDJHRI )73 LV WKDW LWLV FRQVLGHUHG WR Et
LQJWKDWLWVKRXOG QRWEH XVHG WR WUDQVIHU VHQVLWLYHQ@OGHVSWLRBRQFHUQHC
SDJH

7KLV VHFWLRQ SURYLGHV DQ RYHUYLHZ RI WKH )73 FRQ4JXUDWLRQ RSWLRQV -W W
LQJDQRQ\PRXV )73 VSHFL4HG XVHUDFFHVV ZLWKLQ D FKURRW HQYLURQPHQW HQ
EOHVKRRWLQJWLSYV

JLIXUH VKRZV WKH FRQ4JXUDWG&RQWLFIEH @ RROU I XBRPH VHWWLQJV DUH R®O\DYDLO
9$1&(' 02' (7R VHH WKHVH VHWWLQJ¥ 98 L (K B2 EGUWAMRDKRIU FRQ4JXUH WKH VA\VWHP W
GLVSOD\WKHVH VHWWL QKR EDGH\UYEBG WHORSSNEL REGMIPHE\E Y DQFH G

kej
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)LJ

&RQ4JXULQJ)73

7TDEOH VXPPDUL]HV WKH DYDLODEOH RSWLRQV ZKHQ FRQ4JXULQJ WKH )73 VHUYHU

7DEOH )73 &RQ4IJXUDWLRQ 2SWLRQV
BHWWLQJ 9D O XH $GYDQF 'HVFULSWLRQ
B

3RUW LQWHJHU 6HW WKH SRUW WKH )73 VHUYLFH OLVWHQV RQ

&OLHQWYV LQWHJHU OD[LPXP QXPEHU RIVLPXOWDQHRXV FOLHQWYV

&RQQHFWLRQVLQWHJHU 6HW WKH PD[LPXP QXPEHU RIFRQQHFWLRQV SH
PHDQV XQOLPLWHG

/TRILQ SWWHPSWQWHJIHU (QWHU WKH PD[LPXP QXPEHU RIDWWHP$WV EHI|
LVGLVFRQQHFWHG -QFUHDVH WKLV LIXVHUV

7LPHRXW LOQWHJHU OD[LPXP FOLHQW LGOHWLPHLQ VHFRQGV EHIRL
FRQQHFWHG

$OORZ5RRW /RFK®FNER BHWWLQJ WKLV RSWLRQLV GLVFRXUDJHG DV LW
ULVN

$OORZ $QRQ\PREKHFENER $OORZDQRQ\PRXV )73 ORJLQV ZLWK DFEHVV WR

/IRJLQ VSHFL4HGIMWKK H

3DWK EURZVH EXW 6HW WKH URRW GLUHFWRU\IRUDQRQ\PRXV )73 |

WRQ

$OORZ /RFDO 8\VFKBIFNER $OORZDQ\ORFDO XVHUWR ORJLQ %\ GHIDXOW

/IRJLQ WKGEHUQURXS DUHDOORZHG WR ORJ LQ

"LVSOD\/RJLQ VWULQJ 6SHFLI\WKHPHVVDJH GLVSOD\HG WR ORFDO OR
DXWKHQWLFDWLRQ 1RW GLVSOD\HG WR DQRQ\

*QMIBMm2/ QM M2ti T ;

ke9



6°22L a RRXj@I18 Ib2° :mB/2- _2H2 b2
h #H2 R9Xj] +QMiBMm2/ 7 QK T'2pBQmb T ;2
6HWWLQJ 9DOXH $GYDQF 'HVFULSWLRQ
$OORZ7UDQV|HWKEHHFNER 6HW WR DOORZ )73 FOLHQWV WR UHVXPH LQWHU
VXPSWLRQ
$0ZD\V &KURRWKHFNER :KHQ VHW D ORFDO XVHU LV RQO\DOORZHG DFFt
GLUHFWRU\ ZKHQ WKH\ DU H DKHHIFORHKI$ R | WKH
3HUIRUPS5HYHURMMHFNER 6HW WR SHUIRUP UHYHUVH '16 ORRNXSV RQ FOL
'16 /IRRNXSV FDXVHORQJGHOD\VLIUHYHUVH '16 LV QRW FRQ
ODVTXHUDGHD®8WULQJ 3XEOLF -3 DGGUHVV RUKRVWQDPH 6HWLI)73F
GUHVV FRQQHFW WKURXJK D 1$7 GHYLFH
&GHUWL4FDWH| GURS GRZQ 6HOHFW WKH 66/ FHUWL4FDWH WR EH XVHG IRU 7
PHQX WLRQV BRWWRHRHUWLA¥F® WHNDWH D FHUWL4FDVW
7/6 1R &HUWL 4 FPKRMHFNER 6HW LIWKHFOLHQW FDQQRW FRQQHFW |DQG LW
S5HTXHVW FOLHQW LY QRW SURSHUO\KDQGOLQJVHUYHU F
JLOH 3HUPLVVILRIQHFNER[HV X 6HWVY GHIDXOW SHUPLVVLRQVIRUQHZO\N FUHDW
'LUHFWRU\ 3BHUPKMFNER[HV X 6HWVY GHIDXOW SHUPLVVLRQVIRUQHZO\N FUHDW
VLRQ
(QDEQH FKHFNER X 6HW WR HQDEOH WKH )LOH H;FKDQJH 3URWRFRC
KWWSYV HQ ZLNLSHGLD RUJ ZLNLDUHIHBW IAMKPDNHBWRMRHFBROHU YXOQHUDEOH W
WDFNV
BHTXLUH -"(17$KHFNER X 6HWWLQJ WKLV RSWLRQ UHEXROWE D@ W [URXHR X W
WKHQWLFDWLIRQ QLQJRQ WKH FOLHQW
OLQLPXP 3DVVLYGIWHIHU X 8VHG E\FOLHQWV LQ 3$69 P RRGHD @\HDIX GW IRW
3RUW DERYH
OD[LPXP 3DVVLYBWHJHU X 8VHG E\FOLHQWYV LQ 3$69 P RRGHD @\HDMX G W (RW
3RUW DERYH
/RFDO 8VHU 8SQRMGIJHU X "HAQHG LQ .L% V G IPIHDDX@WXRIOLPLWHG
%DQGZLGWK
/IRFDO 8VHU '"RIZQQWHJHU X '"HAQHG LQ .L% V GIRIHDDO@OWXRIOLPLWHG
ORDG %DQGZLUGWK
$QRQ\PRXV 8VHWQWHJHU X "H4AQHG LQ .L% V G IPIHDDX@WXRIOLPLWHG
8SORDG %DQGZLGWK
$QRQ\PRXV 8VHLWQWHJHU X "HAQHG LQ .L% V G RIHDX@WXRIOLPLWHG
'RZQORDG %DQRG
ZLGWK
(QDEOH 7/6 FKHFNER X 6HW WR HQDEOH HQFU\SWHG FRQQHFWLRQV 5H
WR EHFUHDWHG RU LRSRVWHSDIMEHY J
7/6 SROLF\ GURS GRZQ X 7KHVHOHFWHG SROLF\GH4QHYV ZKHWKHU WKH F
PHQX WURO FKDQQHO GDWD FKDQQHO ERWK|FKDQQ}
QHLWKHU FKDQQHO RIDQ )73 VHVVLRQ PXVW RF
RYHUG66/ 7/6 7KH SROLFLHNHDWH GHVFUILEHG
KWWS Z22Z SURIWSG RUJ GRFV GLUHFWLYHYV
7/6 $SOORZ &OLUHQXW FNER X BHWWLQJ WKLY RBMWIRRPRPHY GHG DV
S5HQHJRWLDWLRQV LWEUHDNV VHYHUDO VHFXULW\PHDVXUHV )RU
DQGWKHUHVWRIWKH7/@RBEGG\WVOWHIHU WR
KWWS ZZZ SURIWSG RUJ GRFV FRQWULE PRC
PRUH GHWDLOV
7/6 SOORZ 'RW|/RAHEGNER X - VHW WKH XVHU KRPHGLUHFWRWTMY HK® FNHC
40H ZKLFK FRQWDLQV RQHRU PRUH 3(0 HQFRGH
-l QRWIRXQG WKH XVHU LV SURPSWHG |RU SDV'
FDWLRQ
7/6 $SOORZ 3HU &RKHF NER X - VHW WKH XVHU SDVVZRUG PD\EH VHQW XQHQ
7/76 &aRPPRQ 1DPHKHFNER X KHQ VHW WKHFRPPRQ QDPHLQ WKHFHUWLA4FCLC
S5HTXLUHG WKH)4'1 RI WKH KRVW
*QMiBMm2/ QM M2ti T ;
ke8
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6HWWLQJ

h #H2 R9Xj

9DOXH

$GYDQF
ORGH

+QMiBMm2/ 7°QK T°2pBQmb T ;2
"HVFULSWLRQ

7/6 (QDEOH 'LDFKHFNER X —IVHW ZKHQ WURXEOHVKRRWLQJD FRQQHFWLR

QRVWLFV ERVHO\

7/6 ((SRUW &HUWKHFNER X —TVHW H[SRUWV WKH FHUWL4FDWH HQYLURQP#

FDWH 'DWD

7/6 1R &HUWL 4 FRMHF NE R X 6HW LI WKH FOLHQW FDQQRW FRQQHFW DQG LW

SHTXHVW FOLHQW LV SRRUO\KDQGOLQJWKH VHUYHU FHU

7/6 1R (PSW\)UBFXHFNER X BHWWLQJ WKLYRBWIRPPHYGHG DV LW ENSDVVH\

PHQWV VHFXULW\PHFKDQLVP

7/6 IR 6HVVLRIQFKHFNER X BHWWLQJ WKLY RSWLRQ UHGXFHV WKH VHFEXULYV

5HXVH5HTXLUHG 2QO0\ XVH LI WKH FOLHQW GRHV QRW XQGHUVWD
VLRQV

7/6 ((SRUW 6WDBRKHFNER X “-THQDEOHG VHWV VHYHUDO HQYLURQPHQW YD

GDUG 9DUV

7/6 '16 IDPH5H FKHFENER X —TVHW WKHFOLHQW '16 QDPH PXVW UHVROYH W

TXLUHG DQG WKHFHUW PXVW FRQWDLQ WKH VDRH '16 QL

7/6 -3 $GGUHV|VAKHFENER X “TVHW WKHFOLHQW FHUWL4FDWH PXVW FRQWI

TXLUHG PDWFKHV WKH -3 DGGUHVV RI WKH FOLH|QW

$X[LOLDU\ 3DUD/RHULQJ X 8VHG WRIDIGGW S G

WHUV KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU
SDUDPHWHUV QRW FRYHUHG HOVHZKHUH LQ WK

7KLV H[DPSOH GHPRQVWUDWHY WKH DX[LOLDU\ SDUDPHWHUV WKDW SUHYHQW DOO

PDQG

-IJNJU % &-&
%FOZ"MM
-JNJU

ROX9XR MQMVKQmb 6hS

$QRQ\PRXV )73 PD\EHDSSURSULDWH IRU D VP DO O RQWW IRIUPN. ¥ KHRMA DVKEHH MOHLIE D6 | U |
~QWHUQHW DQG HYHU\RQHLQ WKHLQWHUQDO QHWZRUN QHHGYV HDV\DFFHVV WR W/

UHTXLUH D XVHUDFFRXQW IRUHYHU\ XVHU

-QDGGLWLRQ SDVVZRUGV DUH

FKDQJHG SDVVZRUGV R® WIKMWHPHH1$6
7RFRQ4JXUH DQRQ\PRXV )73
*LYH WKH EXLOW LQ IWS XVHU DFFRXQW SHUPLVVLRQV SARRWKIHBRBRRYRUNGDWDV

3HUPLVVLR

QV

S8VHVHOHFW WKINWNEXHOWUR® WKH GURS GRZQ PHQX
*URXSYHOHFW WKINVBXRRSIUQP WKH GURS GRZQ PHQX
ORGHUHYLHZ WKDW WKH SHUPLVVLRQV DUHDSSURSULDWH IRU WKH VKDUH

QRW UH

1RWHRU )73 WKH W\SHRIFOLHQW GRHVY QRW PDWWHU ZKHQ LW FRPHV WR WKH W
$&/VDUH XVHG HYHQ LI :LQGRZV FOLHQWVWRDHTDFFHVVLQJ)UHH1$6

&RQ4JXUH DQRQ\PRXW)ASFAHE &RQ4JEUWHWWLQJ WKHVH DWWULEXWHYV
$OORZ $QRQ\PRXMWRWIKQV RSWLRQ
3DWEURZVH WR WKH SRRO GDWDVHW GLUHFWRU\WR EH VKDUHG

6WDUW WKH )736HUUYYEBHWER WKH VOLGLQ)ENRIVRER/BKHUYLFH WDNHV D VHFI
WR VWDUW 7KHVOLGLQJEXWWRQPRYHV WR WKHULJKW ZKHQ WKHVHUYLFHLV

kee
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7HVW WKH FRQQHFWLRQ IURP D FOLHQ@WH KMQWHVX WAOH W OVOXF K DRMHFW RUJ
~QWKHH[DPSOH)VKRZ8 LTKH XVHU KDV HQWHUHG WKLV LQIRUPDWLRQ LQWR WKH )L
-3DGGUHVV RI WKMHUNHUS$6

SVHUQDIDRFR Q\PRXV
3DVVZRWIGH HPDLO DGGUHVV RI WKH XVHU

yLJ &RQQHFWLQJS8VLQJ)LOH]LOOD

7KHPHVVDJIJHV ZLWKLQ WKH FOLHQW LQGLFDWH WKH )73 FRQQHFWLRQLV VXFFHVVI:
RI'WKHURRWIROGHURQ WKHUHPRWHVLWH 7KLVLV WKHSRRORUGDWDVHW VSHFL
XVHU FDQ DOVR WUDQVIHU 40HVY EHWZHHQ WKHORFDO VLWH WRHAMMWHPVHP DQG W

ROX9Xk 6hS BM +?2°QQi

-1 XVHUV DUH UHTXLUHG WR DXWKHQWLFDWH EHIRUH\DFMHP IHLIWKKHR G D WD VRIQ DVXV
FRXQW IRUHDFK XVHU RULPSRUW HJ[LV$HAVQLIYXV 'H USEIRWR X Q/RAB XSVDLIHI &UHDWH D
=)6 GDWD VHMWPAPKRHU WKHQ FKURRW HDFK XVHU VR WKH\DUH OLPLWHG WR WKH FRQW
'‘DWDVHWYVY SURYLGH WKHDGGHG EHQH4W RI FRQ4JXULQJD TXRWD VR WKDW WKH VL]
WKH VL]HRIWKH TXRWD

TR FRQ4JXUH WKLV VFHQDULR

&UHDWH D =)6 GDWDVHWAERB HDFR XU EQ WKHVLRQV E X WHGRQ DWHBHHWD Q
DSSURSULDWH TXRWD IRUHDFK GDWDVHW 5HSHDW WKLV SURFHVV WR FUHDWH
WR WKH )73 VHUYLFH

KH@GFWLYH 'LUSDFWRU\V/R$B SDJH DUHQRWEHLQJ XVHG FUHDWHD XVHU DFFF
E\QDYLJDWEG RWROWWH DL G FOISFNY)RUW HDFK XVHU EURZVH WR WKH GDWDVHW FL
XVHU LGRKH'LUHEWRG\5HSHDW WKLY SURFHVV WR FUHDWH D XVHU DFFRXQW IF
FHVVWR WKH )73 VHUYLFH PDNLQJVXUHWRDVVLIQHDFK XVHUWKHLU RZQ GDW

6HW WKH SHUPLVVLRQV IRU HDFK GPWRYBIRRIMODG FIDIWNQREWKRQV RQ WKH
GHVLUHG GDWDV HAL V& ®H B RBYRMHRRY WKHQ DVVLJIQ D8XVHRIUWDKFFWR XGPWDVHW 6HYV
GHVLUHG SHUPLVVLRQV IRUWKDW XVHU 5HSHDW IRUHDFK GDWDVHW

1RWHRU )73 WKH W\SHRIFOLHQW GRHVY QRW PDWWHU ZKHQ LW FRPHVY WR WKH W
DUHDOZD\V XVHG HYHQLI:LQGRZV FOLHQWWZIDO@EHDFFHVVLQJ)UHH1%$6

&RQ4JXUH PHBUNYL FHE &RQ4JXUWK WKHVH DWWULEXWHYV
3DWEURZVH WR WKH SDUHQW SRRO FRQWDLQLQJWKH GDWDVHWYV
ODNH VXUH WKH REOVQRDYRRMYKEIDRZ $QR Q\P DUKIRIHQHFWH G
6HOHFWOMRIE /RFDO SR/YSWLURQLQPR HQDEOH LW
6HOHFWOEZBMNY & RBRRWQ WR HQDEOH LW

ked
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6WDUW WKH ) 736 HUYLEFE KQLFN WKH VOLGLQ)EMRIVRAMRPIBKHUYLFH WDNHV D
RUVRWRVWDUW 7KHVOLGLQJEXWWRQPRYHVWRWKHULJKW WR VKRZ WKH VH

THVW WKH FRQQHFWLRQ IURPD FOLHQW XVLQJD XWLOLWA\VXFK DV )LOH]LOOD

7TRWHVW WKLV FRQ4JXUDW L R(B IDG )G EDHIY KEGIQ D N M BWHKMHBWKHQRBRPHE XVHU WKDW LV
DVVRFLDWHG ZLWK D G®PDWDNZHRRAGIMK® WKNHU 7KH PHVVDJHV ZLOO LQGLFDWH WKH L
)73 FRQQHFWLRQDUH VXFFHVVIXO 7KHXVHUFDQ QRZQDYLJDWH WKHFRQWHQWYV F
WLPHLWLY QRW WKHHQWLUH SRRO EXWWKHGDWDVHW FUHDWHG IRUWKDW XVHU
WKHLU VA\VWHP DQG WKHUHPRWHVLWH WKMNWWKHDWDVHW RQ WKH)UHH1$6

R9X9Xj] 1M+ vTiBM; 6hS

7RFRQ4JXUHDQ\)73 VFHQDULR WR XVH HQFU\SWHG FRQQHFWLRQV

-PSRUWRUFUHDWH D FHUWL4FDWH DXWKRIMSWIKVLQJI/WHKR LIOPSRWX\FRURQMDQY
FHUWL4FDWH WR XVHIRUHQFU\SWHG FRQQHRWURQVENVMPIVWKH LQVWUXFWLRQ

—@HUYLFPHY &RQ4JIJXFUMHSFN$1&('FKRRVH WKH FH & WL WHZIRGUGH YWD K B HRB/ 6
WLRQ

6SHFLI\VHFXUH )73 ZKHQ DFFH Y WL QW WK H) RWHHH[DEBS OH L QI W.H\H | L-O3BM B G WH WV

DQLPSOLFLW FRQWBHAWLRGBRRBGNGMYSOLFLW FRQQHFWLRQ DV WKH +RVW ZKH
WLPH D XVHU FRQQHFWYV WKH\ZLOO EH SUHVHQWH @ X\ WK MK H HSHE R/ DFFDI\S W R |
WKH FHUWL4FDWH DQG QHJRWLDWHDQ HQFU\SWHG FRQQHFWLRQ

7RIRUFH HQFU\SWHG FR QIR W WR{®\38 ROLT M F W

ROX9X9 h"Qm#H2b?QQiBM; 6hS

7KH)73 VHUYLFH ZLOO QRW VWDUW LI LW FDQQRW UHVROYH WKH V\VWHP KRVWQDPF
VHUYLFH LV UXQEKHHQIORBHQ DQG LVVXH WKH FRPPDQG

TPDLTUBU Q

~IWKHUH LV QRWKLQJOLVWHQLQJRQ SRUW  WKH)73VHUYLFHLV QRW UXQQLQJ 7
YUHHP$WULHV WR VWDUW WK H6WWHIRIG Y B FHHEGWERRZ FRQV RO H DHWG/ POHNKR
WBHUYDRXVVZLWFK WKH )73 VHUYLFH Re WKHQ EDFNRQ :DWFK WKH FRQVROH PHVYV
IRUHUURUYV

-l WKHHUURU UHIHUV WR '16 HLWKHU FUHDWHDQ HQWU\ LOWYXW IOR KR WIGDRHI Y@ G
-3 DGGUHVV RUDGGDQ HQWU\IRU WKH 2 3% DGAGHH VOHRWKZARKUHO) RJEEHHA KR Q4IXUDWLRQ -
QDPH GDWHHEDF H

R9X8 Ba*aA

5HIHUMDRFN LSSRJBH IRULQVWUXFWLRQV RQ FRQ4JXULQJ L B&6LY ERFDALW NIQ L 6 & €
WKH VOLGLQJ EXVBRERRZLQ WKH

IRWH ZDUQLQJ PHVVDJH LV VKRZQ WKH L6&6— VHUYLFH VWRSYV ZKHIXHQIOWLDWRUV [
SDJH DQGDM\MBEN JTWRTGHWHUPLQH WKH QDPHV RIWKHFRQQHFWHG LQLWLDW!|

R9Xe GG.S

7KH/LQN /D\HU 'LVFRYHU\ 3URWRFRO //'3 LV XVHG E\QHWZRUN GHYLFHV WR DGYHU
QHLJKERUVRQDQ (WKHUQHW XNWWY RUENS KOWHHMI 6 JLWKXE FRP VVSDQV ODGYG //'3

ke3
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WDWLRQ -IWKHQHWZRUNFRQWDLQV PDQDJHG VZLWFKHV FRQ4JXULQJDPQG VWDU
VIVWHP WR DGYHUWLVHLWVHOIRQ WKHQHWZRUN

JLIXUH VKRZV WKH //'3 FRQ4JXUDWLUPEURWMXPEPDQGIHY WKH FRQ4JXUDWLRQ RSWLR
/I"3 VHUYLFH

yLJ &RQ4JXULQJ//'3
7DEOH /'3 &RQ4IJXUDWLRQ 2SWLRQV
| 6HWWLQJ 9DOXH  'HVFULSWLRQ
-QWHUIDFH RKHFNER] 6HW WR HQDEOH UHFHLYH PRGHDQG WR VDYH DQG UHF
VFULSWLRQ WLRQLQLQWHUIDFHGHVFULSWLRQV
&RXQWU\ &RGBWULQJ SHTXLUHG IRU//'3 ORFDWLRQ VXSSRUW (QWHU D WZR
FRXQWU\FRGH
/IRFDWLRQ]| VWULQJ 2SWLRQDO 6SHFLIV\WKH SK\WLFDO ORFDWLRQ|RI WKH K

ROXd L6a

7KH VHWWLQJV WKDW DUH FRQ4JXUHG ZKHQ FUHDWLQJ 1)6 VKDUHV LQ DUH VSHFL4F
VKDUH LV FUHDWHGKDUR@RILWR )6 6 HMUEHVO LFNL*@REDO VHWWLQJV ZKLFK DSSO\ W
VKDUHV DUH FR QMHX VUIHRHMQ &RQ4JXUH

J)LIXUH VKRZV WKH FRQ4JXUDW 7RG ¥ RUMXHP® DQIGGHY WKH FRQ4JXUDWLRQ RSWLRQV |
YLFH

keN
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)LJ &RQ4JXULQJ1)6
7DEOH 1)6 &RQ4IJXUDWLRQ 2SWLRQV
6HWWLQJ 9DOXH  "HVFULSWLRQ
IXPEHURI| LQWHJHU 6SHFLI\KRZ PDQ\VHUYHUV WR FUHDWH -QFUH
VHUYHUV DUHVORZ 7R OLPLW &38 FRQWH[W VZLWFKLQJ
RUHTXDO WR WKH QXPEHU RI 28D UM S RUMAS®
DQVT
BHUYH 8'3 1)BKHFNER] 6HW LI 1)6 FOLHQWY QHHG WR XVH 8'3
FOLHQWYV
%LQG -3$%G GURS GRZQ GHOHFW -3 DGGUHVVHV WR OLVWHQ RQIRU 1)6
GUHVVHV DUH XQVHW 1)6 OLVWHQV RQ DOO DYDLODEOH
$OORZ QRQ BRRMWNER] BHW RQO\LI UHTXLUHG E\WKH 1)6 FOLHQW
PRXQW
(QDEOH 1)8YFKHFNER] 6HW WR VZLWFK IURP 1)6Y WR 1)6Y 7KHGHID
1)6Y RZQHUFKHFNER] *UD\HG RXW K@IEOMN I)BYHOHFWHG DQG LQ WX
VKLS PRGH[O IRU 6XSSRUW! ZKRREWLV LQFRPSDWLEOH B6HW WK
1)6Y VXSSRUW LV QHHGHG ZLWKRXW UHTXLULQJ WK
XVHUV DQG JURXSV
SHTXLUH .HFKHFNER] 6HW WR IRUFH 1)6 VKDUHV WR IDLO LI WKH .HUE
EHURV IRU 'LVDEOLQJ WKLV RSWLRQ DOORZV XVLQJHLWK
1)6Y WKHQWLFDWLRQ

DVH LI 1
NHHS W
ETNQ

UHTXHYV
DGGUHYV

OW LV 1
UQ JUuD
LV RSWL
HFOLHQ

HURV WL
HU GHID.

*OQOMIBMmM2/ QM

M2ti T ;2

kdy
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- BHWWLQJ
PRXQWG
SRUW

9DOXH
ELQWHJHU

h #H4H2 R9X8

" 'HVFULSWLRQ
2SWLRQDO 6SHFLI\WRKHGERGEW WKDW

KWWSYV
WR

+QMiBMm2/ 7°QK T°2pBQmb T ;2

ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ PRXQV

USF VWDW

GLQWHJHU

2SWLRQDO 6SHFLI\WEKH SRODW & KDW

RI'PRUH
VXPHV J

DQG
USF ORFNG

KWWSYV

USF ORFKWWSYV
UHTXHVWYV E\ VI\VORJ

ELQG SRUW KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ USF V!
WR

USF ORFNG LQWHJHU 2SWLRQDO 6SHFLI\ WEH SREWGNVKDW

ELQG SRUW KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ USF O
WR

6XSSRUW || FKHENER] 6HW WKLY RSWLRQ LIDQ\XVHUV DUH PHPEHUV

JURXSV XVHIXOLQ $' HQYLURQPHQWY 1RWH WKLV DV
LV FRQ4JXUHG FRUUHFWO\RQ WKH 1)6 VHUYHU

IRIPRXQWGFKHENER] (ODEOH ORJBRRQ RIG

UHTXHVWYV KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ PRXQV
E\ V\VORJ

/JRIUSF VWDRKGIFNER] (QDEOH ORJUEQJIRIDWG

ZZZ IJUHHEVG RUJ FJL PDQ FJL"TXHU\ USF V
Z7ZZ ITUHHEVG RUJ FJL PDQ RJL"TXHU

IRWH)6Y VHWV DOO RZQRIBEJR/EL Y WERRGNU DQG JURXS GR QRW PDWFK RQ FOLHQW DQ

R9X3 _b

vM+

6HUYLFW QKN XVHG WR FRQ4JXUHDQUV\QF VHUYHU ZKHQ XV L QIVU ¥ FQORBERK@®XIOHR BRIG

SDJH

IRUD FRQ4JXUDWLRQ H[DPSOH

7KLV VHFWLRQ GHVFULEHV WKH FRQ&JITXOINVEQH REMVDRGWM Q WKRIGXOHV

ROX3XR *QM}:m 2 bvM+/

7TRFRQ4IJXUWH'WEMEUYHU 6JHRUW RR}HGVF O (FN7/IRU WBR/AQMHUYLFH

kdR
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yLJ 5VIQFG &RQ4JXUDWLRQ

7TDEOH VXPPDUL]HV WKH FRQ4JXUDWLRQ RSWLRQV IRUWKHUV\QF GDHPRQ

7DEOH 5VIQFG &RQ4JXUDWLRQ 2SWLRQV
BHWWLQJ 9DOXH " 'HVFULSWLRQ
7&3 3RUW | LQWHJHU STZODEVWHQV RQ WKLV SRUW 7KH GHIDXOW L
$X[LOLDU\SBWULQJ (QOWHUDQ\DGGLWLRQDO SDUDRHWRUNV [URP

UDPHWHUYV

KWWSV ZzZZ IUHHEVG RUJ FJL PDQ FJL"TXHU

\%

U\ UV\QF

RO9X3Xk _bvM+ JQ/mH2Db

7TRDGGDQHZ5VI\QF PR6MOMLBAWFR-7TRU WBR/NQMHUYLFH VHOMHFEFROWRBPOEHDQG FOLFN

$||

kdk
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)LJ $GGLQIJDQ5VI\QFORGXOH

7TDEOH VXPPDUL]HV WKH FRQ4JXUDWLRQ RSWLRQVDYDLODEOH ZKHQ FUHDWLQJD U

7DEOH 5VIQF ORGXOH &RQ4JXUDWLRQ 2SWLRQV
6HWWLQJ 9DOXH  '"HVFULSWLRQ
1DPH VWULQJ ORGXOH QDPH WKDW PDWFKHY WKH QDPH UHTXHVWHG E
&RPPHQW | VWULQJ "HVFULEH WKLV PRGXOH
3DWK 40HEURZVHU| %YURZVH WR WKH SRRO RU GDWDVHW WR VWRUH UHFHLY
$FFHVVORGIURS GRZQ PH@XRRVH SHUPLVVLRQV IRUWKLV UVI\QF PRGXOH
OD[LPXP FRQALQWHJHU OD[LPXP FRQQHFWLRQV W RLW KLQY/CPLPGE WG
QHFWLRQV
8VHU GURS GRZQPH@YXHUWRUXQDV GXULQJ 40H WUDQVIHUV WRDRQG IURP

*URXS

GURS GRZQ PHOAXMRXS WR UXQDV GXULQJ40OHWUDQVIHUV WR DQG IURF

+RVWYV $00

RZWULQJ

JURRVI\QFG FRKWWSV ZZZ IUHHEVG RUJ FJL
$OLVWRISDWWHUQV WR PDWFK ZLWK WKH KR\

PDQ FJL
WQDPH

FRQQHFWLQJFOLHQW 7KHFRQQHFWLRQLV UHMHFWH:
6HSDUDWH SDWWHUQV ZLWK ZKLWHVSDFH RU D FRPPD

PDQ FJL
WQDPH

DFH RUL

+RVWV 'HQl VWULQJ YURRV\QOFG FRKWWSYV ZZZ IUHHEVG RUJ FJL
$ OLVW RI SDWWHUQV WR PDWFK ZLWK WKH KR\
FRQQHFWLQJFOLHQW 7KHFRQQHFWLRQLV UHMHFWH:
PDWFK 6HSDUDWH SDWWHUQV ZLWK ZKLWHVS
$X[LOLDU\SBWULQJ (QWHUDQ\DGGLWLRQDO SDUDRHWRHUNV [URP

UDPHWHUYV

KWWSYV

ZzZZ IJUHHEVG RUJ FJL PDQ FJL"TXHU\ UV\QF

kdj
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RIOXN aj

6 LVDGLVWULEXWHG RUFOXVWHUHG 40HV\VWHP SURWRFRO FRPSDWRLBOH ZLWK $1F

VHUYLFHXYHRWWSYV

PLQLR LR WR SURYLGH 6 VWRUEDIHKIRFK WMBGHII WK I ) &HHOL\S

YLGHVIHDWXUHY EH\RQG WKH OLPLWV RIWKHEDVLF $PD]JRQ6 VSHFL4FDWLRQV

JLIXUH VKRZVWKH®6 VHUYLFHFRQ4JXUDMLIR@QXFRHUHIIBYEKH FRQ4IJXUDWLRQRS
WHU FRQ4JXULQJ WKH6 VBHYYERHVWDUW LW LQ

yLJ &RQ4JXULQJ 6
7DEOH 6 &RQ4IJXUDWLRQ 2SWLRQV

| 6HWWLQJ 9DOXH  'HVFULSWLRQ

-3$GGUHVNVGURS GRZQ PHQAWHU WKH -3 DGGUHVV WR UXQ WIKWW8 WHKH VY HE
OLVWHQ RQ DOODGGUHVVHYV

3RUW VWULQJ (QWHU WKH 7&3 SRUW RQ ZKLFK WR SURYLGH W

$FFHVV .H\| VWULQJ (QWHU WKH 6 DFFHNNHY V6V
KWWSV GRFV DZV DPD]RQ FRP JHQHUDO OD
W\SHV KWPO DFFHVV NH\V DQG VHFUHW DFFH
WLRQ

6HFUHW .Hl VWULQJ (QWHU WKH 6 VHFUHW CEFFHWWY NKH\V6HH

KWWSV GRFV DZV DPD]JRQ FRP JHQHUDO OD
W\SHV KWPO DFFHVV NH\V DQG VHFUHW DFFH
WLRQ

*QMIBMm2/ QM

Y HU WR

KH6 VHI

WHVW J
VV NH\V

WHVW J
VV NH\V

M2ti T ;2

kd9
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h #H2 R9X3 +QMiBMm2/ 7°QK T '2pBQmb T ;2

- BHWWLQJ 9DOXH " 'HVFULSWLRQ

&RQA4UP 6HFVWWLQJ 5H HQWHU WKH 6 SDVVZRUG WR FRQ4UP

CHA

"LVN EURZVH "LUHFWRU\ZKHUH WKH 6 40HV\VWHP ZLOO EH PRXQWH
GLUHFWRU\DQG DOO VXE GRIUGMLFRV REJQ HR/ \I/ ¥ D HAM SIRU D W
GDWDSB¥H IRUOLQLR WRDYRLG LVVXHV ZLWK FRQS5|
SHUPLVVLRQV RURZQHUVKLS

(QDEOH FKHFNER] 6HW WR HQDEOH WKH ZHE XVHU LQWHUIDFH IRU WKH 6

%URZVHU PLQLR ZHE LQWHUIDFH E\HQWHULQJWKH -3 DGGUHVV I
DUDWHG E\D FRORQ LQ WKH EURZVHUDGGUHV)V EDU

&HUWL4AFDWEURS GRZQ PH@BG WIGH FHUW [SIDDAVH WR EH XVHG IRUVHFXUH 6 FRQ
WLRQYV

ROXRyYy aXJX X_XhX

60%57 RUBHOI ORQLWRULQJ $QDO\VLV KQYWSNSRHQZONIZSHGOB ®RRUD ZLNL 6 0
LQGXVWU\VWDQGDUG IRUGLVN PRQLWRULQJDQG WHVWLQJ 'ULYHVFDQEHPRQLW
W\SHV RI VHOI WHVWYV FDQ EH UXQ WR FKHFN WKH GULYH KHDOWK

THVWV UXQLQWHUQDOO\RQ WKH GULYH ORVW WHVWV FDQUXQDW WKHVDPH WLPH
WHVWFDQ JUHDWO\UHGXFH GULYH SHUIRUPDQFH VR WKH\VKRXOG EHVFKHGXOHG
LQQRUPDO XVH -WLVYHU\LPSRUWDQW WRDYRLG VFKHGXOLQJGLVN LQWHQVLYH
VFKHGXOH®6 0 $57 WHVWVWRUXQDW WKHVDPHWLPH RUSUHKHUBPDOIWH HYHQ RQ V

2 SDUWLFXODULQWHUHVW LQ D 1866 RDWERIER® 1$QBW7D WHH WK 'HWDLOV YDU\ EHWZH
PDQXIDFWXUHGKRRBERWW JHQHUDOO\ GRHV VRPHEDVLF WHVWYV RI D GUR@W MAKBW WD
VFDQV WKH HQWLUH GLVN VXUIDFH DQG FDQ WDNH VHYHUDO KRXUV RQ ODUJHU GUL

JUHHIPP$6VHV WRBHUWE®WWSY Z7ZZZ VPDUWPRQWRROV RUJ EURZVHU WUXQN VPDUWEF
WR PRQLWRUG6 0 $5 7 LQIRUPDWLRQ LQFOXGLQJGLVN WHPSHUDWXUH $FRPSOHYV

BFKHGXOLQJZKHQ6 0 $57 WHVWVDUHUXQ 60 $ 5 7 WHWMWBDIUS BEWTHDWHG E\
7HVWQG FOISFNLQJ

(QDEOLQJRU GLVDEOLQJ6 0 $57 IRUHDFKWRVUD PRREKURVBWRRQILQV HQDEC
GHIDXOW IRUGLVNV WKDW VXSSRUW®6 0 $ 5 7

&KHFNLQJWKHFRQ4JXUDWLRQRIWKH®G6 0 $57 VHUYLFHDV GHVFULEHG LQ WK
6WDUWLQJWKH 6 0 $ GBHUWHWHWLFH LQ

JLIXUH VKRZV WKHFRQ4JXUDWLRQ VFUHHQ W K&OHN B'5 EH D |$ VEDDVE HFD LR NQRIQV R
43JXUH

kd8
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yLJ

6 0$57&RQ4IJXUDWLRQ 2SWLRQV

IRWHINBSUBNHYV XS DW WKH BR& & NX-UHEWUFFKHGNY WKH WLPHYDRRNQE DXPBG/LQHVWYV
WR VHHLID WHVW PXVWEHJLQ 6LQFH WKH VPDOOHVW WLPHLQFUHPHQW IRUD WHYV

&KHFN - QY\DHOUXYDIOLIKHU WKD Q

PLQXWH V &KRHF N [-DEM/EMHNDI BRRKGIX WHYV DQG WKH VP DL

WHVW WR HYHU\ KRXU WKHWHVW ZLOO RQO\ EN BJSXEEHONHURAWLZYRD KMRHXWVUN YBEFHIRA DIKZ/RH K R >

7DEOH VXPPDUL]HV WKH RSWLRQVLQWKH®6 0 $5 7FRQ4JXUDWLRQ VFUHHQ

|  BHWWLQJ
&KHFN -QW

7DEOH 6 0$57&RQ4IXUDWLRQ 2SWLRQV

9DOXH
HULUOAVDIDI H U

'"HVFULSWLRQ

DUHFRQ4JXUHG WR UXQ

3RZHU ORGHGURS GRZQ PH

TGHVWV DUH RQO\ SHUIRVYRNG BOMEWHG &KHRY I

60HBWDQ&®ENGOH

&HOVLXV

DORJOHYHORI/2*B-1)2 LI WKH WHPSHUDWXUH
ROG 'HIDXGWVRIEOHV WKLV RSWLRQ

'"HAQH LQ PLOQXWHY RKRERDEWQYDWHY WR FKHFN LI DQ\V

v DUH

5 7UHSHF
&HOVLX\

"L HUHQFH| LQOWHJHU LQ GHIUWMMWY QXPEHU RI GHJUHHV LQ &HOVLXV 6 0 $
&HOVLXV DWXUHRID GULYHKDV FKDQJHG E\'1 GHJUHHYV
SRUW 'HIDXXOWREOHV WKLV RSWLRQ
“QIRUPDWILRQMHJIHU LQ GHIWHHY D WKUHVKROG WHPSHUDWXUH LQ &HOVLXV 6 0

1LV KLJIK

&ULWLFDO

LOWHIHU LQ G
&HOVLXV

HQWHHY D WKUHVKROG WHPSHUDWXUH LQ &HOV
ZLWK D ORJOHYHORI/2*B&5-7DQG VHQG DQ HI
LV KLIKHUWKDQ WKH WKUHS KRDEO HY/I B XKQ W R

LXV 6 0
bDLO LI W
WLRQ

kde
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R9OXRR alJ”

IRWHSIIWHU VWDUWLQJ WKH 60% VHUYLFH LW F DRDNVDWNH VEHNYRHW/HQ) PHLCCHAMH R KR U WKt
KWwSVv Zzz VDPED RUJ VDPED GRFV ROG 6DPED +2:72 1HWZRUN%URZV
WKH)UHHIY$SSWHP WR EHFRPH DYDLODEOHLQ :LQGRZV ([SORUHU

LQJ KWF

JLIXUH VKRZV WKHJOREDO FRQ4JXUDWLRQ RSWLRQV ZKLFKDSSO\WR DOO 60% VKI
SOD\VWKHFRQ4JXUDEOHPRSWEROWWERP 2ZZ IUHHEVG RUJ FJL PDQ FJIJL"TXHU\ VPE

7TKHVH RSWLRQV DUHTGHWVWFHULEHG LQ

yLJ *OREDO 60% &RQ4JXUDWLRQ
7DEOH *OREDO 60% &RQ4JXUDWLRQ 2SWLRQV
6HWWLQJ 9DOXH 'HVFULSWLRQ
1HW%-26 1DPWULQJ $XWRPDWLFDOO\SRSXODWHG ZLWK WKH RULJLQDO KR
JLPLWHG WR FKDR)DOFEIHHGE Vs HWH QW I B R R WKRK S
QDPH
THW%-26 $OUDNULQJ (QWHUDQ\DOLDVHVY VHSDUDWHG E\VSDFHV (DFKDOL
WKDQ FKDUDFWHUV
"RUNJURXS VWULQJ OXVW PDWFK WKH :LQGRZV ZRUNJURXS QDPH 7KLV VHW
WK WLYH 'LUSDFWRU\/RSB SDJIH VHUYLFHLVIUXQQLQ
"HVFULSWLURQNULQJ (QWHUD VHUYHU GHVFULSWLRQ 2SWLRQDO
*QMIBMm2/ QM M2ti T ;2

kdd
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- BHWWLQJ

9DOXH

(QDEOH 60%FKHFNER]

VXSSRUW

h #H4H2 R9XRYy

+QMiBMm2/ 7°QK T 2pBQmb T ;2
'HVFULSWLRQ
$OORZ OHJDF\60% FOLHQWY WR FRQQ HGW % R
60 %

KWWSV zZzZZ L[V\VWHPV FRP EORJ OLEU

WKH VHU

QRW VHFXUHDQG KDVEHHQ GHSUHFDRVIHRGVES\OMFURV R

DU\ GR Q

81-; &KDUYV|

HGWRS GRZQ PH

AQKIDXO8W )L VZKLFK VXSSRUWY DOO FKDUDFWHUYV

LQ DOO

/IRI/HYHO

GURS GRZQ PH@XRLFHVYDYIHP XIRUPRAHE XJ

8VH VA\VOR]

RREBFENER]

BHW WR ORJ DXWKHQ W L RDB\SL W ® H DN DX LERRIT B D
WKH GHIDX\BS RMPH TBNCB MPH TNCE

G RI

/IRFDO ODVWHKHFNER]

6HW WR GHWHUPLQH LI WKH VI\VWHP SDUWLFLS

GRZV PDFKLQHV DUHSUHVHQW

DEOH ZKHQ QHWZRUN FRQWDLQV DQ $' RU /'$3 \

DWHV LG
HUYHU F

*XHVW $FF

RGCQYWS GRZQ PH@RFRXQW WR EH XVHG IRU JXHV O PERGEYNM FKRD

VHQDFFRXQW LV UHTXLUHG WR KDYH SHUPLVYV
GDWDVHW 7RDGMXVW SHUPLVVLRQV HGLW W
$&/

WKH 4HOG URRERG\WR

XOW LV
LRQV WR
KH GDWLE

DGGDQHZHQWU\NIRUWKHFKRVHQ JXHVW DFFRXC
WKH SHUPLVVLRQV LQ WKDW HGWWW $F RRISONMIHIOWAIF @/ H G

$GPLQLVW
*URXS

UBDWRSWRZQ PHOQKPEHUV RI WKLVJURXS DUH ORFDODGPLQV D

LOHIJHVWR WDNHRZQHUVKLS RIDQ\V4OHLQDQ

DJHPHQW 00& VQDS LQ

QG DXWR
60% VKD

VLRQV DQGDGPLQLVWHU WKH60% VHUYHU WKURXJK W

$X[LOLDU\
UDPHWHUYV,

BOYWULQJ

(QWHU DGGLRMELRRD D
KWWSV
RSWLRQV G WMKHXLGH

KWWS ZZZ RUHLOO\ FRP RSHQERRN VDPED
IRUPRUHLQIRUPDWLRQ RQ WKHDYDLODEOH V

VKDUH NDRHG MFWF M BVUI@BVEJU

ZZZ IJUHHEVG RUJ FJL PDQ FJL"TXHU\ VPE F|

ERRN DS
HWWLQJ

7R ORJPRUHGHWDLOV ZKHQ D FOLHQW DWWHRSWYV WR

=HURFRQI YKBEURNER] (QODEOHLIODF FOLHQWY ZLOOEHFRQQHFWLQJ WR WKH
GLVFRYHU
17/0Y $XWKFKHFNER] 6HW WR DOORZ 17/0Y DXWKHQWLFDWLRQ S5HTXLUHG E
DQG VRPHWLPHV E\FOLHQWV LQ ODWHU YHUVLRQV RI :|
%LQG -3 %G FKHFNER[HV | 6WDWLF -3 DGGUHVVHV ZKLFK60% OLVWHQV RQ IRU FR
GUHVVHYV XQVHOHFWHG GHIDXOWV WR OLVWHQLQJRQDDPO DFWL
5DQJH/RZ | LQWHJHU 5DQJH/RZDQG5DQJH +LJK VHW WKH UDQJH RI 8" *—' Q>
WKLV —'0DS EDFNHQG WUDQVODWHY -1 DQH[WHUQDO F
5DQJH +LJK LQWHJHU GRZV 6-'PDSVWRD8-'RU*~' QXPEHU RXWVLGH WKLV U

QDO FUHGHQWLDO LV LIQRUHG

&KDQJHVWR60% VHWWLQJY WDNHH*HFW LPPHGLDWHO\

VHUYHU QHIJRWLDWH D QHZ VHVVLRQ

&KDQJHV WR VKDUH VHWW

1RWHR QRW VH&LWKHAWRU\ QDP B ¥ DIKMH OLPU\ 3D WOHPWW IBLL-HUHQFHV LQ KRZ /LQX[ D
KDQGOH 40H GHVFULSWRUV GLUHFWRU\QDPH FDFKLQJLV GLVDEOHG RQ %6' V\VWH

IRWH0%SDJ

H FDQQRW EH GLYDPEOWHIG 'ZKEDPMIRU\LY HQDEOHG

ROXRRXR h"Qm#H2b?QQiBM; aJl"

&RQQHFWLQJ WR 60%PWHIDQEWBGELQIJ WKH URRW XVHU LQ WKH 60% XVHU GDWDEDVH |

6DPED LV VLQIJOH WKUHDGHG VR &38 VSHHG PDNHV D ELJ GL*HUHQFHLQ60% SHUIRL
FRUHRUJUHDWHU VKRXOG EH FDSDEOH RIKDQGOLQJVSHHGV LQH[FHVV RI*E /$1 Zk

kd3
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$WRPVDQG $0'& V( ( ZLOOQRWEHDEOHWRDFKLHYHPRUH WKDQ DERXW (
WKDW RWKHU ORDGYVY VXFKDV =)6 ZLOODOVR UHTXLUH &38 UHVRXUFHV DQG PD\ FDX'
RSWLPDO

':LQGRZV DXWRPDWLFDOO\FDFKHV 40H VKDULQJLQIRUPDWLRQ -1FKDQJHV DUHPD
VLRQV RID SRRORU GDWDVHW EHLQJ VKDUHG E\60% DQG WKH VKDUH EHFRPHV LQD|
‘:LQGRZV VI\VWHP $OWHUQDWIBGU X\THU \EF @R SHKH FRPPDQG OLQH WR FOHDU WKH
VLRQV

'LQGRZVDOVR DXWRPDWLFDOO\FDFKHVY ORJLQLQIRUPDWLRQ 7R UHTXLUH XVHUV
UHGXFH WKHFDFKHVHWWLQJV RQWKHFOLHQW FRPSXWHUYV

:KHUH SRVVLEOH DYRLG XVLQJD PL[RIFDVHLQ 40HQDPHYV DV WKL V5RDSQJHIX\DHVF R Q
LQIJDQGUHVROYLQJ4O0OHQDKWWSVWKEZZPREWDHLOO\ FRP RSHQERRN VDPED ERRN FK
LQPRUHGHWDLO

~IWKH 60% VHUYLFH ZLOO QRW VWD UWK & Q MK LV WRPFADHIA WKRHUH LV DQ HUURU LQ
WLRQ

UFTUQBSN VTS MPDBM FUD TNC DPOG

8VLQJD GDWDVHW IRU 60% VKDULQJLV UHFRPPHQGHG :KHQ FU H®KADLUHI IWISHHGD W D V
W RO %

'R QRYWBINPWR DWWHPSW WR 4] WKH SHUPLVVLRQV RQD60% VKDUHDV LW GHVWUR
ZD\WR PDQDJH SHUPLVVLRQV RQ D 60 % &/KFDDUFDLB/DWR XVH WKH

7TKH 6DPEDUIRUPDQFH RXWWE&V ZLNL VDPED RUJ LQGH[ SKS B3HUIRUPDQFHB7XQLQJ
WR LPSURYH SHUIRUPDQFH

'LUHFWRU\OLVWLQJVSHHGLQIROGHUV ZLWK D ODUJH QXPEHU RI 40HV LV VRPHWLF
KHOSLPSURYH WKH SHUIRUPDQFH +RZHYHU FKDQJLQJWKHVHVHWWLQJVY FDQ D*H
DUHDGHT"RDOWRHW FKDQJH WKHVH VHWWLQJV XQOHVV WKHUH LV D VSHFL4F QHHG

/IRI/HFBDQ DOVR KDYHD SHUIRUPDQFH SHQDOW\ :KHQ QRW QHHGHGJQWEED® EH
60% VHUYLFHRBIHLRQV

&UHDWHDV 60% VW\OH GDW DIWHVBOIX) GCOH@LE S B WOHH W H U
'LVDEOH DWPOZDEMBVNWERVVLEOHKIDQUW KHSDVHQJIJY ODQ\KDYH SHUIRUPDQFH RYHI

R9XRk aLJS

6103 6LPSOH 1HWZRUN ODQDJHPHQW 3URWRFRO LV XVHG WR PRQLWRU QHWZRUN L
ZDUUDQW DGPLQLVWUDWLYHXDOWHNHQ WLERY WSHHLS® VQPS VRXUFHIRUJH QHW WHF
'KHQ VWDUWLQJWKH 6103 VHUYLFH WKLV SRUWZVYOOVEHHPHQDEOHG RQ WKH )UHH1$6

8'3 OLVWHQV KHUHIRU 6103 UHTXHVWYV
$YDLODEOH 0-%6 DUHTGRWPMBNMNG TIBSF TONQ NJCT
JLIXUH VKRZV WHKHYILFHWV2 &RQ4IJXBHHHAQEOH VXPPDUL]HV WKHFRQ4JXUDWLRQ R

kdN
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&DQ RQ

KWPC

PH WR UL

yLJ &RQ4JXULQJ 6103
7DEOH 6103 &RQ4JXUDWLRQ 2SWLRQV

6HWWLQJ 9DOXH  "HVFULSWLRQ

/IRFDWLRQ | VWULQJ (QWHU WKH ORFDWLRQ RI WKH VA\VWHP

&RQWDFW | VWULQJ (QWHUDQ HPDLODGGUHVYV WR UHFHLYH PHVVDJHV IUR

&RPPXQLW\ VWULQJ &KDQJH IBRPWMRLQFUHDVH VIVWHP VHFXULW\
SKDQXPHULF FKDUDFWHUV XQGHUVFRUHV GDVKHV S
7KLV FDQ EH OHIW HPSW\ IRU 6103Y QHWZRUN

6103Y 6XS| FKHFENER] 6HW WR HQDEOH ¥ X535 R WVIRUQ

SRUW KWWSV WRROV LHWI RUY BWP® FHBEKIWWS6HBHW
VQPS VRXUFHIRUJH QHW GRFV PDQ VQPSG FROQI
LQIRUPDWLRQ DERXW FRQ4JXXWEHWWILV DW GRIDKH S H
3DVVZRUGYDF\ 3URQERAR®F\ 3DVY¥I$SECDVH

S8VHUQDPH| VWULQJ 200\ DSS®UAY YI6XSERYWW (QWHUD XVHUQD

ZLWK WKLV VHUYLFH

$SXWKHQWL
7\SH

FOWRE GRZQ PH

HQRO\DSS®BULIAY YI 6XSERUWWDEOHG &KWRLRW*HUH

3DVVZRUG

VWULQJ

2Q0\DSS®ILAY YI 6XSERBWDEOHG (QWHUDQG
ZRUG RIDWOHDVW HLIJKW FKDUDFWHUYV

FRQ4UP

BULYDF\ 3U
FRO

RGWRRS GRZQ PHQRO\DSS®BUMY Y| 6XSERVWWDEOHG &ISRERFUHE DUH

BULYDF\
3DVVSKUD

VWULQJ
/H

(QWHU D VHSDUDWH S UL VDRMVZIRWMS\KH®D X KIHQ W
OHIW HPSW\

VKLV LV

*QMIiBMm2/ QM

M2ti T ;2

k3y
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h #H2 R9XRR +QMiBMmM2/ 7' QK T°2pBQmb T ;2

- BHWWLQJ 9DOXH " 'HVFULSWLRQ

$X[LOLDU\BMWULQJ (QWHU DGGLOMWHR® B BQ |

UDPHWHUYV KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ VQPSC
WLRQV $GG RQH RSWLRQ IRUHDFK OLQH

([SRVH JLOVWIORW NER[ (QDEOLQJ WKLV RSWLRQ PD\KDYH SRRO SHUIRUPDQFH

YLD 6103

/JRI/HYHO | GURS GRZQ PH@XRRVH KRZ PDQ\ORJ HQWULHYV WR FUHDWH &KRLFHYV
ORJHQWULHV (PHUJHQF\ WR WKH PRVW 'HEXJ

=HQRXWWSV ZZZ ]JHQRVV FRP SURYLGHV D VHDPOHVVPRQLWRUEGDOBOWHGLFH WK
7TUXH1$6 =HQRWMNSYV ZZZ JHQRVV FRP SURGXFW JHQSDFNV WUXHQDV

R9XRj aa>

6HFXUH 6KHOO 66+ LV XVHGWR WUDQVIHU 40HV VHFXUHO\RYHUDQ HQFU\SWHG Qt
VIAIVWHP LV XVHG DV DQ 66+ VHUYHU WKH XVHe6+LEOWHK & \Q NWRRUNURXVW XVH
KWWSV HQ ZLNLSHGLD RUJ ZLNL &4RPSDULVRQBRIB66+BFOLHQWY WR WUDQVIHU

7KLV VHFWLRQ VKRZYV WEKHF)RIPHDSISDWLRQ RSWLRQV GHPRQVWUDWHY DQ H[DPSOH |
XVHUV WR WKHLU KRPHGLUHFWRU\ DQG SURYLGHV VRPH WURXEOHVKRRWLQJ WLS)\

JLIXUH VKRZV WHKHYILFdBW &RQ4IXBHHHQ

IRWHSIIWHU FRQ4JXULQJ 66+ UHPHBHHUY BRRAVYW BDNMWQUWIK® VOLGI6Q JRZW WRHOVLGDL W K
LQJEXWWRQPRYHVWR WKHULIJKW ZKHQ WKHVHUYLFHLV UXQQLQJ

k3R
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yLJ

66+ &RQ4IJXUDWLRQ

7DEOH VXPPDUL]JHV WKH FRQ4JXUDWLRQ RSWLRQV 6RPI8MNYAHG UR®HHRQO\ DYD
WKHVH VHWWLQJV KBLYSKEU BDIEPNMWWRY RU FRQ4JXUH WKH VIVWHP WR DOZD\V GLV:
E\HQDEOLQKRZKIMGYDQFHG 4 H ORSSVEL REGMIPKE\E Y D Q FH G

6HWWLQJ

%LQG LQWHUI

7DEOH

$GYDQF
ORGH

9DOXH

D¥HOHFWL

RQ X

66+ &RQ4IJXUDWLRQ 2SWLRQV
'"HVFULSWLRQ

%\ GHIDXOW 66+ OLVWHQV RQDOO LQW

HUIDFH\

WHUIDFHVY DUH VHOHFWHG LQ WKLV GURS GRZQ

7&3 SRUW LQWHJHU SRUWWRRSHQ IRU 66+ FRQQHEWGR (DXKMKHV W\
/IRJILQ DV URRWRKHNFN ER $V D VHFXULW\SUHFDXWLRQ URRWORJLQV DUt
SDVVZRUG DQG GLVDEOHG EVYGHOIDEIDMG SDVVZRUG PXVW

VHW IR WU RKWH USIVRH U V

$OORZ SDVVZRB&HWHKNER

8QVHW WR UHTXLUH NH\ EDVHG DXWKHQWLFDW

XKW W\

WKHQWLFDWLIRQ IRUDOO XVHUV 7REG\GUWTRIQUDHVY HW X S
KWWS WKH HDUWK OL aVIWDWKDP S
RQERWK WKH 66+ FOLHQW DQG VHUYHU
$OORZ NHUEHURKMPN ER X (QVXUHUEHURV 58DV DEGEHURV .H\
WKHQWLFDWLIRQ SDJH DUH FRQ4JXUHG DRI) BRPRXQ

WDEV
L

FDWH ZLWK WKH . HUEHURV 'RPDLQ &RQWUROOH

HQDEOLQJ WKLV RSWLRQ

*QMiBMm2/ QM

k3k

M2ti T ;



6°22L a RRXj@I8 1b2" :mB/2- _2H2 b2

h #H2 R9XRk +QMiBMm2/ 7' QK T 2pBQmb T ;2
6HWWLQJ 9DOXH $GYDQF 'HVFULSWLRQ
oRak
$OORZ 7&3 SRUWKRENER 6HW WR DOORZ XVHUV WR E\SDVV 4UHZDOO UHV!
ZDUGLQJ WLRQV XVLQIWKMWERLYZDUGLQJ IHDWXUH
KWWSV ZZZ VIPDQWHF FRP FRQQHFW DUWLF
IRUZDUGLQJ

&RPSUHVV FRQBOKHRFNER 6HW WR DWWHPSW WR UHGXFH ODWHQF\RYHU V
WLRQV
6)73 ORJOHYHOGURS GRZQ X BHOHFW\W&HR J
PHQX KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU
OHYHO RIWKH 6)73 VHUYHU
6)73 ORJ IDFLOIGWRS GRZQ X BHOHFW\W&HR J
PHQX KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU
IDFLOLW\RIWKH 6)73 VHUYHU
(IWUD RSWLRQWWULQJ X $GGDQ\DGGVWKRBODPRQ4J

KWWSV Z7ZZ IUHHEVG RUJ FJL PDQ FJL"TXHU
RSWLRQV QRW FRYHUHG LQ WKLV VFUHHQ RQH
RSWLRQVDUHFDVH VHQVLWLYHDQG PLVVSHOC
WKH66+ VHUYLFHIURP VWDUWLQJ

+HUHDUH VRPHUHFRPPHQAPMWLR QB WRRQYKH
$GCGPOF&OBCMAERGCELVDEOH W IOH DFIVFHEEKW H
- QFUHDSWMWCHU"MIWF*OUIFEONBFM QQHFWLRQV WHQG WR GURS

$MIFOU.BY4UBIHUDNROWV-WRUHDVH WKLY YDOXH ZKHQ PRUH FRQFXUUHQW 66+ FF
TXLUHG

ROXRjXR a*S PMHv

'KHQ 66+ LV FRQ4JXUHG DXWKHQWLFDWHG XVHUVTZWW 0B X NOIW B VAKX RRMHAFDE6 X V H
RYHUWKH QHWZRUN 8VHU DFFRXQWYV D UH FRB X Q BAMGUBR G IFDUSFTNZRH XAWVRI U KR P H
GLUHFWRU\LV WKH SRRO RU G DAVRPWH WU\HFHIFRE@ R G W R MVIKDHFF RHXGQW IRU WKDW XVHU
WKH 66+ ORJLQ GHIDXOWV WR WKH XVHU KRPH GLUHFWRU\ XVHUV DUHDEOH WR QD
FDQ SRVH D VHFXULW\ ULVN

-WLVSRVVLEOH WR D O@RYOBGHNWRWRDOMH IHU 4OHV EHWZHHQ WKHLU ORFDO FRPSX
UHFWRU\ RQ WKHV)\WMNHIRE6ZKLOH UHVWULFWLQJ WKHP IURP ORTVU IR FRQ@W RXW K HWK\ VWV
VFHQDULRSEIRRMR®WHUOEFRSWLRQV IRU WKH X VG IUY D DQGI\MENKIDOF SR GOI\SHD W
IRUHDFK XVHU WKDW QHHGY UHVWULFWHG 66+ DFFHVYV

7HVW WKH FRQ4JXUDWLRQ IURP DQRW KHE UQV WHPED \BLRFPOLQUEWDKHW K 8 UIYGIE
TD@LOO ZRUN EXWO IDLO

1IRWHRPH XWLOLWLHV OLNH :LQ6&3 DQG )LOH]LOOD FDQ E\SDVV WKH VFSRQO\ VKHO
LQJWKH V\VWHP XVLQJ WKH FRPPOQO®QBGHW PHUVLRQV RI

ROXRjXk h"Qm#H2b?QQiBM; aa>

H\ZRUGV OLYVWHIBE@ QKWWSY ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ VVKGBFRQ4.
7KLV LVLPSRUWDQW WR UHPHPEHWUZRRCWERBERDDOXUDWLRQ ZLOO QRW IXQFWLRQ
WKH XSSHU DQG ORZHUFDVH OHWWHUV RI WKH NH\ZRUG DUH QRW DQ H[DFW PDWFK

-l FOLHQWV DUH UHFHLYLQJ UHYHUVH '16 RUWLPHRXW HUURUV DRGCWG DWW HRMWU\ IR
WKH+HRVW QDPH CBHOMWDERWZRUOREDO &RQ4JXUDWLRQ

k3j
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"KHQ FRQ4JXULQJ66+ DOZD\VWHVW WKHFRQ4JXUDWLRQDVDQ66+XVHUDFFRXQW
FRQ4IJXUDWLRQDQG WKH\KDYH SHUPLVVLRQ WR WUDQVIHU 40HV ZLWKLQ WKHLQW
SHULHQFLQJ SUREOHPV WKH66+ HUURU PHVVDJHVY DUHVSHFL4FLQ GHVFULELQJ W
6KHSDJH WR UHDG WKHVH PHVVDJHV DV WKH\ RFFXU

uBJM G WBS MPH NFTTBHFT

$GGLWLRQDO PHVVDJHV UHJDUGLQJ DXWKHQ@WVBISFRWH BY HUMRHY DUH IRXQG LQ

R9XR9 h6hS

7ULYLDO )LOH 7UDQVIHU 3URWRFRO 7)73 LVDOLJKW ZHLJKW YHUVLRQ RI1)73 W\SL
40HVEHWZHHQ PDFKLQHYV VXFKDV URXWHUYV LQDORFDOHQYLURQPHQW 7)73 SUF
PDQGV DQG SURYLGHY QR DXWKHQWLFDWLRQ

-l WKH )UAMMISWHP ZLOO EH XVHG WR VWRUH LPDJHV DQG FRQ4JXUDWLRQ 40HV IRU (
VWDUW WKH 7)73 VHUYLFH 6WDUWLQJWKH7)73VHUYLFHRSHQV 8'3 SRUW

JLIXUH VKRZV WKH 7)73 FRQ4JXUDWIDREQVIFYVXR DWQIGHY WKHDYDLODEOH RSWLRQV

)LJ 7)73 &RQ4IJXUDWLRQ

k39



6°22L a RRXj@I8 Ib2" :mB/2- 2H2 b2
7DEOH 7)73 &RQ4JXUDWLRQ 2SWLRQV
BHWWLQJ 9DOXH 'HVFULSWLRQ
"LUHFWRU\ %URZVH %URZVH WRLD@GRQUHFWRU\WR EH XVHG IRUVWRUDJH
EXWWRQ UHTXLUH D VSHFL4F GLUHFWRU\ QDPH UHIHU WR WKH
IRUGHWDLOV
$OORZ 1HZ)LOHV| FKHFNERPHW ZKHQ QHWZRUN GHYLFHV QHHG WR VHQG 40HV WR
DPSOH WREDFN XS WKHLU FRQ4JXUDWLRQ
+RVW "3DGGUHAKH GHIDXOW KRVW WR XVH IRU 7)73 WUDQVIHUV (QWF
DPSOH
3RUW LOWHJHU7KH 8 3 SRUW QXPEHU WKDW OLVWHQV IRU 7)73 UHTXH\
S8VHUQDPH GURS BHOHFW WKHDFFRXQW WR XVH IRU 7)73 UHTXHVWV 7K
GRZQ SHUPLVVLRQLW R FYAKRIU \
PHQX
YLOH 3BHUPLVVLRQVFKHFNERPBHW SHUPLVVLRQV IRU QHZO\ FUHDWHG 40HV |7KH GHI
UHDG DQG RQO\WKH RZQHU FDQ ZULWH 6RPH GHYLFH\
SHUPLVVLRQV
(IWUD RSWLRQV | VWULQJ $GG PRUH RSWLRQW SGRP
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ WIWS
RSWLRQ RQ HDFK OLQH

RO9XR8 |ISa

JUHHIP$6V HNMB 7 KWW

SV QHW

ZRUNXSVWRROV RUJ

VI\VWHP LVFRQQHFWHG WR D836 GHYLFH FREBUYWYKXBIBW K&RSBEHIKHIWKHYLFH LQ
JLIXUH VKRZV WKH 836 FRQ4JXUDWLRQ VFUHHQ

k3
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)LJ

836 &RQ4IJXUDWLRQ 6FUHHQ

7TDEOH VXPPDUL]JHV WKHRSWLRQVLQ WKH 836 &RQ4JXUDWLRQ VFUHHQ

7DEOH

836 &RQ4JXUDWLRQ 2SWLRQV

BHWWLQJ 9DOXH 'HVFULSWLRQ
836 ORGH GURS 6HOMBWWHWKH 836 LV SOXJJHG GLUHFWO\LQWR WKH \
GRZQ 7KH 836 ZLOO UHPDLQ WKH ODVW LW H® DWRWOMHGR ZQ
PHQX WKH V\VWHP VKXW GOROAMMWEHI R U H
“GHQWL4HU VWULQJ 5GHTXLUHG 'HVFULEH WKH 836 GHYLFH &DQ FRQWDLQ I
ULRG FRPPD K\SKHQ DQG XQGHUVFRUH FKDUDFWHU\

'ULYHU S5HPRWH +FFRWER

ER]J

S5HTXLUHG )RUDOLVWRIVXSSRUWWNBRECHYEFHVRRBNM W

FRPSDWLELRWWM\SYLV@HWZRUNXSVWRROV RUJ
4HOG VXJJHVWV GULYHUV EDVHG RQ WKH WHI[W
FL4AF GULYHU EHJLQ W\SLQJ WKH QDPH RI WKH
VHQVLWLYH

7KHULYHHO G FKD QIHRRWH AIRNVE@S 6

ORGHY VHBWOOWRAWHU WKH -3 DGGUHVV RI WKH V
WHP FRQ4JXUHG DO/DW KN ®I36H P 6 HHRW KL V
KWWSV [RUXPV IUHHQDV RUJ LQGH[ SKS"UH
XSV VXSSRUW IRU VLQJOH RU PXOWLSOH IUH
GHWDLOV DERXW FRQ4JXULQJPXOWLSOH V\VW

*QMIBMm2/ QM

k3e

VWDEO
HQWHU
GULYHU

\V

VRXUFF
HQDV VI
HPV ZL\
M2ti T ;



6°22L a RRXj@I18 b2  :mB/2- _2H2 b2
h #H2 R9XR9 +QMiBMm2/ 7°QK T 2pBQmb T ;2
6HWWLQJ 9DOXH 'HVFULSWLRQ
3RUW RU +RVWQDPBURS 6HULDO RU 86% SRUW FRQQHFWHG WR WKH 836/ 7R DXW
GRZQ PDQDJH WKH 86% SRUW VHWWLQJV RSHQ WKH GURS GI
PHQX DXW-R WKH VSHFL4F 86% SRUW PXVWEHERBNHQ VHH W
DERXW LGHQWL4QJWKH 86% SRUW XVHG E\ WKH 836
'KHQ DQ 6103 GULYHU LV VHOHFWHG HQWHU WKH -3 DG
RIWKH 6103 836 GHYLFH
3RUW RU +REMWRRPHH/P R W HZR{QGWBRBE ORE&M VHW|WR
60DYBWHU WKHRSHQ QHWZRUN SRUMDYWREMHU R1 WKH
WHP 7KH GHIDXOW SRUW LV
$X[LOLDU\ 3DUDPHWWUVYQJ (QWHUDQ\DGGLWLRQDXGRSWDRQV I[URP
XSV FRQI KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ XSV F
$X[LOLDU\ 3SBDUDPHWWUYQJ (QWHUDQ\DGGLWLRQDX®G RS WRRQV [URP
XSVG FRQI KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ XSVG
"HVFULSWLRQ VWULQJ| 2SWLRQDO 'HVFULEH WKH 836 VHUYLFH
6KXWGRZQ ORGH | GURS &KRRVH ZKHQ WKH 836 LQLWLDWHYV BR$WRRY @Q&KRLFI
GRZQ EDWWIB86 UHDFKHY ORZ EDWWHU\
PHQX
6KXWGRZQ 7LPHU| LQWHJHU6HOHFW D YDOXHLQ VHFRQGV IRU WKH 836 WR ZDLW EH
GRZQ 6KXWGRZQ ZLOO QRW RFFXU LI WKH SRZHU LV U*t
WLPHU LV FRXQWLQJGRZQ 7KLV Y DEOXWWREQRA \QDOSRSGOH. H \
LV VHBBWRRHY RQ EDWWH U\
6KXWGRZQ &RPPDQWNULQJ (QWHU WKHFRPPDQG WR UXQ WR VKXW GRZQ WKH FRP S
SRZHU LV ORZRUVKXWGRZQ WLPHU UXQV RXW
1R &RPPXQLFDWLRYWULQJ (QWHUD YDOXHLQ VHFRQGV WR ZDLW EHIRUH DOHUWL
‘DUQLQJ 7LPH QRW UHDFK DQ\ 836 :DUQLQJV FRQWLQXH XQW|LO WKH
ORQLWRU 8VHU VWULQJ GHTXLUHG (QWHUD XVHUWR DVVRFLDWH ZLWK WKLV \
PHQGHG GHIDXO\EXVRIQ LV
ORQLWRU 3DVVZRUBWULQJ[ 5HTXLUHG 'HIDXOW LV WK[I? NRREZRWD@IXWMKLY WR HQ
KDQFH VI\VWHP VHFXULW\ &DQQRW FRQWDLQ D VSDFH
(IWUD 8VHUV VWULQJ (QWHUDFFRXQWV WKDW KDYH DGPXQVGWUDBWIYYH DFF|
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ XSVG
SOHV
SHPRWH ORQLWRU FKHFNERPHW IRUWKH GHIDXOW FRQ4JXUDWLRQ WR OLVWHQ RQ
NQRZQ YDOXH VXBIVPVRIYG SDVVZRRMSD VYV
6HQG (PDLO 6WDWXAK#HFNERPHW WR HQDEOHV AWKN WMHPHAR6VHQG HPDLO XSGDWH V \
GDWHYV FRQ4JX(AD34®I 0 G
(PDLO HPDLO D@QWHU DQ\HPDLO DGGUHVVHV WR UHFHLYH VWDWXV X
GUHVV | SOHDGGUHVVHV ZLWK D VHPLFRORQ
(PDLO 6XEMHFW | VWULQJ| (QWHUD VXEMHFW OLQHIRUHPDLO VWDWXV X§GDWHYV
3RZHU 2+ 836 FKHFNERPHW IRUWKH 836 WR SRZHU R* DIWHU VKX@WWLQJ GRZQ
WHP
+RVW 6\QF LQWHJHU(QWHU D WLPH LQ MHERQIGV IRU
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ XSVPI
PDVWHU PRGH IRUWKH VODYHV WR GLVFRQQHFW GXUL

1RWHRU 86% GHYLFHVY WKHHDVLHVW ZD\WR GHWHUPLQH WK HGARRIZUHFQW R B YLAFRHVQ L
VDIJREWLRQVWHRBGYDQRMXJ LQ WKH 86% GHY L FHG®HYG XRAUIM YRXGHGLFH QDPH LQ WKI

FRQVROH PHVVDJH

\Y

6RPH 836 PRGHOV PLJKW EH XQUHVSRQVLYH ZLWK WKH GHIDXOW SRO@IRQYVIDWDXHQ!

UHFXUULQJ HMURVTETLAHFU@JOUFSSVQU

60LOPXO FSSPS

-l WKLVHUURURFFXUV GHFUHDVH WKH SROOL Q¥X[WLHTOHQ B DENDIPGIGMHQU D X §'Q W R QW

k3
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QPMMJOUFSWBMKH GHIDXOW SROOLQJIUHTXHQF\LVWZR VHFRQGYV

XSVF KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ XSVF FDQEH XVHG WR JHW VV
PRQ VXFK DV WKHFXUUHQW FKDUJHDQG LQSXWKYRSDNBJH XWLRDIQMKH. U XQQ WRP

VQTD VQT!MPDBMIPTU

TKKKSVF KWWSV 7ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ XSVF PDQ SDJHJLYHV VRP

XSVFPGKWWSYVY 7Z7ZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ XSVFPG FDQ EH XVHG WR V|
836 DVVXPLQJWKHKDUGZDUH VXSSRUWV WKHFRPPDQG EHLQJVHQW 2QO\ XVHUV .
FRPPDQG 7KHVH XVHUYV DU H [FAUHD YHBJG/Q WK H

ROXR8XR JmHIBTH2 *QKTmi2 b rBi? PM2 ISa

$836 ZLWKDGHTXDWH FDSDFLW\FDQ SRZHU PXOWLSOH FRPSXWHUV 2QHFRPSXWH
ZLWKD VHULDO RU 8 b V¥ bAwHH V BB¥ VWDWXV DYDLODEOH RQ WKH QHWZRUN IRU RW|
VODPRPSXWHUV DUH SRZHUHG E\WKH 836 EXW UHFHLYH 836 VWDWXV GBWD IURP WK
8VHU ODQKWWSY QHWZRUNXSVWRROV RUJ GRFV XVHU RBQXDIOUFKXDNHG3DQBW [
KWWSV QHWZRUNXSVWRROV RUJ GRFV PDQ LQGH[ KWPO 8VHUBPDQ

RO9XRe g2#. 0

7KH :HE'$9 VHUYLFH FDQ EH FRQ4JXUHG WR SURYLGH D 40H EURZVHU RYHU D ZHE FR
YLFH DW OHDVW RQH :HE'$9 VKDUH PXVW E 5 RDHID QVHE £9 QLY DHNCAAMISFM BGIJ

IHU WHRE'$9 6 KD SIDVH IRULQVWUXFWLRQV RQ KRZWR FUHDWH D VKDUH DQG FRQQ!|
4JXUHG DQG VWDUWHG

7KHVHWWLQJV LQ WKH:HE'$9 VHUYLFH DSSOMVWRIDURRAZ WKMKBE'HSY FRQ4IJXUDWLFR
VFUHAQEOH VXPPDUL]J]HV WKHDYDLODEOHRSWLRQV
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)LJ ‘HE'$9 &RQ4JXUDWLRQ 6FUHHQ
7DEOH 'HE'$9 &RQ4JXUDWLRQ 2SWLRQV
BHWWLQJ " 9DOXH  'HVFULSWLRQ
B3URWRFRO GURS +778HHSV WKH FRQQHFW L R X §60FFUJ SSWHWKH FRQ QH
GRZQ WLRQ@73 +7MBBORZV ERWK W\SHV RI FRQQHFWLRQV
PHQX
+773 3RUW VWULQJ 6SHFLI\D SRUW IRUXQHQFU\SWHG FRQQHFWLRQV 7K}
LV UHFRPPH@GEHOWH D SRUW QXPEHU DOUHDG) EHLQJ
DQRWKHU VHUYLFH
+7736 3BRUW VWULQJ 6SHFLIN\D SRUW IRUHQFU\SWHG FRQQHFWLRQV 7KH G
UHFRPPHQ®HERYWH D SRUW QXPEHU DOUHDG\ EHLQJ X\
RWKHU VHUYLFH
"HEGDY 66/ &HUWL4GDRS1 | 6HOHFW WKH 66/ FHUWL4FDWH WR EH XVHG IRU HQFU\S
GRZQ FUHDWH D FHUW\YRDHNH XWH4FDWHV
PHQX
+773 $SXWKHQWLFDWURG &KRLFHURYKWKHQ WAFDIWLRQVKHRQHEBVYWAISRAGH G RU
GRZQ 'LIHVW $XWKH B Q/RE BWLHRR
PHQX
"HEGDY 3DVVZRUG VWULQJ| '"HIDX OGDDMVEKIWQJH WKLY SDVVZRUG DV LW LV|D NQRZ(

k3
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*> Shil_
6A6h11L

SGIl:AlLa

JUHHPP$SURYLGHVY WKHDELOLW\WR HIWHQG WKHEXLOW LQ 1$6 VHUYLFHV E\ SURYLC
WLRQDO VRIWZDUH

30XJLSDAJH DOORZ WKH XVHU WR EURZVH LQVWDOO DQGFRQ4JXUH SUH SDFNDJ
7KLV PHWKRGLVHDV\WR XVH EXW SURYLGHV D OLPLWHG DPRXQW RIDYDLODEOH V
VWDOOHG LQWR LWMRIZPp OLBMWHYVG HQ ZLNLSHGLD RUJ ZLNL )UHHEVGBMDLO WKD
VRIWZDUH

-DLGDJH SURYLGHPRUHFRQWURO RYHU VRIWZDUH LQVWDOODWLRQ EXW UHTXL
DJRRG XQGHUVWDQGLQJRIQHWZRUNLQJEDVLFVDQG VRIWZDUHLQVWDOODWLRQ |

/RRN WK UR X33JGOW KEDJ H DQGSDJH VHFWLRQV WR EHFRPH IDPLOLDU ZLWK WKH |
WLRQV RIHDFK &KRRVH WKHPHWKRG WKDW EHVW PHHWV WKH QHHGV RI WKH DSSO|

IRWHDLO 6WBDDHH PXVWEHFRQ4JXUHG EHIRUH SOXJLQV DKLV YHLDADEKMHYR Q J WDH
VXLWDBREGS8SDJH FUHDWHG WR VWRUH SOXJLQV

R8XR AMbi HHBM; SHm;BMDb

$ SOXJLQLVDVHOI FRQWDLQHG DSSOLFDWLRQ LQVWDOOHUWEHYWIHIHOG MR EGWMNIU
ReHUV VHYHUDO DGYDQWDJHYV

WKH )UHHABE LQWHUIDFH SURYLGHV D EURZVHU IRU YLHZLQJWKH OLVWRIDYDL
WKH )UHHZBE LQWHUIDFH SURYLGHY EXWWRQV IRULQVWDOOLQJ VWDUWLQJ P

LI WKH SOXJLQ KDV FRQ4JXUDWLRQ RSWLRQV DPDQDJHPHROW VFWHHQDIPHDR G H
WKHVHRSWLRQV WR EH FRQ4JXUHG

9LHZ DYDLODEOH SOX3OXVIEQ¥FOLFNLQJ
JLIXUH VKRZV VRPH RIWKHDYDLODEOH SOXJLQV

kNy
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)LJ 9LHZLQIJWKH/LVW RI$YDLODEOH 30XJLQV

IRWHIWKHOLVWRIDYDLODEOH SOXJLEXHISWZRW G DWISOVH H G\ RASKHIMWWWKRHH B HH 1 $ 6
FDQJOBIQ DGGUHVV RQ WKH-QWHUQHW —-1LWFDQQRW DGGD GHIDXOWIHWHZD\ DG
ZRUN*OREDO &RQ4JXUDWLRQ

&OL%NRZVH D §ROPRWRWIBRY WKH SOXJLQV\O UMW EIWRBNHTY ZZZ IUHHQDV RUJ SOX.
ZKLFKUHFHLYH XSGDWHV HY RIRAHAZ ZQHMNYEKBIBIY JLWKXE FRP L[ SOXJLQ KXE LF
LQGH]

&OLFHN5(6+ -1 WVR UHIUHVK WKH FXUUHQW OLVW RI SOXJLQV

&OLFN D SOXJLQLFRQWR VHHWKH GHVFULSWLRQ ZKHWKHULW LV DQ 2]FLDO RU &R
WKH QXPEHU RILQVWDOOHG LQVWDQFHYV

7TRLQVWDOO WKH VHOHRAWHS/SOXJLQ FOLFN

kKNR
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yLJ -QVWDOOLQJWKH 30OH[30XJLQ

IRWH ZDUQLQJ ZLOO GLVSOD\ZKHQ DQ XQR]JFLDO SOXJLQLVY VHOHFWHG IRULQVWD

(QWHADDO 1D¥KHQLTXH QDPH LV UHTXLUHG VLQFH PXOWLSOHLQVWDOODWLRQV RIW
I1DPHVFDQ FRQWDLQ OHWWHUV @GOREKHWYQ SO RBUE@FRUHYV

ORVW SOXJLQV GHTDKOWWHRVWLQJ LV UHFRPPHQGHG DV LW GRHV QRW UHTXLUH PDQ
DYDLODEOH -3 DGGUHVVHVDQG SUHYHQWV DGGUHVVLQJFRQ5LFWV RQ WKH QHWZR

6RPH SOXJLQV GHEBRUWMHLU PDQDIJHPHQW XWIL&T WWHRWEBEHNMM\E DXWHSEBX YHW WR
OHVV PDQXDOO\FRQ4JXULQJDQ -3 DGGUHVV LV SUHIHUUHG

1 ERIKD QG-&3DUH XQVHW DQ -3Y RU-3Y DGGUHVV FDQ EHPDQXDOO\HQWHUHG -
WHUIDFH FDQ EH VHOHFWHG -1 QRLQWHUIDFHLY VHOHFWHG WKH MDLO -3 DGGUHV
-3Y DGGUHVV PXVWEHLQ WKHUDQJHRIWKHORFDO QHWZRUN

&OLFB$1&('3/8*-1 -167$/MRV2KRZ DOO RSWLRQV IRUWKH SOXJLQ MD LG VKBRS LR
-DLO &UHIDNHRQ

TRVWDUW WKH LQV#SBOQOODWLRQ FOLFN

'"HSHQGLQJRQ WKH VL]HRIWKHDSSOLFDWLRQ WKHLQVWDOODWLRQ FDQ WDNH VH'
4UPDWLRQ PHVVDJH LV VKRZQ ZKHQ WKHLQVWDOODWLRQ FRPSOHWHY DORQJ ZLW|

-—-QVWDOOHG SOXJLQYMSIEHIVH RY WKRIZ QXLCH

IRWHOXJLQV DUH DO VR IO WWYLO 7KLV WASH RIMDLO LVHGLWDEGE8O'LNH D VW

kN k
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FDOQQRWEHDOWHQHEGL GHFDUE YV IRUPRUH GHWDLOV DERXW PRGLI\LQJ MDLOV

yLJ 9LHZLQJ -QVWDOOHG 30XJLQV

30XJLQVDUHLPPHGLDWHO\VWDUWHG DIWHULQVWDOODWLRQ %\GHIDXOW DOO S
VHWWIIRRWDQVY WKH SOXJLQ ZLOO QRW VWDUW ZKHQ WKH VI\VWHP ERRWV DQG PXVW

- QDGGLWLRDONODRPWKWRIED XPGWX FDQ EH XVHG WR GLVSOD\PRUHLQIRUPDWLRQ DER

ORUHLQIRUPDWLBQM¥PR®W6-2N VKRZQ E\ FOLASDQEG 2SWERSY'S 67/R2 B 3
'$7(0$1$*(DQ&BL-167WKH SOXJLQ DUHDOVR GLVSOD\HG -I1DQLQVWDOOHG SOXJLQ |
YLHZHG E\ FORENEDE7S$// 127 (6

30XJLQV ZLWK DGGLWLRQDO GRF XPBQ\MDT W1-PX WOANRRQKIKLF O RSHQV WKH 5($'0(LQ W
JLQUHSRVLWRU\

7KH SOXJLQ PXVWEH VWDUWHG EHIRUHWKHLQVWDOJBD0 @G SE$FW HRE@ XV IDY DLOCLC
6WDWKINVQIHV@IRHQ LW VWDUWY VXFFHVVIXOO\

BWRS DQG LPPHGLDWKEA X WDUEN BOLHSDQL B@®BG$57

&OLFN[SDQG DRIG*WR RSHQ D PDQDJHPHQW RUFRQ4JXUDWLRQ VFUHHQ IRU WKH D
PDQDJHPHQW LQWHUIDFH VKRZ WKH -3 DGGUH V¥ ®RL® SFERWHNEQ KDW SDJH LQ WKH

IRWHRWDOO SOXJLQVKDYHD IXQFWLRQDOPDROQDUEPEHMIWERSWRRQ@ RBBHHHLQVWUXFW
DERXWLQWHUDFWLQJZLWK D SOXJLQ MDLO ZLWK WKH VKHOO

6RPH SOXJLQVKDYHRSWLRQV WKDW QHHG WR EH VHW EHIRUH WKHLU VHUYLFH ZLO(

KN j
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DSSOLFDWLRQ WR VHH ZKDW GRFXPHQWDWLRQ LV DYDLODEOH -1WKHUHDUHDQ\G
GRFXPHQWDWLRQ IRUWKDWDSSOLFDWLRQ

~IWKHDSSOLFDWLRQ UHTXLUHV DFFHVV WRAMWKN\GB W OFOWRN WE IR 8 QWKH\)IRWHY K6 D
LQ W-IOHSDIH DQG DGG VWRUDJH B¢ GHWER QBKS® IMR U D J H

&OLWNSWLRQWKIHIBAD WKH SOXJLQ MIIIDOH QWKW ZLOO JLYHDFFHVV WR WKH VKHOO F
WKHDSSOLFDWLRQ WR FRPSOHWH RUWHVW WKHFRQ4JXUDWLRQ

-IDSOXJLQMDLO IDLOVWR VWDUW RSHQ@WBHSDXG LR END LW B & HMPG | N RW RB&HFH
LIDQVHUURUV ZHUH ORJJHG

R8Xk IT/ iBM; SHm;BMb

:KHQ D QHZHU YHUVLRQRID SOXJLQ RUUHOHDVH EHFRPHV DYDLGSEQE LEEMBKH R]FL
'$7( 8SGDWLQJD SOXJLQ XSGDWHV WKH RSHUDWLQJV\VWHP DQG YHUVLRQ RI WKH S

)LJ 8SGDWLQJD 30XJLQ

8SGDWLQJD SOXJLQDOVR UHVWDUWY WKDW SOXJLQ 7R XSGDWH RUDNXS) BHG B VWHKH
DQG 8SJUBSGHN

R8Xj] IMBMbi HHBM; SHm;BMb

-QVvWDOOLQJD SOXJLQ FUHDWHV DQDVVRFLDWHG MDLO 8QLQVWDOOLQJD SOXJLQ
7KLY PHD GDWOD¥HWY RUVQDSVKRWY WKDW DUHDVVRFLDWHG DIDWMK W K H I OORIE QAN

kN9
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XS DQ\LPSRUWDQW GDWDHHRPMIKIQSWYROIMLQJ LW

J)LIXUH VKRZV DQ H[DPSOH RI XQLQVWDOOLQJD SOXJLQ E\ H[SDQBL-QLBWHK# SOXJILQ
WZR VWHS GLDORJ RSHQV W R FIRIQ/AIUP WHKHH DE OANZBMHIL YK H SOXJILQ GBR®M UPHW WKH
FKHFNER[ DQGHOWRNJHPRYH WKH SOXJLQ DQG WKHDVVRFLDWHG MDLO GDWDVHW

yLJ 8QLQVWDOOLQJD30XJLQDQG LWV $VVRFLDWHG -DLO DQG

R8X9 * 2 i2 SHmM;BM

- IDQ DSSOLFDWLRQLVQRWDYDLODEOHDV D SOXJLQ LWLVRSRYDUE?NWR S HIXW
UHTXLUHV DQ*H LV X¥MWMNSY JLWKXE FRP DFFRXQW

&UHDWHD QHZ DUWLIDFWUWSREWWRBUY\ RQRWKXE FRP
SHIHUWMREOHIRU WKH 40HV WR DGG WR WKHDUWLIDFW UHSRVLWRU\

7TDEOH JUHBIQX6LQ SUWLIDFW )LOHV
‘LUHFWRU\ )LOH ‘ 'HVFULSWLRQ ‘
QPTU@JOTUBMM TI 7KLV VFULSM) VWWEPHQMDLO DIWHU LW LV FUHDWHG DQG DQ\

VWDOOHG (QDEO VB SDLBRMXEW QHHG WR VWD UW ZLWK
DQG DSSO\DQ\FRQ4JXUDWLRQ FXVWRPL]DWLRQV ZLWK W

VJ KTPO -621 40H WKDW DFFHSWV WKH NH\RU YDOXH RSWLRQV )R
BENJOQPSUBM =lUUQ *1 o
GHVLIQDWHV WKH ZHE LQWHUIDFH RI WKH SOXJLQ

*QOMIiBMm2/ QM M2ti T :

kN8



6°22L a RRXj@I18 Ib2° :mB/2- _2H2 b2 RRX]

h #H2 R8XR +QMiBMm2/ 7' QK T 2pBQmb T ;2

'LUHFWRU\ )LOH ‘ 'HVFULSWLRQ

PWFSMBZ 'LUHFWRU\RI 40HVRYHUODLG RQ WKH MDLTGSD IWH
MPDBM CJO NZ@BWHDFHGLDSWNKPMDBM CJO NYRGRIM F
WLRQ RI WKH MDLO &DQ EH XVHG WR VXSSO\FXVWRP 40H
VFULSWY DQGDQ\RWKHU WA\SH RI FXVWRPL]HG 40HV WR \

ULQVWI

TFUUJOHT KTPO -621 40H WKDW PDQDJHV WKH VHWWLQJV LQWHUIDFH RI'W

4HOGV LQFOXGH

WLQJV

SDLU
saPQUJPOTa®

aTFSWJIJDFHFU=® a VTS MPDBM CJO NZHFU&®
&RPPDQG XVHG WR JHW YDOXHV IRU SOXJLQ FRQ4
SOXJLQ FUHDWRU 7KHFRPPDQGDFFHSWV WZR D

7KLV VXEVHFWLRQ FRQWDLQV DUUD\V RIHOHPHQ
DQGUHTXLUHG DUJXPHQWYV IRUWKDW SDUWLFXO
6HRSWLRQV VXEVHFVEDRE H[DPISORZ

aTFSWIJDFSFTUBSU=® aTFSWIJDF GPP SFTUB§U=®
&RPPDQG WR UXQ ZKHQ UHVWDUWLQJWKH SOXJLQ® VHUYL

UXUDWL
UJXPHQ\

WV VWD
DU W\SH

7KLV H[DAfOHJOHT KDROLYV XVHGARDMVWHKBBRUHQ -WLVDOVRDYDULRIFEHOUH BQAUQHE L
TXDVVHO DUWLIDFKWWHS\WRVIJWWKXE FRP I[UHHQDV LRFDJH SOXJLQ TXDVVHO EORE

\
aTFSWIDFSFTWBE8WIDF RVBTTFMDPSF SFTUBSU®
aTFSWIDFHEUWTS MPDBM CJO RVBTTFMHFU®
aTFSWIJDFTRUWTS MPDBM CJO RVBTTFMTFU=
aPQUJPOTY=
aBEEVTFS=m
aUZQF=BEE®
aOBNFm"EE 6TFS®
cEFTDSJQUJRO®mE OFX RVBTTFMDPSF VTFS®H
aSFRVJSFEBSHT=
aVTFSOBNF=&
aUZQF®mTUSJOH=
cEFTDSJQUJIJROWBTTFM $MJFOU
N
aQBTTXPSE®
aUZQFmQBTTXPSE®
cEFTDSIJQUJIROWBTTFM $MJFOU
N
aGVMMOBNF=®
aUZQF®mTUSJOH=
cEFTDSJQUJIROUYBTTFM $MJFOU

N

sPQUJPOBMBSHT®
sBENJOVTRS®
BUZQFmCPPMa

cEFTDSJQUJR®RBO UIJT VTFS BENJOJTUSBUF RVB

N

aQPSUk
sUZQFmJOU®
cOBNFm2VBTTFM $PSF 1PSU®m

cEFTDSJQUJRPORSU GPS JODPNJOH RVBTTFM DPOOFDUJPOT®

aSBOHFm a
cEFGBVMUYro o
aSFRVJIJSFSFTUBSWF

6TFSOBNF®

IBTTXPSE®

'VMM /BNF=

TTFMDP S

kNe
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N

aTTMNPEFKk=

N

aTTMPQUJRO=

N

aEFMVTFSa

sUZQFmCPPMao

sOBNFwm44- 00OMZo

sEFTDSJQUJRO®MZ BDDFQU 44- DPOOFDUJPOTa®
sEFGBVMUSVF

aSFRVJISFSFTURSWF

sUZQFmDPNCPa&

sOBNFm44- 0QUJPOT®a

BEFTDSJQUJRO®&- $POOFDUJPO 0QUJPOT®a

BSFRVJSFSFTURSWF

sEFGBVMUEMTBMMP X =

aPQUJPOY®
sUMTSFRVJSBERVJISF 5-4a
sUMTBMMRXKMMPX 5-40
sUMTEJTBCM®ITBCMF 5-4a

aUZQFm=EFMFUF=®
cOBNFm%FMFUF 6TFSo
cEFTDSJQUJIJROENPWF B RVBTTFMDPSF VTFESa

&UHDWHDQG VXEPLWDQHZ -62140HIRU WKH SOXJLQ
&ORQHLIWKBJIJH SOXJLWKWWSIH[ JLWKXE FRP L[ SOXJLQ KXE LRFDJH SOXJLQ LQGH][ *

7LS)XOO WXWRULDOV DQG GRFXPHQNMDARIPR® ORANV*D WH DE DIRGDED HXRQ HV
KWWSV JXLGHV JLWKXE FRP

2Q WKH ORFDOFRBMRIQMVHJIO FOEPWH D QHZ -621 40H IRSOKHRUHKHS$G21
40HGHVFULEHVY WKH SOXJLQ WKH SDFNDJHVLWUHTXLUHV IRURSHUDWLRQ DQGR
QDPHBMVHJOOBNF RIWPBO[DP S OD ®WKRHKWWSYV JLWKXE FRP L[ SOXJLQ KXE LRFDJH
LQGH[ EORE PDVWHU PDGVRQLF MWBEJP®ORORIKDAY QDPHG

7KH4HOGV RIWKH40OH DWW EEBMFULEHG LQ

‘DWD )LHOG
aOBNF=

7DEOH 30XJLQ -621)LOH &RQWHQWV

" 'HVFULSWLRQ |
IDPH RI WKH SOXJLQ

aQMVHJO@TDIFNB=®= 2SWLRQDO HIQWIRSOL4HG SRVW LQVWDOO LQIRURDWLRQ

L@PTU@JOTUBMMVHIU VSHFHFEK®WKH LQIRUPDWLIRQ WR E
VHQWHG WR WKHRVHU 6Q@/@*L'OVLGQRKH@IJOTUBMM TI
40H BHHWEW QFSBDYHRQ DRQM@V\QF SRVWSDRIN/WDPO VK
H[DPSOHV

aSFMFBTF®a

YUHH%6 ' 5(/($6( WR XVH IRU WKH SOXJLQ MDLO

aBSUJGBDUn=

85/ RIWKH SOXJLQ DUWLIDFW UHSRVLWRU\

aQLHTa

7TKH)UHH%6' SDFNDJHV UHTXLUHG E\WKH SOXJLQ

aQBDLBHFTJUF=®

&RQWHQW 'HOLYHU\1HWZRUN &'l XVHG E\WKH SOXJLQ V
7TUXH26 &'1U¥Q QLH DEO USVFPT PSH JPDBHF

*QMIiBMm2/ QM M2ti T ;.
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h #H2 R8Xk +QMiBMmM2/ 7' QK T 2pBQmb T ;2

'DWD )LHOG 'HVFULSWLRQ
cGJOHFSQSJOUT= sGVODUJPO®
'HIDXOWR V

aGJOHFSQSJOUn®
7KH SNJ4QJHUSULQW IRU WKH DUWLIDFW UHSRVL

WRU\ 'F

FGE B GC F E B E G BG E D FDBE D|G CG F
aPGGJDJBM= 'H4QH ZKHWKHU WKLV LVDQR]FLDO L;VI\VWHRMVYKSSRUW
RGBMTF
/ILVWLQJ UVOV\QF MVRQ
\
aOBNFmSTMTZOD=®
aQMVHIJO@TDIENB=®
aSFMFBTFRo 3&-&"4&n
aBSUJGBDUWIWUUQT HJUIvC DPN GSFFOBT JPDBHF QMVHJO CUTZOD HJU=®
BQLHT=
“OFU Q Q STMTZOD=
>
aQBDLBHFTJUR2UQ QLH DEO USVFPT PSH JPDBHF VOTUBCMF=
aGJOHFSQSJAQUT=
aJPDBHF QMVHZOT®m
\
aGVODUJPOQRB o
aGJOHFSQSJOUFGE B GC F E B E G BG E D FDBE D G CG FC D
[
N
>
AN
cPGGJDJBMSVF
N
/ILVWLQJ SRVWBLQVWDOO VK
CJO TI Y
&OBCMF UIF TFSWJDF
TZTSD G FUD SD DPOGZOD @ F @ B&AEF
4UBSU UIF TFSWJDF
TFSWJDF STMTZOD THBEBWVMM
FDIPeSTMTZOD OPX JOTUBBIRFEAL-6(*/@*/'0
FDIPaGPPa SPPU 1-6(*/@*/'0
+HUHRWBTTFMDPSFUKBRIIRGXFHG DV DQ HI[DPSOH
\
aOBNFm2VBTTFMDPSFa
aSFMFBTFRo 3&-&"4&n
aBSUJGBDUWIUUQT HJUIvC DPN GSFFOBT JPDBHF QMVHJO RVBTTFM HJU=®
BQLHT=
aJSD RVBTTFM DPSFa
>
aQBDLBHFTJUR2UQ QLH DEO USVFPT PSH JPDBHFa=
aGJOHFSQSJAQUT=
aJPDBHF QMVHZEOTn®o
\
aGVODUJPOQRB o
acGJOHFSQSJOUFGE B GC F E B E G BG E D FDBE D G CG FCD
e

kN3
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N

>
N

aPGGJDJBMS8VF

7KH FRUUHFW GLUHFWRU\DQG SDFNDJH QDPH RI WKH SO XdQQ HSHBHDA KB WILRG RXKVHV |
SDFNDJH QDPH DQG GLUHFWRUB\WEAVRKIMIWKL QZZZ IUHVKSRUWY RUJ DQG FKHFNLQ.
WKH SRUW OLQH )RUXDDVWEGBRWKG XVHV WKH GLUHFWR U\ .IDSDGR\DEINITFM QRPSH

I1RZHGAPWBHF QMVHJIO JOEFSGGWEPHQWUNIRU WKH QHZ SOXJLQ WKDWLQFOXGHV W
g, "/[*"&458$GG WKH QDPH RI WKH QXY HB OHEMTPEO& H U H
aOBNF8VH WKH VDPH QDPH XVHB ZR&®XH Q WKH

BJDPOBRVW SOXJLQV ZLOO KDYH D VSHFL4F LFRQ 6HDUFKJPOBARRMYGEHYDYH W
JOEFY JDPOOTUHFWRQ\OH7 BH QDPLQJ FRQ YCHVOWHLIR@ BW F) RWH[D P S 00D GAMKRQ L F
SOXJLQ KDV W KNBEEFRROIDHQ O H

BEFTDSJQUJIMHVFULEH WKH SOXJLQLQ D VLQJOH VHQWHQFH
BPGGJDJBBHFLI\LI WKH SOXJLQ LV VXSSRUWGHEMENA;V\VWHPV (QWHU

BHH WKH(; KWWSV JLWKXE FRP L[ SOXJLQ KXE LRFDJH SOXJLQ LQGH[%®ORE PDVV
HQWULHYV

6 XEPLW WKH SOXJLQ

2SHQ D SXOO UHT XIHR/FWD DRIUSMKKH L Q LKMBW BVHSIH WKXE FRP L[ SOXJLQ KXE LRFDJH S
VXUH WKH SXOO UHTXHVW FRQWDLQV

WKH QHZVHJO KAGHD

WKH SOXJLQOBPRQHG WRPWEBHF QMVHJO JOEFGLUDI®PBOWRU\

DQ XSGDWH WRWEBH ZLWKDQ HQWU\IRU WKH QHZ SOXJLQ
DOLQNWRWKHDUWLIDFWUHSRVLWRU\SRSXODWHG ZLWK DOO UHTXLUHG SOXJ

R8X9XR h2bi SHm;BM

:DUQLQJIQVWDOOLQIJH[SHULPHQWDO SOXJLQV LV QRW UHFRPFHKQGHGDI\WRNUHQWUD
PHDQW WR KHOS SOXJLQ FUHDWRUV WHVW WKHLU ZRUN EHIRUW LW EHFRPHV JHQH!

30XJLQ SXOOUHTXHVWYV DUWHBPHEHID® ERQ RRWVKEHHH SO XJLKWWS3H[ JLWKXE FRP L[ SO
KXE LRFDJH SOXJLQ LQGH[ UHSRVLWRU\ 7KHVH SOXJLQVDUHQRWDYDLODEOHLQ
DGGHG MR(BP6EUDQFK RI WKH UHSRVLWRU\ -WLV SRVVLEOHWR WHVWIPQBRFGHYHO
FRPPDQXW®DBHF GFUDI 1 OBNF 1-6(*/ *1"%%3&44@13014 CSBODI NBTUFS

7KLV ZLOO LQVWDOO WKH SOXJLQ FRQ4JXUH LW ZLWK DQ\ FKBYVUH RESDERSK R MWAKIN D (
UHSRVLWRU\WR GRZQORDG WKH SOXJLQ

+HUHLVDQH[DPSOHRIGRZQORDGLQJDQG FRQ4JIJXULQJIDQ H['SHKH®PEQWDO SOXJLQ

<SPPU!GSFFOBT _> JPDBHF GFUDI 1 OBNF NJOFPT JQ @BEES =FN ] a CSBODI
IMVHJO NJOFPT
0GGJDJBM 1MVHJO 'BMTF
6TIJOH 3&-&"4& 3&-&"4&
6TIJOH #SBODI NBTUFS
1PTU JOTUBMM "SUJGBDU IUUQT HJUIVC DPN KTFRBFSU JPDBHF QMVHJO NJOFPT HJU
51FTF QLHT XJMM CF JOTUBMMFE

KNN
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3VOOJOH QPTU@JOTUBMM TI
$PNNBOE PVUQVU

“ENJO 1PSUBM
lUuUQ
<SPPU!GSFFOBT _>

7KLV SOXJLQ DSSHDUIDYEQ XUKBVHHMNIOVPRG FDQ EH WHVWHG Z LAWK WWHKHP UHH1%$6

R8X8 bB:” SHmM:BM

7KH $VLIJUD SOXJLQ FRQQWR W WHKILHIIGL$PUW\ VHUYLFHDQG LV VXEMHBWIWRODLFHQVL
6RIWZDUH /LFHQVH KWWE8VYHQ@ZZ DVLIJUD FRP OHJDO VRIWZDUH OLFHQVH DJUHHP

7TREHJLQ XVLQJ $VLIJUD VHUYLFHV DIWHULQVWDOOLQJ WKHHOXVW@ HZSHWRY K H E O X
WDE RSHQNMWRWHU D XVHU KWWIS¥VLOUPHQVHSRUWDO DVLJUD FRP OLFHQVHSRUWI

7KH)UHHRIN\6/WHP PXVW KDYH D SXEOLF VWDWLF -3 DGGUHVV IRU $VLIJUD VHUYLFHV
5HIHUWR WKH $VLJUD GRFXPHQWDWLRQ IRUGHWDLOV DERXW XVLQJWKH $VLIUD S¢

'6 2SHUDWRU 0DQDJHPKWWSXYLGWH DPD]JRQDZV FRP DVLJUD GRFXPHQWDWLRQ -
6\WWHP +HOS LQGH[ KWPO4 0SQHSBIMPWHIUIDFH WR PD QD% K WXTHUF@ANX YILG H
& O LOANQ D JH PLHQWKH SOXJLQ RS W L R R B BH@SNHKH D F H

'6 &OLHQW —QVWDCKOMWSWRQ VXIDBPDJRQDZV FRP DVLJUD

GRFXPHQWDWLRQ *XLGHV &0RXG %DFNXS Y &OLHQWBG6RIWZDUHB-QVWDO
WK¥4 $SMIFOVWHFL $SMIFDMWUHIDWHY EDFNXS FRQWHQW IURP HQGSRLQWV DQG !
%4 4ZTUFN TFSWJIDF

'6 &SOLHQW ODQDJIJHPKWWS¥LGW DPD]J]RQDZV FRP DVLJUD GRFXPHQWDWLRQ +H
&OLHQW +HOS LQGH[ KWP@&®4 6MQ B\OWWWHWPKIHWHU LW KDV EHHQ VXFFHVVIXOO\
RUPRUHORFDWLRQV

iyy



*> Shil_
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C AGa

-DLOVDUHD OLIJIKWZHLJKW RSHUDWLQJ VIVWHP OHYHO YLUWXDOL]DWLRQ 2QHRU
WKRVH VHUYLFHV IURP WKW KRWW ) WHHABESR FD KWWSV JLWKXE FRP LRFDJH LRFD
DQGOXJENJIH PDQDIJHPHQW 7KHPDLQ GL*HUHQFHV EHWZHHQ D XVHU FUHDWHG |
DUH SUHFRQ4JXUHG DQG XVXDOO\SURYLGHRQO\D VLQJOH VHUYLFH

%\ GHIDXOW MDIUGIHwXQVWIsN zzzZ IUHHEVG RUJ RSHUDWLQJV\VWHP 7KHVH MDL
VWDQFHV RI)UHH%6' 7KH MDLO XVHV WKH KRVW KDUGZDUHDQG UXQV RQ WKH KRVW
XVXDOO\DVVRFLDWHG ZLWK YLUWXDOL]DWLRQ 7KHMDLO LQVWDOOV )UHH%6' VRIV
RUSRUWY FDQEHLQVWDOOHG IURP WKH MDLO FRPPDQG OLQH 7KLV DOORZVIRU)U
SDFNDJHVWREHLQVWDOOHG IURP WKHFRPPDQG OLQH RIWKH MDLO

~WLVLPSRUWDQW WR XQGHUVWDQG WKDW XVHUV JURXSV LQVWDOOHG VRIWZDUH
I[URP ERWK WKHP)KRIWYFESHUDWLQJ VIVWHP DQG DQ\RWKHU MDLOV UXQQLQJRQ WKD

7KHDELOLW\WR FUHDWH PXOWLSOH MDLOV R*HUV 5H[LELOLW\UHJDUGLQJ VRIWZD!
FDQ FKRRVH WR SURYLGHDSSOLFDWLRQ VHSDUDWLRQ EA\LQVWDOOLQJ GL*HUHQW I
DOOLQVWDOOHG DSSOLFDWLRQV RUWRPL[DQG PDWFKKRZVRIWZDUH LV LQVWDO

ReXR C BH aiQ" ;2

$SRRODJIH PXVW EH FUHDWHG EH IRWHI XS{MIH M D LODWRIW XUH WKH SRRO KDV HQRX.
IRUDOO WKHLQWHQGHG M D DOFRIGIG © GX.IVSIW \VKIMHP HV V D &H (3 Q G3R R MQRRIRWR 8 V
H[LVW RQ WK H VAN MW/

-l SRROV H[LVW EXW QRQHKDYHEHHQ FKRVHQ IRU XVH ZLWK MDLOV RU SOXJLQV D
SRRODQ&FO2ZEN

7TRVHOHFWD GL*HUHQW SRRO IRU MDL O ®HWVBIOXIV. Q ¥ @ RDJDR B VKARZFWNWKH DFWLYH &
SRROFDQ EHVHOHFWHG IURP WKH GURS GRZQ

-DLOV DQG GRZQORDGHG JUHH%6' UHOHDVH 40HWPDBHWMVRUHG LQ D GDWDVHW QDPHI
1RWHYV DERXPDWKEDWDVHW

$W OHDVW *L% RIIUHH VSDFH LY UHFRPPHQGHG

&DQQRW EH OR FXW HEDR @ D

LRFDKWWS LRFDJH UHDGWKHGRFV LR HQ ODWHVW LQGH[ KWPO DXWRPDWLF
SRRO IRU WK H)W\WNVIHSB

$EFGBVMUT KOPGFRQWDLQV GHIDXOW VHWWLQJVY XVHG ZKHQ D QHZ MDLO LV FUH
LFDOO\LIQRW DOUHDG\ SUHVHQW -1 WKHPOBWKBEIWYDHQOW @XW PRI XGMAHGH I L
VHWWLQJV IURP PHPRU\

(DFKQHZ MDLO LQVWDOOV LQWRMPD@HF)RHLID[® BHWHD \ZHW RMAK KBABMWDVHW LQ
QPPMD QHZ MDLOBDQOWOBOOV LOQWR D QHDEGPWDYHMBEBRABE@MT KBJIM

jyR
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JUHH%6' UHOHDVHV DUHIHWFKHG DV DFBEBOE & PBXVINIMRENVRWR TWKKEY GDWVHW LV
WUDFWHG LXPWBRBMKBFMFBDWDVHW WR EH XVHG LQ MDLO FUPDBHR QP XIOMBB® D V
FDQWKHQ EHUHPRYHG ZLWKRXW D*HFWLQJWKHDYDLODELOLW\RIIHWFKHG UH

JPDBHEDWDVHWY RQ DFWLYDWHG SRROVDUHLQGASMRDBUI®WRIGDWR RWKHU D

I1RWHRFDJH MDLO FRQ4JVDOUW QWRMEB8BNK JPDBHF KBIMTKKRBRIMIAENMH LV XSGDWHG
DPOGJH KHRQ4JXUDWLRQ 40H LVNEDF QPG MS BNF JPDBHF KBIJMT KBIJMOBNF DPOGJF
KTPO’/KH EDFNXS 40H FDQ ElDBEGQDIP KWRABHVWRUH SUHYLRXV MDLO VHWWLQJV

ReXk *2 iBM; C BHD

JUHHPP$KDV WZR RSWLRQV WR F UBLDOV: H FIDMNGIVOL W KIHD V\ WR T X L F NOAFIRH D-WH/D MDLO
&5($7-RY DQDOWHUQDWH PHWKRG ZKHUH HYHU\SRVVLEOH MDLO RSWLRQ LV FRQA4.
VSUHDG DFURVV IRXU GL*HUHQW SULPDU\ VHFWLRQV 7KLV IRUPLVUHFRPPHQGHG I

UHTXLUHPHQWYV IRUD MDLO

ReXkXR C BH gBx '/

1HZ MDLOV FDQ EH FUHDWHG TXLEX O\ ERURRGHYRWKH ZL]DUG EUXHIQ VKRZQ LQ

)LJ -DLO &UHDWLRQ :L]DUG

7KH ZL]DUG SURYLGHV WKH VLPSOHVW SURFHVV WR FUHDWHDQG FRQ4JXUHDQHZ WV

jyk
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(QWH-DDO 1DIFPHYVY FDQ FRQWDLQ OHWWHUV QRFEHMWWQ G XQIGRHIN@FRUHYV

&KRRVHDDO 7D XOW &ORHBVBEMDRQH MDLOV DUH FORQHV RI WKHVSHFL4HG )UHHY
DUHOLQNHG WR WKDW 5(/($6( HYHQ LI WKH\DUH XSJUDGHG %DVHMDLOV PRXQW Wi
PRXQWV RYHU WKH MDLO GLUHFWRULHY %DVHMDLOV DUH QRW OLQNHG WR WKH RU!

-DLOV FDQ UXQ J)UHH%6' YHUVLRQV XS WR WKH VD P M\YWRNUVA RIGI 2 M WVUK i OKHRD/NAH VU DI B 5
VKRZQ

7LS9HUVLRQV RI)UHH%6' DUH GRZQORDGHG WKH 4UVW WLPH WKH\DUH XVHG LQ D M|
VDPH YHUVLRQ RI )UHH%6' DUH FUHDWHG IDVWHU EHFDXVH WKH GRZQORDG KDV DOL

&OLIRN7WR VHH D VLPSOL4HG OLVW RIQHWZRUNLQJRSWLRQV -DLOV VXSSRUW VHYI

91(7FDQ EH VHW WR DGG D YLUWXDO QHWZRUNLQWHUIDFH WR WKH MDLO 7KLV L
VWDWLF MDLO QHWZRUN FRD#SXNE P IWGIROWKAH QRBHO ZLWK DQ LQGHSHQGHQW QH\
EURDGFDVWDQ -3 DGGUHVV ZKLFKLVUHTXLUHG E\VRPHDSSOLFDWLRQV

7KH MDLO EBB@ XNHN $GGUHVV 7UD KWOWWSM-REQLEZELNLSHGLD RUJ ZLNL 1HWZRUN
ZKLFK XVHV WKH YBHHEIGEHVY DQG VHWYV D XQLTXH SR VRUWHW X HUMHIGE KM X V H
VHOHFWHG

&RQ4IJXUH WKH MDLO WR UHFHLYH LWV -3 DGGUHV&3IERWNPFRI VHWH HIYEN VHWW

IHWZRUNLQJFDQ EHPDQXDOO\FRQ4JXUHG -E3aH GW BRIHY YSIECEA HD/BR/U $WK\H
FRPELQDWLRQ RI WKHVH 4HOGY FDQ EHFRQ4JXUHG OXOWLSOHLQWHUIDFHV DL
GUHVVHV 7R DGG PRUHLQWHUIDFHV'D @GVIDVE IGRBHY MHHIND XFCODBRIREB W HH | D X O W
5RXWMHO GO YWWRRKWRPDWLFDOO\ FRQ4JX9 HWRXK/MVEHY \DIDW MWR HEYD EDIHD WE W
5RXWMHOG -1QRLQWHUIDFHLVY VHOHFWHG ZKHQ PDQXD O C\IFRWR POWLFD-3BD ®F
VLIQV WKHIJLYHQ -3 DGGUHVV RI WKHMDLO WR WKHFXUUHQW DFWLYHLQWHUID

/IHDYLQJDOO FKHFNER[HV XQVHW DQG 4HOGV HPSW\LQLWLDOL]HVY WKH MDLO ZL
FDQEHDGGHG WR WKH MDLO DIWHUIPWHDWDRG EM(JRLQIDWRF 3URSHUWLHV

6HWWLQJ D SURT\ L Q°VOKHN)URHHN ¥SIDVIWL QIJDOVR FRQ4IJXUHV QHZ MDLOV WR XVH WKH
FHSW ZKHQ SHUIRUPLQJ '16 ORRNXSY ODNHVXUHD4UHZDOO LV SURSHUO\FRQ4JXL

"KHQ SDLULQJ WKH MDLO ZLWK D SK\QHRMDARIUQNW. K3\ B HD HESQ BLWBWOH +DUGZDUH 21
SRDGLDKILY SUHYHQWV D QHWZRUN LQWHUIDFHUHVHW ZKHQ WKH MDLO VWDUWYV

iyi
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)LJ &RQ4JXUH -DLO 1HWZRUNLQJ

&OLIKN7WR YLHZ D VXPPDU\VFUHHQ RI WKH FKR\8PhQ ¥B LFQJ R 5 W HRQK/H QGIZFWDLO $I1WE
PRPHQWY WKHQHZMDLOLVDGGHG WR WKH SULPDU\MDLOV OLVW

ReXkXk /p M+2/ C BH * 2 iBQM

7KHDGYDQFHG MDLO FUHDWLRQ |RUPUOAR SHIQHIG YD G PH END QO & H WEF W H R QXLLH
LV VKRZQ

iy9
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)LJ &UHDWLQJD-DLO

$ XVDEOH MDLO FDQ EH TXLFNO\ FUHDWHG E\ VHW WILLGD 1RO HADKHHSWEHETDWL IURI@GDYD \DEK\W
WLQJV DUHDRIQOWBKIHR S HW\WY R 3 U DSHEXW WHRWP 3 U R'HFWNIRBIMOH VKRZV WKH DYDLODEO'
RSWLRQV®DWIKH3URSIHUQHAHAMDLO

1($6( 71

OlV PR>

HQRW V

KHFENHG

7DEOH %DVLF 3URSHUWLHYV
6HWWLQJ  9DOXH  '"HVFULSWLRQ
1DPH VWULQJ 5HTXLUHG &DQ FRQWDLQ OHWWHUBDYXMEHUV SHU
DQG XQGHUWFRUHYV
-DLO 7\SH GURS GRZQHIDXOW &ORLHFORQHV RIWKHVSHFL4HG 5
OLQNHG WR WKDW 5(/($6( HYHQ L»%DKHMEDKMEDXNSIUDG
WKHVSHFL4HG 5(/($6( GLUHFWRULHV DV QX0
GLUHFWRULHV %DVHMDLOV DUH QRW OLQNHG WR W
XSJUDGHG
5HOHDVH GURS GRZ|QSHTXLUHG -DLOV FDQUXQ )UHH%6' YHUVLRQV XS WF
PHQX DV WKH KRVWP)UHWHWIKBB 1HZHU UHOHDVHV DU
'+&3 $XWRFRQ4JX[URKHBNNER[| $XWRPDWLFDOO\FRQ4JXUH -3Y QHWZRUNLQJ ZLWK
91(7 VWDRDAKNDQ@&®HUNHOH\ 3DPXNHW DIOODAMRHEH F
-1 QRW VHW HQVXUH WKH GH4Q $GGRRBWHMRWL Q
FRQ5LFW ZLWK DQ H[LVWLQJDGGUHVYV

*QMiBMm2/ QM M2ti T
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h #H2 ReXR +QMiBMm2/ 7°QK T 2pBQmb T ;2
BHWWLQJ ~ 9DOXH 'HVFULSWLRQ
1$7 FKHFNER[| 1lHWZRUN $GGUHVYV 7UDQVODWLRQ 1%$7 :KHQVHW
LQWHUQDO -3 DGGUHVV DQG FRQQHFWLRQV|DUH IRU
WR WKH MDLO :KH®@ BHENEOWNSD F N8 QR WOBMHLH W
$GGV WEH3RUW )RURBWGERQ@Y W RMKHRMDILIOJ RSHUW L
SDJH
91(7 FKHFNER[| 8VH91(7 WR HPXODWH QHWZRUN GHYLFHV IRU WKLV
DWH D IXOO\ YLUWXDOL]HG SHU MDLO QHWZRUN VWE
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ YQF
WDLOV
%HUNHOH\3DFNHWPKBMNER[| 8VH WKH %HUNHOH\ 3DFNHW )LOWHU WR GDWD OLQN
GHSHQGHQW IDVKLRQ 8QVHW E\ GHIDXOW WR DYRLC
WLHV %HH KWWSV ZZZ IUHHEVG RUJ FJL ADQ FJL'
IRUPRUH GHWDLOV &DQQRMW\VEWHMAW ZKHQ
YQHWBGHIDXOWB|LG WRIS (BREHQEHW WKH GHIDXOW 91(7 LQWHUIDFH 92ZQ@VWDNHYV Hel
VHW &KRRVH D VSHFL4F L QIVHIMAFDXWH RUKWHVQ WRU | D
WKDW KDV WKH GHIDXO@RQMHRVOHR W K RRVIHG HIDXOW 9
LQWHUIDFH
—3Y —-QWHUIDFH | GURS GRZ|Q&KRRVHD QHWZRUN LQWHUIDFH WR XVH IRU WKLV -3
PHQX QRWSDJH WR DGG PRUH
—3Y $GGUHVV VWULQJ 7KLV DQG WKH RWKHU —3Y VHWWER3DBEWHREBQ\HG R
4JXUH +3YWHW &RQ4JXUHV WKHLQWHUIDFH|WR XVH
LOQWHUQHW DFFHVV IRU WKH MDLO
(QWHUDQ -3Y DGGUHVV IRU WKLV —3 MD&KH ([DPSOH
QRWSDJH WR DGG PRUH
—3Y 1HWPDVN GURS GRZQ&KRRVHD VXEQHW PDVN IRU WKLV —3Y $GGUHVV
PHQX
—3Y 'HIDXOWSRXWWWULQJ 7\S®OPOFU D YDOLG —3DGGUHVV 6HWWLQJ WKLV SUF
RWKHU QYR@M Q4IXUHV D GHIDXOW URXWH LQVLGH D
$XWR &RQ4JXUH -3FKHFNER[| 6HW WR XVH 6/$$3& 6WDWHOHVV $GGUHVV $XWR &R Q.
FRQ4JXUH -3Y LQ WKH MDLO
—3Y —-QWHUIDFH | GURS GRZ|Q&KRRVHD QHWZRUN LQWHUIDFH WR XVH IRU WKLV -3
PHQX QRWSDJH WR DGG PRUH
—3Y $GGUHVV VWULQJ &RQ4JXUHVY QHWZRUN RULQWHUQHW DFFHVV IRU WK
7\SHWKH -3Y DGGUHVV IRU91(7 DQG VKDUH|G -3 MDI
GE D D H 6HERWSD JH WR
DGG PRUH
—3Y 3UH4] GURS GRZQ&KRRVH D SUH4[IRUWKLV -3Y $GGUHVV
PHQX
—3Y 'HIDXOWG5SRXWWWULQJ 7\S®OPOFU D YDOLG —3DGGUHVV 6HWWLQJ WKLV SUF
RWKHU QUR@B Q4JXUHV D GHIDXOW URXWH LQVLGH D
IRWHV VWULQJ (QWHUDQ\QRWHV RUFRPPHQWV DERXW WKH MDLO
$XWR VWDUW FKHFNER[| 6WDUW WKH MDLO DW VIVWHP VWDUWXS

1RWHRU VWDWLF FRQ4JXUDWLRQV QRW XVLQJ'+&3 RU1%$7 PXOWLSOH-3Y DQG -3Y
DGGHG WR WKH MD&'O E\FOLFNLQJ

6LPLODU VWR W KHSDEH

FRQ4JXULQJWKHEDVLF SURSHUWRHVH® BIO@ FOKLFW LLQ'JQ F

WR TXLFNO\FUHDWH D QHZ MDLO 7R FRQWLQXH ERWRISUR BH P GINM-RVBHKRNG HE YWL H\D L |
WLRQ RI WKHDIROUIR GHVFULEHV HDFK RI WKHVH RSWLRQV

jye
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BHWWLQJ
GHYIVBUXOHVHW

9DOXH
LQWHJHU

7TDEOH -DLO B3URSHUWLHYV

" '"HVFULSWLRQ

IXPEHU RIGN-KH V

KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TX
WR HQIRUFH ZKHQG®RW@WKHMDLO 7KH GHIIL
R
LV RQO\ SRV VL E OIHOZXRIZB WRMDO R ZBP R X QW E
SHUPLVVLRQV DUH HQDEOMHGBY@W®W WR D YD
WKDQ

2H2 b2

HU\ GH®
DXOW YL

PHDQV QR UXOHVHW LV HQIRH AHG/ LIRXD WDQO

BGHYIV
OXH ORZ

HI[HF VWDUW

VWULQJ

&RPPDQGV WR UXQLQ WKHMDLO HQYLURQPH
MDLO LV FUHDWHG FDP S®HKMDLO
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TX

HQW ZKH

HU\ MDI

H[HF VWRS

VWULQJ

&RPPDQGVWR UXQLQ WKHMDLO HQYLURQPH
DQG DIW H DB S UHR/MPROSQ GV DUH FRP SO HWIH
FUD SD TIVUEPXO

HQW EHI
([DPSC

HIHFBSUHVWDUW

VWULQJ

&RPPDQGV WR UXQ LQ WKH VIVWHP HQYLURQ
VWDUWHG

PHQW E

H[HFBSRVWVWDU

WVWULQJ

&RPPDQGV WR UXQLQ WKH VIVWHP HQYLURQ
DQG DIWHIDERBVWRPEWQGY DUH 4QLVKHG

PHQW D

H[HFBSUHVWRS

VWULQJ

&RPPDQGV WR UXQ LQ WKH VIVWHP HQYLURQ
VWRSSHG

PHQW E

HIHFBSRVWVWRS

VWULQJ

&RPPDQGV WR UXQ LQ WKH VIVWHP HQYLURQ
DQG DIWHLIDEBVWRPBWQGY DUH 4QLVKHG

PHQW D

H[HFBFOHDQ

FKHENER]

5XQ FRPPDQGVLQD FOHDQHQYLURQPHQW
LV GLVFDUGHG H[FHSW IRU +20( 6+(// 7(5(
+20(DQG 6+(//DUHVHW WR WKH WDUJHW OF
WKHWDUJHW ORJLQ 7(50LVLPSRUWHG IUR
PHQW 7KHHQYLURQPHQW YDULDEOHV IURP
GDWDEDVH IRUWKH WDUJHW ORJLQ DUH DOV

7KH EXU
DQG 8¢
RILQ 8¢
PWKHF
WKH OR
RVHW

HI[HFBWLPHRXW

LOQWHJHU

7KHPD[LPXP DPRXQW RIWLPHLQ VHFRQGV W
WR FRPSOHWH —-1DFRPPDQGLVVWLOO UXQ
WKH MDLO LVWHUPLQDWHG

RZDLW
QLQJ DI\

VWRSBWLPHRXW

LQWHJHU

7KHPD[LPXP DPRXQW RIWLPHLQVHFRQGV W
FHVVHV WR H[LWDIWHU VHQGLQJD 6-*7(50 V|
DQH[HFB¥WRRBDQGY DUH FRPSOHWH $IWHU

WKH MDLO LVUHPRYHG NLOOLQJDQ\UHPOR
6-*7(50LVVHQWDQG WKH MDLO LVLPPHDGL

RZDLW
LJQDO

WKH VSH
QLQJ SU
OLW\ UH

HI[HFBMDLOBXVHU

VWULQJ

(QWHU HEMARHUD YXOUHG QD-RWLGH WKH MDL O
UXQ DV WKLV XVHU

FRPPD

H[HFBV\VWHPBMD

LOWXY B U

6 HW MWRWR ORRN IHR[W W KIHD ILQBXK/H M \S/DWHNEZ G
KWWSV ZZZ IUHHEVG RUJ FJL PDQ RILVWX
RI WKHQMBOIOXE

HHDUWE\ S D\

H[HFBV\VWHPBXYV

HUWULQJ

5XQ FRPPDQGV LQ WKHMDLO DV WKLV XVHU
UXQDV WKHFXUUHQW XVHU

%\ GHID

PRXQWBGHYIV

FKHENER]

ORXQWEBYIVKWWSY ZZZ IUHHEVG RUJ FJL
40HV\VWHP RQ WKH FMBILRRWWRU\DQG DSSO
L Q WAKHiY |V B USKSIDIHDVAHHW HU WR UHVWULFW WKH
WKH MDLO

PDQ FJL
WKH U X
i GHYLFI

PRXQWBIGHVFIV

FKHENER]

ORXQWID® VFIV
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TX
WHP LQ WKEFMWD&ER UHFWRU\

HU\ IGH

*OMIBMm2/ QM

M2ti T ;
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BHWWLQJ |
HQIRUFHBVWDWI\

h #H2 Re Xk

9DOXH

GURS GRZ

+QMiBMm2/ 7°QK T 2pBQmb T ;2
'HVFULSWLRQ
QHWHUPLQH ZKLFK LQIRUPDWLRQ SURFHVVH
DERXW PRXQW SRLQWYV 7KHEHKDYLRU RI PX
VWDWIKWWSV ZZZ IUHHEVG RUJ FJL PDQ R
WDWIKWWSV
VVWDWWWSV
IKVWDWKWWSV

Z7ZZ ITUHHEVG RUJ FJL PDQ F
ZZ2Z ITUHHEVG RUJ FJL PDQ

$O0 PRXQW SRLQWV DUHDYDLODEOH ZLWKR
VHW WRQO\ PRXQW SRLQWYV EHORZ WKH MDL(
DYDLODEOHLI WK&NWVWWNRKW BHRIDXOW RSWLR
SRLQWY ZKHUH WKH MDLO FKURRW GLUHFWR

VLQDM
OWLSO|
JL"TXHL

ZZ2Z ITUHHEVG RUJ FJL PDQWDL"TXHU

JL"TXHU
FIL"TXE

DQG RWKHU VLPLODU FRPSDWLELOLW\V\VFDOOV

XW DQ\ |
FKURR
Q RQO\
U\LV OF

FKLOGUHQBPD]

CLQWHJHU

I1XPEHU RI FKLOG MDLOVDOORZHG WR EH FU

IURP FUHDWLQJ fKHO B WHKIGEDWKERIL O V
KWWSV ZzZZ IUHHEVG RUJ FJL PDQ FJL"TX
SODLQVWKH4QHU GHWDLOV

HDWHG |

RURWKHU MDLOV XQGHU WHKIMWMIDIEOV \$ WK A LWD R O

HU\ MDI

ORJLQBS5DJV

VWULQJ

)ODJV WR SDR/M W R
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TX
ORJJLQJLQ WR WK HRARIL\OROBIEQIL\R R H

HU\ OR.

VHFEFXUHOHYHO

CLQWHJHU

9DOXH Rl WKHMDEOHYHO

KWWSV ZZZ IUHHEVG RUJ GRF IDT VHFXU
QHYHU KDV D ORZHU VHFXUHOHYHO WKDQ W
WKLV SDUDPHWHU DOORZV D KLIJKHU VHFXUH
VHFXUHOHYHO LV FKDQJHG MDLO VHFXUHOHI
BHFXUHOHYHO RSW GRIQVXOOMBD Q G

LW\ KWF
HKRVW
1TOHYHO
HYHO ZL

VAVYPVJ

GURS GRZ

Q$OORZRUGHQ\DFFHVV WR 6<69 —-3& PHVMDJ
KHUB®WO -3& REMHFWV RQ WKH VA\VWHP DUH Y
1HZ2QO\REMHFWV WKH MDLO FUHDWHG XVL
SDFHDUH YLVLEOH 7KHV\WVWHP DQG SDUHQ
MDLO REMHFWV EXW QRW 'S WVIDYEDWH MBL\O BHE
SHUIRUPDQ\V\WYPVJUHODWHG V\VWHP FDQ

H SULPL
LVLEOH
QJ WKH ¢
W MDLO

WQARRY
oV

VAVYVHP

GURS GRZ

Q$OORZRUGHQ\DFFHVV WR 6<69 —-3& VHPDSK
-QKH®HOW -3& REMHFWV RQ WKH VA\VWHP DUH
1HZ2QO\REMHFWYV WKH MDLO FUHDWHYV XVL
SDFHDUH YLVLEOH 7KHV\VWHP DQG SDUHQ
MDLO REMHFWYV EXW QRW S WVIDYEDWH NMBL\O BB
SHUIRUPWQYPHPHODWHG VA\VWHP FDOOV

RUH SUL
YLVLEO
0DJ WKH S
W MDLO

WQARRV

VA\VYVKP

GURS GRZ

Q$OORZRUGHQ\DFFHVV WR 6<69 -3& VKDUHG
WRQKH®HO® -3& REMHFWV RQ WKH VA\VWHP DU
WRHZ2QO\REMHFWY WKH MDLO FUHDWHYV XV,
SDFHDUH YLVLEOH 7KHV\WVWHP DQG SDUHQ
MDLO REMHFWV EXW QRW S WVID¥DWH NMBL\O BB
SHUIRUP DQ\V\WYVKP UHODWHG V\VWHP FDQCQ

PHPRU\
HYLVLE
LQJ WKFH
W MDLO

WQARRV
oV

DOORZBVHWBKRYV

WHKBHRFHN E R [

$OORZWKH MDLO KRVW QD P HR\RR/ B/H) PRDIQ J H ¢
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TX
VHWKRVWQRWMWSY ZZZ IUHHEVG RUJ FJL R

5 ZLWK
HU\ KR\
»DQ FJL'

DOORZBV\VYLSF

FKHENER]

&KRRVH ZKHWKHU D SURFHVV LQ WKH MDLO K
SULPLWLYHV (TXLY DOWQ RVANRYWHRRMBLMY VW R
—QKHULW
'"HSUHFDWHG LQ JUHH %68V N DAQY® D\IYWYBIO G
V\VY VIKPVWHD G

DV DFFt

*QMIiBMm2/ QM

jy3

M2ti T ;.



6°22L a RRXj@I8 Ib2" :mB/2- 2H2 b2
h #H2 ReXk +QMiBMm2/ 7' QK T'2pBQmb T ;2
BHWWLQJ ~ 9DOXH 'HVFULSWLRQ
DOORZBUDZBVRFNRWWFNER[| $OORZ WKH MDDR® WHRFX\HHV V
KWWSV HQ ZLNLSHGLD RUJ ZLNL 1HWZRUNBVRFN
‘KHQ VHW WKH MDLO KDV DFFHVV WR ORZHU|OHYHO
ZRUN OD\HUV 7KLV DOORIZVIXWLOLWLHV OLNH
KWWSV ZZZ IUHHEVG RUJ FJL PDQWRURERXHU\ SLC
RXWHKWWSYV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU
WR ZRUNLQ WKH MDLO EXW KDV VHFXULW\ LPSOLFD
EHXVHG RQMDLOV UXQQLQJWUXVWHG VRIWZDUH
DOORZBFK5DJV FKHFNER[| 7TUHDW MDLO XVHUV DV SULYLOHJHG DQG DOJORZ WK
WHP 40H ¥YBIPXK U HFRQWMOUDLQWY DUH VWLOO HQIRUF
DOORZBPORFN FKHFNER[| $OORZMDLO WR UXQ VAHORERHYV WKDW XVH
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ POF
SK\VLFDO SDJHV LQ PHPRU\
DOORZBPRXQW FKHENER[| $OORZ SULYLOHJHG XVHUV LQVLGH WKH MDLO WR PR
40HV\VWHP W\SHY PDUNHG DV MDLO IULHQG|O\
DOORZBPRXQWBGHYKMFNER[| $SOORZ SULYLOHJHG XVHUVLQVLGH WKH MDLO WR PR
DQG XQPRX@W WIKH GHYLFH 40HV\VWHP
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ GH®
VLRQ LV RQO\ H+HPWDORZERRYGWHIQRUFHBV/WDW IV
VHW WR D YDOXH ORZHU WKDQ
DOORXWBPRXQWBIKKHMFWER|[| $SOORZ SULYLOHJHG XVHUVLQVLGH WKH MDLO WR PR
IXVHIV 7KH MDLO PXVW KDYH )UHH%6" RUQHZHU
SHUPLVVLRQ LV RQO\ H>® 6 WZB BRZYKGNGHIQ G
IRUFHBYWDMMMVR D YDOXH ORZHU WKDQ
DOORZBPRXQWBQXRKMHNNER[| $OORZ SULYLOHJHG XVHUV LQVLGH WKH MDLO WR
PRXQW DQG XQP RXQ@WDWKH40H V\VWHP
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ QXC
VLRQ LV RQO\ H*HPWDRZERRYGWHIQRUFHBVWDW IV
VHW WR D YDOXH ORZHU WKDQ
DOORZBPRXQWBS/UREH¥NER[| $OORZ SULYLOHJHG XVHUV LQVLGH WKH MDLO WR
PRXQW DQG XQPRXQRWIWKHAOH V\VWHP
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ SUF
SHUPLVVLRQ LV RQO\ HDBIGWZB RRZYGINY DQ G
HQIRUFHBVWBWMWR D YDOXH ORZHU WKDQ
DOORZBPRXQWBWHXNFNER[| $OORZ SULYLOHJHG XVHUV LQVLGH WKH MDLO WR
PRXQW DQG XQP RXENWEKHOH V\VWHP
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ WP!
SHUPLVVLRQ LV RQO\ H>DBIGWZB RGN D Q G
HQIRUFHBVWBWMWR D YDOXH ORZHU WKDQ
DOORZBPRXQWB][WVKHFNER[| $OORZ SULYLOHJHG XVHUVLQVLGH WKH MDLO WR PR
WKH =)6 40H VIVWHP 7KLV SHUPLVVLRQQ@V RQO\ H+H
ORZBPRXNQM WHIQRUFHBVWBWMWR D YDOXH ORZHU W
7KH)6 KWWSV ZZZ IUHHEVG RUJ FJL PDQ|FJL"TXH
SDJH KDV LQIRUPDWLRQ RQ KRZWR FRQ4JXUH WKH =
RSHUDWH IURP ZLWKLQ D MDLO
DOORZBYPP FKHFNER[| *UDQWYV WKH MDLO DFFHVV WR WKH %K\YH 9JUWXDO
900 7KH MDLO PXVW KDYH )UHH%6' RU QHZHU LG
WKHPP KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TX
NHUQHO PRGXOH ORDGHG
DOORZBTXRWDV | FKHFNER[| $OORZ WKH MDLO URRW WR DGPLQLVWHU TXRWDYV RC

7TKLVLQFOXGHV 40HV\VWHPV WKH MDLO VKD
QRQ MDLOHG SDUWV RI WKH VI\VWHP

*QMiBMm2/ QM

UHV ZLW

M2ti T ;.
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6HWWLQJ
DOORZBVRFNHWB

h #H2 Re Xk

~ 9DOXH

DFKHENER]

+QMiBMm2/ 7°QK T 2pBQmb T ;2
'HVFULSWLRQ
$OORZDFFHVV WR RWKHU SURWRFRO VWDFN
81-; DQG URXWHQMDLO IXQFWLRQDOLW\ G
DOO SURWRFDO VWDFNYV

YQHWBLQWHUIDF

HVWULQJ

6SDFH GHOLPLWHG OLVW RIQHWZRUN LQWH
HQDEOHG MDLODIWHU LW LV FUHDWHG -QW,
OHDVHG ZKHQ WKH MDLO LV UHPRYHG

&OLURN7WR YLHZ DG W KWK 3 U RFKHHWYWW IDHWH VRREQ H Q

6HWWLQJ
LQWHUIDFHYV

7TDEOH

- 9DOXH
VWULQJ

IHWZRUN B3URSHUWLHYV

" 'HVFULSWLRQ

(QWHU XS WR IRXULQWHUIDFH FRQ 41 RWMHWL
IDFH EUYBS$PUDWHG E\D FRPHPDHIW YDOXH L
WXDO 91(7 LQWHUIDFH QDPHDQG WKH ULJKW
ZKHUH WKH YLUWXDO LQWHUIDFH LV DWWDF

KRVWBGRPDLQQD

PHWULQJ

(QWHUD® RPDLQ QDPH
KWWSV ZZZ IUHHEVG RUJ GRF KDQGERRN
IRUWKH MDLO

KRVWBKRVWQDPH

VWULQJ

(QWHU D KRVWQDPH IRUWKH MDLO %\ GHIDX

1$0( 88—

HIHFB4E

LQWHJHU

(QWHUD QXPEHU WR GH4QH WKH URXWLQJ W
QLQJFRPPDQGV LQVLGH WKH MDLO

LS VDGGUVHO

FKHENER]

'LVDEOHV -3Y VRXUFHDGGUHVV VHOHFWLR
SULPDU\-3Y DGGUHVV RIWKH MDLO 2QO\D
FRQ4IJXUHG WR XVH 91(7

GURS GRZ

Q&RQWURO WKHDYDLODELOLW\ RHGKBNDD®RUZ

GUHVVH\W 3 LBADKCEHW WD EOWRS WKH MDLO 11U
HQWLUHO\

LS VDGGUVHO

VWULQJ

'LVDEOH -3Y VRXUFHDGGUHVV VHOHFWLRQ
SULPDU\-3Y DGGUHVV RIWKH MDLO 2QO\D
FRQ4IJXUHG WR XVH 91(7

GURS GRZ

Q&RQWURO WKHDYDLODELOLW\ RHGKBNDD®RUZ

GUHVVH\W 3 LBADKCEHW WD EVDWRS WKH MDLO 11U
HQWLUHO\

UHVROYHU

VWULQJ

$GG OLQSIWTWRW DIRO4OH ([DRBOBHVHUYHU -
GRPDLQ QORHFOGYV PXVW EH GHOLPLWHG ZWWK|

SFTPMW DPBB8 WKH KRVW

V EH\RC

RHV QRYV

UIDFHYV
HUIDFH

RQV LQ \

V WKH Y
YDOXH
KHG

QHWZR
OW WK
DEOH )-

Q IRU W
YDLODE

KWV H Vo
UHVWULFWHG DFFHVV WR DO O V1WW H P \D\G G UFHW DIGV
RP XVLQ

IRU WK
YDLODE

KWV H Vo
UHVWULFWHG DFFHVV WR DO O V1WW H P \D\G G UFHW DIGV
RP XVLQ

B VHDUF

WD VHPLI

LV WUDQVODWHG DS @ P E W LIMOMGRIOWR LQKHULW

PDFBSUHA4]

VWULQJ

2SWLRQDO (QWHUD YDOLG 0$5& DGGUHVYV YH
() &

QGRU S

YQHW BPDF

VWULQJ

/HDYH WKLV EODQNWR JHQHUDWH UDQGRPQ
DQG MDLO 7R DVVLIQ 4[HG0$& DGGUHVVHYV
GUHVVDQG WKH MDLO 0$& DGGUHVV VHSDUD

$& DGGL
HQWHU
WHG E\

YQHW BPDF

VWULQJ

/HDYH WKLV EODQNWR JHQHUDWH UDQGRPQ
DQG MDLO 7R DVVLJQ 4[HG 0$& DGGUHVVHYV
GUHVVDQG WKH MDLO 0$& DGGUHVV VHSDUD

$& DGG
HQWHU
WHG E\

YQHW BPDF

VWULQJ

/HDYH WKLV EODQNWR JHQHUDWH UDQGRPQ
DQG MDLO 7R DVVLIQ4[HG 0$& DGGUHVVHV
GUHVVDQG WKH MDLO 0$& DGGUHVV VHSDUD

$& DGG
HQWHU
WHG E\

*QMIiBMm2/ QM

M2ti T ;.
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h #H2 ReXj +QMiBMm2/ 7 QK T 2pBQmb T ;2
~ 9DOXH 'HVFULSWLRQ
VWULQJ JHDYH WKLV EODQN WR JHQHUDWH UDQGRP

6HWWLQJ

YQHW BPDF 0$& DG G

DQG MDLO 7R DVVLIQ 4[HG0$& DGGUHVVHYV
GUHVVDQG WKH MDLO 0$& DGGUHVV VHSDUD

HQWHU
WHG E\

7KH4QDO VHW RI MDLO SURSHUW KXY WRIF B R QBAHBPUNYHRENO Q@ WKMFULEHY WKHVH RSWLI

7DEOH &XVWRP 3URSHUWLHYV

6HWWLQJ  9DOXH " "HVFULSWLRQ

RZQHU VWULQJ 7KHRZQHU RI WKH MDLO &DQ EH DQ\VWULQJ

SULRULW\ LQWHJHU | 7TKH QXPHULF VWDUW SULRULW)\ [RB VK@D LO DW EF
XHV PHDIQLDKBULRULW\ $W V\VWHP VKXWGRZQ WKH
UHYHUNMEBBSOH

KRVWLG VWULQJ $QHZD MDLO KRVWLG LI QHFHVVDUWEF ([DPSSOH KRV W
H ID E F GH

KRVWLGBVWULFWBFKHFWER[| &KHFN WKRRMBLUBSHUW\ 3UHYHQWY WKH MD|LO IURP
KRVWRBY QRW PDWFK WKH KRVW

FRPPHQW VWULQJ &RPPHQWV DERXW WKH MDLO

GHSHQGV VWULQJ 6SHFLI\DQ\MDLOV WKH MDLO GHSHQGV RQ &KLOG VN
EHIRUH WKH SDUHQW MDLO FDQ EH FUHDWHG

PRXQWBSURFIV FKHFNER[| SOORZ PRXQWLWQRR VD
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ SUF
WHPV LQ WERAW MIS®DUHFWR U\

PRXQWBOLQSURFIEKHENER[| $OORZ PRXQWLIQIRI BFE [V
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ OLC
LQ WKH MDLO

WHPSODWH FKHFNER[| &RQYHUW WKH MDLO LQWR D WHPSODWH 7HPSODWH
TXLFNO\FUHDWH MDLOV ZLWK WKH VDPH FRQ4JXUDV

KRVWBWLPH FKHEFNER[| 6\QFKURQL]JH WKH WLPHEHWZHHQ MDLO DQG KRVW

MDLOB]IV FKHFNER[| (QDEOH DXWRPDWLF =)6 MDLOLQJLQVLGH WKH MDLC
GDWDVHW LV IXOO\FRQWUROOHG E\ WKH MD|LO
1RWBOORZBRRX®WF H BI/QIEDW R/Z B P REKOQWWB P O E H
VHW IRU =)6 PDQDJHPHQW LQVLGH WKH MDLQ WR ZRLU

MDLOB]IVBGDWDVHWULQJ "H4QH WKH GDWDVHW WR EH MDLOHG DQG IXQO\KDQ
WHU D =)6 40OHV\VWHP QDPH ZLWM B X@BIMSARERKD QD P H
VHW IRUWKLVY RSWLRQ WR ZRUN

MDLOB]IVBPRXQWSRWQIVQJ 7KH PRXQWSR L QWD LFOBW X B(GDMIOEDWD H[DPSOH
GDWDVHW QDPH

DOORZBWXQ FKHFENER[| ([SRVH KRXW KWWSV ZZZ IUHHEVG RUJ FJIL PDQ F.
GHYLFHV LQ WKH MDLO $OORZWKH MDLO WR FUHDW

$XWRFRQ4JXUH -3 FKAHPAWER[| SVRUWVROKWWSY ZZZ IUHHEVG RUJ FJL PD|Q FJL"T

UWVROG DV SDUW RI -3Y DXWRFRQ4JXUDWLRQ 6HQG -&03Y
WLRQ PHVVDJHV WR LQWHUIDFHV WR GLVFRYHU QHZ

LSBKRVWQDPH FKHFNER[| 8VH '16 UHFRUGYV GXULQJ MDLO -3 FRQ4JXUDWLRQ W
VROYHUDQG DSSO\WKH 4UVW RSHQ —-3YMDQ@® —3Y D«
KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ MDI

DVVLJQBORFDOKRWWHFNER[| $GG QHWZRUN IORWRWRHAMDLO DQG DVVLJQ LW WKH
DEOH ORFDOKRVW DGGUHVV VD TFW DQRIL BH
VHW -DLOM KWRQAJIJXUH D ORFDOKRVW DV SDUW RI W
L]JHG QHWZRUN VWDFN

&OLFNOZKHQ WKH GHVLUHG MDLO SURSHUWLHV KDYHEHHQ VHW 1HZ-DDRO®YXOUH DG (

iR

R
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ReXkXKkXR * 2 iBM; h2KTH i2 C BHb
7HPSODWH MDLOV DUH EDVHMDLOV WKDW FDQ EH XVHG DV D WHPSODWH WR H]FLHQ\
7KHVH VWHSY FUHDWH D WHPSODWH MDLO

*RWRLOY''! $'981&('-$-/&5($7-21

6 H O PbPW HDADWEDH. O 78RD4IXUH WKH MDLO ZLWK GHVLUHG RSWLRQV

6 HW/H P S Q Q W&OHV WRP 3 URSBIEIWLHV

& O 16N H

& O I$E'N

(QWHU D QDPH IRU WKH WHRSQO VDMMIDIXDO WHRO B @3- OHWEBVHMDLOQDPH WHPSC
ZKHEDVHMD LYQOPHHQDPH RI WKH EDVH MDLO FUHDWHG HDUOLHU

&RPSOHWH WKH MDLO FUHDWLRQ ZL]DUG

ReXj J M ;BM; C BHD

&OLFNDRDOMWMRZYV D OLVW RILQVWDOOHG MDLOVYJ$%QH[DPSOH LV VKRZQLQ

)LJ -DLO2YHUYLHZ 6HFWLRQ

2SHUDWLRQV FDQEHDSSOLHG WR PXOWLSOH MDLOV E\VHOHFWLQJWKRVH MDLOYV 7
RQHRUPRUHMDLOV LFRQV DSSHDU Z&W B¥ WID/REH &XS/GIIBWWHWR RIWHWH WKRVH MDLOV

iRk
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ORUHLQIRUPDWLR®9M-RBK<XBRI MDLO DQG ZKHWISHEMW L ®BL-FD/Q EH VKRZQ E\

FOLFNLQSBDQG

$GGLWLRQDO RSWLRQV IRUWKDW MDLO DUH DON®HKLVSOD

JLIXUH VKRZV WKH PHQX WKDW DSSHDUYV

yLJ -DLO 2SWLRQV OHQX

'‘DUQLQORGLI\WKH-3DGGUHVV LQIRUPDW LR Q RD@GM B-I70QEAW B DBNRLIQN V X
ZRUNLQJFRPPDQGV GLUHFWO\IURP WKH FRPPDQG OLQH RI WKH MDLO 7K
YLYH D MDLO RWHEBERRIY 6

2SWLRQ
(-7

7DEOH -DLO 2SWLRQ OHQX (QWU\ 'HVFULSWLRQV
" 'HVFULSWLRQ |

FDQQRW EH HGLWHG ZKLOH LW LV UXQQLQJ 7KH VHWWL

\HG 7Kt}

[ QJ WKH

V HQVXL

8VHG WR PRGLI\WKH VHWWEQIVGCGHNGUDEES®URBRDWLENMDOLO

QJV FDQ

02817 32-176

ZKHUH RQ WKH VA\VWHP $ MDLO PXVW EH VWRSSHG EHIR
PRXQW SRLGWGEMH RQDSGDBWRUDJRU PRUH GHWDLOV

6HOHFW DQ H[LVWLQJ PR RQUW SHREQ A1 G 0 R X Q WBR EQ WD W H
DPRXQW SRLQW IRUWKHMDLO $PRXQW SRLQW JLYHV D MDLO D

UHDGGL

5(67%57 GWRSDQG LPPHGLDWKMDVWDUW DQ
67%57 6WDUW D MDLO WKW KHIGREQUUHQW
6723 6WRS D MDLO WKDWR®MIXEXUUHQW

*QMIiBMm2/ QM

M2ti T ;.
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h #H2 ReX8 +QMiBMm2/ 7 QK T 2pBQmb T ;2

2SWLRQ " 'HVFULSWLRQ

83'$7( EXQMWHHEVG XKWDMSY Z2ZZ IUHHEVG RUJ FJL PDQ FJLITXHU\ |
WR XSGDWH WKH MDLO WR WKH ODWHVW SDWFK OHYHO RI WKH L

6+ (/] $FFHVWRORWPPDQG SURPSW WR LQWHUDFW ZLWK D MDLO|GLUHFV
OLQH FYWSHWNR OHDYH WKH FRPPDQG SURPSW

(7 ( &DXWLRQ GHOHWLQJWKHMDLO DOVR GHOHWHYV DO/MRISWKH ML
VKR\SDJH %DFN XS WKHMDLO GDWD FRQ4JXUDWLRQ DQG S
QR ZD\WR UHFRYHU WKH FRQWHQWV RI D MDLO DIWHU GHOHWLR

1IRWHHQX HQWULHV FKDQJH GHSHQGLQJRQ WKH MDLO VWDWH )RWBHARMRRISOH D VWR
6+(/RSWLRQ

-DLOVWDWXV PHVVDIJHVDQG FRPPDQWRBIWFRXHWIPDBNWRBHG LQ

ReXjXR C BH IT/ i2b M/ IT;" /2b

&OLFN[SDQG8SGDWRIXSGDWH D MDLO WR WKH PRVW FXUUHQW SDWFK OHYHO RI WK+
GRHYRBKDQJH WKH UHOHDVH )RU H[DP SON HHNWBLO L GYMERHOSIGDIN MW RVKH ODW
HVW SDWFK RI EXW QRW DQ 5(/($6( S YHUVLRQRI)UHH%6'

$ MXISOUDGHKODFHY WKH MDLO )UHH%6' RSHUDWLQJ VA\VWHP ZLWK D QHZ UHOHDVH R
JUHH% 6" 5(/($6( WR 5(/($6( 8SJUDGH D MDLO E\ WKRS®LUGIJ L WD @ S HRLWVQH W.KQH
JPDBHF VQHSBEF OBNF SZ&HNMHEPTHY WKH SOXJLQ M HOGDPRMHIKDHQGHVLUHG UHOHD V'
XSJUDGH WR

7LS-W LV SRVPDEXHDWR\ USIPRYH XQXVHG UHOHDVRUVBUBRPSWKIHBMFWDVHW DIWHU
XSJUDGLQJD MDLOPXKKRW@EHDMHXVH E\DQ\ MDLO RQ WKH V\VWHP

ReXjXk ++2bbBM; C BH IbBM; aa>

7TKHVVK GDMPRQ KWWSV Z7ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ VVKG PXVW EH HQ
DFFHVV WR WKDW MDLO IURP DQRWKHU VA\VWHP

7KH MOBRXVW ESEHIRUHW KMRSWLRQ LV DYDLODEOH -1 WKH MDLO-DMQRW[XS VWDU
SDQ!G 67%$5/RU WKH GHVLUHG MBDOQ) GEOHFWR RSHQ D VKHOO LQ WKH MDLO $ MDLO UR
WKLV H[DPSOH

-BTU MPHJO 'SJ "QS PO QUT
'SFF#4% 45"#-& 'SFF/"4 BNE BMF G GSFFOBT TUBCMF 'SJ"QS 65%

S8FMDPNF UP 'SFF#4%

B3FMFBTF /PUFT &SSBUB IUUQT XXX 'SFF#4% PSH SFMFBTFT
4FDVSJUZ "EWJTPSJFT IUUQT XXX 'SFF#4% PSH TFDVSJUZ
'SFF#4% )BOECPPL IUUQT XXX 'SFF#4% PSH IBOECPPL
'SFF#4% '"2 IUUQT XXX 'SFF#4% PSH GBR
2VFTUJPOT -JTU 1UUQT MJITUT 'SFF#4% PSH NBJMNBO MJTUJOGP GSFFCTE RVFTUJPOT
'SFF#4% 'PSVNT I[UUQT GPSVNT 'SFF#4% PSH

%PDVNFOUT JOTUBMMFE XJUI UIF TZTUFN BSF JO UIF VTS MPDBM TIBSF EPD GSHFCTE
EJSFDUPSZ PS DBO CF JOTUBMMFE MBUFS XJUI QLH JOTUBMM FO GSFFCTE EPD
'PS PUIFS MBOHVBHFT SFQMBDF aFO= XJUl B MBOHVBHF DPEF MJLF EF PS GS

4IPX UIF WFSTJPO PG 'SFF#4% JOTUBMMFE GSFFCTE WFSTJPO VOBNF B

iR9
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IMFBTF JODMVEF UIBU PVUQVU BOE BOZ FSSPS NFTTBHFT XIFO QPTUJOH RVFTUJ
*OUSPEVDUJPO UP NBOVBM QBHFT NBO NBO
'SFF#4% EJSFDUPSZ MBZPVU NBO IJFS

&EJU FUD NPUE UP DIBOHF UIJT MPHJO BOOPVODFNFOU
SPPU!KBJMFYBNQ _

7LS$ URRW VKHOO FDQ DOVR EH RSHQH G | RUSB6SM Bl O® K @ LVPK WK@K H Q MR BBEH F D
TPMF KBJMOBNF

(QDEOH VVKG

TZTSD TTIE@QFOBCMF ©:&40
TTIE@QFOBCMF /0 (&4

7LS8VLQZTSWR HQDEOH VVKG YHUL4HVY WKDW VVKG LVHQDEOHG

6WDUW WKH 66+TEBWRR® TTIE TUBSU
7KH4UVW WLPH WKH VHUYLFHUXQV WKH MDLO 56$ NH\ SDLULV JHQHUDWHG

POT

PO

DQG Wk

$GG D XVHU DFFBEEWTZARBEORZ WKH KUDRHSEVWNO DFFHSW WKH GHIDXOW YDOXH R*HUH
TXLURBPWFHVV PXVW DOVR EHD RPKREBR )RS WEWHEBKOHQ SURPSWEGIWR XVHU LQWR R\

JURXSV" >@

SPPU!KBIJMFYBNQ _ BEEVTFS

6TFSOBNF KBJMVTFS

'VMM OBNF +BJM 6TFS

6JE -FBWF FNQUZ GPS EFGBVMU

-PHJO HSPVQ <KBJMVTFS>

-PHJO HSPVQ JT KBIJMVTFS *OWJUF KBJMVTFS JOUP PUIFS HSPVQT <> XIFFM
-PHJO DMBTT <EFGBVMU>

4/FMM TI DTI UDTI HJU TIFMM [TI S[TI OPMPHJO <TI> DTI
JPNF EJSFDUPSZ < IPNF KBIJMVTFS>

JPNF EJSFDUPSZ QFSNJTTJPOT -FBWF FNQUZ GPS EFGBVMU
6TF QBTTXPSE CBTFE BVUIFOUJDBUJPO <ZFT>

6TF BO FNQUZ QBTTXPSE ZFT OP <OP>

6TF B SBOEPN QBTTXPSE ZFT OP <OP>

&OUFS QBTTXPSE

&OUFS QBTTXPSE BHBJO

-PDL PVU UIF BDDPVOU BGUFS DSFBUJPO <OP>

6TFSOBNF KBIJMVTFS
1BTTXPSE

'VMM /BNF +BJM 6TFS

6JE

$MBTT

(SPVQT KBJMVTFS XIFFM
YPNF IPNF KBJMVTFS
YPNF .PEF

41FMM cJO DT

-PDLFE opP

0, ZFT OP ZFT

BEEVTFS */'0 4VDDFTTGVMMZ BEEFE KBJMVTFS UP UIF VTFS EBUBCBTF
"EE BOPUIFS VTFS ZFT OP OFP

(PPECZF

SPPU!KBJMFYBNQ _

$IWHU FUHDWLQJ WKH ¥RIBWWHWR WKW R DIO®RZTXWRUD WRWIVIFHUXVHU SULYLOHJHV

MDUFROBWVVZRU®@QBEVIKERWKLQJ LV HFKRHG EDENVZKAH® XVLQJ

iR 8
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SPPU!KBIJMFYBNQ _ QBTTXE
$IBOHJOH MPDBM QBTTXPSE GPS SPPU
/FX 1BTTXPSE

B3FUZQF /FX 1BTTXPSE
SPPUIKBJMFYBNQ _

YLQDOO\ WHVW WKDW WKH XV HD ARIRQWHKKHF MHD\L\DI XWORP DQRWKHU VAIVWHP DQG JDLQ VX
WKH H[DPSOH D XWHLLQBWHMBIWR DFFHVV WKH MDLO DW 7KH KRVW 56% NH\ 4
YHUL4HG WKH 4UVW WLPH D XVHU ORJV LQ

TTI KBIMVTFS!

51F BVUIFOUJDJUZ PG IPTU DBO U CF FTUBCMJTIFE

34" LFZ GJOHFSQSJOU JT G F G FE C DD D D G

"SF ZPV TVSF ZPV XBOU UP DPOUJOVF DPOOFDUJOH ZFT OP ZFT

8BSOJOH 1FSNBOFOUMZ BEEFE 34" UP UIF MJTU PG LOPXO IPTUT
IBTTXPSE

IRWHYHU\MDLO KDV LWV RZQ XVHUDFFRXQWV DQG VHUYLFHFRQ4JXUDWLRQ 7KHYV
WKDW UHTXLUHV 66+ DFFHVV

ReXjXj //BiBQM H aiQ’ :2

-DLOVFDQEHJLYHQDFFHVVWRDQDUHD RIVWRUDJH RXWVLGH RIMW\KW HFD L-GVW.K'D W
SRVVLEOH WRJLYHD )UHH%6' MDLO DFFHVV WR DQ\D\WWWMHM R | Y WRULDI K\RHI XMK HR)W B H13 «
WLRQV RUSOXJLQV WKDW VWRUH ODUJHDPRXQWV RIGDWD RULIDQDSSOLFDWLRQ
JUHHTPP$$\VWHP )RU H[DPSOH 7UDQVPLVVLRQLVDSOXJLQWKDW VWRWHWIEBDWD XVL
QDO VWRUDJH LV DGBRIGQWRQI®WNKWSY ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ PRX
QLVP ZKLFKOLQNV GDWD WKDW UHVLGHV RXWVLGH RI WKH MDLODV D VWRUDJH DU

f ([SDQG02817 32-1VKRZVDQ\DGGHG VWRUDJHDQGDOORZVDGGLQJPRUHVWRUD.

1IRWH MDLO PXVVB KITRIEBZBHIRUH DGGLQJ D QHZ PR X QW SSFOLMMV BZAREN D MDLO WR
FKDQJH WEBHSMWRB® ZQ

6WRUDJH FDQ EH DGGHBIBWqLFDNQRQGD2817 32-1RAJU WKH GHVLUHWGAaULD 13Q - YKH
WLRQLVDOLVWRIDOORIWKHFXUUHQWO\GH4QHG PRXQW SRLQWYV

*RWOR817 32-176&7-21168GG ORXQWBRDGW VWRUDJH WR D MDLO 7KLV RSIHXWWKH V|

jRe



6°22L a RRXj@I8 1b2" :mB/2- _2H2 b2

)LJ $GGLQJ6WRUDJIJHWRD-DLO

% URAVR VB IREK UFIGH VW L Q YW HRIGI

6RXUENM WKH GLUHFWRU\RU GDWDVHWR@ MKH KUHHIG&EH DFFHVVHG EUWKH MDL
DWHV WKHGLUHFWRU\LILWGRHY QRW H[LVW 7KLV GLUHFWRU\PXVW UHVLGH R
WKH MDLO 7KLV LV ZK\LWLVUHFRPPHQGHG WR FUHDWHD VHSDUDWH GDWDVHYV
MDLOV LVDOZD\V VHSDUDWH IURP DQ\GDWDVHWYVY XMWHMGHRU VWRUDJH RQ WKH )L

"HVWLQDMWLRAYH WR DQ H[HFSMAQLUBGEH RU\ ZLWKLQ WK HRRWOWRR DL B WHRDW KW L
DOVR SRVVLEOBQWGRDDGIP H WR WKH HQG RI WKH DXWKRPQ®)BBEBDSFUHDWHYV D QF
WRU\ 1HZ GLUHFWRULH V FIUWOMRHGVFDX\OAGE K H F W R U\ V WNUXWF W XD BIH E[ KBS © A
TBNQMFKBJM SPPU OFX EFTUJOBUJPO EJSFDUPSZ

6WRUDJH LV W\SLFDOO\DGGHG EHFDXVH WKH XVHUDQG JURXS DFFRXQW DVVRFLDW
MDLO QHHGVY WR DFFHVV GDWD ¥ WWRWHPR % M RHY HUOHEREBWHWQIVWRISRUWDQW WR 4UV
WKDW WKH SHUPLVVLRQV RI WKHVHOHFWHG GLUHFWRU\RU GDWDVHW JUDQW SHUP
MDLO 7KLV LV QRWWKHGHIDXOW DV WKH XVHUVDQGJURXSY FUHDWHG LQVLGH RI
JURXSV RI WKHP)UHHML G B

7KHZRUN5S5RZIRUDGGLQJVWRUDJH XVXDOO\JRHV OLNH WKLV

'"HWHUPLQH WKH QDPH RIWKHXVHUDQG JURXS DFFRXQW XVHG E\WKHDSSOLFD
WKHWUDQVPLVVLRQDSSOLFDWLRQ DXWRPDWLRROD®FBHDBLERYD KX/$ D FDFRHRXW
DOVR QDFPUIBQ VP LKXWHIRIOQ GRXEW FKHFNWIOBFDWR 440G WKH XVHU DFERXQW DQ
HSPVQR4QG WKHJURXS DFFRXQW LQVLGH WKH MDLO 7\SLFDOO\ WKH XVHU DC
FDWLRQ QDPH $OVR WKH8-'DQG *~'"DUH XVXDOO\WKH VDPHDV WKH SRUW QXP

$PHGXMHUDQG JURXS *-' DUH SDUW RIWKHEDVH VI\VWHP +DYLQJDSSOL
XVHU PDNHV LW SRVVLEOHWR VKDUH VWRUDJHEHWZHHQ PXOWLSOHDSSOLFDW

iRd
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RUHYHQ EHWZHHQ WKH KRVWDQG MDLOV

2Q WKH)URN1$®HP FUHDWHD XVHUDFFRXQWDQG JURXS DFFRXQW WKDW PDWI
XVHG E\WKHDSSOLFDWLRQLQ WKH MDLO

'"HFLGH ZKHWKHU WKH MDLO ZLOO EHJLYHQ DFFHVV WR H[LVWLQJ GDWD RUD QH

-l WKH MDLO DFFHVVHV H[LVWLQJ GDWD HGLW WKH SHUPLVVLRQV RI WKH SRRO
KDYHWKHGHVLUHG UHDGDQG ZULWHDFFHVYVY —-IPXOWLSOHDSSOLFDWLRQV RU
FUHDWHD QHZJURXS DQGDGG HDFK QHHGHG XVHUDFFRXQW WR WKDW JURXS

-IDQDUHD RIVWRUDJHLY EHLQJ VHWDVLGH IRUWKDW MDLORULQGLYLGXDOD
VLRQV RIWKDW GDWDVHW VR WKH XVHUDQG JURXS DFFRXQW KDV WKH GHVLUHC

8VH WK MDPEDQG 02817 32-178&7-21166GG ORXQWBR VG W HFRXWRKHVKH GDWD DQG
WKHVWLQDMHWRLW ZLOO EHPRXQWHG LQ WKH MDLO

7TRSUHYHQW ZULWHV WR SWKIHGY MRW\DJH FOLFN

$IWHU VWRUDJH KDV EHHQ DGGHG RU FUZ2B80W B & UIADS B B WUWDL@WKHWKH H[DPSOH \
JLIXUH D GDWDVHW®RPWMHGNC CBIXIDWMQHHHQ FKRVHB® DMRHKW FRQWDLQV WKH 40HV \
RQ WKH)UMMIMWHP 7KH XVHUNOQWHWDHBG F KBIJMT KBJM SP AW N\ARMOWGIFEHFWRU\ WR
PRXQWHG LIQWKH)DMAR Q7R XVHUV LQVLGH WKH MDLO S\PPLWY IS PWDHIRESHWRV\L Q WK H

)LJ (I[DPSOH 6WRUDJH

6WRUDJHLV DXWRPDWLFDOO\PRXQWHG DV LW LV FUHDWHG

IRWHRXQWLQJD GDWDVHW GRHVY QRW DXWRPDWLFDOO\PRXQWDQ\FKLOG GDWDVF

iR3
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40HV\VWHP VR FKLOG GDWDVHWYV PXVW HDFK KDYH VHSDUDWH PRXQW SRLQWYV

&EOLWYFNSWLRQWOHMWWRHGHOHWH WKH VWRUDJH

ODHFWHG
WKH MD
MDLO V\
W QRW D

:DUQLQSHPHPEHU WKDW DGGHG VWRUDJH LY MXVW D SRLQWHU WR WKHPVH
VI\IVWHP -\ BWRHSA WKDW G D W D) WRHW RAHKND BMLDU H G H O HWAWHAGL IQUBRRIIRRW R U\ L Q
DUH UHDOO\ GH O HWHX UGB WMFRAHR U\ )RI WRIN\VWHPRZHYHU UHPRYLQJ WKH
HOWU\RQO\UHPRYHVY WKH SRLQWHU 7KLV OHDYHV WKH GDWD LQWDFW EX

ReX9 C BH aQ7ir "2

$ MDLO LV FUHDWHG ZLWK QR VRIWZDUH DVLGH IURP WKH FRUH SDFNDJHV LQVWDOO
7TRLQVWDOO PRUH VRIWZDUH VWDBUYW WKH MDLO DQG FOLFN

ReX9XR AMbi HHBM; 6 22"a. S +F ;2D

7KHTXLFNHVWDQG HDVLHVW ZD\WR LQVWDOO VRIWZDUH LQVLGH WKH MDLO LV WR
DUH SUHFRPSLOHGDQG FRQWDLQ DOO WKHELQDULHVDQGD OLVWRIGHSHQGHQFL!
JUHH%6' VA\VWHP

$ KXJHDPRXQW RIVRIWZDUH KDV EHHQ SRUWHG WR)UHH%6'
WR 4QG )UHH%6' VRIWZDUH LV WR YVH WKCGHRVMIDWWIS¥D ZBW IUHVKSRUWYV RUJ

iRN

ORVW RIWKDW VRIWZD
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$IWHU 4QGLQJWKH QDPH RI WKH GHWIUH G GDWFBRAMHD @@ WWRKIQVWDOO LW )R
WKHDXGLRWDJ SDFNDJH X HHVKGTRREPWND B EJPUBH

:KHQ SURPSWHZVWR HRFSOHWH WKHLQVWDOODWLRQ OHVVDJHV ZLOO VKRZ

UH[DPS

WKH GF

$ VXFFHVVIXO LQVWDOODWLRQ FDQ EH FRQ4UPHG EN\TXHU\LQJWKH SDFNDJH GDWD

QLH JOGP G BVEJPUBH
BVEJPUBH @

IBNF BVEJPUBH
7FESTJPO @
*OTUBMMFE PO 'SJ /IPW 145
0SJHJO BVEJP BVEJPUBH
“SDIJUFDUVSF GSFFCTE Y
1SFGJY VTS MPDBM
$BUFHPSJFT NVMUJNFEJB BVEJP
-JDFOTFT (1-W
.BJOUBJOFS QPSUT!'SFF#4% PSH
888 IUUQ HJUIVC DPN %BFOZUI BVEJPUBH
$PNNFOU $PNNBOE MJOF UPPM GPS NBTT UBHHJOH SFOBNJOH PG BVEJP G|
0QUJPOT
%0$4 PO
g PO
* 0 PO
1 PO
703#%4 PO
"OOPUBUJPOT
SFQP@UZQF CJOBSZ
SFQPTJUPSZ ‘SFF#4%
'MBU TJ[F L J#
%FTDSJQUJPO "VEJPUBH JT B DPNNBOE MJOF UPPM GPS NBTT UBHHJOH SFOBN
JU TVQQPSUT UIF WPSCJT DPNNFOU JE UBHT BOE .1 UBHT
888 IUUQ HJUIVC DPN %BFOZUI BVEJPUBH

IMFT

UDOH PG |

7TRVKRZ ZKDW ZDV LQVWDOOHG E\WKH SDFNDJH

QLH JOGP M BVEJPUBH

BVEJPUBH @

VTS MPDBM CJO BVEJPUBH

VTS MPDBM TIBSF EPD BVEJPUBH $01:*/(

VTS MPDBM TIBSF EPD BVEJPUBH $IBOHF-PH

VTS MPDBM TIBSF EPD BVEJPUBH 3&"%.&

VTS MPDBM TIBSF MJDFOTFT BVEJPUBH @ (1-w

VTS MPDBM TIBSF MJDFOTFT BVEJPUBH @ -*$&/4&

VTS MPDBM TIBSF MJDFOTFT BVEJPUBH @ DBUBMPH NL

-Q)UHH%6' WKLUG SDUW\VRIWZDVHS WMPORBER\GZLVWRHOW LDWH LW IURP WKH

VRIWZL

ZLWK WKHRSHUDWLQJ VI\VWHP %LQDULHV DUHDOPRVW CTOHIC DREFOGWRGAIX DI XE

WLRQ 40HVLQ D VXEGEUBFWRU\FDOOHG

ReX9Xk *QKTBHBM; 6 22"a. SQ'ib

&RPSLOLQJD SRUWLVDQRWKHU RSWLRQ &RPSLOLQJSRUWVY ReHU WKHVH D

GYDQW

IRWHYHU\SRUW KDV DQDYDLODEOH SDFNDJH 7KLV LV XVXDOO\GXHWROLFHQ

VHFEXULW\YXOQHUDELOLWLHYV

6RPHWLPHY WKH SDFNDJHLV RXW RI GDWHDQG DIHDWXUHLVY QHHGHG WKDW R

VLRQ

6RPH SRUWYV SURYLGH FRPSLOH RSWLRQV WKDW DUH QRWDYDLODEOHL
XVHG WRDGG RUUHPRYHIHDWXUHY RURSWLRQV

Q WKH S
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&RPSLOLQJD SRUW KDV WKHVH GLVDGYDQWDJHV

-W WDNHV WLPH 'HSHQGLQJXSRQ WKH VL]HRIWKHDSSOLFDWLRQ WKHDPRXQ
&38 WKHDPRXQWRI5$30DYDLODEOH DQG WKH FXUWWMBW Y/KBIGVR.@ W& H B G H i 150
UDQJHIURPDIHZPLQXWHV WRDIHZKRXUVRUHYHQWRDIHZ GD\V

IRWHIWKH SRUW GRHV QRW SURYLGH DQ\FRPSLOH RSWLRQV LWWBWHWPWHPH DQG
VRXUFHV WRXMH WKHJBRRWPDQG LOQVWHDG

TKHUHVK3RUWWW®BY ZZZ IUHVKSRUWY RUJ OLVWLQJVKRZV ZKHWKHU D SRUW KL
WLRQVXUH VKRZV WRQ4JXUDWLRI@QDXWLRYBWWLOLWN\IRUUHQDPLQJPXOWLSOHDXG

kR
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S3DFNDJHV DUH EXLOW ZLWK GHIDXOW RSWLRQV 3RUWV OHW WKH XVHU VHOHFW RS\

7KH3RUWY &ROOHFWLRQ PXVWEHLQVWDOOHGLQ WKH MDLO EHIRWHPSRUWBEFDQ EF
XWLOLW\ 7KLV FRPPDQG GRZQORDGV WKH SRUWVWVR QH5WILRGQ B\WQ K UH [ RV UNDKERVM D W

QPSUTOBQ GFUDI FYUSBDU

IRWHRLQVWDOODGGLWLRQDO VRIWZDUH DW D ODWHU GDWH PDNRSWUXOHBYKH SRU
GFUDI VQEBUF

7TRFRPSLOHDERWW D VXEGLUHFWRBSRTKH HQWU\IRU WKH SRUW DW )UHVK3RUWYV S
WLR@BARWR DONBWKRIPPDQG WR UXQ 7KLV H[DPSOHFRPSLOHVDQGLQVWDOOV WKH

DE VTS QPSUT BVEJP BVEJPUBH
NBLF JOTUBMM DMFBO

7KH4UVW WLPH WKLV FRPPDQG LV UXQ WKH)ERQU4BEXWHCLNVSIOHDOHWVEK RZQ LQ

yLJ &RQ4IJXUDWLRQ 2SWLRQV IRU $XGLRWDJ 3RUW

7KLY SRUW KDV VHYHUDO FR QAJINUPEO H R SHQRBPV-BHOHFWHG RSWLRQV DUH VKR ZC

8VH WKHDUURZ NH\VWR VHOHFWIQRE RESGEERYRIQ G 1$ WHHVRDAWZEK BQ NDWLV4HG ZLWK
WKHRSWLRQV 7KH SRUW EHJLQV WR FRPSLOHDQG LQVWDOO

IRWHSIWHU RSWLRQV KDYHEHHQ VHW WKH FRQ4JXUDWLRQ VFMNIBHE DWQWRRDOO\ Q
GLVSOD\WKH VFUHHQ DQG FKDQJH RSWLRQV ENBRBHDWHEBO. OO T QB WM HDIRABW Z L W K

ODQ\SRUWV GHSHQG RQ RWKHU SRUWYV 7KRVHRWKHU SRUWV DOVR KDYH FRQ4JXUL
SLOLQJEHJILQVY -WLVDJIJRRGLGHD WRZDWFK WKHFRPSLOH XQWLO LW 4QLVKHV DQ

-QVWDOOHG SRUWV DUH UHJLVWHUHG LQ WKH VDPH SDFNDQH I DWBEROQ ¥H WKIB® P D C
WR GHWHUPLQH ZKLFK SRUWV ZHUH LQVWDOOHG

ReX9Xj ai 'iBM; AMbi HH2/ aQ7ir "2

$IWHU SDFNDJHV RU SRUWV DUHLQVWDOOHG WKH\PXVWEHFRQ4JXUHG/DQG VWDU
MPDBM RWDD VXEGLUHFWRU\RILW ODQ\)UHH%6' SDFNDJHV FRQWDLQ DVDPSOH FR(

jkj
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7DNHVRPH WLPHWRUHDG WKHVRIWZDUH GRFXPHQWDWLRQ WR OHDUQ ZKLFK FRQ4
FRQ4JXUDWLRQ 40HV UHTXLUH HGLWLQJ

ORVW )UHH%6' SDFNDJHV WKDW FRQWDLQ D VWDUWDEOH VHUYLFHLQFOXGHD VWDU
VTS MPDBM FUD S$DWHU WKH FRQ4JXUDWLRQ LV FRPSOHWH WHVW VWDUWLQJ WKH
WKMHOFTUBRSIWWLRQ )RUH[DPSOH ZLWKRSHQYSQLQVWDOOHGLQ WKHMDLO WKHVH
VHUYLFH VWDUWHG

VTS MPDBM FUD SD E PQFOWQO POFTUBSU
4UBSUJOH PQFOWQO

VTS MPDBM FUD SD E PQFOWQO POFTUBUVT
POQFOWQO JT SVOOJOH BT QJE

TPDLTUBU
64&3 $0.."/% 1%% "% 13050 -0$"- "%%3&44 '03&*(/ "% %3&44
SPPU PQFOWQO VEQ

-1 LW SURGXFHV DQ HUURU

VTS MPDBM FUD SD E PQFOWQO POFTUBSU
4UBSUJOH PQFOWQO
VTS MPDBM FUD SD E PQFOWQO 8"3/*/( GBJMFE UP TUBSU PQFOWQO

5X@BJM WBS MPH NFWRBWHHDQ\HUURU PHVVDJHV LIDQLVVXHLVIRXQG ORVW VW
WR DPLVFRQ4JXUDWLRQLQDFRQ4JXUDWLRQ 40H

$IWHU YHULINLQI WKDW WKH VHUYLFH VWDUWYV DQG EV 2 RSDN DQ\IRGY W Q WW QVAGKHHG/ HDUGYC
DXWRPDWLFDOO\ZKHQ WKH MDLO LV VWDUWHG 7K HBG®IIQPDHE @ RD\EBW\S LIDF D IDWDY IVRVHDIUGA
ZLWK WKH QDPHRIWKH VRIWZDUH )RUH[DPSOH WKLV LVWKHHQWU\IRUWKHRSHQ

PQFOWQO@FOBCMF o:&4u0

KHQLQ GRXEW WKHVWDUWXS VFULSWVRRZD WKV QN WR IS BW WU E SWPLCRBOML Q
FUD SD E PQFOWQO

51JT TDSJQU TVQQPSUT SVOOJOH NVMUJQMF JOTUBODFT PG PQFOWQO
5P SVO BEEJUJPOBM JOTUBODFT MJOL UIJT TDSJQU UP TPNFUIJOH MJLF
MO T PQFOWQO PQFOWQO@GPP

BOE EFGJOF BEEJUJPOBM PQFOWQO@GPP@ WBSJBCMFT JO POF PG
FUD SD DPOG FUD SD bPOG MPDBM PS FUD SD DPOG E PQFOWQO@GPP

#FMPX /".& TIPVME CF TVCTUJUVUFE XJUIl UIF OBNF PG UIJT TDSJQU #Z EFGBVMU
JU JT PQFOWQO TP SFBE BT PQFOWQO@FOBCMF *G ZPV MJOLFE UIF TDSJQU UP
PQFOWQO@GPP UIFO SFBE BT PQFOWQO@GPP@FOBCMF FUD

5|lF GPMMPXJOH WBSJBCMFT BSF TVQQPSUFE EFGBVMUT BSF TIPXO
PV DBO QMBDF UIFN JO BOZ PG
FUD SD DPOG FUD SbD bPOG MPDBM PS FUD SD DPOG E /". &

/".&@FOBCMF a/0n
TFU UP :&4 UP FOBCMF PQFOWQO

7TKHVWDUWXS VFULSW DOVRLQGLFDWHV LIDQ\DGGLWLRQDO SDUDPHWHUVY DUHDY

/".&@JIG
ESJWFS T UP MPBE TFU UP sUVOr ©oUBQm PS sUVO UBQ®m

JU JT 0, UP TQFDJGZ UIF JG@ QSFGJY

iko
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PQUJPOBM
/" &@GMBHT
BEEJUJPOBM DPNNBOE MJOF BSHVNFOUT
/[".&@DPOGJHGIJMF @ VTS MPDBM FUD PQFOWQO /".& DPOG=®=
DPOGJH GJIMF
/".&@EJS = VTS MPDBM FUD PQFOWQO=
DE EJSFDUPSZ

k8



*> Shil_
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_1SP_hAL:

5HSRUWLQJ GLVSOD\V VHYHUDIOJXWMHS KK PRAVVHHIHRODLWQPH IR U\ ITURP WKH GURS GRZQ PH
WKRVHJUDSKY 7KHUHDUHDOVRRSWLRQV WR FKDQJH WKHJUDSK YLHZDQG QXPEH

yLJ 5HSRUWLQJ *UDSKYV

JUHH1P$6VHVR O O KFWBESY  FROOHFWG RUJ WR SURYLGHUHSRUWLQJVWDWLVWLFV
SRLQWLQ WKHJUDSKWR VKRZ H[DFW QXPEHUV IRUWKDW SRLQW LQ WLPH 8VH WKH
LQFUHDVH RUGHFUHDVH WKH GLVSOD\HG WLPHLQFUHPHQW IURP PLQXDMHGY KRXU
IHNEXWWRQV VFUROO WKURXJK WKH RXWSXW

IRWHHSRUWLQJJUDSKVY GRQRWDSSHDU LIWKHUHLVY QRUHODWHG GDWD

*UDSKVDUH JURXSHG E\FDWHJRU\RQ WKH5HSRUWLQJ SDJH

jke
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&38

&38 KWWSV FROOHFWG RUJ ZLNL LQGH[ SKS 30XJLQ &38 VKRZV WKH DPRX
LRXVVWDWHYVY VXFKDV H[HFXWLQJ XVHU FRGH H[HFXWLQJV\VWHP FRGH DQ
DQGORQJ WHUP ORDG DUH VKRZQ DORQJZLWK &38 WHPSHUDWXUH JUDSKYV

'LVN

'LVNKWWSV FROOHFWG RUJ ZLNL LQGH[ SKS 30XJLQ 'LVN VKRZV UHDG DQ
EXV\ ODWHQF\ RSHUDWLRQV SHU VHFRQG SHQGLQJ- 2 UHTXHWW&(6DQG GL
DQG(75-86R YLHZ WKH VHOHFWHG PHWULFV IRUWKHFKRVHQ GHYLFHYV

IRWHHPSHUDWXUH PRQLWRULQJ IRU WKHVGEL Y & ¥ W G D ¥ DIEOH® U H

OHPRU\
OHPRUKWWSY FROOHFWG RUJ ZLNL LQGH[ SKS 30XJLQ OHPRU\ GLVSOD\V

6ZDSKWWSV FROOHFWG RUJ ZLNL LQGH[ SKS 30XJLQ 6ZDS GLVSOD\V WKF
VSDFH

IHWZRUN

- QWHUKMWAWSY FROOHFWG RUJ ZLNL LQGH[ SKS 30XJLQ - QWHUIDFH VKRZ
PHIDE\WHV SHU VHFRQG IRUHDFK FRQ4JXUHG LQWHUIDFH

1)6

1)6 KWWSV FROOHFWG RUJ ZLNL LQGH[ SKS 30XJLQ 1)6 VKRZVLQIRUPDW
FDOOVIRUHDFK SURFHGXUHDQG ZKHWKHU WKH VA\VWHP LV D VHUYHU RU FOL

SDUWLWLRQ

'"LVN VSIKMHWWSVY FROOHFWG RUJ ZLNL LQGH[ SKS 30XJLQ ') GLVSOD\V IUHI
HDFK SRRODQG GDWDVHW +RZHYHU WKHGLVNVSDFH XVHGE\DQLQGLYLG?
EORFN GHYLFH

6\VWHP

SURFHVKWWSY FROOHFWG RUJ ZLNL LQGH[ SKS 30XJLQ 3URFHVVHV GLV:E
JURXSHG E\ VWDWH

7TDUJHW
7TDUJHW VKRZV EDQGZLGWK VWDWLVWLFV IRUL6&6—- SRUWYV
836

836 KWWSV FROOHFWG RUJ ZLNL LQGH[ SKS 30XJLQ 187 GLVSOD\VVWDW
VXSSO\ 836 MWURRUN 836 KWRWMOY QHWZRUNXSVWRROV RUJ 6WDWLVWLEF)\
UHQWYV SRZHU IUHTXHQFLHVY ORDG DQG WHPSHUDWXUHYV

=)6

=)6 KWWSV FROOHFWG RUJ ZLNL LQGH[ SKS 30XJLQ =)6B$5& VKRZV FRPSI
GHPDQG GDWD GHPDQG PHWDGDWD DQG SUHIHWFK GDWD

SHSRUWLQJGDWD LV VDYHG WR SHUPLW YLHZLQJDQG PRQLWRULQJXVDJH WUHQGYV
VI\VWHP XSJUDGHV DQG UHVWDUWYV

'DWD 40HV DUH WBYHECLQPMMFDUE SSE

:DUQLQSHSRUWLQJ GDWD LVIUHTXHQWO\ZULWWHQDQG VKRXOG QRW EHVWRUHG
GHYLFH




*> Shil_
1A:>h1l1L

oA_hl GJ *>AlL1la

$9LUWXDO 0DFKNVNPH) HQYLURQPHQW RQ D KRVW FRPSXWHU WKDW FDQ EH XVHG DV L
FRPSXWHU 90V FDQ EH XVHG WR UXQ PXOWLSOHRSHUDWLQJV\VWHPV VLPXOWDQH!
VIVWHPV UXQQLQJLQVLGHD 90 VHHHPXODWHG YLUWXDO KDUGZDUH UDWKHU WKDQ
SXWHU 7KLV SURYLGHV PRUH SWREDWLRQWKBRXRQIK WKHUHLV DGGLWLRQDO RYHUKF
WHP 5$0LVDVVLIQHG WR HDFK 90 Dg8&MDFK 90 KRMHVWRUDJH :KLOHD90LV UXQQLC
VRXUFHV DUH QRWDYDLODEOH WR WKH KRVW FRPSXWHU RURWKHU 90V

JUHHPP$®H0V XVH WKWH KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ EK\YH YLUW)
7KLV WASHRIYLUWXDOL]DWLRQUHTXLUHVDQ -QWHO SURFHVVRU ZLWK ([WHQGHG 2
5DSLG 9LUWXDOL]DWLRQ - QGH[LQJ 59- RU1IHVWHG 3DJH 7DEOHV 137 90V FDQQR
VXSSRUWV WKHVH IHDWXUHYV

7TRYHULI\WKDWDQ -QWHO SURFHVVRU KDOWKWE&B JUH T X WG KR DMEXY HW BXSVEV O
ENFTH CPPIWKBHD Q&* IHDWXUHYVY DUH VKRZQ WKLV SURFHXKYRKH FDQ EH XVHG ZLWK

7TRYHULI\WKDWDQ $0' SURFHVVRU KDV WIKGHKHS8DXHUHGWRIBKRQUHOVIHYHWBS SVO
ENFTH CPPIWKH RXWSXW VKRZV WKH 323&17 IHDWXUH WKEK\SBRFHVVRU FDQ EH XV

IRWHO0"' . .XPD SURFHVVRUV LQFOXGH 323&17 EXW GR QRW VXSSRUW 15-36 ZKLFK
EK\'YH 3URGXFWLRQ RI WKHVH SURFHVVRUV FHDVHG LQ RU

%\ GHIDXOW QHZ 90NKDIWHKWKRNHSY ZZZ IUHHEVG RUJ FJL PDQRPBM LRQHWH VE KX KHV
FDXVHV WKH YLUWXDO &38 WKUHDG WR\LHOG ZKHQ D +/7 LQVWUXFWLRQLV GHWHFW
DOO RIWKH KRVW &38

9LUWXDO ODKREZQ BWOLVW RILQVWDOOHG YLUWXDO PDFKLQHV DQGDYDLODEOH PHPI
GHSHQGLQJRQ ZKDW WKH VI\VWHP LV GRLQJ LQFOXGLQJZKLFKYLUWXDO PDFKLQH\

$ORJ40OHIRUHDFK 90 LWES LIMPWMHEOQNVR NOBN F

k3
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)LJ 9LUWXDO ODFKLQHYV

I1DPHWDWEEXWRVDNUMHUGAL VSO D\HE RWYXDIOHOBF KM Q&HYLASDQG WR YLHZDGGLWLRQDO
IRUFRQWUROOLQJDQG PRGLI\LQJ 90V

6WIERRWY D 90 90VFDQ DOVREH VWDUWHG E\FOLFNLQJWKHVOLGH WRJJOHRQ

-l WKHUH LV LQVX]FLHQW PHPRU\ WR VWD UW W2KHH 9F ROP G L iVOOBRHEPERRIO ORSYUHRIP SW W F
FRPPLWPHQW DOORZV WKH 90 WR ODXQFK HYHQ WKRXJK WKHUH LV LQVX]JFLHQW
RYHUFRPPLWPHQWRSWLRQ VKRXOG EH XVHG ZLWK FDXWLRQ

7TRVWDUWD 90 ZKHQ WKH KRV WS$WX\W RNHWSEERFRRW.W VWY DQG WKH 90 LV LQ DQ HQFU\
ORFNHG SRRO WKH90VWDUWYV ZKHQ WKH SRRO LV XQORFNHG

(GIWMKDQJHV 90 VHWWLQJV

'"HOHMAHHPRYHV WKHPRGD JH XVHEYRQ GHSDBHYV DQGLPDJH 4 OHD/ZXNHG LQ
SDJH GHYLERHRWBPRYHG ZKHQ D 90LV GHOHWHG 7KHVHUHVRXUFHV FDQ EH U
6WRUD3IRRDMWHU LWLY GHWHUPLQHG WKDW WKH GDWD LQ WKHP KDV EHHQ EDFN

'"HYLAWVXVHG WRDGG UHPRYH RUHGLW GHYLFHVY DWWDFKHG WR D YLUWXDO PO

&ORRRMHSLHY WKH 90 $QHZ QDPHIRUWKHFORQHFDQEHVSHFL4HG -1 D FXVWRP
DVVLIQWG OBNF@DMROGN/RQDRN WKHRULJQDO 90 RDWKBEO®GORQH QXPEHU (DFKF
LVIJLYHQDQHZ91& SRUW

7KHVH DGGLWLRQDORSIML R QUHQDYDLODEOH ZKHQ D 90 LV UXQQLQJ
3RZHUIRRPHGLDWHO\ KDOWY WKH 90 7KLV LVHTXLYDOHQW WR XQSOXJJLQJ WKH
BWREXWY GRZQ WKH 90
5HVWIKXWY GRZQ DQG LPPHGLDWHO\ VWDUWYV WKH 90

kN
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90V ZLMQMOEOHWHW VKBRZSEEXWWRQ 91& FRQQHFWLRQV SHUPLW UHPRWH JUDSKLF

6(5-®RSHQV D FRQQHFWLRQ WR D YLUW X DEOFWH O NEQ\SR VWL B Q HAGK\W R QVEKFHM UV W 90
ONENL® DVVLJQHG WR WKH VHFRQG 90 DQG VRRQ 7KHVH YLUWXDO VHULDO SR

VROH |UR®KWISHD JH

7TLSTKEQPGPKWWSYV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ QPGP GHYLFH LV G\
WXONEN @DPH YDULHV RQ HDFK 90

TR FRQQHFW WR WKHRBYVW 9BFW\®HWEN # TQ WKHSDJIH 6-EKH
KWWSV 7ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ FX IRUPRUHLQIRUPDWLRQ

R3XR *2 iBM; oJb

&OLFNWR RSHQ WKH ZLJBUG LQ

)LJ $GG 90

7TKHFRQ4JXUDWLRQ RSWLRQVIRUD 9LUWXDO 0D KFKLEXH 90 W\SHDUH GHVFULEHG L

iy
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7DEOH 90 :L]DUG 2SWLRQV
6FUH 6HWWLQJ 9DOXH 'HVFULSWLRQ
*XHVW 2SHUDWGOQRS &KRRVH WKH 90 RSHUDWLQJ V\VWHR QGRZ V&KRLFHV
6\WWHP GRZQ JLOQXRYUHH%GBHW KLY JXWWSY JLWKXE FRP|)UHH%6
PHQX 83% IUHHEVG ZLNL +RZ WR ODXQFK GL*HUHQW JXH
LQVWUXFWLRQV DERXW XVLQJD GL+HUHQW JXHVW 2
1DPH VWULQJ 1DPHRIWKH 90 $OSKDQXP H UL F@PRHUDFORAHNGD @ &H
QDPH PXVW EH XQLTXH
"HVFULSWLRQ| VWULQJ '"HVFULSWLRQ RSWLRQDO
6\WWWHP &ORFN GURS 9LUWXDO ODFKLQH VIVWHP WRPBQB3WRRQWY DUH
GRZQ GHIDXOW
PHQX
%RRW OHWKRG GURS &KRLFHBDWBH)- &6DQGIXEEHOBMWRU QHZHU RS
GRZQ HUDWLQJ V\VBA\HP¥6BRPSDWLELOLW\6XSSRUW ORGF
PHQX ROGHU RSHUDWLQJ V\VWHPV WD EQ R WLQGE HYUMAN L
FRQQHFWLRQV DUH RQO\ DMDXEVDERW ¥ XWEREBWHG E
'LQGRIX¥HVW RSHUDWLQJ V\VWHPV
6WDUW RQ %RRMKHFNERBPHW WR VWDUW WKH 90 ZKHQ WKH VIVWHP ERRWV
(QDEOH 91& FKHFNERPGG D 91& UHPRWH FRQQHFS() ERRSHIQILUH V
"HOD\ 90 %RRW GRERWEKRER[DLW WR VWDUW 90 XQWLO 91& FOLHQW FRQQHFWV
91& &RQQHFWYV (QDEOHLM ¥HW
%LQG GURS 91& QHWZRUN LQWHUIDFH -3 DGGUHVYV 7KHSULPDU
GRZQ GUHVV LV WKH GHIDXOW $ GL*HUHQW LQWHUIDFH -3
PHQX VHQ
9LUWXDO &38V LOWHJHULXPEHU RI YLUWXDO &38V WR DOORFDWH WR|WKH 90
XQOHVV OLPLWHG E\WKH KRVW &38 7KH 90 RSHUDW|
DOVR KDYHRSHUDWLRQDO RUOLFHQVLQJUHVWULF
&38V
OHPRU\ 6L]H LOWHJHU6HW WKHDPRXQW RI5%0 IRUWKH 90 $SOORFDWLQJ W
FDQ VORZ WKH V\VWHP RUSUHYHQW 90WKIURP UXQQL
PDQL]HG SHDJH
"LVNLPDJH FKHFN RS6HOREWDWH QHZ GWRN URDIWH D QHZ JYRO RQ DQ H[L
WLRQ ZUWBKOWDVHW 7KLV LV XVHG DV D YLUWXDO BDH|G GULY F
FXVWRP H[LVWLQJ G IDVNGLPIORRVH DQ H[LVWLQEH®RBWURP WK
4HOGV | LVWLQG URRBOGRZQ
6HOHFW 'LVN 7\GHRS BHOHFW WKH GLVN W\ $ H&BEKILEFWHDRBIWR ' H
GRZQ YLFISWDJIH IRUPRUHLQIRUPDWLRQ DERXW|/WKHVH
PHQX
6L]H ([DPSOHV $OORFDWH WKHDPRXQW RI VWRUDBHMNPRQ WKIE]YRO
L% 0 7% AHOSDJH 1XPEHUV ZLWKRXW XQLW OHWW|/HUV DU
PHIJDE\WHV )RU H[DWPISWM WKH ]YRO VL]H WR| PHJD
=YRO /RFDWLRQ "KH@&UHDWH QHZ GLWRK®PWDHE VHOHFW D SRRO RU GI
WKH QHZ]YRO
6HOHFW H[LVWIGARIYRO :KH®@VH H[LVWLQJ GUFMRNBOH VHOHFW DQ H|[LVWLQ.
GRZQ WKH 90
PHQX
$GDSWHU 7\SH GURS _QWHO H HPXODWHY WKH VDPH —QWHO (WKHUQH
GRZQ SURYLGHV FRPSDWLELOLW\ ZLWK PRAMSRBHUDWLQJ
PHQX YLGHV EHWWHU SHUIRUPDQFH ZKHQ WKH RSHUDWLQ
WKH 90 VXSSRUWV 9LUW-2 SDUDYLUWXDOL]HG QHW?:
03& $SGGUHVV | VWULQJ (QWHU WKH GHVLUHG 0$& DGGUHVV WR RYHUULGH W
UDQGRPL]JHG 0$& DGGUHVV
*QMIBMm2/ QM M2ti T ;

JiR
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h #H2 R3XR +QMiBMmM2/ 7°QK T'2pBQmb T ;2
6FUH 6HWWLQJ 9DOXH 'HVFULSWLRQ

$WWDFK 1-& GURS 6HOHFW WKH SK\VLFDOLQWHUIDFHWRDVVRFLDWH .

GRZQ
PHQX
2SWLRQDO &KRERWRHVH| &OLFNAURZVH WR VHOHFWDQ LQVWDOOHU +62 RU L

LQVWDOODWLREXPHERQ JUHH IP$B\VWHP
LPDJH

8SORDG -62 FKHFNERPHW WR XSORDGDQ LQVWDOOHU —62 RUM\RDJH 40H W
DQG WHP

7KH4QDO VFUHHQ RI WKH :L]DUG GLVSOD\VWKHFKRVHQ RSWLRQV IRB8BWKWRHZ 9LU
FUHDWH WKHWPOOMRUFKDQJH DQ\ VHWWLQJV

$IWHU WKH 90 KDVEHHQLQVWDOOHG UHPRYH WKUW RN @&/ 0D RKR2AGEMNOR@BAVYLLAFFHH VR W R
5HPRYH &'KBRAOGHYLFH E\ FODLEFSIWQBQWOHWHKLY SUHYHQWY WKH YLUWXDO PDFKLQH IU
ZLWK WKHLQVWDOODWLRQ PHGLD DIWHU LW KDV DOUHDG\EHHQ LQVWDOOHG

7KLV H[DPSOH FUHDWHV D )UHH%6"' 90

*XHVW 2SHUDWLQ VEHWWIRPAOD PHY VHWDWPB OHMWPKHU RSWLRQV DUH OHIW DW GHID
ILUWXDOWBEWWRBHPRU\ 6L]HLY MKW WR

&UHDWH QHZ GLWNH®BBEWHG 7KH]JYRON®%IBQS8 VWWRWREG RQ WKIRE®RO QDPHG
IHWZRUN VHWWLQJVY DUH OHIW DW GHIDXOW YDOXHYV

$)UHH%6' -62 LQVWDOODWLRQLPDJH KDV EHHQ VHOHFWN® BP G/KBRRBGRG WR
VWDOODWLRQ PHGGDR YBREXODWHG ZKHQ WKH XSORDG FRPSOHWHYV

$IWHU YHULDP\Q @XAPR\PKDHM FRUBSHRILT FOLFNHG
JLIXUH VKRZV WKH FRQ4UPDWLRQ VWHS DQG EDVLF VHWWLQJV IRUWKHQHZ YLUWX
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yLJ &UHDWLQJD 6DPSOH 9LUWXDO ODFKLQH

R3Xk AMbi HHBM; .Q+F2°

FDQ FPHEXVOGWRMOOHMLES RQ D /LQX[ YLUWXDO PD

'RENHKWWSV ZZZ GRFNHU FRP
8 \BIEQXD W X

&KRRVH D /LQX[GLVWUR DQG L®EZWROO RWLRQ VHKHI VEBH S DSLIMDH/
KWWSV XEXQWX FRP LV UHFRPPHQGHG

$IWHU WKH /LQX[ RSHUDWLQJ V\VWHP KDVEHHQ LQVWDOOHG VWDQ® M ENRD &RQQ
ORZ WKHNHU GRFXPH®WMWSVRQGRFV GRFNHU FRP IRU'RFNHULQVWDOODWLRQDQ

R3Xj //BM; .2pB+2biQ o01J

*RWRLUWXDO OPFREQYHRQWYLFBQG FOLFMNR DGG D QHZ 90 GHYLFH

ji
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)LJ 90 'HYLFHYV

6HOHFW WKH QHZ GHY\ ¥ HO® PWWKMH GHYLFHY DUHDYDLODEOH

&' 520 SDJH
1-& 1HWZRUN -QWBDJIBIFH &DUG
'LVN 'HYSPHH
5DZ )LSBJH
91& —QW H S DI FHH RQO\DYDLODEOH RQ YL%WRWOPDGHMYHHRZ L W K
9LUWXDO ODFKR2GMMRQWYLANWVDOVR XVHG WR HGLW RU GHOHWH 2$MWWRIQYJ GRHYD oY
YLFH WR QIGLSICCHEWD QJH 'HY LF D QGIGNHIR ®W L R Q V
(GIWRGL4HV D GHYLFH
'"HOHUMHPRYHY WKH GHYLFH IURP WKH 90
&KDQJH 'HYLPHHMWGWKH SULRULW\ QXPEHU IRUERRWLQJ WKLV GHYLFH 6PDOOH
SULRULW\

'"HWDWLIOR/ZY DGGLWLRQDO LQIRUPDWLRQ DERXW WKH VSHFL4F GHYLFH 7KLV LQF
DGGUHVYVY41&QHWHYLFH WKH SDWK WROGAMKHYIYlROD DQ G WKH SDPRK R\R IOHQU 4OH IRU D

&'520GHYLFH

R3XjXR *.@ _PJ .2pB+2b

$GGLQID &' 520 GHYLFH PDNHV LW SRVVLEOH WR ERRW WKH 90 IURP D &' 520 LPDJH
LPDJHPXVWEHSUHVHQW RQ DQ DFFHVVLPOWRRIDWHRQERWW KW HUHMHIGBE D )UHH%6'

ii9
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LPDJHLV VKRZQ

yLJ &' 520 '"HYLFH

IRWHOVIURP RWKHU YLUWXDO PDFKLQH VI\VWHPV FDQ FPH ¥ B F N EXBWHKG IRULIVQ DQ Bl
WKHQ FUHDWH D QPHIO)DIWHK ¥ UWXDO KDUGZDUH DV FORVH DV SRVVLEOH WR WKH RL
GLVNLPDJH GDWDORQWRHWKHFUHDWHG IRUPVOKR HZ ) WHKHOL $6R RO WKDW RSHUDWHYV DW W
EORFNVGOLKMWWSY ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ GG )RUVRPH90 V\VWH
GDWD LQVWDOO WKHRSHUDWLQJV\VWHPITORPD/FG DWY¥WRQBDWKRA JHHDE®QWR WKH

R3XjXk LA* UL2irQ F AMi2 7 +2bV

JLIXUH VKRZV WKH 4HOGV WKDW DS 9HDWRDOHID FRIC@GMMU RQWVYLFAULFHNLQDQG
V H O HFW BQUIWKIS H

jj8
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yLJ IHWZRUN -QWHUIDFH '"HYLFH

TKISGDSWHBD{HPXODWHDQ —-QWHO H H (WKHUQHW FDUG IRU FRPSDWLELOL
WHPYLUWB® SURYLGH EHWWHU SHUIRUPDQFH ZKHQ WKHRSHUDWLQJ VA\VWHP LQVWI
DYLUWXDOL]JHG QHWZRUN GULYHUV

%\GHIDXOW WKH90 UHFHLYHVDQ DXWR JHQHUDWHG UDQGRP 0$& DGGUHVV 7R RY
HQWHU WKH GHV LU $DBGCGWHRHOWER 5$7( 05& $''5(8R DXWRPDWLFDO $ERSXBDWH
ZLWKD QHZUDQGRPL]JHG 0$& DGGUHVYV

-l WKH VA\VWHP KDV PXOWLSOH SK\VLFDO QHWZR W\RLDWNHRDHF R ) OPUHENK WRH/ WK HL I\
ZKLFK SK\VLFDOLQWHUIDFHWR DVVRFLDWH ZLWK WKH 90 7R SUHYHQW D QHWZRUN
WKHHWZRUN LGBWBHIDFEQGYVBDWOH +DUGZDUH 2*"RDGLQJ

6HWHWYLFH 2Q®8PEHU WR GHWHUPLQH WKH ERRW RUGHU RI WKLV GHYLFH $ ORZHU Q>
LW\

7LS7TR FKHFN ZKLFK LQWHUIDFH LV DWWDFKHG WR D6XH ®&IHU W W RKISEPOHD@IHKER WR W |
4QG WKBIEWWSY HQ ZLNLSHGLD RUJ ZLNL 781 7$3 LQWHUIDFH WKDW VKRZV WKH (

R3XjXj .BbF .2pB+2b

=YRGDJIH DUH W\SLFDOO\ XVHG DV YLUWXDWKDUS® PHRY HD VVIRVHD WH LW ZLWK W
FOLFRLQWXDO ODFKR2GMLRQWYLFARAULFNLQDQG VHOHMNVKQIKISH

ije
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)LJ 'LVN'HYLFH

2SHQ WKH GURS GRZQ PHQX WR=WHROHKHE I i WHNRNEHGGL V N
$+&HPXODWHV DQ $+&- KDUG GLVNIRU EHVW VRIWZDUH FRPSDWLELOLW\ 7KLV L

ILUWVYRY SDUDYLUWXDOL]HG GULYHUVDQG FDQ SURYLGH EHWWHU SHUIRUPDQ
LOQOVWDOOHGLQ WKH90 WR VXSSRUW 9LUW-2 GLVN GHYLFHYV

-IDVSHFL4F VHFWRU VL]HLV UHTXLUHG HQWWHVYH¥FKHREKWAEHH D RDWBMR/ HDQ IDXWRW X QH
VFULSWWR GHWHUPLQH WKH EHVW VHFWRU VL]JHIRU WKH]YRO

6HWHWYLFH 2Q®8PEHU WR GHWHUPLQH WKH ERRW RUGHU RI WKLV GHYLFH $ ORZHU Q>
LW\

R3XjX9 _r 6BH2Db

5DZ )LDUN VLPLODRASOWRH GLVN GHYLFHV EXW WKHGLVNLPDJHFRPHVIURP D 40H
ZLWKH[LVWLQJUHDG RQO\ELQDU\LPDJHV RIGULYHVY OLNHDQLQVWDOOHU GLVN'L
VWLFN

$IWHU REWDLQLQJDQG FRS\LQJ WKH LPP\D\YAVAHPH FORWXBIQ OB FKRBMWNL. RQWYLFHV
FOLSFN WKHQ VHWSWIRB Z )LOH
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)LJ 5DZ )LOH 'LVN'HYLFH

&OLFNVURZVH WR VHOHFW WKH LPDJH 40H -1DVSHFL4F VHAWRWWEMWRRKHIHHXL UH (
IDXODWOXH DXWRPDWLFDOO\ VHOHFWY D SUHIHUUHG VHFWRU VL]HIRU WKH 40H

6 HWW L QURGIWBRH &HP XODWHY DQ $+&—- KDUG GLVN IRU EHVWIMRNWEY SBEBPISDWXEOQL
GULYHUVDQGFDQ SURYLGHEHWWHU SHUIRUPDQFH EXWUHTXLUHV WKHRSHUDWL(
W-2 GLVN GHYLFHV

6HWHWYLFH 2Q®8PEHU WR GHWHUPLQH WKH ERRW RUGHU RI WKLV GHYLFH $ ORZHU Q>
LW\

6HW WKH VL]HRIWKH 40HLQ *L%

R3XjX8 oL* AMi2 7 +2

90VVHVWRRRWLQJDUHDOVRJLYHQD91& 9LUWXDO 1HWZRUN &RPSXWILQJ UHPRW
KWWSV HQ ZLNLSHGLD RUJ ZLNL 9LUWXDOB1IHWZRUNB&RPSXWLQJ FOLHQW FDQ
DQG NH\ERDUG DQG PRXVH LQSXW

(DFK 90 FDQ KDYHD VLQJOH 91& GHYLFH $Q H[LVWLQJ91& LQWHAS\WER @ 0YGDE¥GFKD Q.

1IRWHVLQJD QRQ 86 NH\ERDUG ZLWK 91& LV QRW \HW VXSSRUWHG $V D ZRUNDURXQ
VIVWHP UXQQLQJ WKH 91& FOLHQW WKHQ FRQ4JXUH WKHRSHUDWLQJV\VWHP UXQQ
PDWFKHV WKH SK\VLFDO NH\ERDUG 7KLV ZLOO HQDEOH SDVVWKURXJK RI DOO NH\V

JLIXUH VKRZV WKH 4HOGV WKDW DS SHD W R D/OHID FRE2GMWM RQWUYLFBYG FOIYFNLQJ
2SWLRQWGUWU 91&

jj3
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)LJ 91& 'HYLFH

6 HWVWBRQWRDXWRPDWLFDOO\DVVLIQV D SRUW ZKHQ WKH90LV VWDUWHG -1D4[HG
HQWHU LW KHUH

BHW OD\ 90 %RRW XQWLOWR&RRWYW QHRFWYDUW WKH 90 XQWLO D 91& FOLHQW FRQQHFW
5HVROXWWRQNVKH GHIDXOW VFUHHQ UHVROXWLRQ XVHG IRUWKH 91& VHVVLRQ
8VH6OLWER VHOHFW WKH -3 DGGUHVV IRU 91& FRQQHFWLRQV

7TR DXWRPDWLFDOO\SDVV WKH 91& SDBDX¥YRUZEHIBGWHRMLANVW RDWR WIKH SDVVZRUG LV O
FKDUDFWHUYV

7R XVH WKH 91& ZHE L Q:\\MH U IDW H UVBIMH

7LS-1D5HDO91& ; &OLHQW VKRZYSVYKIHPBBMRRISSPS JOWBMJE NGTVBIEH VG R
WR QHWZRWRSWIRPAO QG PRY H WKHVWOLXEROWR HU YHUVLRQV R ®DDWH BH W HQ HHF W
FOLFSHBWRWRFROWHWUWLRKYO HF W IURP WKH GURS GRZQ PHQX

6HWHWYLFH 2Q®PEHU WR GHWHUPLQH WKH  ERRW RUGHU RI WKLY GHYLFH $ ORZHU Q>
LW\

JiN



*> Shil_
LAL1h11L

.AaSG uauahlJ S P*laala

&OLFNULVESIOD\ 6\VWHPRBEREN\DVHAMUHHQ VKRZLQWWEH RXWSXW RI
KWWSV 7ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ WRXU$Q H[DPSOH LV VKRZQ LQ

)LJ 6\WWHP 3URFHVVHV 5XQQLQJRQ )UHH1$6

7KHGLVSOD\DXWRPDWLFDOO\UHIUHVKHV LWVHOI 7KH GLVSOD\LVUHDG RQO\

joy



*> Shil_
hglLhu

a>1GG

7KH)UHHRIABSE LQWHUIDFH SURYLGHVY D ZHE VKHOO PDNLQJLW FRQYHQLHQW WR UXC(
EURZVHU DMRWWHU

yLJ "HE 6KHOO

7KH SURPSW VKRZV WKDW W KHR RMM H KRW \X QUBHBHIQID/G WKH FXUUHQW ZRUNLQJ GLUHF
WKH KRPHGLUHFWRU\RI WKH ORJJHG LQ XVHU

IRWHKHGHIDXOW VKHOO IRU D QHZULWYVKWWWGEG R )BHHIY6HEVG RUJ FJL PDQ FJL"T)
JUHHIP$W\VWHPV ZKLFK KDYH EHHQ XSJUDGHG IURP DQ HDU O DH ID Y RMKH. 8 8 | DLXCDONVF\RIQH

7KH GHIDXOW VKHOO FDRFFIRRRQBYHIHEOWF N SWLRQVGRH®EG WKRRWHU &KRRVH WKH GH
VLUHG VKHO G KIHERDR/IK G RZQ D@ BHIKOLFN

j9R
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7KIBHW IR QWOVGIHU DGMXVWYV WKH VLIH RI WH[W G(&BXBD \ H)G AMGRWKH/ 6IKRH\G B H &G HFOND |
DQG VL]H

$ KLVWRU\RISUHYLRXV FRPPDQGV LVDYDLODEOH 8VHWKH XSDQG GRZQ DUURZ NF
WHUHG FRPPDQGV (GLW WKH FRPP D Q G&O GRBRLWHH G QVWKHHRQVEKH FRPP D Q G

)PNF.OEDQBFMFNHRA\V DUH VXSSRUWHG 7DE FRPSOHWLRQLV DOVRDYDEB®@EROH 7\St
FRPSOHWH D FRPPDQG QDPH RU 40HQDPH LQ WKH FXUUHQW GLUHFWRU\ 5LJKW FOI
UHPLQGHU DERMPN XBO®IDEPNNBORWWUSM *OTPRWIJGU *OTHRU FRS\DQG SDVWH RSH
DWLRQV LQ W KH)KHMQA $ 6

T\SHYJWR OHDYH WKH VHVVLRQ

&OLFNLQJ RWKHU ZHELQWHUIDFHPHQXV FORVHVY WKH VKHOO VHVVMRIXDQG VWRSV
SDJH SURYLGHV WKHDELOLW\WR GHWDFK VKHOO VHVVLRQVDQG WKHQ UHDWW
UXQLQDGHWDFKHG VHVVLRQ

I1RWHRWDOO VKHOO IHDWXUHV UHQGHU FRUUHFWO\LQ &KURPH )LUHIR[LVY WKH UH
VKHOO

ORVW )UHH%BPDQG OLQHSDUHOLWDUBHKN DY D L OCXEHIHIEQ WEHQJ DGGLWLRQDO WURXEOH
SOLFDWLRQV IRU )UHH1%$6

j9k



*> Shil_
hgqlLhuPL1

GP: Plh- l1ah h-P_a>lh .PqglL

7KH 3RZHU EXWWRQLV XVHG WR ORJRXWRIWKHZHE LQWHUIDFNWRWHPVWDUW RU

kKRXR GQ: Pmi

7R ORJ RXW B®RZHN WIHRXBWMWHU ORJIJLQJRXW WKHORJLQ VFUHHQ LV GLVSOD\HG

KRXk _2bi i

7TRUHVWDUW WKH IV\8RWHHPU F GBIHANQ B BRWQ4UPDWLRQ VFUHHQ DVNV IRU YHUL4FDWLRQC
XUH &OIBRND4WR FRQ4UP WKH DFW I5RQ7 /KR Q FoWBNW WKH VI\VWHP

)LJ 5HVWDUW :DUQLQJOHVVDJH

j9]
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$Q DGGLWLRQDO ZDUQLQJPHVVDJH DSSHDUV ZKHQ D UHVWDUW LV DWWHPSWHG ZK|
WKDW ZDUQLQJDSSHDUV WKH UHF RBR 8 @GKHIGUHW WBW VUHHW RHVW D QRWRM HULRGL
TUBUVORBKHGDJH XQWLO LW VKRZV WKDW WKH VFUXE RUYHULI\KDV FRPSOHWH
EHHQWHUHG DJDLQ

7TRFRPSOHWH WKH UHVW D USRQHBXRHHVFWN ERQ DN WSKBH G BWKWWRQ 5HVWDUWLQJ WKH \
GLVFRQQHFWV DOO FOLHQWY LQFOXGLQJWKHZHEDGPLQLVWUDWLRQ LQWHUIDFH
XVHWKHEDFNEXWWRQLQWKHEURZVHU WR UHW XU WRVW R H 7-SHD@GREIL EVWFRIIHA KQHD) &
DIWHUD VXFFHVVIXO UHERRW -1WKHORJLQ VFUHHQ GRHVY QRW DSSHDU XVLQJDP
WKH )UHHY$SWHP LV UHTXLUHG WR GHWHUPLQH WKHLVVXH SUHYHQWLQJ WKH V\VW|

KkRXj] a?mi .QrM

&OULUFN3RZHU PBIQGW '"RER VKXW GRZQ WKH VA\VWHP 7KH ZDUQ)LQ@ X B HMWWDGE HWSKCRA® G Q

)LJ 6KXW'RZQ :DUQLQJOHVVDJH

&OLFRQ40DBRGC WEBHEY '2:1IWR VKXW GRZQ WKH VI\VWHP 6KXWWLQJGRZQ WKH V\VWHP G
LQFOXGLQIJWKHZHELQWHUIDFH 3K\VEARDOWHPHVWWRKH BUMR W6UQ LW EDFN RQ

j99



*> Shil_
hglLhuhgP

Gl_h

7KH)UHHRIBGHUW VI\VWHP SURYLGHV D YLVXDO ZDUQLQJRIDQ\FRQGLWLRQV WKDW 1
$OHFWQ LQ WKH XSSHU ULJKW FRUQHU KDV D QRWL4FDWLRQ EDGJH WKDW GLVSOD\\
H[DPSOH DOHUW IVKRIZQ MWMKH VIVWHP LV ZDUQLQJ WKDW D SRRO LV GHJUDGHG

yLJ (I[IDPSOH $OHUW OHVVDJH

7TDEOH VKRZV WKH LFRQV WKDW LQGLFDWH QRWL4FDWLRQ ZDUQLQJ FULWLFDO DC
VDJHV DUHDOVR HPDLOHG WR WKH URRW DFFRXQW 2QH VKRW FULWLFDO DOHUWYV |

jos
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7DEOH JUHSIQB®&W —FRQV
1RWL4FDWLROQ
"DUQLQJ w
&ULWLFDO L
2QH VKRW &ULVALFDO

&ORVHDQ DOHUW PHVVDVARIEYKBUHANLVQIO VR D'Q RBIWIVREDWIEPHYWNVQJI DOO DOHUWYV |
PRYHV WKHQRWL4FDWLRQ EDGJHIURP WKHDOHUWY LFRQ 'LVPEMVABEGHROHUWYV FDCQC

%HKLQG WKHVFHQHY DQDOHUW GDHPRQ FKHFNV IRU YDULRXV DOHUW FRQGLWLRQ
WKHFXUUHQW FRQGLWLRQV WR WKH VA\VWHP 580 7KHVH PHVVDJHV DUH 5XVKHG WR
WKHQ SXEOLVKHG WR WKH XVHU LQWHUIDFH

&EXUUHQWDOHUWY DUH YLHZHG IURP WKH 6KHOO RSWXRBRR RUWKKH& R BREBE@HWXS 0
E\UXQQLWEDbMU DBMM BMFSU MJTU

1RWL4FDWLRQV IRU VSHFL4F DO HIUDWW BVUsHSI®M XMW H Q X QS\WKDHOHUW PHVVDJH FDQ EF
SXEOLWK('—$7(#285/2$—/<RW(9(5

6RPHRIWKHFRQGLWLRQV WKDW WULJJHUDQ DOHUW LQFOXGH
XVHG VSDFHRQD SRRO GDWDVHW RU]J]YROJRHV RYHU WKHDOHUW JRHV UH

QHZ)6 )HDWXUISPJEHIJY DUHDYDLODEOHIRUWKH S SRRO WXQONWDW KELWWFDQJIEH DG
LIDSRRO XSJUDGHLVY QRW GHVLUHG DW SUHVHQW

DQHZ XSGDWH LV DYDLODEOH

KDUGZDUH HYHQWYV GHWHFWBHGSD JHQ D WARQRMKHRGO O H U

DQ HUURU Z&MIKLW K HL USTFMMR U\ FRQQHFWLRQ

=)6 SRRO VWDWXV FKOQTHY IURP

D6 0$57 HUURURFFXUV

WKH VIVWHP LV XQD E O HHMER &1 Q35 WRGVHIMVYWIHPHQHUD O

WKH VI\VWHP FDQ QRW 4QG DQ -3 DGGUHVV FRQ4JXUHG RQDQ L6&6- SRUWDO
WKH 173 VHUYHU FDQQRW EH FRQWDFWHG

VIVORJ QKWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ VIVORJ QJ LV QRW UXC
D SHULRGLF VQDSVKRW RUUHSOLFDWLRQ WDVN IDLOV

D 90ZDUH ORJL@RU P 6QDSSOJIHVY WDVN IDLOV

D&ORXG 6\QBSD/TH/N IDLOV

GHOHWLQJD 90ZDUH VQDSVKRW IDLOV

D&HUWLA4FDWH $XWKRULW\RU FHUWL4FDWH LV LQYDOLG RUPDOIRUPHG

DQ XSGDWH IDLOHG RU WKH V\VWHP QHHGV WR UHERRW WR FRPSOHWH D VXFFH
DUH NH\RSHUDWLRQ IDLOVRQDQ HQFU\SWHG SRRO

DQ $FWLYH 'LUHFWRU\GRPDLQ JRHV R"LQH E\GHIDXOW WKH ZLQELQGG FRQQHI
HYHU\ VHFRQGVDQGZLOOFOHDUWKHDOHUW ZKHQ WKH GRPDLQ FRPHV EDFN

/'$3IDLOHGWRELQG WR WKH GRPDLQ
DQ\PHPEHULQWHUIDFHVRID ODJJLQWHUIDFHDUH QRW DFWLYH
DGHYLFHLY VORZLQJSRRO - 2

5VIQF W®D/I\H VWDWXV

WKHVWDWXV RIDQ$YDIJROHJID5%$-"'6%$6 FRQWWR@OHU KDV FKDQJHG
KWWSV 7Z7ZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ P4XWLO LVLQFOXGHGIRUPDQ

j9e
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DVFUXEKDVEHHQ SDXVHG IRUPRUH WKDQ HLJKW KRXUYV

DFRQQHFWHG 8QLQWHUUXSWLEOH 3RZHU 6XSSO\ 836 VZLWFKHV WR EDWWHU\
QLFDWLRQ ZLWK WKH 836 LV ORVWRUHVWDEOLVKHG WKHEDWWHU\LVY ORZ RU

jod



*> Shil_
hglLhuh>_ 11

haEJL :1_

7KHWDVN PDQDJHU VKRZV D OLVW RI WDVNV 8RB PHNCDEANVWWLKH] )ALHAHKL 38K H PRV W UH
WDVN QDPH WR GLVSOD\ LWV VWDUW WLPH SURJUHVV 4QLVKWLPH DQG ZKHWKHU !
VWDWXV LV VKRZQ

7TDVNV ZLWK ORJ 40H RXMWZS MXMYKWDNWRICDWR VKRZ WKH ORJ 40HYV

7KHWDVN PDQDJHU FDQ EH RSHGBBNOPQDEIMUQJ&ORVH WKH WDV N B QAIHANE QRO L F
DQ\ZKHUH RXWVLGH WKH WDVNPDQDJRUBLDORJ RUE\SUHVVLQJ

j93



*> Shil_
hglLhu6PI_

alSSP_h 1aPl_*1a

JUHH PP$6DV D ODUJH LQVWDOODWLRQ EDVHDQG DQ DFWLYH XVHU FRPPXQLW\ 7KLV
KDYH DOUHDG\EHHQ DQVZHUHG DQG WKH GHWDLOV DUHDYDLODEOH RQ WRH —QWH UL
LWFDQEHKHOSIXO WRVSHQGDIHZPLQXWHV VHDYFKHQ@IOWKH RO W N bl QRN CRUWWKKOHA
VFULEH WKH HUURU PHVVDJH RU IXQFWLRQ WKDW LV EHLQJLPSOHPHQWHG

7KHVHFWLRQ GLVFXVVHV UHVRXUPHWDBYNVLODEOH WR )UHH1$6
8VHU *XIS®GRH
"HEVLWHDQG 6RFIRIDIHOHGLD
JRUXPS/DJH
-5&SDJH
9LGHBDJH
SURIHVVLRQDSBXK SRUW

kOXR Ib2 :mB/2

7KH)UHH18MWHU *XLGH ZLWK FRPSOHWH FRQ4JXUDWLRQ LQVWUXFXLIGRQOWKWDYDLOD!
JUHHPP$6VHU LQWHUIDFHKRAWIRL QYZWR L[V\VWHPV FRP GRFXPHQWDWLRQ IUHHQDYV

kOXk g2#bBi2 M/ aQ+B H J2/B

7TKHUHH1$6p ZHERWWES ZZZ IUHHQDV RUJ FRQWDLQV OLQNV WRDOORIWKHDYDL
VRFLDO PHGLD UHVRXUFHVY ODMRUDQQRXQFHPHQWYV DUHDOVR SRVWHG WR WKH PI

8VHUV DUH ZHOFRPH WR QHW Z R R RIQDV® KPHH AJLHDH\L IS8/ H V
ILQNH&WWSY ZZZ OLQNHGLQ FRP JURXSV SUR40H
J)DFHERRN J)UHH1$6 & ROPWSVW\ZZZ IDFHERRN FRP IUHHQDVFRPPXQLW\
J)DFHERRN J)UHH1$6 &RQVRUWLXP SOHDVKWWSXHVZZ? ROFFHERRN FRP JURXSV
7ZLWWMWWSVY PRELOH WZLWWHU FRP IUHHQDV

koXj 6Q mKhb

7TKHUHH1$6 )RUKWWSY IRUXPV I[UHHQDV RUJ LQGH[ SKS DUHDQDFWLYHRQOLQH
SOHFDQDVN TXHVWLRQV UHFHLYHKHOS DQG VRXVHU® GLHIXVZHWK RWMKHQ )UHH1.
FRXUDJHG WR SRVWD EULHI PHVVDJH DERXW WKHP VHIOY WB/QBRKRZ-WKHRQXVH )UHH
KWWSV [RUXPV IUHHQDYV RUJ LQGH[ SKS"IRUXPV LQWURGXFWLRQV IRUXP

jON
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TKBHVRXURWWSY |IRUXPV I[UHHQDV RUJ LQGH[ SKS"UHVRXUFHV VHFWLRQ FRQW
JXLGHV RQPDQ\DVSHFWV RIEXLOGPQADWBRAWLQJ)UHH1%$6

/IDQJXDJH VSHFL4F FDWHJRULH V-WHDQDIWDIDREGHOX Q G H U

&KLQHKWWSYV IRUXPV IUHHQDV RUJ LQGH[ SKS"IRUXPV FKLQHVH ( % $' (

'XWFK 1HGHUKWWSY IRUXPV IUHHQDV RUJ LQGH[ SKS"IRUXPV GXWFK QHGHL
JUHQFK )UDKWWISW IRUXPV IUHHQDV RUJ LQGH[ SKS"IRUXPV IUHQFK IUDQFD
*HUPDQ 'HXWWAKSY IRUXPV IUHHQDV RUJ LQGH[ SKS"IRUXPV JHUPDQ GHXW\
~WDOLDQ KWIMSM QFRRUXPV IUHHQDV RUJ LQGH[ SKS"IRUXPV LWDOLDQ LWDOL
3RUWXJIXHVH 3RUMWMSY -VIRUXPV IUHHQDV RUJ LQGH[ SKS"IRUXPV SRUWXJXH\
5RPDQLDQ 5RRWAWASY IRUXPV IUHHQDV RUJ LQGH[ SKS"IRUXPV URPDQLDQ UF

5XVVLDQ °YKWWSY IRUXPV I[UHHQDV RUJ LQGH[ SKS"IRUXPV UXVVLDQ
] $ ] Ll Ll Ll %$I % 1 %

6SDQLVK (VEWWSOY IRUXPV I[UHHQDV RUJ LQGH[ SKS"IRUXPV VSDQLVK HVSD

6ZHGLVK 6YK@WWWSYV |IRUXPV IUHHQDV RUJ LQGH[ SKS"IRUXPV VZHGLVK VYHQ

7XUNLVK 7&KWWSY |IRUXPV IUHHQDVY RUJ LQGH[ SKS"IRUXPV WXUNLVK W & %
7R MRLQ WKH IRUXPV FUHDWH 6I1QDQRBRREYYNLWK WKH

%HIRUHDVNLQJD TXHVWLRQ RQ WKIH/ RRUMRNWIWBSK/HFNRW KAV TUHHQDV RUJ LQGH][ SKE¢
WR VHH LIWKHLQIRUPDWLRQ LV DROUWHDS GWHW SN 6 HHUWRW IUHHQDYV RUJ LQGH][ SK
IRUXP UXOHYV IRUJXLGHOLQHV RQ SRVWLQJ\RXU KDUGZDUHLQIRUPDWL
ZLOOJHW D UHVSRQVH

KOX9 A _*

7TRDVND TXHVWLRQ LQ UHDUHW BRI QXQVHHOMYBH+H @& RKGWAW S IUHHQRGH QHW '"HSHQGI
WLPHRIGD\DQG WKH WLPHAHGRHQHORSEHUYERU RWKHU XVHUVY PD\EHDYDLODEOH WR S
RQHDQVZHUV ULJKWDZD\ UHPDLQ RQ WKHFKDQQHO DV RWKHU XVHUV WHQG WR Ul
WLRQVDV WLPH SHUPLWYV

7\SLFDOO\ FlDQ HKMAW SV HQ ZLNLSHGLD RUJ ZLNL &RPSDULVRQBRIB-QWHUQHWBS5I
WKHUHHQ@B& FKDQQHO $OWHURPMBEWW XVHHEFKDW IUHHQRGH QHW "FKDQQHOV IL
EURZVHU

7TRIHW WKHPRVW RXWRIWKH -5& FKDQQHO NHHS WKHVH SRLQWV LQPLQG
'RQRWDVN &DQ DQ\RQH KHOS PH" -XVWDVNWKHTXHVWLRQ
'RQRWDVND TXHVWLRQDQG OHDYH 8VHUV ZKR NQRZWKHDQVZHU FDQQRW KH!

-lQR RQHDQVZHUV WKH TXHVWLRQ PD\EH GL]IFXOW WRDQVZHU RULW KDV EHH
VRXUFHVY ZKLOH ZDLWLQJIRUWKH TXHVWLRQ WR EHDQVZHUHG

'RQRW SRVWHUURU PHVVDJHV LQ WKH FKDQQHO -QVWHDWBHEVE D SDVWLQJ VH
KWWSV SDVWHELQ FRP DQG SDVWH WKHUHVXOWLQJ 85/ LQWR WKH -5& GLVF

k9X8 0B/2Qb

$ VHULHV RILQVWUXFWLRQDO YLGHRY DUHDYDLODEOH IRU)UHH1%6
- QVWDOO OXUPXU OXPEOH VHUYHU RWWSNH1Z2E2 VRXWXEH FRP ZDWFK"Y D$H=
JUHH1$6p &HUWLAFDWH $XWKRULKWWSSV & ZZ\E NRXIWXHEW FRP ZDWFK"Y 27 /[t
+RZWR8SGDWH ) )UHHKWWSYV ZZZ \RXWXEH FRP ZDWFK"Y QYE $KJ/

j8y
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JUHH1$6p /$** 9/$1 2YHEKWWEY ZZZ \RXWXEH FRP ZDWFK"Y ZT6+BX46%$U4
JUHH1$6 DQG 6DPED 60% 3KWMMSWLRQZYZ \RXWXEH FRP ZDWFK"Y 5[JJD( 30
JUHH1$6p KDW XWMZSV Z2ZZ \RXWXEH FRP ZDWFK"Y X-B H* |N
JUHH1$6p +RZWRKWYWBVOXZZ \RXWXEH FRP ZDWFK"Y 51 6U \ F

k9Xe S'Q72bbBQM H amTTQ i

- QDGGLWLRQWR IUHH FRPPXQLW\UHVRXUFHV VXSSRUWPLJKWEHDYDLODEOHLQ
6XEPLW D VXSSRUW LQTXLU\KWMWBVWKAHIRUPRDWVHPY FRP I[IUHHQDV FRPPHUFLDO V

i8R



*> Shil_
hglLhu6Aol

*PLh_A"IhAL: hP 6_11L a

JUHHPP$I6V DQ RSHQ VRXUFH FRPPXQLW\ UHO\LQJRQ WKHLQSXW DQG H[SHUWLVH RI
XVHUV WDNH WLPH WR DVVLVW WKH FRPPXQLW\ WKHLU FRQWULEXWLRQV EHQH4W

7KLV VHFWLRQ GHVFULEHV KRZWR SDUWLFL 8 DWW LD/WQE RREPW D IOEVXIWHHYIRD XYW LS 6 O
KDYHDQLGHD WKDW ZLOO EHQH4W WKH FRPPXQLW\ EULQJ LW &KSSKSQRR YH R VW K H RUH!
SDJH

7KLV VHFWLRQ GHPRQVWUDWHY KRZ WR
+HOS ZLWK 7UB@VEBDWLRQ

k8 XR h MbH iBQM

JUHH P$I6V GHYHORSHG DQG GREFXPHQWHG LQ (QJOLVK +DYLQJFRPSOHWH WUDQVOTL
ODQJXDJHV KHOSV PPRMPKRRU$BXVHIXO WR FRPPXQLWLHV DURXQG WKH ZRUOG

JUHHP$6VHQPAOHY VWRUHG EQIWKW +XE UHEWWSWVRUILWKXE FRP IUHHQDV ZHEXL W
WR PDQDJH WKH WUDQVODWLRQ RI WHJWD/KRFP® DDOWRHQUWWUPSNLYH LQWHUIDFH *
HDV\WR XVH ZHE EDVHG HGLWRU PDNLQJLW SRVVLEOH IRULQGLYLGXDOV WR DVVL
WUDQVODWLRQV

7TRYLHZWUDQVODWLRQ $OHB/T RBHQ ®B/UIKMHH FWR U\ RI WKHHBPXHUSGE RVLWR U\
KWwWSV JLWKXE FRP IUHHQDV ZHEXL WUHH PDVWHXWHWF DVVHWV L Q DV VKRZ

i8k
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)LJ JUHMI®®QVODWLRQ )LOHV

7TRDVVLVW ZLWK WUDQVODWN G U HDMHH & BLIRF R XEQNWWSIM KILW K X BERFMMWK HD Q G
IUHHQDV ZKWWISV JLWKXE FRP I[UHHQDV ZHEXL UHSRVLWRU\

7TKHUHDUHWZR PHWKRGV IRUFRPPLWWLQJWUDQVODWLRQV
8VH WKH *LW+XE ZHEVLWRMWRWGLW WKH
25
ODNHD ORFDO FRS\RIWKHIRUNHG UHSRVLWRU\DQG XVHD WH[WHGLWRU IRUW

kK8 XRXR h” MbH i2 rBi? :Bi>m#

2SHQ DEURZVHUDQG JR WR \RXU *LW + X SRAMLADE E EHYCHR SSHQYPK R X UGB BRNGRB WKH
XFCWHSRVLWRVURDMFRWY VR RSHQ WKH WUDQVODWLRQV GLUHFWRU\Q®OLFN RQ
40HWREHILQWUDQVODWLQJ

7LS+HUH LV D BRNWRRI ODQJXDJH DEEKMWWISVYW IAZZZVDEEUHYLDWLRQV FRP DFURQ\PV

&OLFNSWRHERQ LQ WKH XSSHU ULJKW DUHD WR RYHXWHKN RROL QYK K CGB HHGWWRW DSS

j8]
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)LJ *LW+XE 2QOLQH (GLWRU

7TKHUHDUH QXRHHUFREXDPOENETHTUS H@WULHYV LQ WKH ANJH JEHDPW WEE HQWHU WKH WUDQ
EHWZHHQ WMKHIFIERWHYV

6FUROO WR WKH ERWWRP RIWKHSDJHZKHQ 4QLVKHG HQWHULQJWUDQVODWLRQV
FKDQJHV IRUWKH HERPWPDYEKDQBNYV

k8XRXk .QrMHQ / M/ h> MbH i2 P|BM2

- QVWD®WWSW JLW VFP FRP ERRN HQ Y *HWWLQJ 6WDUWHG -QVWDOOLQJ *LW
LOVWUXFWLRGYWHEXWLRQRAO GRFXPHQWMW DR Q DREW KWWSBMHILW VFP FRP GRF

7TKHVHLQVWUXFWLRQV VKRZ XVLQJ WKH &RPPBQUEEMNWW R B QWHWIBKHFBEO-XWILWKWLHYV
DEOH

&UHDWHD VXLWDEOH GLUHFWRU\ WR VWRUH WKH ORFDO FRS\ RI WKH HRIUNHG UHSR
DMPOF

HJU DMPOF I1UUQT HJUIVC DPN HIVTFS XFCVJ HJU
7TKHGRZQORDG FDQ WDNH VHYHUDO PLOQXWHYV GHSHQGLQJRQFRQQHFWLRQ VSHHG
SVIDEWR JR WR WDiGH UHFW R U\

DE TSD BTTFUT J O

SVHQMHGLWRU WRDGG WUDQVODWLRQV WR WKHGHVLUHG ODQJX3BHH:4@/H $Q\FDSD
KWWSV SRHGLW QB@®V RMAESY ZLNL JQRPH RUJ $SSV *WUDQVODWRU DUH WZR |

&RPPLWDQ\40H FKMQUHN ZN WXU
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HJU DPNNJU BS QP
(QWHU D GHVFULSWLYH PHVVDJH DERXW WKH FKDQJHV DQG VDYH WKH FRPPLW
"KHQ 4QLVKHG PDNLQJ FRPPLWV WR W IQVWBRD/HKKG XXIU FKDQJHV WR WKH RQOLQH IR

k8 XRXj h> MbH iBQM SmHH _2[m2bib

KHQ UHDG\WR PHUJH WUDQVODW®WSERRYBETQ NEEHERYILIWRDO RSHQ D ZHE EURZVHU DQC
IRUNHG UHSRVLWRU\ RQ * L&RGHMD B B Q BN MMNB O U 18 AXWHE/DBWAH UH S BWIRBRGRZQ WR
GSFFOBT XPQVGWWKHD G UHS RMLVRXKUNIRUBU O WANS XODULMMEKBWA. WOH DQG VXPPDU\ F
SURSRVHG FKDQJHEUBQ® AGLXHFRI DHQ XMR/'WXEPLW \RXU W UGKFFIBY LREIGNASIRR/ IV K H
WRU\

7KH)UHHRISBRMHFW DXWRPDWLFDOO\WHVWY SXOO UHTXHVWV IRUFRPSDWLELOLW\
WKHU WKH DXWRPDWHG VI\VWHP ZLOO XSGDWHYK R WMEXH ¥ WOROUM@H)WHHH D $6H VV D IH L
PHQW VHFWLRQ RIWKHUHTXHVW

$OO0ODVVLVWDQFH ZLWK WUDQVODWLRQVARPEPIXDWR\EARBIQW WRKH )UHH1%$6

i8s
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hglLhuaAs

*PJJ L. GAL1 IhAGAhA1la

6HYHUDO FRPPDQG OLQH XWLOLWLHV ZKLPKHKDHH 8B R QLVGHDIMMXKLDQ MWHKLSEYV HFWLR Q
7TKHIROORZLQJ XWLOLWLHYVY FDQ EHXVHG IRUEHQFKPDUNLQJDQG SHUIRUPDQFH Wt

-SHGIDJH XVHG IRUPHDVXULQJPD[LPXP 7&3 DQG 8'3EDQGZLGWK SHUIRUPD
1HWSWDIJH DWRROIRUPHDVXULQJQHWZRUN SHUIRUPDQFH
-2]RQS$DJIH 40HV\VWHP EHQFKPDUN XWLOLW\ XVHG WR SHUIRUP D EURDG 401
DUFVWDJYH XVHG WR IJDWKHU =)6 $5& VWDWLVWLFV

7TKHIROORZLQJ XWLOLWLHVY DUHVSHFL4F WR5%$-'"FRQWUROOHUYV
WZBBODUH BXVHG WR PRQLWRUDQG PDLQWDLQ ZDUH5%$-'"FRQWUROOHUYV
OHJD&®DJIH XVHG WR FRQ4JXUHDQG PDQDJH YURDGFRP OHJD5%$-"6%$6 IDPLO\

7KLV VHFWLRQ DOVR GHVFULEHV WKHVH XWLOLWLHYV
IUHHQDV GBHEMKJ WKHEDFNHQG XVHG WREER SI)LVQHHIGBRUPDWLRQ
WPXBEDJH DWHUPLQDO PXOWLSOH[HU VLPLODU WR *18 VFUHHQ
'"PLGHFRSDHIH UHSRUWV LQIRUPDWLRQ DERXW VA\VWHP KDUGZDUH DV GHVFUI

keXR AT27

-SHUILVD XWLOLW\IRUPHDVXULQJPD[LPXP 7&3 DQG8'3 EDQGZLGWK SHUIRUPDQF
WKURXJKSXWRYHU WLPH )RUH[DPSOH LWLV XVHG WR WHVW WKHVSHHG RIGL*HU}I
W\SH SHUIRUPV EHVW RQ WKH QHWZRUN

JUHHPP$IEQFOXGHV WKH LSHUI VHUYHU 7R SHUIRUP QHWZRUN WHVWLQJ LQVWDOO D
KDV QHWZRUNDFFHVV WR\WWHPURAKILS6/ HFWLRQ GHPRQVWUVBW H VXXAVRZUW. R X\AH YWKHH
KWWSV FRGH JRRJOH FRP DUFKLYH S [MSHUI GRZQORDGYV DV LW ZRUNV RQ :LQG

6LQFH WKLY FOLHQW LV -DYD EBYK®WHSKHAVYYSRBBBOBWHRP WHFKQHWZRUN MDYD M
PXVWEHLQVWDOOHG RQWKHFOLHQW FRPSXWHU

/ILQX[DQG %6' XVHUV ZLOO QHHG WR LQVWDOO WKHLSHUI SDFNDJH XVLQJ WKH SDFN
LQJ V\VWHP

7RVWDUW [MSHUIRQ :LQGRZV XQJLS WKH GRZQORDGHG 40H VWDUW &RFPD QG 3UR
WR WKH XQ]LSSHG IR®GH 5 GDOQEUU X Q

7RVWDUW [MSHUIRQ PDF26 /LQX[ RU %6' X @MSRWKKHGRZIQSBPG IGGMEFERUY W\SH
KQFSG DIQG UX®FSG TI

6WDUW WKH LSHUI VHBYHKH R @ KKHHHAISIBQW LV UHDG\

j8e
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IRWHAHILQQLQJ ZLWKY)HHWHIRQ LERWKKVWSY VRXUFHIRUJH QHW S§8RNMHFWYV LSt
KWWS VRIWZDUH HV QHW LSHUI DUH SUHQE@WBWIXVOHGHTR XV g YWRHSDLG MAVSH
H[DPSOHV EHORZ DUH IRU LSHUI

7TRVHHWKHDYDLODEOH VHUYHU RSWLRQV RSHQ 6KHOO DQG W\SH

JQFSG IFMQ ] NPSF ‘

RU

JQFSG IFMQ ] NPSF ‘

JRUH[DPSOH WR SHUIRUP D 7&3 WHVWDQG VWDUW WKH VHUYHU LQ GDHPRQ PRGH \

JQFSG T%

4FSWFS MJTUFOJOH PO 5%$1 QPSU
5%$1 XJOEPX TJ[F ,#ZUF EFGBVMU

3VOOJOH *QFSG 4FSWFS BT B EBFNPO
51F *QFSG EBFNPO QSPDFTT *%

IRWHKHGDHPRQ SURFHVVOMMRBDIBAKHQFORVHY 6HW XS WKHHQYLURQPHQW ZLWK \
DQG VWEHWHNMMWDUWLQJ WKH -SHUI SURFHVYV

YURP WKH GHVNWRS RSHQ WKH FOLHQW (QWHU WY\WW3HPI VG & B HIY WR HWKKHD YULHOHI 1\ €
WKH WHVVSRGHDWLRQ ODYHD QSWIKREHIDXOW WHVW WLPH LV  \BKRRBEWWD QG F(
WRQLIXUH VKRZV DQ H[DPSOH RI WKH FOLHQW UXQQLQJRQD:LQGRZV VI\VWHP ZKLO|
RQ WKH QHWZRUN

igd
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)LJ 9LHZLQJ %DQGZLGWK 6WDWLVWLFV 8VLQJ[MSHUI

&KHFN WKH W\SH RIWUD]F EHIRUHWHVWLQJ83'"RU7&3 7KHLSHUIVHUYHU LV XVHG
XVLQI IQFSG RYWB8'IQFSG TWKH VWDUWXS PHVVDIJHLQGLFDWHY ZKHQ WKH VHUYH
8'3 TKRAPDLTUBU ] NRFPPDQGILYHVDQ RYHUYLHZ RIWKH VHUYLPHMWWRRLQJI RQ
7KLV KHOSV WR GHWHUPLQH LI WKH WUD]JF WR WHVW LV 8'3 RU 7&3

TPDLTUBU ] NPSF
648&3 $0.."/% 1*% "% 13050 -0$"- "%%3&44 '03&*(/ "%%3&44
SPPU JQFSG VEQ

SPPU JQFSG UDQ

X X X OHJOY UDQ

X X X OHJOY UDQ

X X X OHJOY UDQ

SPPU TTIE UDQ

SPPU QZUIPO VEQ

SPPU NPVOUE VEQ

SPPU NPVOUE UbDQ

SPPU SQDCJOE VEQ

SPPU SQDCJOE VEQ

SPPU SQDCJOE UDQ

SPPU OHJOY UDQ

SPPU QZUIPO VEQ

SPPU QZUIPO UDQ

SPPU QZUIPO UDQ

SPPU OUQE VEQ

SPPU OUQE VEQ

i83
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SPPU OUQE VEQ
SPPU TZTMPHE VEQ

"KHQ WHVWLQJLV 4QLVKIH® MBMWNKHBWESHRVH 6KHOO WR WHUPLQDWH WKH LSHUI VH!

keXk L2iT2"7

1HWSHUILVDEHQFKPDUNLQJ XWLOLW\WKDW FDQ EHXVHG WR PHDVXUH WKH SHUIR
HQG WR HQG ODWHQF\

%HIRUH XVIOFUWKBREPPDQG VWDUW LWY VHUYHU SURFHVY ZLWK WKLV FRPPDQG

OFUTFSWEFS
4UBSUJOH OFUTFSWEFS XJUI IPTU */ "%%3@"/: QPSU BOE GBNJIJMZ ""@6/41&$

7TKHIROORZLQJFRPPDQG GLVSOD\VWKHDYDLODEOH RWIURFHERBBGIG I RMALQJI WH
SHUI ODQKWWSY KHZOHWWSDFNDUG JLWKXE LR QHWSHUI GHVFULEHV HDFK RSW
SHUIRUP PDQ\ W\SHV RI WHVWY -WLVWKHEHVWUHIHUHQFHIRUXQGHUVWDQGLQJ
WKHUHVXOWY :KHQ WHVW LQ MIMBMM \OKFHUGNFE VBIHR S WKH VHUYHU SURFHVYV

OFUQFSG | [NPSF
6TBHF OFUQFSG <HMPCBM PQUJPOT> <UFTU PQUJPOT>
(MPCBM PQUJPOT
B TFOE SFDW 4FU UIF MPDBM TFOE SFDW CVGGFS BMJHONFOU
" TFOE SFDW 4FU UIF SFNPUF TFOE SFDW CVGGFS BMJHONFOU
# CSBOETUS 4QFDJGZ B TUSJOH UP CF FNJUUFE XJUI CSJFG PVUQVU
D <DQV@SBUF> 3FQPSU MPDBM $16 VTBHF
$ <DQV@SBUF> 3FQPSU SFNPUF $16 VTBHF
E *ODSFBTF EFCVHHJOH PVUQVU
% <TFDT VOJUT> %JTQMBZ JOUFSJN SFTVMUT BU MFBTU FWFSZ TFDT TFDPPDET
VTJOH VOJUT BT UIF JOJUJBM HVFTT GPS VOJUT QFS TFDPOE
G (].1,JHIN]L 4FU UIF PVUQVU VOJUT
" GIMM@GJIMF 1SF GIMM CVGGFST XJUI EBUB GSPN GJMM@GJMF
| %JTQMBZ UIJT UFYU
) OBNF]JQ GBN 4QFDJGZ UIF UBSHFU NBDIJOF BOE PS MPDBM JQ BOE GBNUMZ
J NBY NJO 4QFDJGZ UIF NBY BOE NJO OVNCFS PG JUFSBUJPOT
* MWM< JOUWM > 4QFDJGZ DPOGJEFODF MFWFM PS
BOE DPOGJEFODF JOUFSWBM JO QFSDFOUBHF
K ,FFQ BEEJUJPOBM UJNJOH TUBUJTUJDT
M UFTUMFO 4QFDJGZ UFTU EVSBUJPO TFDT CZUFT]JUSBOT
- OBNF]JQ GBN 4QFDJGZ UIF MPDBM JQ]OBNF BOE BEESFTT GBNJMZ
P TFOE SFDW 4FU UIF MPDBM TFOE SFDW CVGGFS PGGTFUT
0 TFOE SFDW 4FU UIF SFNPUF TFOE SFDW CVGGFS PGGTFU
O OVNDQV 4FU UIF OVNCFS PG QSPDFTTPST GPS $16 VUJM
/ &TUBCMJTI OP DPOUSPM DPOOFDUJPO EP TFOE TJEF POMZ
Q QPSU MQPSU 4QFDJGZ OFUTFSWFS QPSU OVNCFS BOE PS MPDBM QPSU
1 ] %PO U %P EJTQMBZ UFTU IFBEFST
S "MMPX DPOGJEFODF UP CF 1JU PO SFTVMU POMZ
T TFDPOET 8BJU TFDPOET CFUXFFO UFTU TFUVQ BOE UFTU TUBSU
4 4FU 40@,&&1"-*7& PO UIF EBUB DPOOFDUJPO
U UFTUOBNF 4QFDJGZ UFTU UP QFSGPSN
5 MDQV SDQV 3FRVFTU OFUQFSG OFUTFSWFS CF CPVOE UP MPDBM SFNPUF DQV
W WFSCPTJUZ 4QFDJGZ UIF WFSCPTJUZ MFWFM
8 TFOE SFDW 4FU UIF OVNCFS PG TFOE SFDW CVGGFST
W MFWFM 4FU UIF WFSCPTJUZ MFWFM EFGBVMU NJO
7 %JTQMBZ UIF OFUQFSG WFSTJPO BOE FYJU

JRUWKRVHRSWLRQV WDNLQJWZR SDUPV DWOHDVW RQHPXVWEHVSHFL4HG 6SHF
ERWK SDUPV WR WKDW YDOXH VSHFLI\LQJD YDOXHZLWK D OHDGLQJFRPPD ZLOO VI

i8N
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YDOXH ZLWK D WUDLOLQJFRPPDZLOO VHW WKH 4UVW 7R VHWHDFK SDUP WR XQLTX
ZLWK D FRPPD

JRUWKHVHRSWLRQV WDNLQJWZR SDUPV VSHFLI\LQJRQHYDOXHZLWK QR FRPPD ZI
OHDYH WKH VHFRQG DW WKH GHIDXOW YDOXH 7R VHW WKHVHFRQG YDOXHLW PXVW
VHSDUDWHG SDLU 7KLV LVWRUHWDLQ SUHYLRXV QHWSHUIEHKDYLRU

keXj] APXQM?2

-2]JRQHLVD GLYVNDQG 4O0HV\VWHP EHQFKPDUNLQJWRRO -WFDQEHXVHG WR WHVW
HUDWLRQV UHDG ZULWH UH UHDG UH ZULWH UHDG EDFNZDUGVY UHDG VWULGHG
DLRBUHDG DQGDLRBZULWH

JUHHIPP$BKLSYV ZLWK -2]RQH VR LW FDQ EHUXQ IURP 6KHOO P KHRY R \DL@U U FRVRHUR QQ O
SRRO WKDW\RX KDYH SHUPLVVLRQ WR ZULWH WR RWKHUZLVHDQ HUURU DERXW EH
RFFXU

%HIRUH XVLQJ -2]RQH UHDGRMVMKUBREIK WKHWDWLRQ 3")
KWWS Z7ZZZ LR]JRQH RUJ GRFV -2]RQHBPVZRUGB SGI DVLWGHVFULEHV WKH WH)
DQGKRZWRLQWHUSUHW WKHUHVXOWYV

7TKHVHUHVRXUFHVY SURYLGH JRRG VWDUWLQJ SRLQWV RQ ZKLFKWHVWV WR UXQ ZK
UHVXOWYV

+RZ7R OHDVXUH /LQX[)LOHV\VWHP — 2 3SHUIRWWBYFHZZZV R\ERHRRUIWL EL] WLSV C
40HV\VWHP EHQFKPDUNLQJ ZLWK LR]JRQH KWPO

$QDO\]LQJ 1)6 &OLHQW 3HUIRUPKWWIS Z LZZZ 12RRRQH RUJ GRFV 1)6&OLHQW3HUII

LRIRQH ([DPSOHV IRU 'LVN - 23HUIRUPDQFH OHDVXUHPHQW RQ /LQX]
KWWSV 7ZzZ2Z WKHJHHNVWXe+ FRP LR]RQH H[DPSOHV

7\SHWKHIROORZLQJFRPPDQG WR UHFHLYHD VXPPDU\RIWKHDYDLODEOHVZLWEFEK'}
WDNH VRPHWLPHWROHDUQ KRZWR XVHWKHWHVWY H HFWLYHO\

6WDUWLQJ ZLWK YHUVLROQDEOHWHHRBEUHVVLRQ RQ QHZO\FUHDWHG =)6 SRROV E\ (
FUHDWHV WHVW GDWD WKDW LV FRPSUHVVLEOH WKLV FDQ VNHZ WHVW UHVXOWYV 7
WHVW GDWD LQFOXGH WKHA RSWLRQV

$OWHUQDWLYHO\ FRQVLGHU WHPSRUDULO\GLVDEOLQJFRPSUHVVLRQ RQ WKH =)6
PDUNYV

I1RWHIDYLVXDOUHSUHVHQWDWLRQ RI WKHFROOHFWHG GDWD LV SUHIHUUHG VFU
LOQOXSORWWS ZZZ JQXSORW LQIR

JP[POFI ] NPSF
JP[POF IFMQ NPEF
6TBHF JP[PAOF€JMFTIJI[F@,G>SFDPSE@TIJ[F@GCQBUI>GIMFOBNF> <
J UFTU>& <Q> <B> <"> <[> <;> <N> <> <U DIJMESFO>
M NJO@OVNCFS@QQSRBYX@OVNCFS@QBPDI> <Y> <P>
E NJDSPTFDPOET®BUYI QBUI > <7 QBUUFSOK KUSJEF>
5> <$> <#> <%> > <*> <) EFQUI>IKEFQUI>6<NPVOU@QPJOU>
4 DBDIF@TJ[FO><<- DBDIFMIJOF@TJ[F><H NBYGIJMFTJ[F@,C>
O NJOGIMFTIJ[F@XCx 2> <1 TUBSU@DQR> <D> <C &YDPWT>
+ NIJMMJTFDPOEBTXSdUF@QUFMFNFUSZ@ G XWFE&BNF> <
: SFBE@QUFMFNFUSZ@GJKMMNIBNSFDRI[F@ ERNBYSFDTJ[F@,C>
V> <N DMVTUFS@GJIJMFOBNE>Y <NVMUJQMJIF &> <«
S> < U> <9> < ;> < X QFSDFOU EFEVQBZMFFPSPFOU@JOUFSJPS@EFEVQ>
$ QFSDFOU@EFEVQ@XJUIJO>
B "VUP NPEF
"VUP NPEF

A

ANNNNNANNNANNANNANNA

jey



6°22L a RRXj@I8 1b2" :mB/2- _2H2 b2

C 'JMFOBNF $SFBUF &YDFM XPSLTIFFU GJMF

6TF NNBQ GIJMFT

*ODMVEF DM®UH UJNJOH DBMDVMBUJPOT
4IPXCZUFOSBOTGFSSFE CZ FBDIOMIBWEHIQVU UFTUJOH
.JDSPTFDPOE EFMBZ PVU PG CBSSJFS

6TF NTZOD .4@"4:/$ PO NNBQ GJIJMFT

*ODMVEF GMVTI GTZODJGGMVUUNJOH DBMDVMBUJPOT
3VO FYUFOTJPO UFTUT

GJMFOBNF UP VTF

GIJMFOBNFASFBDI QSPDETSFBEOUISPVHIQVU UFTU

QT SmM®e O

H 4FU NBYJNVN GJMF TJ[F JO ,CZUFT GPS BVUP NPEF PS N PS H

( 6TF NTZOD .4@4:/$ PO NNBQ GJMFT

| IFMQ

) 6TF 104*9 BTZOD * 0 XJUI BTZOD PQFSBUJPOT

J 5FTU UP SVO XSJUF SFXSJUF SFBE SF SFBE SBOEPN SFBE XSJUF
3FBECBDLXBSET3FXSJUBFDPSE TUSJESFBE GXSJUFFGXSJUF
GSFBEFGSFBE SBOEPN@NJYXSJUF QXSJUF QSFBEFQSFBE
QXSJUBWQXSJUFW QSFBEW QSFBEW

* 6TF 7Y'4 79@%*3&$5 0@9%603@%53&$5MS BNGMMF PQFSBUJPOT

K 4FU TUSJEF PG GJMF BDDFTTFT UP SFDPSE TJ[F

+ NJMMJTFDPOET PG DPNQVUF DZDMF CFGPSF FBDI * 0 PQFSBUJPO

L 6TF 104*9 BTZOD * 0 OP CDPQZ XJUl BTZOD PQFSBUJPOT

, $SFBUF KJUUFSIF BDDFTT QBUIFFSBBEFST

M -PXFS MJNJU PO OVNCFS PG QSPDFTTFT UP SVO

- 4FU QSPDFTTPS DBDIF MJOF TJ[F UP WBMVF JO CZUFT

N 6TF NVMUJQMF CVGGFST

. 3FQPSU VOBNPVUQVU

O 4FU NJOJNVN GJMF TJ[F JO ,CZUFT GPS BVUP NPEF PS N PS H

/ 3FQPSU SFTUMWBIDSPTFDPOET QFS PQFSBUJPO

P 8SJUFT BSF TZODI 0@4:/$

0 (JWF SFTVM@AQTTFD

Q 1VSHF PO

1 #JOE QSPDFTTFT UISFBET UP QSPDFTTPST TUBSUJOH XJUI UIJT DQV

R 4FU NBYJNVN SFDPSE TJ[F JO ,CZUFT GPS BVUP NPEF PS N PS H

2 $SFBUF PGGIMBUFODZ GJMFT

S SFDPSE TJ[F JO ,C

PSS L TJ[FJO ,C
PS S N TJ[F JO .C
PS S H TJ[F JO (C
(FOFSBUF &YDFM SFQPSU
T GJMF TJ[F JO ,C
PS T L TJ[FJO ,C
PS T N TJ[F JO .C
PS T H TJ[F JO (C
4FU QSPDFTTPS DBDIF TJ[F UP WBMVF JO ,CZUFT
IVNCFS PG UISFBET PS QSPDFTTFT UP VTF JO UISPVHIQVU UFTU
6TF 104*9 QUISEBBREVISPVHIQVU UFTUT
6QQFS MJNJU PO OVNCFS PG QSPDFTTFT UP SVO
.PVOU QPJOU UP SFNPVOU CFUXFFO UFTUT
W WFSTJPO JOGPSNBUJPO

w

o< uc s

7 7TFSJGZ EBUB QBUUFSO XSJUF SFBE

X %YRPWOMIOL UFNQPSBSZ GJMF

8 -PDL GIJMF XIFO SFBEX®XHJIOH

Y 5VSO PGG TXBMMJIOH

9 GIJMFOBNF 8SJUF UFMFNF¥PSQUBIRF MXOBTPGGTFU SFDMFO DPNQWWr@UJINF
. BTDJJ

Z 4FU NJOJNVN SFDPSE TJ[F JO ,CZUFT GPS BVUP NPEF PS N PS H

GJMFOBNF 3FBE UFMFNFY8D WGRIMFT MXOBTPGGTFU SFDMFO DPNQVWWr@UJINF

. BTDJJ

[ 6TFEJODPOKVODUWIRAO B UP UFBWMMNPTTIJCMF SFDPSE TJ[FT
7, &OBCMF NJYJOH PG ONBIBEE JMF 0

jeR
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& 6TF FYJTUJOHRJPOF GJIJBIFSFBRPOMZ UFTUJOH
, 4POZ TQFDJBWMVBM DPOUSPM PG UFTU
N $SMVTUFS@GJMFOBNF &OBCMF $MVTUFS UFTUJOH
E 'JMF 0 EJBHOPTUJD NPERJSPVCMFTIPPU B CSPLROTGLME T*UFN
V &0BCMF $16 VUIJMJ[BUJPO PVUQVU &YQFSJIJNFOUBM
Y .VMUJQMJFS UP VTF GPS JODSFNFOUJOH GJMF BOE SFDPSE TJ[FT
Q 1FSDFOUBHF PG NJY UP CF SFBET
S &OBCMF 0@|®4@/46/$PS BMUMTUJOH
U &OBCMF OFUXPSL QFSGPSNFEAGNEFSHERN U
O /P SFUFTUT TFEMFDUFE
L 6TF DPOTUBOU BHHSFHBURKFJEBUB
R %FMBDTFDPOET CFUXFFO UFTUT
M &0BCMF SFDPSE MPDLJOH NPEF
- &0OBCMF SFDPSE MPDLJOMHJINPEFFE GJIJMF
# 4AFRVFOUJBM NJYFE XPSLMPBE
' &OBCMF NBEWJTF OPSNBM SBOEPN TFRVFOUJBM EPOUOFFE XJIM M (
/| %POPWSVODBUF FYJTUJOH GJMFT PO TFRVFOUJBM XSJUFT
4 %FEVQ BCMF EBUB JT MJNJUFE UP TIBSJOH XJUIJO FBDI OVNFSJDBMMZ JEFO
7 &0BCMF TIBSFE (FIMPDLJOH
9 &0BCMF TIPSU DJSDVGPSBIPEFTZTUFN UFTUJOH O0/-:
"-- 3FTVMUT BSF /05 WBWMIWWHE NPEF
; &OBCMF PME EBUDBPNQBUJCJIJMJIUZSNPEF 1VCMJTIFE
IBDLT NBZ JOWBMJEBUF UIFTFOSFFUMYBUF CPHVT [|JHI OWBSINFYMUT
X 1FSDFOU PG EFEVQ BCMF EBUB JO CVGGFST
z 1FSDFOU PG EFEVQ BCMF XJUlJO BDSPTT GJMFT JO CVGGFST
$ 1FSDFOU PG EFEVQ BCMF XJUlJO OPU BDSPTT GJMFT JO CVGGFST
) )PTUOBNF )PTUOBNF PG UIF 1*5 TFSWEFS
1 4FSWJDF 4FSWJDF PG UIF 1*5 TFSWFS
[ &O0BCMF MBUFODZ IJTUPHSBN MPHHJOH

keX9 “+bi i

S$UFVWDW LV D VFULSW WHR\K \8 WISYW VHROX L N)BSHGLD RUJ ZLNL $GDSWLYHBUHSODF
2ULJLQDOO\NLW ZDV D SHUO VFULSW FUHDWHG E\6XQ 7KDW SHUO VFULSW ZDV SRUYV
VFULSWIRU XVH RQ )UHH1$6

:DWFKLQJ $5& KLWV PLVVHVDQG SHUFHQWDJHVY VKRZV KRZZHOO WKH =)6 SRRO LV |
LQJGLVN-2 -GHDOO\ WKHUH ZLOOEHDV PDQ\WKLQJVIHWFKLQJIURP FDFKHDV S
YLHZLQJ WKH VWDWYV )J)RUUDQGRP UHDGYV H[SHFWDPLVVDQGKDYLQJWRJIRWRGL
HISHFW LW WR SXOO RXW RIWKHFDFKHDQG KDYH D KLW

/ILNHDOO FDFKH VA\VWHPV WKH $5& WDNHVY WLPH WR 400 ZLWK GDWD 7KLV PHDQV W
SRROKDVEHHQLQ XVHIRUD ZKLOH -IWKHUHFRQWLQXHV WR EHORWV RIPLVVHVEL
LVFDXVHWRLQYHVWLIJDWH IXUWKHUDQG WXQH WKH V\VWHP

TKHUHH%6'=)6 7TXQLOQKWW.SW ZLNL IUHHEVG RUJ =)67XQLQJ*XLGH SURYLGHV VRP
PRQO\WXQ@QHDUYMOXHY -WVKRXOGEHQRWHG WKDW SHUIRUPDQFH WXQLQJLV PRUF
DOQ\FKDQJHV PDGH ZLOO SUREDEO\UHTXLUH VHYHUDO LWHUDWLRQV RIWXQHDQG \V
ZLOO YDU\GHSHQGLQJ XSRQ WKH W\SHRIZRUNORDG DQG WKDW ZKDW ZRUNV IRU RC

-Q SDUWLFXODU WKHYDOXHRISUH IHWFKLQJ GHSHQGVY XSRQ WKHDPRXQW RIPHP
8QGHUVWDQGLQJ =)kWWS |HFKFKGKGOHWHFK FRP "SDJHBLG LG

JUHHIPP$SURYLGHV WZR FRPPDQG OLQH VFULSWV ZKLFBKHABQ EH PDQXDOO\UXQ IURP
BSD@TVNNBSZURXLGHV D VXPPDU\RI WKH VWDWLVWLFYV
BSDTUBU XVHG WR ZDWFK WKH VWDWLVWLFV LQ UHDO WLPH

7TKHDGYDQWDJH RI WKHVH VFULSWV LV WKDW WKH\ SURYLGH UHDO WLPHLQIRUPDW
SRUWLQJPHFKDQLVPLVYGHVLIQHG WR RQO\SURYLGHJUDSKY FKDUWHG RYHU WLPF

jek
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TKURUXP S RKWW SV
DPSOHV RI XVLQJWKHVH VFULSWV ZLWK KLQWV RQKRZWRLQWHUSUHW WKH

7TRYLHZWKHKHOSIRUDUFVWDW S\

2H2 b2

IRUXPV IUHHQDV RUJ LQGH[ SKS"WKUHDGV EHQFKPDUNLQJ ]I

UHVXO

BSDTUBU Qz |
< IBWYQ> < G GIFMET> < P GJMF> < T TUSJOH> <JOUFSWBM <DPVOU>>

1SJOU UIJT IFMQ NFTTBHF

|

B 1SsJOU BMM QPTTJCMF TUBUT

w -JTU BMM QPTTJCMF GJFME IFBEFST BOE EFGJOJUJPOT

Y 1SJOU FYUFOEFE TUBUT

G 4QFDJGZ TQFDJGJD GJFMET UP QSJOU TFF W

P 3FEJSFDU PVUQVU UP UIF TQFDJGJFE GJMF

T OWFSSJEF EFGBVMU GJFME TFQBSBUPS XJUI DVTUPN DIBSBDUFS PS TUS|
Q %JTBCMF BVUP TDBMJOH PG OVNFSJDBM GJFMET

&YBNQMFT

BSDTUBU P UNQ B MPH
BSDTUBU T ma o P UNQ B MPH
BSDTUBU W

BSDTUBU G UJNF IJU EI QI NI

JOH

7TRYLHZ $5& VWDWLVWLFV LQ UHDO WLPH VSHFLI\DQLQWHUYDODQGDFRXQW 7KL

FRXQWRI4YH

BSDTUBU QZ

UJNF SFBE EN NNJT

(

NJIJTT NJITT ENJT QNJT QN NN BSDT]| D

—~ e~~~

7DEOH EULH5\GHVFULEHVY WKH FROXPQV LQ WKH RXWSXW

7TDEOH DUFVWDW &ROXPQ '"HVFULSWLRQV
&ROXPq 'HVFULSWLRQ ‘

UHDG WRWDO $5& DFFHVVHV VHFRQG
PLVV $5& PLVVHV VHFRQG

PLVV $5& PLVV SHUFHQWDJH

GPLV GHPDQG GDWD PLVVHV VHFRQG
GP GHPDQG GDWD PLVV SHUFHQWDJH
SPLV SUHIHWFK PLVVHV SHU VHFRQG
SP SUHIHWFK PLVV SHUFHQWDJH
PPLV PHWDGDWD PLVVHV VHERQG

PP PHWDGDWD PLVV SHUFHQWDJH
DUFV] | DUF VL]H

F DUF WDUJHW VL]H

7TRUHFHLYHD VXPPDU\RIVWDWLVWLFV XVH

BSDTVNNBSZ QZ

4ZTUFN .FNPSZ
.J# "DUJWF
.J# 8JSFE
(J# 'SFF
3FBM *OTUBMMFE

3FBM "WBJMBCMF
3FBM .BOBHFE

.J# *OBDU
.J# $BDIF
#ZUFT (BQ
(J#
(JI#
(J#

jej
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-PHJDBM 5PUBM
-PHJDBM BTFE
-PHJDBM 'SFF
,FSOFM .FNPSZ
%BUB
5FYU
,FSOFM .FNPSZ .BQ
43[F
'SFF
"3$ 4VNNBSZ )&"-5):
4UPSBHF QPPM 7FSTJPO
"JMFTZTUFN 7FSTJPO
.FNPSZ 5ISPUUMF $PVOU
"3$ .JTD
%FMFUFE
VUFY JTTFT
&WJIDU 4LJQT
"3$ 4J[F
5BSHFU 4J[F "EBQUJWF
.JO 4J[F )BSE -JNJU
.BY 4J[F )JHI 8BUFS
"3$ 4J[F #SFBLEPXO
3FDFOUMZ 6TFE $BDIF 4J[F
'SFRVFOUMZ 6TFE $BDIF 4J[F

(J#
J#
(J#
#
J#
J#
(J#

J#

(I#

J#
(J#
J#
(J#

(I#
(I#

"3% )BTI #SFBLEPXO
&MFNFOUT .BY L
&MFNFOUT $VSSFOU L
$PMMJTJIPOT
$1BJO .BY
$1BJOT
"3$ 5PUBM BDDFTTFT L
$BDIF )JU 3BUJP L
$BDIF .JTT 3BUJP L
"DUVBM )JU 3BUJP L
%BUB %FNBOE &GGJDJFODZ L
$"$)& )*54 #: $"$)& -*45
"OPOZNPVTMZ 6TFE L
.PTU 3FDFOUMZ 6TFE L
.PTU 'SFRVFOUMZ 6TFE L
.PTU 3FDFOUMZ 6TFE (IPTU
.PTU 'SFRVFOUMZ 6TFE (IPTU
$"$)& )*54 #: %"5" 5:1&
%FNBOE %BUB L
1SFGFUDI %BUB
%FNBOE .FUBEBUB L
1SFGFUDI .FUBEBUB L
$"$)& .*4484 #: %"5" 5:1&
%FNBOE %BUB L
1SFGFUDI %BUB
%FNBOE .FUBEBUB L
1SFGFUDI .FUBEBUB
;'4 5VOBCMF TZTDUM
LFSO NBYVTFST
WN LNFN@TJ[F
WN LNFN@TJ[F@TDBMF
WN LNFN@TJ[F@NJO
WN LNFN@TJ[F@NBY
WGT [GT WPM VONBQ@FOBCMFE
WGT [GT WPM NPEF
WGT [GT TZOD@QBTT@SFXSJUF
WGT [GT TZOD@QBTT@EPOU@DPNQSFTT

je9
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WGT [GT TZOD@QBTT@EFGFSSFE@GSFF

WGT [GT [JP FYDMVEF@NFUBEBUB

WGT [GT [JP VIF@VNB

WGT [GT DBDIF@GMVTI@EJTBCMF

WGT [GT [JM@SFQMBZ@EJTBCMF

WGT [GT WFSTJPO [QM

WGT [GT WFSTJPO TQB

WGT [GT WFSTJPO BDM

WGT [GT WFSTJPO JPDUM

WGT [GT EFCVH

WGT [GT TVQFS@PXOFS

WGT [GT NJO@BVUP@BTIJGU

WGT [GT NBY@BVUP@BTIJGU

WGT [GT WEFW XSJUF@HBQ@MJINJU

WGT [GT WEFW SFBE@HBQ@MJINJU

WGT [GT WEFW BHHSFHBUJPO@MJNJU

WGT [GT WEFW USIN@NBY@BDUJWF

WGT [GT WEFW USIN@NJO@BDUJWF

WGT [GT WEFW TDSVC@NBY@BDUJWF

WGT [GT WEFW TDSVC@NJO@BDUJWF

WGT [GT WEFW BTZOD@XSJUF@NBY@BDUJWF
WGT [GT WEFW BTZOD@XSJUF@NJO@BDUJWF
WGT [GT WEFW BTZOD@SFBE@NBY@BDUJWF
WGT [GT WEFW BTZOD@SFBE@NJO@BDUJWF
WGT [GT WEFW TZOD@XSJUF@NBY@BDUJWF
WGT [GT WEFW TZOD@XSJUF@NJO@BDUJWF
WGT [GT WEFW TZOD@SFBE@NBY@BDUJWF
WGT [GT WEFW TZOD@SFBE@NJO@BDUJWF
WGT [GT WEFW NBY@BDUJWF

WGT [GT WEFW BTZOD@XSJUF@BDUJWF@NBY@EJSUZ@QFSDFOU
WGT [GT WEFW BTZOD@XSJUF@BDUJWF@NJO@EJSUZ@QFSDFOU
WGT [GT WEFW NJSSPS OPO@SPUBUJOH@TFFL@JOD
WGT [GT WEFW NJSSPS OPO@SPUBUJOH®@JOD
WGT [GT WEFW NJSSPS SPUBUJOH@TFFL@PGGTFU
WGT [GT WEFW NJSSPS SPUBUJOH@TFFL@JOD
WGT [GT WEFW NJSSPS SPUBUJOH@JOD

WGT [GT WEFW USIN@PO@JOJU

WGT [GT WEFW MBSHFS@BTIJGU@NJOJNBM
WGT [GT WEFW CJP@EFMFUF@EJTBCMF

WGT [GT WEFW CJP@GMVTI@EJTBCMF

WGT [GT WEFW DBDIF CTIJGU

WGT [GT WEFW DBDIF TJ[F

WGT [GT WEFW DBDIF NBY

WGT [GT WEFW NFUBTMBCT@QFS@WEFW
WGT [GT WEFW USIN@NBY@QFOEJOH

WGT [GT UYH UJNFPVU

WGT [GT USJN FOBCMFE

WGT [GT USJN NBY@JOUFSWBM

WGT [GT USJN UJNFPVU

WGT [GT USJN UYH@EFMBZ

WGT [GT TQBDF@NBQ@CMLT]

WGT [GT TQB@TMPQ@TIJGU

WGT [GT TQB@BTJ[F@JOGMBUJPO

WGT [GT EFBENBO@FOBCMFE

WGT [GT EFBENBO@DIFDLUIJNF@NT

WGT [GT EFBENBO@TZODUJNF@NT

WGT [GT SFDPWFS

WGT [GT TQB@MPBE@WFSJGZ@EBUB

WGT [GT TQB@MPBE@WFSJGZ@NFUBEBUB
WGT [GT TQB@MPBE@WFSJGZ@NBYJOGMJIHIU
WGT [GT DIFDL@IPTUJE

je8
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WGT [GT NH@GSBHNFOUBUJPO@UISFTIPME
WGT [GT NH@OPBMMPD@UISFTIPME
WGT [GT DPOEFOTF@QDU

WGT [GT NFUBTMBC CJBT@FOBCMFE
WGT [GT NFUBTMBC MCB@XFJHIUJOH@FOBCMFE
WGT [GT NFUBTMBC GSBHNFOUBUJPO@GBDUPS@FOBCMFE
WGT [GT NFUBTMBC QSFMPBE@FOBCMFE
WGT [GT NFUBTMBC QSFMPBE@MJNJU
WGT [GT NFUBTMBC VOMPBE@EFMBZ
WGT [GT NFUBTMBC MPBE@QDU

WGT [GT NFUBTMBC NJO@BMMPD@TJ[F
WGT [GT NFUBTMBC EG@GSFF@QDU
WGT [GT NFUBTMBC EG@BMMPD@UISFTIPME
WGT [GT NFUBTMBC EFCVH@VOMPBE
WGT [GT NFUBTMBC EFCVH@MPBE

WGT [GT NFUBTMBC GSBHNFOUBUJPO@UISFTIPME
WGT [GT NFUBTMBC HBOH@CBOH

WGT [GT GSFF@CQPCK@FOBCMFE

WGT [GT GSFF@NBY@CMPDLT

WGT [GT OP@TDSVC@QSFGFUDI

WGT [GT OP@TDSVC@JP

WGT [GT SFTIMWFS@NJO@UJINF@NT
WGT [GT GSFF@NJO@UJINF@NT

WGT [GT TDBO@NJO@UJINF@NT

WGT [GT TDBO@JEMF

WGT [GT TDSVC@EFMBZ

WGT [GT SFTIMWFS@EFMBZ

WGT [GT UPQ@NBYJOGMJHIU

WGT [GT EFMBZ@TDBMF

WGT [GT EFMBZ@NJO@EJSUZ@QFSDFOU
WGT [GT EJSUZ@EBUB@TZOD

WGT [GT EJSUZ@EBUB@NBY@QFSDFOU
WGT [GT EJSUZ@EBUB@NBY@NBY

WGT [GT EJSUZ@EBUB@NBY

WGT [GT NBY@SFDPSETJ[F

WGT [GT [GFUDI BSSBZ@SE@T]

WGT [GT [GFUDI NBY@EJTUBODF

WGT [GT [GFUDI NJO@TFD@SFBQ

WGT [GT [GFUDI NBY@TUSFBNT

WGT [GT QSFGFUDI@EJTBCMF

WGT [GT NEDPNQ@EJTBCMF

WGT [GT OPQXSJUF@FOBCMFE

WGT [GT EFEVQ QSFGFUDI

WGT [GT M D@POMZ@TJ[F

WGT [GT NGV@HIPTU@EBUB@MTJ[F
WGT [GT NGV@HIPTU@NFUBEBUB@MTJ[F
WGT [GT NGV@HIPTU@TJ[F

WGT [GT NGV@EBUB@MTJ[F

WGT [GT NGV@NFUBEBUB@MTJ[F

WGT [GT NGV@TJ[F

WGT [GT NSV@HIPTU@EBUB@MTJ[F
WGT [GT NSV@HIPTU@NFUBEBUB@MTJ[F
WGT [GT NSV@HIPTU@TJ[F

WGT [GT NSV@EBUB@MTJ[F

WGT [GT NSV@NFUBEBUB@MTJ[F

WGT [GT NSV@TJ[F

WGT [GT BOPO@EBUB@MTJ[F

WGT [GT BOPO@NFUBEBUB@MTJ[F

WGT [GT BOPO@TJ[F

WGT [GT M BSD@OPSX

WGT [GT M BSD@GFFE@BHBJO

jee
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WGT [GT M BSD@OPQSFGFUDI
WGT [GT M BSD@GFFE@NJO@NT
WGT [GT M BSD@GFFE@TFDT
WGT [GT M BSD@IFBESPPN

WGT [GT M BSD@XSJUF@CPPTU
WGT [GT M BSD@XSJUF@NBY

WGT [GT BSD@NFUB@MJINJU

WGT [GT BSD@GSFF@QUBSHFU

WGT [GT BSD@TISJOL@TIJGU

WGT [GT BSD@BWFSBHF@CMPDLTJ[F
WGT [GT BSD@NJO

WGT [GT BSD@NBY

KHQ UHDGLQJ WKHWXQDEOH YDOXHYV PHDQV QR W\SLFDOO\PHDQV\HV DQG DQ'
7TRUHFHLYHD EULHIGHVFULSWLRQRTDUM\VREWE[DIYP®OXH XVH

TZTDUM E WGT [GT [JP VTF@VNB
WGT [GT [JP VTF@QVNB 6TF VNB GPS ;*0 BMMPDBUJPOT

7KH =)6 WXQDEOHV UHTXLUH D IDLUXQGHUVWDQGLQJRIKRZ =)6ZRUNV PHDQLQJW
LQJIRUWKHPHDQLQJRIXQIDPLOLDU R RURRWQFRYD QVH B TWLQBBOH V YDOXH ZLWKRXW
LW 4UMWKH WXQDEOH WDNHV D QXPHULF YDOXH UDWKHU WKDQ IRUQRRU IRU\H\
VHDUFK H[DPSOHV RIEHQH4FLDO YDOXHV WKDW PDWFK WKH ZRUNORDG

—-IDQ\RI'WKH =)6 WXQDEOHVY DUH FKDQJHG FRQWLQXHWR PRQLWRU WKH V\VWHP W
UHFRPPHQGHG WKDW WKH FKDQJHY DUH WHVWH G BZUTVDA PRAU W KB PFSRCPHP DADRG GOLLVDHE O VAL
IHWFK L H FKDQJHRUWVHDEOH WR

TZTDUM WGT [GT QSFGFUDI@EJTBCMF
WGT [GT QSFGFUDI@EJTBCMF

7KH RXWSXW ZLOO LQGLFDWH WKH ROG YDOXH IROORZHG E\WKH QHZ YDOXH -1 WKF
WKH RULJLQDO YDOXH -1 WKHFKDQJH WXUQV RXW WR EH EHQH 4 FV D\IXW RQRDVOKEH P D
LQVWUXFWXRBQNQBYH

keX8 irn+HB

JUHHP$SIBQFOXGHWX@WRMRIPPDQG OLQH XWLOLW\IRU SURYLGLQJFRQWUROOHU ORJLF
PHQW IRU $0&& ZDUH $7$5%$-' 8 RQWUROOHUYV 7KHVXSSRUWHG PRGWA@M DUH OLVWI
KWwWSV Z7ZzZZ IUHHEVG RUJ FJL PDQVEDLKMXWEOV WZAZDQEHHEVG RUJ FJL PDQ FJL"T
GULYHUYV

%HIRUH XVLQJ WKLV FRPPDQ@ 6D WKWMEIWYVZZZ F\EHUFLWL EL] 40HV WZBFOL KWPO
PLQRORJ\DQG SURYLGHV VRPH XVDJH H[DPSOHV

"KHQUX@DIMY6KHOO LV HQWHUHG WKH SURPSW ZLOO FKDQJH LQGLFDWLQJWKDW L
VRUWV RI PDLQWHQDQFH FRPPDQGV RQ WKH FRQWUROOHU DQG LWV DUUD\V FDQ EH

$OWHUQDWHO\ RQHFRPPDQG FDQ EHVSHFL4A4HG WR UXQ )RUH[DPSOH WR YLHZ WK

UuXxX@bMJ D TIPX

60JU 60JUS5ZQF 4UBUVT 33NQM 7 * . 4USJIQF 4J[F (# $BDIF "71T$GZ
\% 3"*% 0, , 3J8 o/

\% 41"3& 0, 0"’

\% 3"*% 0, , 3J8 0/

71PSU 4UBUVT 60JU 4J[F 5ZQF 11Z &ODM 4MPU .PEFM

Q 0, \% (# 4"4 D F TMU 4&"("5& 45 44
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Q 0, \% (# 4"4 D F TMU 4&"("5& 45 44

Q 0, \% (# 4"4 D F TMU 4&"("5& 45 44

Q 0, \Y (# 4"4 D F TMU 4&"("5& 45 44

Q 0, \Y (# 4"4 D F TMU 4&"("5& 45 44

Q 0, \% (# 4"4 D F TMU 4&"("5& 45 44

Q 0, \Y (# 4"4 D F TMU 4&"("5& 45 44

Q 0, \Y (# 4"4 D F TMU 4&"("5& 45 44

Q 0, \% (# 4"4 D F TMU 4&"("5& 45 44

Q 0, \Y, (# 4"5" D F TMU 45 /4

Q 0, \Y (# 4"5" D F TMU 45 14

Q 0, \Y (# 4"5" D F TMU 45 /4

Q 0, \Y (# 4"5" D F TMU 45 /4

/IBNF OOMJOF4UBUF ##63FBEZ 4UBUVT 7PMU 5FNQ JPVST -BTU$SBQS5FTU
CCvV 00 'FT 0, 0, 0, +BO

2U WRUHYLHZWKHHYHQW ORJ

UXxX@bMJ D TIPX FWFOUT

$UM %BUF 4FWFSJUZ "&/ .FTTBHF

D <51V 'FC > *1'0 #BUUFSZ DIBSHJOH TUBSUFE

D <51V 'FC > *1'0 #BUUFSZ DIBSHJOH DPNQMFUFE

D <4BU 'FC > */'0 7TFSJGZ TUBSUFE VOJU

D <4BU 'FC > *1'0 7FSJGZ TUBSUFE VOJU TVCVOJU

D <4BU 'FC > */'0 7TFSJGZ TUBSUFE VOJU TVCVOJU

D <4BU 'FC > */'0 7TFSJGZ DPNQMFUFE VOJU TVCVOJU
D <4BU 'FC > *1'0 7TFSJGZ DPNQMFUFE VOJU TVCVOJU
D <4BU 'FC > */'0 7TFSJGZ DPNQMFUFE VOJU

D <5lV .BS > *1'0 #BUUFSZ IFBMUI DIFDL TUBSUFE

D <51V .BS > *1'0 #BUUFSZ IFBMUI DIFDL DPNQMFUFE

D <5lV .BS > *1'0 #BUUFSZ DIBSHJOH TUBSUFE

D <5lV .BS > *1'0 #BUUFSZ DIBSHJOH DPNQMFUFE

D <4BU .BS > *1'0 7FSJGZ TUBSUFE VOJU

D <4BU .BS > */'0 7TFSJGZ TUBSUFE VOJU TVCVOJU

D <4BU .BS > *1'0 7TFSJGZ TUBSUFE VOJU TVCVOJU

D <4BU .BS > */'0 7TFSJGZ DPNQMFUFE VOJU TVCVOJU
D <4BU .BS > */'0 7TFSJGZ DPNQMFUFE VOJU TVCVOJU
D <4BU .BS > *1'0 7TFSJGZ DPNQMFUFE VOJU

D <51V .BS > *1'0 #BUUFSZ DIBSHJOH TUBSUFE

D <5lV .BS > *1'0 #BUUFSZ DIBSHJOH DPNQMFUFE

D <4BU .BS > */'0 7TFSJGZ TUBSUFE VOJU

D <4BU .BS > */'0 7TFSJGZ TUBSUFE VOJU TVCVOJU

D <4BU .BS > */'0 7TFSJGZ TUBSUFE VOJU TVCVOJU

D <4BU .BS > *1'0 7TFSJGZ DPNQMFUFE VOJU TVCVOJU
D <4BU .BS > */'0 7TFSJGZ DPNQMFUFE VOJU TVCVOJU
D <4BU .BS > */'0 7TFSJGZ DPNQMFUFE VOJU

-l WKH GLVNVDGGHG WRWKHDUUD\GR QRWDSSHDU LQ WKHZHELQWHUIDFH WU\ U

UX@DbMJ D SFTDBO

8VH WKHGULYHV WR FUHDWH XQLWV DQG H[SRUW WKHP WR WIE B NITSHHUDSPIM) $ FT\D\VB B |
BMMR PDNHWKHP DYDLODECHIHE WRW HWHDBIEH 6

TKLULRUXP SRKWWSV [RUXPV IUHHQDV RUJ LQGH[ SKS"WKUHDGYV ZDUH GULYH PRC
ZUDSSHU VFULSW WKDW ZLOOJLYH HUURU QRWL4FDWLRQV

je3
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keXe J2; *HB

.FHB$MY WKH FRPPDQG OLQH LQWHUIDFHIRUWKH %URDGFRP OHJD5%$-'8%$6 IDPLO\F
DOVRLQFORGHWMWKWWSY ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ P4XWLO XWLOLW
XUHDQGPDQDJHFRQQHFWHG VWRUDJH GHYLFHYV

7TKHFHB$SNMFRPPDQG LV TXLWH FRPSOH[ZLWK VHYHUDO GRJHQ RSWLRQV (FKH FRPPDQ
JHQF\ &KHDWKWMWESW WRROV UDSLGVRIW GH SHUF SHUF FKHDW VKHHW KWPO FDQ

keXd 7 22M b@/2#m;

7TKH)UHHRIBHSE LQWHUIDFH SURYLGHV DQ RSWLRQ WR VDYH GHEXJGVWQNHBGRUPDWLR(
YDQFHGDYH 'HEXKILY GHEXJJLQJ LQIRUPDWLR®SRAFOBHDAAREYBEDWKGHOLQH XWLOLW\ DC
FRS\RIWKHLQIRUPDWLR@ & VUNIY B G B VH

7KLV FRPPDQG FDQ EH UXQ BEESDOA\ IUMR JIDWKHU VSHFL4F GHEXJJLQJLQIRUPDW
DIJHH[SODQDWLRQ OLVWLQJDOORSWLRQV UXQ WKHFRPPDQG ZLWKRXW DQ\RSWLI

GSFFOBT EFCVH
6TBHF VTS MPDBM CJO GSFFOBT EFCVH PQUJPOT
8IFSF PQUJPOT BSF

%VNQ BMM EFCVH JOGPSNBUJPO
# %VNQ 4ZTUFN $POGJHVSBUJPO %BUBCBTF
$ %VNQ 4.# $POGJIJHVSBUJPO
%VNQ *1.* $POGJIJHVSBUJPO
%VNQ 4"5" %0.T *OGPSNBUJPO
%VNQ /'4 $POGJHVSBUJPO
%VNQ 4."35 *OGPSNBUJPO
-PBEFS $POGJHVSBUJPO *OGPSNBUJPO
7 3FNPWF PME EFCVH JOGPSNBUJPO
B %VNQ "DUIJWF %JSFDUPSZ $POGJHVSBUJPO
D %VNQ "%]-%"1 $BDIF
F &NBJM EFCVH MPH UP UIJT DPNNB EFMJNJUFE MJTU PG FNBJM BEESFTTFT
G %VNQ "'l $POGJHVSBUJPO
H %VNQ (&0. $POGJHVSBUJPO
I %VNQ )BSEXBSF $POGJHVSBUJPO
J %VNQ J4$4* $POGJIJHVSBUJPO
K %VNQ +BJM *OGPSNBUJPO
M %VNQ -%"1 $POGJHVSBUJPO
o
T
U
w
z
[

*

ENS I N

%VNQ /FUXPSL $POGJHVSBUJPO

%VNQ 44- $POGJHVSBUJPO

%VNQ 4ZTUFN *OGPSNBUJPO

%VNQ #PPU 4ZTUFN 'JMF 7FSJGJDBUJPO 4UBUVT BOE *ODPOTJTUFODIJFT
%VNQ 4ZTDUM $POGJHVSBUJPO

%VNQ ;'4 $POGJIJHVSBUJPO

- QGLYLGXDO WHVWV FDQEHUXQDORQH )RUH[DPSOH ZKHQ WURXEOHVKRRWLQJD

’GSFFOBTEFCVH B ‘

7TRFROOHFW WKHRXWSXW RI"'HYHU\PRGXOH XVH

’GSFFOBT EFCVH " ‘

JRUFROOHFWLQJGHEXJLQIRUPDWLRQETERWS EBUGJIM@H JRROG® MXDBOORZHG E\ WKH
QDPHRIWKH SRRO

jeN
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’[EC 6 EBUB [GT [QPPM DBDIF QPPM

6HH WKHE PDQXDOKWWISY ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ ]GE IRUPRUH LC

keX3 iKmt

UNVLYY D WHUPLQDO PXOWLSOH[HU ZKLFK HQDEOHV D QXPEHU Rl WHUPLQDOV WR EH
DVLQJOH WAUKM®Q DOWHUQDWLYHFWRPHIGDU WRINFEBI®@GH GHWDFKHG IURP D VFUH
DQG FRQWLQXHUXQQLQJLQ WKHEDFNJURXQ G 6WHKE QD WHLY & b B YW\ Bl & KIHFG- HWQ/OW. R
FRPPDQG SURPSW ZKLOH VWLOO JLYLQJDFFHVV WR WKH JUDSKLFDO DGPLQLVWUDYV

7TRVWDUW D VHVVLRQNVMPSONMQAIIHUH D QHZ VHVVLRQ ZLWK D VLQJOH ZLQGRZ RSH
WXV OLQHDW WKHERWWRPRIWKHVFUHHQ 7KLV OLQHVKRZV LQIRUPDWLRQ RQ WK
DFWLYHFRPPDQGYV

yLJ WPX[6HVVLRQ

7TR FUHDWHD VHFRQG ZAUBSBVREKSBQHR ¥FORVH D ZLQG6RZZIWEXKH Q WKH ZLQGRZ

WPX[ KWWS PDQ RSHQEVG RUJ FJL ELQ PDQ FJL 2SHQ%6' FXUUHQW PDQ WPX]
ELQGLQJVDQG FRPPDQGV IRUUNMEIHQGR M Q Q BLWHR/ VLR QV

-bKHSGODJH LV FORVHGVAKILUXHQQLQJ LW ZLOO GHWDFK LWV VHVVLRQ UNMHYQH[W WL
BUUBWIR UHWXUQ WR WKH SUHY LR XVUWNHWAHMMY RAR HOOHVD FHBMDKIHMA G W LSOH ZLQGRZV D
UXQQLQJ LWLV BHIRXKWHE WRFK 4UVW

7TKHVHUHVRXUFHVY SURYLGH PRUH LQUIRVFDWLRQ DERXW XVLQJ

jdy
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$ WPX[ &UDVK &RWWSEYV URERWYVY WKRXJKWERW FRP D WPX[ FUDVK FRXUVH
708; 7KH7HUPLQDO O0XKONMWS O HE[GBIRJ KDZNKRVW FRP WPX[ WKH WHUPLQ

keXN .KB/2+Q/2

'PLGHFRGH UHSRUWVY KDUGZDUH LQIRUPDWLRQ DV UHSRUWHG E\ WKH VAVWHP %-26
VFDQ WKH KDUGZDUH LW RQO\UHSRUWYV ZKDW WKH %-26 WKRIQJGILW WR $ VDPSOH RX
KWWS Z7ZZZ QRQJQX RUJ GPLGHFRGH VDPSOH GPLGHFRGH W[W

7TRYLHZ WKH %-26 UHSRUW W\SHWKHFRPPDQG ZLWK QR DUJXPHQWYV

ENJEFDPEF ] NPSF

GPLGHFR&KWWSV OLQX[ GLH QHW PDQ GPLGHFRGH GHVFULEHV WKH VXSSRUWF

keXRy JB/MB;?i *QKK M/2"°

OLGQLJKW &RPPDQGHU LV D SURJUDP XVHG WR PDQDJH 40HV IURP WKHNDKRKEBO 2SHC
DUURZ NH\VDUH XVHG WR QDYLJDWHDQG VHOHFW 40HV )XQFWLRQ NH\VDUH XVHG
HGLWLQJ DQG FRS\LQJ40OHV 7KHVHUHVRXUFHVY SURYLGH PRUHLQIRUPDWLRQ DEF

OLGQLIKW &RPPDQGHU ZLKWMHSSM. D BQJZHLNLSHGLD RUJ ZLNL OLGQLJKWB&RPPD
OLGQLIJKW &RPPDQGHUNWEY LWHGQLIJIKW FRPPDQGHU RUJ

PF KWWSV Z7ZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ PF

%DVLF 7XWMWWWSOOLQX[FRPPDQG RUJ OF BDGYBPF SKS

jdR
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=)6 LVDQDGYDQFHG PRGHUQ 4OHV\VWHP WKDW ZDV VSHFL4FDOO\GHVLJQHG WR S|
WLRQDO 81-; 4OHV\VWHPV -WZDV RULJLQDOO\GHYHORSHG DW 6XQ ZLWK WKH LQW
LWFRXOG EH SRUWHG WR RWKHU RSHUDWLQJ VA\VWHPV $IWHU WKH2UDFOHDFTXLYV
QHHUV IRXGGEKWE )KWWS RSHQ ]IV RUJ ZLNL 0DLQB3DJH WR SURYLGHFRQWLQXHG
WKHRSHQ VRXUFH YHUVLRQ

+HUHLVDQRYHUYLHZRIWKHIHDWXUHYV SURYLGHG E\ =)6

=)6 LV D WUDQVDFWLRQDO &RSKIWSMWHQ ZLNLSHGLD RUJ ZLNL =)6 &RS\ RQ
ZULWHBWUDQVDFWLRQDOBPRGHO 40HV\VWHP )RUHDFK ZULWH UHTXHVW D FRS\ |
DQG DOO FKDQJHV DUHPDGH WR WKH FRS\ UDWKHU WKDQ WR WKH RULJLQDO EORFN
SRLQWHUV DUH FKDQJHG WR SRLQW WR WKH QHZ FRS\ 7KLV PHDQV WKDW =)6 DOZD\
VHTXHQWLDO DQGROG YHUVLRQV RI 40HV DUH QRW XQOLQNHG XQWLO D FRPSOHW|
=)6 KDV GLUHFW DFFHVV WR GLVNV DQG EXQGOHV PXOWLSOH UHDG DQG ZULWH UHT;
FDQQRW GR WKLV DV WKH\RQO\KDYHDFFHVV WR GLVN EORFNV $ WUDQVDFWLRQ H
QHYHU EHIDNH KMOMSY EORJV RUDFOH FRP ERQZLFN UDLG ] DQG D 40HV\VWHP Fk
%HFDXVH RI WKHWUDQVDFWLRQDO GHVLJQ DVDGGLWLRQDO VWRUDJH FDSDFLW\ L
ZULWHV 7RUHEDODQFH WKH GDWD RQHFDQFRS\LWWRUH ZULWH WKH H[LVWLQJ ¢
40HV\VWHP WKHPD[LPXP 40HV\VWHP RU40H VL]HLV H[DE\WHV

=)6 ZDV GHVLJQHG WR EH D VHO!| KH{O1)@ ZAQMMHVWEWD LW FUHDWHY D FKHENVXP |
LW ZULWHV $V =)6 UHDGV GDWD LW YDOLGDWHVY WKH FKHFNVXP IRUHDFK GLVN EOF
FDXVH GDWD WR FKDQJH DQG WKH FKHFNVXP QR ORQJHU PDWFKHV :KHQ =)6 LGHQV
SRRO WKDW LV PLUURUHG RU XVHV 5$-'= LW UHSODFHV WKH FRUUXSWHG GDWD ZLW
DUH UDUHO\UHDG UHJXODU VFUXEV VKRXOG EH VFKHGXOHG VR WKDW =)6 FDQ UHD
FKHFNVXPV DQG FRUUHFW DQ\ FRUUXSWHG EORFNV :KLOHPXOWLSOH GLVNV DUH U
DQG GDWD FRUUHFWLRQ =)6ZLOO VWLOO SURYLGH GDWD FRUUXSWLRQWRPADIAW LR
FDOO\VFKHGXOHV D PRQWKO\VFUXE IRUHDFK =)6 SRRODQG WKHUHVXGWRN®RI WKH
SDJH FOLFEHQWLQJV OMOHEXWWHRQ &KHFNLQJVFUXE UHVXOWV FDQ SURYLGH
SRWHQWLDO GLVN SUREOHPV

8QOLNH WUDGLWLRQDOLB + VAORW \YMAHHPWDU\WR GH4QH SDUWLWLRQ VLIHV ZKHQ 4(
DWHGQVWHDG D JURXS RI GLYGNDINR EXQDW BRRELDHNM\VWHPY DUH FUHDWHG IURP
DVQHHGHG $VPRUHFDSDFLW\LVY QHHGHG LGHQWLFDO YGHYV BR@ SBMDYMULSHG LC
LVXVHG WR FUHDWHRUH[WHQG SRROV $IWHUD SRROLVY FUHDWHG LWFDQEHGLY
VLIH]YROV DV QHHGHG 'DWDVHWYV FDQ EH XVHG WR RSWLPL]H VWRUDJH IRU WKH W\
DQG SURSHUWLHV VXFKDV TXRWDVDQG FRPSUHVVLRQ FDQEHVHWRQD SHU GDWD
WXDO EORFNGHYLFH ZKLFKFDQ EHXVHGIRUDSSOLFDWLRQV WKDW QHHG UDZ GHY|

=)6 VXSSRUWV UHDO WLPH GDWRFRPHBWWHMMLRDSSHQVY ZKHQ D EORFN LV ZULWWHQ V
WKHZULWWHQ GDWD ZLOO EHQH4W IURP FRPSUHVVLRQ :KHQD FRPSUHVVHG EORFI
SUHVVHG 6LQFHFRPSUHVVLRQ KDSSHQVDW WKHEORFNOHYHO QRW WKH40H OHY
FHVVLQJ WKH FRPSUHVVHG GDWD =)6 SRRBYVVFIURHDPWH RR@)DWHIHKVH WKH UHFRPPF
FRPSUHVVLRQ DOJRULWKP

=)6 SURYLGHV ORZ FRVW LQVWDQRDKHRXYRMQBBEGKSRRYW GDWDVHW RU]JYRO 'XH\
LQLWLDOO\WDNHQRDGGLWLRQDO VSDFH 7KHVL]HRIDVQDSVKRWLQFUHDVHV RY
VKRWDUH ZULWWHQ WR GLVN 6QDSVKRWV FDQ EH XVHG WR SURYLGHD FRS\RI GDW

jdk
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FUHDWHG :KHQD 40HLV GHOHWHG LWV GLVN EORFNVDUHDGGHG WR WKH IUHH OL
LVWLQJVQDSVKRWYV DUH QRW DGGHG WR WKH IUHH OLVW XQWLO DOO UHIHUHQFLQJ
DFOHYHU ZD\WR NHHS D KLVWRU\RI 40HV XVHIXOIRUUHFRYHULQJDQ ROGHU FRS\
PDQ\DGPLQLVWUDWRUV WDNH VQDSVKRWYV RIWHQ VWRUH WKHP IRUD SHULRG RI W
6XFK D VWUDWHJI\DOORZV WKHDGPLQLVWUDWRU WR UROO WKH V\VWHP EDFN WR D"
Re VLWH VQDSVKRW FDQ UHVWRUH WKH VIVWHP XS WR WKH ODVW VQDSVKRW LQWHU
DPSOH 6QDSVKRWV DUH VWRUHG ORFDOO\EXW FDQ DOVREH UHSOLFDWHG WR D UH
QRW GR D E\WH IRU E\WHFRS\EXW LQVWHDG FRQYHUWYV D VQDSVKRW LQWR D VWUH
SRRORQ WKHUHFHLYLQJHQG GRHVY QRW QHHG WR EHLGHQWLFDODQG FDQ XVH D G|
VLRQ VHWWLQJV

=)6 ERRW HQYLURQPHQWY SURYLGH D PHWKRG IRU UHFR ¥BU UG A 1BHRAQID EDAKRING RIS J |
WKH GDWDVHW WKH RSHUDWLQJ V\VWHP UHVLGHV RQ LV DXWRPDWLFDOO\WDNHQ E
VDYHG ERRWHQYLURQPHQW LV DXWRPDWLFDOO\DGGHG WR WKH *58% ERRW ORDGH
FKDQJH IDLO VLPSO\UHERRW DQG VHOHFW WKH SUHYLRXV ERRW HQYLURQPHQW IU
WKHLU RZQ ERRW H Q Yo\ U R/GI PAFRORMW QIQHGHG IRU H[DPSOH EHIRUH PDNLQJ FRQ4JXUD
7KLV ZD\ WKH V\VWHP FDQ EH UHERRWHG LQWR D VQDSVKRW RI WKH VIVWHP WKDW
FKDQJHV

=)6 SURYLGHV D ZULWB$FDODBFKHEHOO DV D =)6 —QWHQW /RJ =—/ 7KH\=+P ERDDMNRUDJIH
LO\KROGV V\QFKURQRXV ZULWHV XQWLO W KKWIWSVZUSW KHOHWRUW KH =)6 S RR/O
DGPLQLVWUDWLRQ DSSHQGL[ D YLVXDOL]LQJ WKH ]IV LQWHQW ORJ $GGLQJD ID
6/2* 6HSDUDWGBHRUFH SHUPLWV PXFK KLJKHU SHUIRUPDQFH 7KLV LV D QHFHVVLW\ I
RPPHQGHG IRUGDWDEDVH VHUYHUV RURWKHU DSSOLFDWLRQV WKDW GHSHQG RQ V
EHQH4WV DQG XVDJH LV DYDLODEOHLQ WKHVH EORJDQG IRUXP SRVWV

7TKH=)6=-/DQG 6/2* " HP WWW&HGZZZ IUHHQDV RUJ EORJ ]IV ]JLO DQG VORJ GHP\

6RPHLQVLIKWYV LQWR 6/2* =—/ ZLWKWWE8Y J)URHUXP&PIUHHQDV RUJ LQGH[ SKS"W
LQVLIKWY LQWR VORJ JLO ZLWK ]IV RQ IUHHQDV

=)6 —-QWHQKWWE QH[ EORJVSRW FRP 1TV LQWHQW ORJ KWPO

6\QFKURQRXV ZULWHV DUHUHODWLYHO\UDUH ZLWK 60% $)3 DQGL6&6— DQG DGGL
WKHVH SURWRFROV RQO\PDNHV VHQVNMTQBAYHBILWY FDY HWKWFSEHIWHRP WR GHWHU
PLQHLIWKHV\WVWHP ZLOO EHQH WK LYRZMHEKVSI6 HAZZ ULFKDUGHOOLQJ FRP +RPH V
SURJUDPV JLOVWDW IRUXVDJHLQIRUPDWLRQ

=)6 FXUUHQWO\ XVHV *L% RIVSDFHIRU®G6/2* /DUJHU 66'VFDQEHLQVWDOOHG EXW
6/2* GHYLFHVY FDQQRW EH VKDUHG EHWZHHQ SRROV (DFK SRROUHTXLUHV DVHSDUI
WKURXJKSXW OLPLWDWLRQV UHTXLUH WKDW D 6/2* GHYLFH PXVW RQO\EH XVHG IRU
DGG RWKHU FDFKLQJ IXQFWLRQV RQ WKHVDPH 66" RUSHUIRUPDQFH ZLOO VX+eHU

-QPLVVLRQ FULWLFDO VA\IVWHPY DPLUURUHG 6/2* GHYLFH LV KLIKOUBHRKRBPBQGH !
IRU=)6 SRROVDW=)6 YHUVLRQ RUHDUOLHU 7KH =)6 SRRGOHUVLQWWYRKHFNHG I
HFU WFSTJPO QPRBWHRNAERQ YPBRAWWKH =)6 SRRO LV YHUVLRQ )HDWRVYRRNIPRXQ D'
ODWHU

=)6 SURYLGHV D UHDOGSBRDFKARZQ DV WKH $5& ZKLFK UHGXFHY DBGBE ©DAVHQEB W Y WHH
WRS KWWSV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXBSD GRS NDEBELERONUGHY QIZK H
WRROV IRUPRQLWRULQJWKHH]FLHQF\RIWKH $5& -1 DQ66'LVGHGLFBWHG DV D FD
KWWS ZZZ EUHQGDQJUHJJ FRP EORJ ]IV O DUF KWPO $GGLWLRQDO UHI
LQFUHDVH UDQGRP UHDG SHU IR UPTMHEHX FHEW& B RHW G IRU VX]FLHQW 5$0 —-Q IDFW /
530 WR IXQFWLRQ —-IWKHUHLVY QRWHQRXJK5$0IRUDDGHTXDWHO\ VL]HG $5& DGG
PDQFH 3HUIRUPDQFHDFWXDOO\GHFUHDVHV LQ PRVW FDVHV SRWHQWLDOO\FDXV
WKDQ GLVNV VRDOZD\VDGGDV PXFK5$0DV SRVVLEOH EHIRUHFRQVLGHULQJ ZKHW
/| $5& GHYLFH

:KHQ DSSOLFDWLRQV SHUIRUPUOQGBHIRD BR XARIDNMVERDWDVHW VPDOO HQRXJK WR 4W LQ!
IRUPDQFH FDQEHLQFUHDVHG EA\DGGLQJD GHGLFDWHG FDFKHGHYLFH 66'FDFKH G
ODUJHU WKDQ VI\VWHP 580 EXW VPDOO HQRXJK WKDW D VLIJQL4FDQW SHUFHQWDJH 4
VKRXOG QRWEHDGGHG WR D VI\VWHP ZLWK OHVV WKDQ *L% RI5%0 DQG WKH VL]HR
WLPHY WKHDPRXQWRI5%0 -QVRPHFDVHV LWPDVEHPRUHH]FLHQW WR KDYH WZR
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DFWLYHGDWD DQGDQRWKHURQ KDUG GULYHVIRUUDUHO\XVHG FRQWHQW $IWHU
WLYHQHVV XVLQJ BBROVERARIQBYHDVH WKH VLIHRIDQ H[LVWLQJ/ $5& VWULSH DQF
LW 7KHZHELQWHUIDFH ZLOODOZD\V VWULSH/ $5& QRW PLUURU LW DV WKHFRQW
RIDQLQGLYLGXDO66'"IURPDQ/ $5& SRRO ZLOO QRW D*HFW WKHLQWHJULW\RI WKH
SHUIRUPDQFH GHSHQGLQJRQ WKHZRUNORDGDQG WKHUDWLRRIGDWDVHW VL]H W
GHYLFHVFDQQRWEHVKDUHG EHWZHHQ =)6 SRROV

=)6 ZDV GHVLJQHG WR SURYLGH UHGXQGDQF\ ZKLOH DGGUHVVLQJVRPHRIWKH LQKI
5$—'VXFK DV WKH ZULWH KROHDQG FRUUXSW GDWD ZULWWHQ RYHU WLPH EHIRUH W
=)6 SURYLGHV WKUHH OHYHOV RI 5i$G"%DIGHDUHF W ki) @ X © DHASE- I WOIG LW RMWHY KRZ PDQ\
GLVNV SHU YGHY FDQ EH ORVW ZLWKRXW ORVLQJ GDWD =)6 DOVR VXSSRUWV PLUUR
GLVNV LQ WKH PLUURU =)6 ZDV GHVLJQHG IRUFRPPRGLW\GLVNV VR QR5%-' FRQWU
XVHG ZLWK D 5$—' FRQWUROOHU LWLV UHFRPPHQGHG WKDW WKH FRQWUROOHU EH
WURO RI WKH GLVNV

"KHQ GHWHUPLQLQJ WKH W\SHRI=)6 UHGXQGDQF\WR XVH FRQVLGHU ZKHWKHU WK
IRUPDQFH

5$-'= PD[LPL]JHV GLVNVSDFHDQG JHQHUDOO\SHUIRUPV ZHOO ZKHQ GDWD LV ZL
.RUPRUH

5$-'= R*.HUV EHWWHU GDWD DYDLODELOLW\DQG VLIJQL4FDQWO\EHWWHU PHDQ

$ PLUURUFRQVXPHV PRUHGLVNVSDFHEXWJHQHUDOO\SHUIRUPV EHWWHU ZLW
IRUPDQFH DPLUURULVVWURQJO\IDYRUHGRYHUDQ\5%$-'= SDUWLFXODUO\IRL
ORDGYV

8VLQJ PRUH WKDQ GLVNV SHU YGHY LVOQRWUHFRPPHQGHG 7KHUHFRPPHQGH
WZHHQ DQG :LWKPRUHGLVNV XVHPXOWLSOHYGHYV

6RPHROGHU =)6 GRFXPHQWDWLRQ UHFRPPHQGVY WKDW D FHUWDLQ QXPEHU RI G
5$-'=LQ RUGHUWRDFKLHYHRSWLPDO SHUIRUPDQFH 2Q VI\VWHPV XVLQJ /= FRF
IRU)UHH1$6 DQG KLIJKHU WKLV LV QRORQGIHYFWWXYHSEHHGWK RU +RZ-/HDUQ
"RUU\LQIJDQG /IRYKWWW-SY 727ZZ GHOSKL[ FRP EORJ GHOSKL[ HQJLQHHULQJ ]IV
L OHDUQHG VWRS ZRUU\LQJ DQG ORYH UDLG] IRUGHWDLOV

7KHVH UHVRXUFHVY FDQ DOVR KHOS GHWHUPLQH WKH5%$-'"FRQ4JXUDWLRQ EHVW VXL

*HWWLQJ WKH ORVW RXWVWRWS\6 3 RROXPV I[UHHQDV RUJ LQGH[ SKS"WKUHDGV JH
]IV SRROV

$ &ORVHU /RRNDW =)6 9GHYV DKMEVBSIV | RERPQVWBQWLQ JOH] GH D FORV]
DQG SHUIRUPDQFH

'DUQLQIS$-"$1''-6.5('81'$1&<$5(127 $68%67-787()25$5(/-$%/( %$&.83675$7(*< %
7+-1%6 +$33(1$1'$*22' %$&.8367587(*<-667—//5(48-5('723527(&7 9$/BI$S%/|('$7$ 6}
ULRGLF 6QDSV8BWH/DVEBRIGOLFDWLEDRIJHDVNWR XVH UHSOLFDWHG =)6 VQD|SVKRWV
EDFNXS VWUDWHJ\

=)6 PDQDJHV GHYKHO®YWQ LQGLYLGXDO GULYHLQ D PLUURU RU5$-'=IDLOVDQG LV UH
WKH UHSODFHPHQW GHYLFH WR WKH YGHY DQG FRSLHV UHGXQ G DHML.@D IMDHWE +'W L ¢
FRQWUROOHUV XVXDOO\KDYH QR ZD\RINQRZLQJ ZKLFK EORFNV ZHUH LQ XVH DQG F
=)6 RQO\ FRSLHVY EORFNV WKDW DUHLQ XVH UHGXFLQJWKHWLPHLW WDNHV WR UHE
DEOH $IWHUDQLQWHUUXSWLRQ UHVLOYHULQJUHVXPHV ZKHUH LW OHIW Rs UDWK

:KLOH =)6 SURYLGHV PDQ\EHQH4WYV WKHUHDUH VRPHFDYHDWYV

$W FDSDFLW\ =)6 VZLWFKHV IURP SHUIRUPDQFH WR VSDFH EDVHG RSWLPL]LC
PDQFHLPSOLFDWLRQV )RUPD[LPXP ZULWH SHUIRUPDQFHDQG WR SUHYHQW SU
PRUHFDSDFLW\EHIRUHD SRRO UHDFKHYV

KHQ FRQVLGHULQJ WKH QXPEHU RI GLVNV WR XVH SHU YGHY FRQVLGHU WKH VL
WLPHUHTXLUHG IRUUHVLOYHULQJ ZKLFKLVWKHSURFHVV RIUHEXLOGLQJ WK

jdo9
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ORQJHU WKH UHVLOYHULQJWLPH :KHQUHSODFLQJD GLVNLQDO5%$-'= LWLV SR
WKHUHVLOYHULQJ SURFHVV FRPSOHWHYV —-I WKHQXPEHURIIDLOHG GLVNV H[F}
WKH WASHRI5%$-'= WKHGDWD LQ WKHSRROZLOO EHORVW )RUWKLV UHDVRQ 5
RYHU 7L% LQ VL]H

8VLQJGULYHVRIHTXDO VLIHVLVUHFRPPHQGHG ZKHQ FUHDWLQJD YGHY :KLOF
GL*HULQJVL]HV LWV FDSDFLW\ZLOO EHOLPLWHG E\WKH VL]HRIWKHVPDOOHYV

JRUWKRVHQHZ WRK)6GHWEKED HQWKWWSV)6 HQ ZLNLSHGLD RUJ ZLNL =1V SURYLGHYV
SRLQW WR OHDUQ PRUH DERXW LWV IHDWXUHYV 7KHVHUHVRXUFHV DUHDOVR XVHIX

JUHH%6' =)6 7TXQLOQKWW.S&SW ZLNL IUHHEVG RUJ =)67XQLQJ*XLGH
=)6 $GPLQLVWUDWMWWSY¥LGGRFYV RUDFOH FRP FG ( LQGH[ KWPO

%HFRPLQJD =)61LQMD SRWWSWLQEZHAR \RXWXEH FRP ZDWFK"%YHWRBWVAB NDD9& DQ
ILQMD 3DUW KWVWESNR ZZZ \RXWXEH FRP ZDWFK"Y Z\ F-59+L<8

7KH=)LOH 6\VWKWWS/ 2Z2ZZ IUHHEVG RUJ GRF HQB86 -62 ERRNV KDQGER
=)6 7KH/DVW :RUGLQ )LOH 6\VWHRWWSSMIWZZXZLNBRXWXEH FRP ZDWFK"Y D7,;.[S/B
7KH=HWWDE\WH )KWWSWWHBAPZ \RXWXEH FRP ZDWFK"Y SW< . OF<

kdXR w6a 62 im 2 6H :b

7R GL*HUHQWLDWH LWVHOIIURP 2UDFOH =)6 YHUVLRQ QXPEHUV 2SHQ=)6 XVHV IHD\
IHDWXUHV ZLWK XQLTXH QDPHV WR SURYLGH SRUWDELOLW\EHWZHHQ 2SHQ=)6 LP S(
IRUPV DVORQJDVDOORIWKHIHDWXUH5DJVHQDEOHG RQ WKH =)6 SRRXNBHW VXSS
2SHQ=)6 DQG HDFK QHZ YHUWLRQHSI\) XBHER6GDWH ZLWK WKH ODWHVW IHDWXUH 5DJ

6HHSRRO IHDWKWWSYV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ ]SRRO IHDWXUHV IR
2SHQ=)6 IHDWXUH5DJVDYDLODEOHRQ )UHH%6"

jds
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PS1lLah *E *AL.1_ . Aol

$Q RSHQ VRXUFH FRPPXQLW\ VXSSSRYWHGRURBHKES W D F N WWISYD L OLDVEIOHED MR P
LIVIVWHPV FLQGHU




*> Shil_
hqlLhuLAL1

oJg 1 1*PJJ1L. hAPLa

7KLYV VHFWLRQ R HUFRYUHNHUPONLRQ UHFRPPHQGDWLRQVDQG WURXEOHNVNERRWLQJ W
D90ZDUKWWSYVY ZzZZ YPZDUH FRP K\SHUYLVRU

KNXR 6 22Lba oJr 2 :m2hbi

7KLV VHFWLRQ KDVUHFRPPHQGDWLRQV ZRH QRMUIX UQRY W)GIGIHGEEDY D 9LUWXDO ODF
90ZDUH

7TRFUHDWHD QHZ UHWXHI60 ODFKLQH LQ 902BDHHVBERWKH VHFWLRQ RI WKLV JXLGH
&RQ4IXUH DQGWKWH WVKRMHWSYV ZZZ IUHHEVG RUJ FJL PDQ FJL"TXHU\ ¥ NEVBWHPYHUV |

1HWZRUN FRQQHFWLRQ HUURUV IRU SOXJLQYORADMEHV LQVLGH WKH )UHH1$6
FDXVHG E\ D PLVFRQUIXUMHGKWMSVK SXEV YPZDUH FRP YVSKHUH

LQGH[ MVS"WRSLF )FRP YPZDUH ZVVGN SJ GRF )3*BIAHWZRIUNLQJIURXEWPO R
KWWSV SXEV YPZDUH FRP YVSKHUH HV[ YFHQWHU LQGH[ MVS"WRSLF FRP YPz
ODNH VXUH 0$& VSRR4QJDQG SURPLVFXRXV PRGHDUHHQDEOHG RQ WKH VZLWFK 4U
LV XVLQJ

KNXk >QbiBM; o0Jr "2 aiQ ;2 rBi? 6 22L a

7KLV VHFWLRQ KDV UHFRPPHQGDWLRQVY ZKWY ©R\WQME ¥ U\ Bl PUNVHELISBQJ XVHG DV D 90ZL
WRUH

ODNH VXUH JXHVW 90V KDYH WKMORXBSNVWREBNWDRORIG 90ZDUH SURY LIGHWLQ®W U X
90ZDUH 7TRRWWSYVY 7Z7ZZ YPZDUH FRP VXSSRUW ZV GRF QHZBJXHVWBWRROVBZV K\
LQJ VI\VWHPV

-QFUHDVH WKH 90 GLVN WLPHRXWV WR EHWWHU VXUYLYH ORQJGLVN RSHRUDWLRQV
RQGYHH WKHJIJXHVW RSHUDWLQJ VIVWHP GRFXPHQWDWLRQ IRUVHWWLQJGLVN WLP
VHWWLQJ GLVN WLPHRXWV RQ VRPHVSHFL4FJXHVWRSHUDWLQJV\VWHPYV

'LQGRZV JXHVW RSHUDRWAL\Q $ V\VWMPY YPZDUH FRP HQ 90ZDUH YB6SKHUH FRF
VWRUDJH GRF *8—' ($ ( $$' ) $ %' $ KWPO

JLQX[IJXHVWV UXQQLQJNHKNQOWSYHUMLROZDUH FRP V DUWLFOH
'KHQ )UHH1LI$% XVHG DV D 90ZDUHFGRIRWIDBVWRBWH G =)6 DQG 908D UK VQ BB QKWW H G

kNXj o A7Q Ba*aA

90ZDUH VY6WRUDJH $3-V IRU $ VUSB\D-QORZWDPWRERIJRWDVNYV VXFK DV ODUJH GDWD
5RDGHG IURP WKH YLUWXDOL]DWLRQ KDUGZDUH WR WKH VWRUDJH DUUD\ 7KHVH RS
ZLWKRXW WUDQVIHUULQJ EXONGDWD RYHU WKH QHWZRUN
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9$$-IRUL6&6—- VXSSRUWV WKHVH RSHUDWLRQV

$WRPLF 7HVWS DEDOEHRZY PXOWLSOH LQLWLDWRUV WR VIQFKURQL]JH /81 DFFHVV |
WKDQ ORFNLQJWKH ZKROH /81 DQG SUHYHQWLQJ RWKHU KRVWV IURP DFFHVVLQ

&ORQH %@GRBNAMRSLHY GLVN EORFNV RQ WKH 1$6 &RSLHV RFFXU ORFDOO\UDWKF
RSHUDWLRQ LVMOVERRYRUWR WSY GRFV PLFURVRIW FRP HQ XV SUHYLRXV YHU
SUR ZLQGRZV VHUYHU 5 DQG KK Y ZV

/81 5HSRUDMLARIZY D K\SHUYLVRU WR TXHU\WKH 1$6 WR GHWHUPLQH ZKHWKHU D |

6WXOPXVHV YLUWXDO PDFKLQHVY ZKHQ D SRRO UXQV RXW RIVSDFH 7KHVSDFH LV
WXDO PDFKLQHV FDQ FRQWLQXH UDWKHU WKDQ UHSRUWLQJ ZULWH HUURUYV

7KUHVKROG WHHN\YWHP UHSRUWV D ZDUQLQJ ZKHQ D FRQ4JXUDECHWEBDFLW\ |
WKUHVKROG LV FRQ4JXUHG DW WKH SRRO7TOEBYHO RY B/ XWKID H | WRIQWEOZHN HO VH

IRUERWK 40HDQG GHYLFHEDVHG HIWHQWY 7\SLFDOO\ WKH ZDUQLQJLV VI
DUH XVHG LQ ZKLFK FDVH LW PXVWEHVHWDW WKHH[WHQW OHYHO

8QPDISQIRUPV )UHWK®BV WKH VSDFH RFFXSLHG E\GHOHWHG 40HV VKRXOG EH IUF
LVvXQDbzZzDUH RITUHHG VSDFH FUHDWHG ZKHQ WKHLQLWLDWRU GHOHWHYV 40HV )
VXSSRUW WKH XQPDS FRPPDQG

=HUR % BRBNWH 6)HIRMIRY RXW GLVN UHJLRQV :KHQ DOORFDWLQJYLUWXDO PDFKL
WKH]HUR ZULWH LY GRQH ORFDOO\ UDWKHU WKDQ RYHU WKH QHWZRUN 7KLV P
RWKHU]JHURLQJRIGLVN UHJLRQV PXFK TXLFNHU

jd3



*> Shi_
h>A hu

laAL: h>1 SA

$5(67KWWSV HQ ZLNLSHGLD RUJ ZLNL 5SHSUHVHQWDWLRQDOBVWDWHBWUDQVIHL
PHFKDQLVPIRUUHPRWHO\ FRQMWRWEPQJD )UHH1$6

5(67 SURYLGHV DQ HDV\ WR UHDG +773LPSOHPHQWDWLRQRIIXQFWLRQV NQRZQD
EHQHDWK D VSHFL4HG EDVH 85/ (DFKUHVRXUFHLV PDQLSXODWHG XVLQJWKH +773
KWWSV WRROV LHWI RUJ KWPO UIF KWPO VXFKDV*(7 387 3267 RU "(/(7(

$V VKRZQLUQUH DQ RQOLQH YHUVLRQ RI WK $3-LLV\VY\D-LOWERF DWHHQDV
KWWSV DSL L[VIVWHPV FRP IUHHQDV

yLJ $3-'RFXPHQWDWLRQ

7KHUHVWRI WKLY VHFWLRQ VKRZY FRGHH[DPSOHV WR LOOXVWUDWH WKH XVHRIW

IRWH QHZ $3- ZDV UHOHDVHGZLWK KHHHHIMBLR XV $3- LV VWLOO SUHVHQW DQG LQ X
IHDWXUH FRPSOHWH 'RFXPHQWDWLRQ IRU WKH QHZ\$\3AN\LHWFDIY\D BMKDEERCBIV R R W K H ) U H
H[DPSOH LI WKH YWWWHF6LY DW -3 DGGUHVYV KWWS HQWHU DED CERNRZVHU

WR VHH WKH $3- GRFXPHQWDWLRQ :RUNLV XQGHU ZD\WR PDNH WKH QHZ $3- IHDW X
"HE6RFNHKWWSY GHYHORSHU PR]JLOOD RUJ HQ 86 GRFV :HE $3- :HE6RFNHWVBS$3.

jdN
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PDNHV LW SRVVLEOHWRRSHQLQWHUDFWLYH FRPPXQLFDWLRQ VHVVLRQV EHWZHH
GULYHQ UHVSRQVHV ZLWKRXW WKH QHHG WR SROO WKH VHUYHU IRU D UHSO\ :KHQ ¢
GRFXPHQWDWLRQ ZLOOLQFOXGHUHOHYDQW H[DPSOHV WKDW PDNH XVH RI WKH QH.

jyXR aBKTH2 SA 1t KTH2

7TKB¥3-GLUHFWRU\RIWKH )UHH1$6p KWWSY¥ UDEWKX® FR\P [ UHHQDV IUHHQDV WUHF
FRQWDLQV VRPH $3- XVDJH H[DPSOHV 7KLV VHFWLR@QBXYRTYRSVGUD FW OWKWEXKQ E KDRI
DVLWSURYLGHVDVLPSOHH[DPSOH WKDW FUHDWHY D XVHU

$)UHHLPHSB\VWHP UXQQLQJDW OHDVW YHUVLRQ LVUHTXLUHG ZKHQ FUHDWLQJ D |
DPSOH 7RWHVW WKH VFULSWV GLMUNPWOG\ RQHDKWHH) DEXWHIBDFFRXQW DQG VHOHFW D
GDWDVHW IRURKH XVUHESVWRHU FUHDWLQJ WKH XVHU VWBUWLWeEW BI§ B W EXWHLLUF AHLLOQO
QRZ EH DEDHIWRWKH -3 DGGUHVV RIWKWHBPMHRLE6HDWH DQG UXQ VFULSWYV $OWHUC(
WHVWHG RQDQ\V\VWHP ZLWK WKH UHTXLUHG VRIWZDUHLQVWDOOHG DV VKRZQ LQ !

7RFXVWRPL]JH WKLV VFULSW FRS\WKHFRQWHQWYV RI WK LQ B XSV H [ MQW/HRDDVA IOHIQLD
OLJKWHG LQ UHG EHORZ FDQ EH PRGL4HG LQ WKH QHZ YHUVLRQ WR PDWFK WKH QHH
FKDQJH WKH WH[W LQ EODFN $IWHU VDYLQJ FKOQUIKD 0BG IWKIHDBRUFL QB EX WANSLQJ
DFFRXQW ZLOOSPS BN D BAVPUY WKH )UHAEHEG QWHUIDFH

+HUHLVY WKH H[DPSOH VFULSW ZLWK DQ H[SODQDWLRQ RIWKHOLQH QXPEHUV EHOR

JNQPSUTPO
JNQPSIFRVFTUT
S SFRVFTQPTU
IUUQT GSFFOBT NZEPNBJO BQJ W BDDPVOU VTFST
BVUI SPPU GSFFOBT
IFBEFS\T$POUFOU 5ZQBEQQMJIDBUJPOAKTPO
WFSJGEMTF
EBUBKTPEVNQT \
CTEVTS@VJE
CTEVTS@VTFSOBENTFS
CTEVTS@NPEF
CTEVTS@DSFBUFHS58VE
CTEVTS@QBTTXPSE
CTEVTS@TIFMMTS MPDBM CJO CBT
CTEVTS@GVMM@ BMNF /BNF
CTEVTS@FNBDMBNF!IQSPWJEFS DPN

QSJO8 UFYU

KHUH
/[LQHV LPSRUW WKH 3\WKRQ PRGXOHV XVHG WR PDNH +773 UHTXHVWV DQG KDQGOH

/LQH UHSOINAHHQDV P\GRWHBLFKHW QPPOIX HHWZRUKWREDO &R Q4 JXRMMWWRKOW WKH VFU
ZLOO IDLO LI WKH PDFKLQH UXQQLQJ LW LV XQ D E 06N WRHUPH\DRHANQHOW/HKHDAWRRARW R O P H
WR773

/LQH UHSOIDHHQ@DWK WKH SDVVZRUG XVHG WR D¥PHVNPVKH J)UHH1$6
/ILQHWR IRUFH YDOLGDWLRQ RI WKH 66/ FHUWL4FPDNCWERUXOH XVLQJ +7736 FKDQJH

/ILQHV VHW WKH YDOXHV IRUWKH XVHU EHLQJ FOHDW RGV YW X VAIHRIPV IHUFAMICROQ/ D W
KWwWSV DSL L[V\VWHPV FRP IUHHQDVY GHVFULEHV WKLVLQPRUHGHWDLO $0OOR
UDPHWHUV VHFWLRQ RI WKDW UHVRXUFH 6LQFH WKLV UHVRXUFHFUHDWHY D)UHH?Y
IRUD )UHH%6' XVHUDEBRXQWPDUL]J]HV DFFHSWDEOH YDOXHV 7KLV UHVRXUFH XVH\
YDOXHV DX RHDOVH

i3y
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7DEOH -621 3DUDPHWHUV IRU 8VHUV &UHDWH 5HVRXUFH
-621 3DUDPHWHU 7\SH  'HVFULSWLRQ
EVGXVUBXVHUQDPHNULQJ OD[LPXP FKDUDFWHUV WKRXJK D PD[LPXP RI |LV UHFI
LQWHURSHUDELOLW\ &DQLQFOXGH QXPHUDOY EXW FD
EVGXVUBIXOOBQDPWULQJ 0D\ FRQWDLQ VSDFHV DQG XSSHUFDVH FKDUDFWHUV
EVGXVUBSDVVZRUGWULQJ &DQ LQFOXGHD PL[RI XSSHU DQG ORZHUFDVH QHWWHU
QXPEHUV
EVGXVUBXLG LQWHJHU%\ FRQYHQWLRQ XVHUDFFRXQWV KDYHDQ — JUHDWHU
PD[LPXP DOORZDEOH YDOXH RI
EVGXVUBJURXS | LQWHJHU-EVGXVUBF UHDMHYD®®RESHFLI\ WKH QXPHULF —| Rl WKH
JURXS WR FUHDWH
EVGXVUBFUHDW H ERRBH D Q@ HW XHR DXWRPDWLFDOO\FUHDWH D SULPDU\ JURXS Z1
PHULF -EDG@XVUBXLG
EVGXVUBPRGH | VWULQJ 6HWV GHIDXOW QXPHULF 81—; SHUPLVVLRQV RIP XVHU }
EVGXVUBVKHOO | VWULQJ 6SHFLI\WKH IXOO SDWK WRD 81—; VKHOO WKDW|LV LQVYV
EVGXVUBSDVVZRUGBREAND@HWGWRWR GLVDEOH XVHU ORJLQ
EVGXVUBORFNHG ERROHDQHW MRWR GLVDEOH XVHU ORJLQ
EVGXVUBVXGR | ERROHDQHWMWRWR HQDEE@PRU WKH XVHU
EVGXVUBVVKSXENHWULQJ &RQWHQWV RI 66+ DXWKRULJHG NH\V 40H

IRWHKHQ XVLQJERROHDQ YDOXHV -621 UHWXUQV UDZ ORZHUFDVH YDOXHV EXW 3\\
TUXRH)DONVB®I 3\WKRQ VFULSWV HYHQ WKRXJK WKH H[DPSOH -621 UHVSRQVHV LQ WKH $
DWURHWDOVH

jy Xk JQ 2 *QKTH2t 1t KTH2

7KLV VHFWLRQ SURYLGHV D ZDON WKURXJK RI D PR UHUBRSRIS/AM @ H [L5R\S BN HRW R 16 . I DN
EDUZLWKLQ WKH $3- GRFXPHQWDWLRQ WR TXLFNO\ORFDWH WKH -621 SDUDPHWHU
DQG VHYHUDO PHWKRGV WR FUHDWHD =)6 SRRO FUHDWHD =)6 GDWDVHW VKDUH W
VHUYLFH 5HVSRQVHV IURP VRPHPHWKRGV DUH XVHG DV SDUDPHWHUV LQ RWKHU P/|
VHHQLQ WKH SUHYLRXV H[DPSOH WZR 3\WKRQ PRGXOHV DUHLPSRUWHG WR SURY L
DUJXPHQWYV

JNQPSESHQBSTF
JNQPSWZT

-WWKHQ FOeWDWMIOS/V ZKLFK LV VWDUWHG ZLWK WKH KRVWQDPH XVHUQDPH DQG S
WKURXJK WKH FRPPDQG OLQH

DMBTAUBSUWQ@KFDU
EFGC@@JO0OJU®M@GIPTUOBNF VTFS TFDSFU
TFM@IPTUOBNIPTUOBNF
TFM@VTFESVTES
TFM@TFDSFUFDSFU
TFM@FQ I1UUQ T BQJ W IPTUOBNF
EFGSFRVFTEFMGSFTPVSDF NFU(I®E EBUBPOF
JGEBUBT /POF

EBUB
S SFRVFTEFRVFTU
NFUIPE
T T TFM@FQ SFTPVSDF

EBUBKTP&VNQT EBUB
IFBEFS\T$POUFOU 5Z@BQQMJIDBUJPONKTPO=®=
BVUITFM@VTFSFM@TFDSFU

3R
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JGS PL
usz
SFUVSOKTPO
FYDFQU
SFUVSOUFYU
SBJTF 7BMVF&SSPS

$JHWB®HWWRRG LV GHAQHG WR JHW DO O W K HGGMANB\QIBEV & R 8 \WHFUKHEHRY BPBHENRKRFOG
XVHV WKLV LQIRUPDWLRQ WR FUNMDDAHKDFK 6 $ RRE MDA E ® \¥ R ® WRH.EBD®@ B HR X W
-621 SDUDPHWHUV DUH G HWRILEHGARIOMRRH FH R1 WKH $3—- GRFXPHQWDWLRQ

EFG@ HFU@ E JITHM G
EJTLT TFMGFRVFTOUPSBHF EJTL
SFUVSEIJTLEIJTL@QOBNGPEJIJTLIOEJTLT>

EFGDSFBUF @ QFRNG
EJTLT TEM@HFU@EJTLT
TFMGFRVFTOUPSBHF WPMNREBIPEL045 EBUB
WPMVNF@OBWMBOL
MBZPV U<
\ WEFWUZQHRUSJQF EJTLT EJTLT”

7TKEFUHDWHBBHDWIOR/GEW GH4QHG ZKLFK FUHDWRA¥IB&SPWDVHW QDPHG

EFGOSFBUF @ E B UBTVFW
TFMGFRVFTOUPSBHF WPMVNF UBOL ERBBTFELD45 EBUB
OBNF .Z4IBSF

AN

7KHUHDWHBFPHABNRO WM XVHGNGRUVEBPOH .Z4ESWK JXHVW RQO\DFFHVV HQDEOHG 7
FLIVBQPIPNB FRWKB JXHBRRYMUDPHWHUV DV ZHOO DV WKH RWKHU DOORZDEOH SDUL
WKEKDULQU&VIBXUFH RI WKH $3- GRFXPHQWDWLRQ

EFGDSFBUF@DJGT@FMGF
TFMGFRVFTUIBSJOH DJGNFUIPELO45 EBUB
DIJGT@OBNFzZ 5FTU 4IBSF
DIGT@QBUINOU UBOL .Z4IBSF
DIGT@HVFTUP®DIWZF

)LQDOOYHWUKHFHRBWKRBWQDEOHYV WKH & VUWBHREPREEDAKMHPHWHU LV GHVFULEHG LQ
YLFHV UHVRXUFH

EFGTFSWJIDF@ TUBMGOBNF
TFMGFRVFTUFSWJIJDFT TFSWUDFOBNF NFUIRES EBUB
TSW@FOBCBSVF

i3k
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