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172.30.241.150
Summary

Critical High Medium Low Info Total

0 12 11 1 0 24

Details

Severity Plugin Id Name

High (7.8) 103620 FreeBSD : dnsmasq -- multiple vulnerabilities (b77b5646-a778-11e7-ac58-
b499baebfeaf)

High (7.8) 103796 FreeBSD : Python 2.7 -- multiple vulnerabilities (9164f51e-ae20-11e7-
a633-009c02a2ab30)

High (7.5) 99556 FreeBSD : libevent -- multiple vulnerabilities (b8ee7a81-
a879-4358-9b30-7dd1bd4c14b1)

High (7.5) 100283 FreeBSD : freetype2 -- buffer overflows (4a088d67-3af2-11e7-9d75-
c86000169601)

High (7.5) 101332 FreeBSD : oniguruma -- multiple vulnerabilities (b396cf6c-62e6-11e7-9def-
b499baebfeaf)

High (7.5) 102279 FreeBSD : sqlite3 -- heap-buffer overflow (9245681c-7c3c-11e7-b5af-
a4badb2f4699)

High (7.5) 103953 FreeBSD : krb5 -- Multiple vulnerabilities (3f3837cc-48fb-4414-
aa46-5b1c23c9feae)

High 96365 FreeBSD : GnuTLS -- Memory corruption vulnerabilities (0c5369fc-
d671-11e6-a9a5-b499baebfeaf)

High 99557 FreeBSD : graphite2 -- out-of-bounds write with malicious font
(cf133acc-82e7-4755-a66a-5ddf90dacbe6)

High 100706 FreeBSD : GnuTLS -- Denial of service vulnerability (b33fb1e0-4c37-11e7-
afeb-0011d823eebd)

High 103828 FreeBSD : nss -- Use-after-free in TLS 1.2 generating handshake hashes
(e71fd9d3-af47-11e7-a633-009c02a2ab30)

High 104113 FreeBSD : cURL -- out of bounds read (143ec3d6-b7cf-11e7-ac58-
b499baebfeaf)

Medium (6.8) 103523 FreeBSD : OpenVPN -- out-of-bounds write in legacy key-method 1
(3dd6ccf4-a3c6-11e7-a52e-0800279f2ff8)

Medium (5.0) 26919 Microsoft Windows SMB Guest Account Local User Access

Medium (5.0) 57608 SMB Signing Disabled

Medium (5.0) 96821 FreeBSD : OpenSSL -- multiple vulnerabilities (d455708a-e3d3-11e6-9940-
b499baebfeaf)

Medium (5.0) 99555 FreeBSD : icu -- multiple vulnerabilities (607f8b57-7454-42c6-
a88a-8706f327076d)

Medium (5.0) 101381 FreeBSD : nginx -- a specially crafted request might result in an integer
overflow (b28adc5b-6693-11e7-ad43-f0def16c5c1b)

http://www.nessus.org/plugins/index.php?view=single&id=103620
http://www.nessus.org/plugins/index.php?view=single&id=103796
http://www.nessus.org/plugins/index.php?view=single&id=99556
http://www.nessus.org/plugins/index.php?view=single&id=100283
http://www.nessus.org/plugins/index.php?view=single&id=101332
http://www.nessus.org/plugins/index.php?view=single&id=102279
http://www.nessus.org/plugins/index.php?view=single&id=103953
http://www.nessus.org/plugins/index.php?view=single&id=96365
http://www.nessus.org/plugins/index.php?view=single&id=99557
http://www.nessus.org/plugins/index.php?view=single&id=100706
http://www.nessus.org/plugins/index.php?view=single&id=103828
http://www.nessus.org/plugins/index.php?view=single&id=104113
http://www.nessus.org/plugins/index.php?view=single&id=103523
http://www.nessus.org/plugins/index.php?view=single&id=26919
http://www.nessus.org/plugins/index.php?view=single&id=57608
http://www.nessus.org/plugins/index.php?view=single&id=96821
http://www.nessus.org/plugins/index.php?view=single&id=99555
http://www.nessus.org/plugins/index.php?view=single&id=101381


5

Medium (5.0) 101826 FreeBSD : collectd5 -- Denial of service by sending a signed
network packet to a server which is not set up to check signatures
(08a2df48-6c6a-11e7-9b01-2047478f2f70)

Medium (5.0) 102846 FreeBSD : libgcrypt -- side-channel attack vulnerability
(22f28bb3-8d98-11e7-8c37-e8e0b747a45a)

Medium (5.0) 103344 FreeBSD : Apache -- HTTP OPTIONS method can leak server memory
(76b085e2-9d33-11e7-9260-000c292ee6b8) (Optionsbleed)

Medium (4.3) 90317 SSH Weak Algorithms Supported

Medium (4.3) 102987 FreeBSD : Django -- possible XSS in traceback section of technical 500
debug page (aaab03be-932d-11e7-92d8-4b26fc968492)

Low (2.1) 102030 FreeBSD : proftpd -- user chroot escape vulnerability
(770d7e91-72af-11e7-998a-08606e47f965)

http://www.nessus.org/plugins/index.php?view=single&id=101826
http://www.nessus.org/plugins/index.php?view=single&id=102846
http://www.nessus.org/plugins/index.php?view=single&id=103344
http://www.nessus.org/plugins/index.php?view=single&id=90317
http://www.nessus.org/plugins/index.php?view=single&id=102987
http://www.nessus.org/plugins/index.php?view=single&id=102030
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